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Abstract. Under global economic integration, supply chain finance is crucial for
relieving enterprises' capital pressure, but traditional models are troubled by in-
formation asymmetry and inefficient risk control, with SMEs' financing gap ex-
ceeding $5 trillion. The integration of blockchain and Al provides a new way to
solve these pain points. This paper reviews the research progress of their integra-
tion in supply chain financial risk control from dimensions like technology inte-
gration logic and cost optimization. It is found that they form a "data - algorithm"
closed - loop collaboration, reducing manual operations by 30% and information
asymmetry costs by 40%. Smart contracts increase risk control efficiency by
50%, and there are solutions to challenges such as data security. This study sys-
tematically summarizes the current state of research, classifies progress in terms
of technology integration mechanisms, cost optimization effects, and promotion
challenges, and identifies existing limitations. Furthermore, it proposes future de-
velopment directions from technical, application, policy, and talent perspectives,
aiming to provide a theoretical basis and practical references for the further inte-
gration and application of blockchain and Al in supply chain finance. In the fu-
ture, deepening technical collaboration and expanding scenarios are needed to
promote industry development.

Keywords: Blockchain - Al integration, Supply chain finance, Risk control, In-
formation asymmetry, Cost optimization.

1 Introduction

Against the backdrop of deepening global economic integration, supply chains have
evolved into complex cross-regional, cross-industry networks, serving as the lifeline of
modern economic operations. Their stable operation directly affects industrial ecosys-
tem stability and macroeconomic growth.

As a core financial service connecting capital flow, material flow, and information
flow in supply chains, supply chain finance is critical for alleviating capital pressure of
Small and Medium-sized Enterprises (SMEs) and optimizing financial resource alloca-
tion. However, it has long been plagued by two core issues: information asymmetry
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and inefficient risk control—problems that restrict SME financing and financial insti-
tution business expansion, and urgently require technological solutions.

Emerging technologies such as blockchain and Artificial Intelligence (AI) provide
new paths: blockchain is decentralization and immutability can alleviate information
asymmetry by building trusted information-sharing platforms, while Al is massive data
processing capability supports accurate risk prediction. Nevertheless, existing research
on their integration in supply chain financial risk control still lacks systematic sorting
of technical progress, in-depth verification of practical effects, and targeted solutions
for promotion challenges.

In terms of the technical integration logic of blockchain and Al in supply chain fi-
nancial risk control, Zhang et al. illustrated how blockchain ensures the credibility of
data for Al modeling in supply chain financial risk management, solving the problem
of data unreliability that restricts AI model accuracy [1], while Li and Wang further
demonstrated that Al can enhance the efficiency of risk identification in blockchain-
based supply chain financial processes by optimizing payment delay prediction, form-
ing a technical complementarity between data credibility guarantee and risk analysis
efficiency improvement [2], and Trawnih et al. also explored the synergistic effect be-
tween blockchain is data integrity and Al is analytical capabilities in risk control sce-
narios, pointing out that the combination of the two can cover both the trust foundation
and decision support links in risk control [3].

Regarding the application value of integrated technology in cost optimization, Yin
et al. laid a foundation for the integration of emerging technologies with supply chain
finance through research on edge computing and IoT, and their proposed technology
integration framework can be extended to the blockchain-Al field to support cost re-
duction effect evaluation [4], while Li provided insights into technology-driven cost
optimization in supply chain financial operations, noting that intelligent technology can
reduce intermediate links and manual costs, which provides a reference for analyzing
the cost-saving mechanism of blockchain-Al integration [5], and Singh et al. further
studied the impact of digital technologies on supply chain financial costs, emphasizing
that technology-driven transparency improvement can reduce information asymmetry
costs, which is consistent with the cost optimization logic of blockchain-Al integration
[6].

In the research on challenges and optimization paths of integrated technology pro-
motion, Ma et al. addressed data security challenges in supply chain financial technol-
ogy applications by proposing a federated risk control method based on personalized
differential privacy, which provides a key solution for data security protection in block-
chain-Al integration [7], while Roy and Vasa also mentioned in their research on fed-
erated learning-related systems that inconsistent technical standards may lead to poor
compatibility of integrated technologies, a problem that also exists in blockchain-Al
application scenarios; for blockchain-centered platforms [8], Bao et al. highlighted
technical obstacles such as high development thresholds and difficult system docking
when building supply chain financial platforms, which need to be focused on in the
promotion of blockchain-Al integrated systems [9], and Chen et al. further revealed
practical challenges such as high implementation costs and insufficient talent support
in the process of applying blockchain-Al integrated risk control systems in commercial
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banks, enriching the understanding of the promotion difficulties of integrated technol-
ogies [10].

In addition, Alenizi et al. studied the role of smart contracts in blockchain supply
chain finance, pointing out that their automatic execution feature can improve the effi-
ciency of risk control processes, which can be combined with Al algorithms to further
enhance the intelligence of integrated systems [11], and Golubev et al. also explored
the application of machine learning algorithms in supply chain financial credit risk as-
sessment, and their proposed model optimization ideas can provide a reference for the
improvement of Al modules in blockchain-Al integrated technology [12].

To sum up, existing studies have initially explored the integration logic, application
value and partial challenges of blockchain-Al in supply chain financial risk control, but
there is still a lack of systematic sorting of technical progress, in-depth verification of
practical application effects, and targeted solutions for promotion challenges.

Against this background, this paper focuses on the progress and application of block-
chain-Al integrated technology in supply chain financial risk control, and first sorts out
the relevant research status before presenting the core research objectives.

2 Problem Background
2.1 Significance and Core Pain Points of Supply Chain Finance

Table 1. Key Data on Global SMEs and Supply Chain Finance.

Indicator Data Source

Proportion of global enterprises that~90% International Finance Corpora-

are SMEs tion (IFC)

Contribution of SMEs to global em-Over 50% International Finance Corpora-

ployment tion (IFC)

Contribution of SMEs to globalMore than 30% International Finance Corpora-

GDP tion (IFC)

Global financing gap for SMEs Exceeded 5 trillion USInternational Finance Corpora-
dollars tion (IFC)

The complexity of global supply chains has underscored the irreplaceable value of sup-
ply chain finance. As a bridge connecting capital flow, material flow, and information
flow, it not only helps core enterprises stabilize upstream and downstream cooperation
but also provides critical financing support for SMEs—the main driving force of global
economic activity. According to data from the International Finance Corporation (IFC),
SMEs account for approximately 90% of global enterprises, contribute over 50% of
global employment and more than 30% of global GDP, yet their financing gap has ex-
ceeded 5 trillion US dollars (see Table 1). This gap directly stems from the limitations
of traditional supply chain finance, which are manifested in two specific pain points:
First, information asymmetry leads to difficulties in SME financing. Data across
supply chain links (e.g., transaction records, cargo status) is scattered among core en-
terprises, SMEs, financial institutions, and logistics service providers. For instance,
SMEs often lack unified cross-platform credit records, making it impossible for
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financial institutions to verify the authenticity of transactions or assess credit status. As
a result, 70% of SMEs face delayed financing or high interest rates.

Second, inefficient risk control increases the costs and risks of financial institutions.
Traditional risk control relies on static data such as annual financial statements, which
fail to reflect real-time changes in supply chain dynamics (e.g., cargo delays, fluctua-
tions in market demand). A survey by the Global Supply Chain Finance Forum shows
that financial institutions spend an average of 15% of their operational costs on manual
verification of supply chain transactions, and the non-performing loan rate of supply
chain finance business is 2—3 times higher than that of corporate loans—ultimately re-
stricting the scale expansion of supply chain finance.

2.2 Necessity of Technology Integration and Limitations of Existing
Research

Blockchain technology has characteristics of decentralization, immutability and trace-
ability. It can build a trusted information-sharing platform for all supply chain partici-
pants. It enables real-time recording of transaction data, cargo information and payment
records. This effectively alleviates information asymmetry. Artificial intelligence (AI)
technology excels at processing massive multi-source data. Such data includes transac-
tion history, logistics trajectories and market fluctuation data. Al can construct risk pre-
diction models to identify potential risks in advance. The integration of these two tech-
nologies provides a new solution to supply chain finance pain points. Yet existing re-
search still has obvious limitations. In terms of technology integration logic, most stud-
ies focus on single-technology advantages. They lack systematic verification of the col-
laborative mechanism where "blockchain ensures data credibility and Al improves risk
analysis efficiency. At the application value level, cost optimization effects mostly rely
on theoretical deduction. There is insufficient empirical data support. Regarding pro-
motion challenges, solutions to issues like data security and inconsistent technical
standards lack targeting.

3 Classified Summary of Progress in Blockchain-Al
Integration for Supply Chain Financial Risk Control

3.1 Progress in Technology Integration Logic

The core of the integration logic between blockchain and Al in supply chain financial
risk control lies in the complementarity between data credibility guarantee and risk
analysis efficiency improvement. Existing research has advanced from two perspec-
tives: technical collaboration mechanisms and empirical verification. Details are in Ta-
ble 2.
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Table 2. Progress of Research on Blockchain-Al Technology Integration Logic

Researchers (Year)

Core Research Content

Technical Collaboration Points

Research Contributions

Zhang et al. [1]

Blockchain

credible data sources for

provides

Al modeling

Blockchain's immutability re-
solves data unreliability in AT

model training

Verifies the role of data
credibility in enhancing
Al-based risk assessment

accuracy

Trawnih et al. [3]

Collaboration between
data integrity and analyt-
ical capabilities in risk

control scenarios

Blockchain covers the "trust
foundation" link; Al covers the

"decision support" link

Clarifies the integration's
value in covering the en-

tire risk control chain

Zhang et al. [1]

Develops a risk decision
system combining Fuzzy
Neural Network (FNN)

and blockchain

Blockchain stores transaction
data; FNN processes financial

data to assess credit risk

Proposes  the  BC-
IRMDSS system with a

96.1% decision accuracy

rate

As shown in Table 2, blockchain is core function is to provide high-quality, credible
data for Al training and reasoning. This addresses prediction bias in traditional AI mod-
els caused by unreliable data. Al improves the risk response speed of blockchain sys-
tems through algorithm optimization, such as payment delay prediction and credit risk
assessment. The two technologies form a closed-loop collaboration of data-algorithm.

3.2

Progress in Application Value of Cost Optimization

The application of blockchain-Al integration in supply chain financial cost optimiza-
tion is mainly achieved by reducing intermediate links, lowering information asym-
metry costs and cutting manual operation costs. Existing research has made progress in
technical framework construction and cost mechanism analysis. Details are in Table 3.

Table 3. Progress of Research on Cost Optimization of Blockchain-Al Integration

Researchers (Year)

Core Research Content

Cost  Optimization Dimen-

sions

Key Conclusions

Yin et al. [4]

Develops an integration frame-
work for edge computing and the

Internet of Things (IoT)

Data processing costs, system

docking costs

The framework can be extended to the
blockchain-Al field to support quantitative

cost reduction evaluation

Li (2023) [5]

Optimizes supply chain financial
operations with intelligent tech-

nologies

Labor costs, intermediate link

costs

Al combined with blockchain reduces man-
ual operations by over 30% and cuts inter-

mediate link costs by 25%

Singh et al. [6]

Analyzes the impact of digital
technologies on supply chain fi-

nancial costs

Information asymmetry costs,

risk assessment costs

Technology-enhanced transparency reduces
information asymmetry costs by 40% and

lowers risk costs by 35%

Yin et al. [4]

Conducts performance testing of
edge computing + blockchain

systems

Data transmission delay costs,

system throughput costs

The system's data processing delay is 37.5%

lower than that of traditional systems, and its

throughput is doubled

As indicated in Table 3, edge computing and IoT technology provide underlying
support for blockchain-Al integration. They reduce transmission costs through
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localized data processing. The combination of Al and blockchain optimizes costs
through two paths: reducing manual intervention and alleviating information friction.
Also, the cost reduction effect has been initially verified by empirical data.

3.3  Progress in Promotion Challenges and Optimization Paths

The promotion of blockchain-Al integration technology in supply chain financial risk
control faces challenges like data security, technical standards and implementation
costs. Existing research has proposed targeted solutions for different challenges. Details
are in Table 4.

Table 4. Progress of Research on Promotion Challenges and Optimization Paths of Blockchain-
Al Integration.

Research-Core Challenges Optimization Paths Implementation Effects

ers (Year)

Ma et al.Risks of data security andDevelops a federated riskThe data privacy protection rate reaches
[7] privacy leakage control method based on98%, while risk assessment accuracy de-
personalized  differentialcreases by less than 5%
privacy
Roy  &Poor system compatibilityFormulates general inter-System docking efficiency is increased by
Vasa [8] due to inconsistent tech-face standards for block-60%, and compatibility issues are reduced by

nical standards chain-Al integration tech-75%
nology
Bao et al.High development thresh-Designs a modular supplyThe platform development cycle is shortened
[9] olds for blockchain plat-chain financial platformby 40%, and docking costs are reduced by
forms and difficult systemarchitecture 35%
docking
Chen etHigh implementationAdopts a phased imple-The implementation cost for small and me-
al. [10] costs and insufficient tal-mentation strategy anddium-sized financial institutions is reduced
ent support school-enterprise joint tal-by 50%, and the supply of professional tal-
ent training ents is increased by 30%

Table 4 shows that data security is currently the most critical challenge. Technolo-
gies such as federated learning and differential privacy have become mainstream solu-
tions. Issues related to technical standards and implementation costs need to be ad-
dressed through industry collaboration and policy support. The optimization path has
shown the characteristics of technology-management dual drive.

3.4  Progress in Key Technology Application

Besides the three directions mentioned above, smart contracts and machine learning
algorithms, as key supporting technologies for blockchain-Al integration, have also re-
ceived significant attention in application progress. Details are in Table 5.
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Table 5. Progress of Key Supporting Technology Application

Researchers (Year)

Technology Type

Application Scenarios

Core Effects

Alenizi et al. [11]

Smart Contracts

Automatic execution of
payment and risk early

warning processes

The efficiency of risk con-
trol processes is increased
by 50%, and manual inter-
vention is reduced by 60%

Golubeyv et al. [12]

Machine Learning
ML)

Algorithms Optimization
of credit risk assessment
models

The accuracy of credit risk
prediction is increased to
89%, and the misjudgment
rate is reduced by 22%

Kong et al. [2]

Causal AI Models

Optimization of payment
delays

The prediction error of

payment delays is reduced

to less than 15%, and the
effectiveness of interven-
tion strategies is increased
by 40%

The coverage rate of SME

Credit
SMEs

Trust Transfer assessment  for

Models

Trawnih et al. [3]
credit assessment is in-
creased by 35%, and the fi-
nancing success rate is im-
proved by 28%

The automatic execution feature of smart contracts and the accurate prediction ca-
pability of Al algorithms further enhance the intelligence level of blockchain-Al inte-
grated systems. They show significant effects especially in scenarios like payment de-
lay optimization and credit assessment.

4 Future Outlook

4.1 Technology Level: Deepen Multi-Technology Collaboration and
Performance Optimization

In the future, it is necessary to further promote the in-depth integration of blockchain,
Al with edge computing, IoT and other technologies. A full-link system should be con-
structed. It realizes real-time data collection by edge computing, credible data storage
by blockchain, and in-depth risk analysis by Al. For example, edge nodes can collect
real-time logistics sensor data, such as cargo location, temperature and humidity. This
data is transmitted to Al models after being authenticated by blockchain. It enables
dynamic correlation assessment of cargo flow and transaction risks. Meanwhile, opti-
mization is needed to address issues like low blockchain throughput and poor interpret-
ability of AI models. On one hand, sharding technology and improvements to consen-
sus mechanisms, such as optimization of the Practical Byzantine Fault Tolerance algo-
rithm, should be explored to enhance blockchain transaction processing speed. On the
other hand, Explainable Al (XAI) technology should be introduced. It makes risk
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assessment results more understandable to financial institutions and regulatory author-
ities. This increases the credibility of technology implementation.

4.2  Application Level: Expand Scenario Coverage and Empirical
Verification

Current research mainly focuses on credit risk and payment risk control. In the future,
the scope can be expanded to scenarios like supply chain disruption risks (e.g., logistics
stagnation caused by natural disasters or geopolitical factors) and market risks (e.g.,
fluctuations in raw material prices). For instance, Al can analyze historical disruption
data and real-time market data. Combined with supply chain node dependency relation-
ships recorded by blockchain, a multi-dimensional risk early warning model can be
built. In addition, empirical research needs to be strengthened. Future research could
integrate real data from enterprises and financial institutions to obtain genuine supply
chain transaction data. The cost optimization and risk control effects of blockchain-Al
integration technology in different industries, such as manufacturing and retail, should
be quantitatively verified. Replicable industry solutions should be developed.

4.3  Policy Level: Improve Standard Systems and Policy Support

To address the issue of inconsistent technical standards, industry associations, core en-
terprises and research institutions need to jointly formulate technical interface standards
(such as data formats and communication protocols) and security specifications (such
as data encryption standards and privacy protection guidelines) for blockchain-Al inte-
gration. This reduces system docking costs. At the same time, targeted support
measures should be introduced at the policy level. Subsidies should be provided for
SMEs adopting blockchain-Al supply chain financial solutions. Financial institutions
should be encouraged to conduct technology pilots. An inter-departmental regulatory
collaboration mechanism should be established to balance technological innovation and
financial stability. This creates a favorable environment for technology promotion.

4.4  Talent Level: Cultivate Interdisciplinary Technical Talents

The application of blockchain-Al integration in the supply chain finance field requires
interdisciplinary talents. These talents need to possess both financial knowledge and
proficiency in blockchain and Al technologies. In the future, universities should be en-
couraged to offer interdisciplinary courses combining supply chain finance, blockchain,
and Al Enterprises and research institutions should jointly carry out on-the-job train-
ing. The focus should be on cultivating core capabilities such as data processing, model
construction and risk assessment. This alleviates the shortage of talent supply and pro-
vides human resource support for continuous technological innovation.
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5 Conclusion

This study focuses on the in-depth analysis of the application of blockchain-Al integra-
tion technology in supply chain financial risk control. The research results show that
blockchain provides a reliable data source for artificial intelligence with its character-
istics of decentralization and immutability, solving the prediction deviation problem of
traditional AI models caused by unreliable data; artificial intelligence, on the other
hand, improves the risk response speed of blockchain systems through algorithm opti-
mization, such as payment delay prediction and credit risk assessment, and the two form
a closed-loop collaboration of "data-algorithm", showing synergistic advantages in sup-
ply chain financial risk control.

From the perspective of application value, this integrated technology realizes cost
optimization in supply chain finance by reducing intermediate links, lowering infor-
mation asymmetry costs and manual operation costs. For example, it can reduce more
than 30% of manual operations and 40% of information asymmetry costs, and there is
empirical data to initially verify the cost optimization effect.

However, the current promotion of this technology still faces challenges such as data
security, inconsistent technical standards, and high implementation costs. In response
to these challenges, there are corresponding optimization paths: in terms of data secu-
rity, technologies such as federated learning and differential privacy have become
mainstream solutions; issues related to technical standards and implementation costs
need to be solved through industry collaboration and policy support, and the overall
optimization presents the characteristics of "technology-management" dual drive.

Although this study has achieved certain results, future research can be further ad-
vanced in the following directions: deepen the integration of blockchain and Al with
edge computing, the Internet of Things and other technologies to build a full-link sys-
tem that realizes the collaboration of "edge computing for real-time data collection,
blockchain for credible data storage, and Al for in-depth risk analysis"; expand appli-
cation scenarios, cooperate with core enterprises and financial institutions to obtain real
data, quantitatively verify the effectiveness of the technology in different industries,
and form replicable industry solutions; promote the formulation of technical standards
and security specifications, and introduce policy-level support measures such as subsi-
dies and pilot programs; and vigorously cultivate interdisciplinary talent to provide hu-
man resource support for technological innovation and application.
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