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Abstract. Blockchain technology provides a system for secure and decentralised
data storage, which allows users to operate without trusting middlemen. The de-
ployment of blockchain applications shows a significant gap between theoretical
capabilities and practical operational outcomes. Most current decentralised ap-
plications (DApps) store actual data files such as images and documents and mul-
timedia content in external systems like cloud servers or distributed networks,
but they record only cryptographic references or metadata on the blockchain. The
method proves useful, but it depends on outside systems, which violate decen-
tralised principles and create vulnerabilities. The system embeds files into block-
chain transactions for permanent storage on the blockchain's immutable ledger
through direct protection, which protects data from loss, censorship, and modifi-
cation attempts during both infrastructure breakdowns and simultaneous attacks
on external storage systems. The research delivers useful information through its
analysis of essential data projection elements and decentralised application oper-
ational features. The operational success of blockchain technology in healthcare,
supply chain management, digital rights management, and financial services de-
pends on the economic and technical characteristics of storage methods. The
evaluation process helps developers, organisations, and policymakers choose the
best approach for blockchain adoption. Implement through strategic decision-
making.

Keywords: Blockchain, Decentralised applications, Data storage, Healthcare,
Supply chain management.

1 Introduction

Academic researchers today are concentrating on enhancing blockchain storage sys-
tems while conducting performance evaluations between on-chain and off-chain stor-
age approaches [1]. The author delivers the most detailed current assessment of block-
chain storage system security threats and operational trade-offs through their evaluation
of healthcare, financial, and IoT applications. The authors conduct a systematic review
to reveal major weaknesses in off-chain solutions, while they recognise that storing data
directly on the blockchain network faces scalability problems. The study demonstrates
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that off-chain storage performs better than Hyperledger Fabric through performance
statistics, which show 5.39 times faster write operations but 90.425% retrieval times
compared to on-chain storage [2]. The ACM Computing Surveys comprehensive re-
view by the paper studies methods to optimise blockchain data storage through com-
pression algorithms and encoding techniques [3], which decrease storage expenses on
the blockchain network. Technical implementation frameworks have been developed
by (2019) [4]. The authors introduce new storage models based on Interplanetary File
System (IPFS), which allow miners to store data across different distributed networks
using blockchain block inclusion [5]. The research by Liu and Wang examines privacy-
protecting file storage solutions that unite blockchain-based immutable systems with
IPFS distributed networks [6]. Research findings show that pure on-chain storage sys-
tems encounter economic problems and scalability limitations, yet pure off-chain solu-
tions create security vulnerabilities that undermine decentralisation of the blockchain.
However, limited research directly compares these approaches using current Ethereum
network conditions and gas pricing structures [7]. This Paper focuses on assessing the
technical possibilities, financial effects, and operational compromises using direct on-
chain data storage instead of conventional off-chain solutions for Ethereum-based ap-
plications. The research helps developers choose suitable blockchain solutions for per-
manent data storage by analysing storage expenses, operational capabilities, and secu-
rity measures.

The main goals of this project are to analyse the technical mechanisms and limita-
tions of direct on-chain data storage in Ethereum. Evaluation of on-chain and off-chain
storage methods needs to assess their operational performance as well as their security
measures and total implementation costs. Assess the economic viability of on-chain
storage through an analysis of present-day network operations and anticipated future
network developments. Every storage solution needs proper identification of its optimal
deployment environments, together with its implementation techniques. Provide rec-
ommendations for blockchain application developers choosing storage architectures.
The research methodology of this study consists of academic literature analysis, tech-
nical documentation review, and real-world implementation case studies to assess stor-
age trade-offs regarding cost, performance, security, and scalability.

2 Related Work and Theoretical Background

2.1  Consensus on Storage and Its Trade-offs State-of-the-art

Literature addresses a change from purely on-chain storage to hybrid structures with
regard to cost, speed and security. Eren et al. show the widest survey regarding the
security attacks of the blockchains and show that the hybrid storage structures are de-
creasing the execution time from 61-99% of the pure on-chain solution with crypto-
graphic security assurances through hashing [1]. Systematic evaluation of their adop-
tion within healthcare, financial, and IoT use-cases shows the essential weaknesses in
the off-chain solution options while recognising a scalability limitation of direct block-
chain storage [8-10]. According to Heo et al., storage optimisation technology for the
ACM Computing Surveys big data survey is based on significant progress [11]. This
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study elucidates the following six groups of optimisation with quantifiable perfor-
mance. Pruning heuristics have led to a 25% reduction in storage and a 22.19% change
in synchronisation time. Additionally, the IPFS optimisation system has decreased stor-
age requirements by approximately 1685 times. Implementing 50% sharding has im-
proved storage efficiency from one node to another. Using advanced erasure coding
techniques, such as the implementation of the Reed-Solomon algorithm, has resulted in
about 86% better performance for smaller systems. There is a 3% saving in storage
overhead in a multi-tier architecture.

2.2 InterPlanetary File System

InterPlanetary File System (IPFS) Integration Maturity and Performance Validation
Theoretical research indicates that combining IPFS and Ethereum provides a better so-
lution with standardised usage patterns. But it is important to note that the methods for
integrating IPFS with smart contracts have evolved. This typically involves placing
IPFS Content Identifiers (CIDs) within the smart contracts while storing large data in
the IPFS distributed network. This approach provides content-addressable assurance,
meaning that any unauthorised modification of the stored data will result in a different
hash, making it difficult for others to tamper with the information.

2.3  Storage Optimization

Storage Optimization Recent researchers have quantified some performance enhance-
ments by systematic optimisation. The algorithms like blockchain compression prove
blank node synchronisation performances with considerable bandwidth saving when
initial synchronisation occurs [12]. The algorithms, like multi-mode decision fusion
with the help of deep learning, can improve the accuracy for the smart contract vulner-
abilities detection and lower the false positive rate in security analysis [13]. In Priya,
the authors carry out direct performance analysis comparisons between on-chain and
off-chain storage strategies to show how the implementation represents an optimised
balance between security and operational efficiency [14]. On-chain storage, although it
is the most robust security promise, becomes unaffordable from an economic point of
view, while pure off-chain strategies provide availability and integrity-related issues
that shall be actively addressed with proper mitigation.

3 Technical Implementation and Architecture

3.1 Ethereum On-Chain Storage Architecture

Ethereum On-Chain Storage Architecture The state of a smart contract is stored using
a Modified Merkle Patricia Trie, where the storage corresponds to the keccak256
Ethereum address. Storage of a contract consists of a separate storage tire with 17-tuples
of branch nodes and compressed paths for each contract. Ethereum's technical overview
of as and fees shows that gas cost models introduce dramatic economic barriers [15].
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New storage operations (SSTORE) cost 20,000 gas units, modifications cost 5,000 gas,
and reads cost 200 gas for cold access. With today's gas price, it takes around $5000 +
USD to store 1 MB of data on-chain, which is simply too expensive to sustain pure on-
chain storage of massive datasets. Various tricks can be applied in order to store the
same amount of information while using as few storage slots (128 bytes per storage
slot) as possible. It packs a varying amount of data within a slot for efficient storage.
Bytes32 instead of string where fixed amounts of information need to be stored, and
optimally clearing slots after setting storage to zero to earn a gas refund of 15,000 gas
if the storage slot is set to zero.

3.2 Layer 2 Storage Solutions

Layer 2 Storage Solutions and Optimisation Optimistic rollups (Arbitrum, Optimism)
process transactions off-chain with periodic Layer 1 settlement at 2,000 - 4,000 trans-
actions per second (TPS), compared to Ethereum's 15 TPS, which reduces the gas cost
by 10-100 times. Zero-knowledge rollups provide instant finalisation through validity
proofs. zkSync Era shows EVM compatibility with 90% cost reduction, while Stark-
Nets Cairo architecture supports Turing-complete smart contracts with native account
abstraction. EIP-4844 blob storage introduced in March 2024 allows 128KB data blobs
with a 90% reduction in rollup costs through dedicated blob fee markets, addressing
Layer 2 data availability at one wei per byte compared to 16 gasses for call data.

4 Economic Analysis and Performance Optimisation

Ethereum Gas Pricing Structures and Economic Optimisation Denominated measure-
ment approaches calculate the overall cost using the formula gas consumed x (base gas
+ transaction priority gas). Currently, gas costs range from 0.9 gwei (low) to 1.052 gwei
(high). However, the EIP-1559 base gas system will provide a more predictable cost
structure. In the context of storing information in IPFS, critical benchmarking shows
the performance characteristics. Creating a new storage slot requires 20,000 gases. Up-
dating an existing storage slot requires 5,000 gases. Storing the IPFS has as bytes32
consumes approximately 55,600 gases (around 0.05 USD to 0.06 USD, depending on
network congestion). Multi-contract interactions will cost more and can vary between
5 USD and 50 USD or more during times of high network congestion. Specific gas
optimisation tools, such as GASOL [16], Mythril, and SLither, help in systematic in-
vestigations of gas usage. More advanced implementations have successfully reduced
gas consumption by 30% by optimising design elements, such as data structures and
storage patterns. The EIP-1559 fee market establishes base fees set by the protocol,
which are burned, along with priority user fees that are given to validators as tips. This
creates a more predictable cost model. Historical fee data from 2016 to the recent DeFi
expansion indicate that the best time for cost saving is during the 1-5 AM UTC window,
when fees are approximately 20-30% lower. Storage cost can be calculated using this
formula. Total Storage Cost = (Gas Units x Gas Price x ETH price) + Opportunity Cost.
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ROI Analysis and Economic Sustainability Models Using IPFS for storage, there is
a 60% gas saving when storing data as bytes32 instead of a string. However, storing
struct-based metadata in IPFS requires close to 55,000 gases for full implementation.
The cost associated with decentralised storage varies. Using IPFS as an example, a self-
hosting IPFS node server typically requires from 50USD to 200USD per month. Stor-
age cost from 0.02USD to 0.1USD per GB. Bandwidth transfer varies from 0.05USD
to 0.15USD per GB. Third-party services such as Pinata usually cost from 20USD to
1000USD per month, depending on the size of the file. Incentivised Filecoin storage
that is based on IPFS offers a remarkably low rate at USD 0.0000152 per GB per month,
showing around a 99% reduction in price compared to current cloud storage options,
although this comes with trade-offs in retrieval speed and complexity. For comparison,
traditional cloud storage costs about 0.023USD per GB per month for AWS S3, while
IPFS with Filecoin is significantly cheaper. But traditional blockchain storage can ex-
ceed 5000USD per MB. The formula for calculating blockchain ROI is Blockchain ROI
= (Operational Savings + New Revenue + Risk Reduction - Implementation Costs -
Operational Costs) / Total Investment x 100% Experimental results show that the rate
of enterprises adopting blockchain technology is as high as 41%, with a mean payback
time of 18-36 months. Sensitivity analysis indicates that fluctuations in gas prices can
impact on-chain storage ROI by +£50%. Additionally, a 2-times pattern of network
adoption can yield a 3-5 times better ROI.

5 Conclusion

The analysis indicates that hybrid storage solutions are the most suitable option for most
Ethereum applications, balancing security, performance, and cost-effectiveness by
combining on-chain metadata with off-chain content storage. Two key findings support
this conclusion: first, while pure on-chain storage is the most secure and decentralised,
it is prohibitively expensive (over $5,000 per MB) and limited in scalability (only 500
storage operations per block). Second, off-chain solutions offer significant cost and
performance savings but come with challenges related to availability and integrity that
must be properly addressed. Simulation results for hybrid models demonstrate impres-
sive outcomes, including 61-99% execution time savings, 98.76% storage savings, and
90% cost savings, all while maintaining cryptographic security through hash-based
proofs of work and Merkle proofs. As technological advancements facilitate a shift
from Layer 1 chains to Layer 2 rollups, sharding networks, quantum-resistant protocols,
and Al-friendly blockchains, the storage capabilities of blockchains will reach the nec-
essary level for global-scale Web3 infrastructure. It is essential to tailor practices based
on the specific needs of application fields, legal and regulatory requirements, and long-
term maintainability and continuity planning. Informed engineering practices, such as
security-first thinking with layered authentication, gas efficiency, optimised smart con-
tract patterns, standard vulnerability assessment strategies, and preparation for a quan-
tum-proof transition, will form the foundation of the next generation of distributed ap-
plications. The convergence of hybrid storage architectures, Layer 2 scaling solutions,
and new cryptographic techniques positions Ethereum-based applications favorably for
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enterprise adoption while preserving the core principles of security, decentralisation,
and transparency that are fundamental to blockchain technology.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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