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Abstract

The increasing integration of digital healthcare solutions in India, including
telemedicine, electronic health records (EHRs), and mobile health applications, has
redefined patient care. However, issues surrounding digital sensitivity, particularly
data privacy and cybersecurity, remain a major concern, especially across Tier 1 and
Tier 2 cities. This study examines the levels of awareness, trust, and adoption of digital
healthcare services among 230 participants and 25 industry experts through a mixed-
method research approach. For the qualitative component, 25 expert interviews were
conducted. This number was chosen based on the principle of thematic saturation,
which refers to the point at which no new themes or insights emerge from additional
interviews. Guest, Bunce, and Johnson (2006) suggest that saturation typically occurs
within the first 12–24 interviews in homogeneous groups. In this study, the sample
included healthcare professionals, digital health administrators, and cybersecurity
experts, providing diverse and sufficiently rich perspectives to support triangulation
with the quantitative data.

Quantitative analysis was conducted using descriptive statistics, chi-square tests,
exploratory factor analysis, and regression modelling, using IBM SPSS version 28
while thematic analysis provided deeper qualitative insights. Results indicate that while
awareness is moderately high, trust levels are neutral to low, primarily influenced by
concerns regarding data privacy and regulatory assurances. Key factors driving trust
include personal privacy concerns and transparency in data handling. The study
proposes actionable strategies such as strengthening data protection frameworks and
launching targeted awareness campaigns. These findings provide critical implications
for policymakers, healthcare providers, and technology developers aiming to foster a
secure and inclusive digital healthcare ecosystem in emerging markets.
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1. Introduction

The digital healthcare landscape in India has undergone a transformative shift over the
last decade, propelled by advancements in telemedicine, mobile health applications,
artificial intelligence, and electronic health records (EY, 2020). These innovations have
expanded access to healthcare services, particularly in urban centres, offering patients
faster consultations, better health monitoring, and improved clinical outcomes.
According to the World Health Organization (2020), digital health solutions are pivotal
in bridging healthcare delivery gaps, especially in populous countries like India.
However, alongside this rapid growth, challenges around "digital sensitivity" —
encompassing concerns about data privacy, cybersecurity threats, unauthorized access,
and the ethical use of health data — have gained increasing prominence.

Despite multiple initiatives by the Indian government, such as the National Digital
Health Mission (NDHM), concerns around data breaches, lack of regulatory clarity,
and user mistrust persist (PwC, 2021). Tier 1 cities such as Mumbai, Delhi, and
Bangalore have witnessed faster adoption rates of digital health platforms due to better
internet penetration and higher digital literacy. In contrast, Tier 2 cities, while rapidly
catching up, still struggle with infrastructural and awareness barriers (Deloitte, 2020).
These disparities necessitate a nuanced understanding of user behaviour and trust
factors across different urban contexts.
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Understanding the role of trust becomes even more critical in an era where healthcare
decisions are increasingly being influenced by digital platforms. Previous research
suggests that trust in data privacy, institutional transparency, and regulatory
frameworks directly impacts user adoption of digital health services (Venkatesh,
Thong, & Xu, 2012). This study focuses on evaluating these digital sensitivity factors
by comparing perceptions across Tier 1 and Tier 2 cities, aiming to offer strategic
insights that can inform both policy frameworks and digital health innovations.

2 Literature Review.

Recent studies highlight the exponential growth of digital healthcare in India, driven
by increasing smartphone penetration, government initiatives like Ayushman Bharat
Digital Mission (ABDM), and heightened awareness following the COVID-19
pandemic (KPMG, 2023). However, digital trust remains a critical barrier to widespread
adoption, particularly concerning data privacy and cybersecurity (NITI Aayog, 2023).

Research by PwC (2021) underscores that despite technological advancements,
consumers remain apprehensive about how healthcare providers and tech companies
manage sensitive personal data. A study by Deloitte (2022) found that transparency in
data collection and user control over personal information are key drivers of trust
among digital healthcare users.
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Furthermore, EY (2022) emphasized that urban users in Tier 1 cities exhibit higher
digital literacy and are more likely to adopt telehealth services, whereas users in Tier
2 cities display cautious optimism, balancing accessibility with privacy concerns. The
World Health Organization (2022) stresses the importance of ethical governance
frameworks and robust cybersecurity policies to foster sustainable digital health
ecosystems.

Additionally, Venkatesh et al. (2023) extend the UTAUT2 framework to digital
healthcare contexts, emphasizing performance expectancy, effort expectancy, social
influence, and facilitating conditions as critical adoption factors, moderated heavily by
trust and privacy assurance.

A report by McKinsey (2023) notes that post-pandemic, consumers are more open to
virtual health consultations but continue to demand greater assurances regarding
confidentiality and data ownership. Similarly, Accenture (2022) found that 67% of
digital health users in emerging markets, including India, would switch providers if
their data privacy is compromised.

Research by Frost & Sullivan (2022) highlights that innovations like blockchain for
health record management and AI-driven cybersecurity frameworks are emerging
trends designed to address privacy concerns and improve user trust. Furthermore,
Capgemini Research Institute (2022) emphasized that building 'trust-by-design' digital
healthcare applications, embedding privacy, transparency, and control features at every
level, is critical for ensuring user adoption and retention.

According to Bain & Company (2023), the Indian healthcare consumer increasingly
expects omnichannel access, seamless digital experiences, and assured privacy, which
poses a new challenge for traditional healthcare providers. Meanwhile, a study by ORF
(Observer Research Foundation, 2022) pointed out that digital literacy, while
improving, remains unevenly distributed in Tier 2 and semi-urban areas, impacting the
equitable adoption of digital healthcare.

The NASSCOM Healthcare Report (2022) emphasized that while India's healthcare
startups are rapidly innovating, concerns about data security compliance with global
standards (like GDPR and HIPAA) remain a major trust barrier for Indian consumers.

Thus, the literature indicates that although technological advancements have been
rapid, issues such as trust, data privacy, regulatory compliance, and equitable access
continue to create gaps in the sustainable adoption of digital healthcare solutions in
India.

3 Research Gap Analysis.

Despite an increasing number of studies highlighting the adoption of digital healthcare
services, several gaps remain:
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Limited focus on Tier 2 cities: Most studies concentrate on Tier 1 metropolitan cities,
with insufficient attention to the evolving behaviour of users in Tier 2 cities where
infrastructural and literacy challenges differ.

Insufficient integration of digital sensitivity factors: While technological readiness and
user acceptance models are widely studied, few studies specifically address how
concerns over digital sensitivity (data privacy, cybersecurity) uniquely influence
adoption in the Indian healthcare context.

Lack of comparative studies: Few comparative analyses exist that differentiate trust
levels, awareness, and adoption behaviours between different urban categories (Tier 1
vs. Tier 2).

Underexplored user emotional barriers: Emotional and psychological barriers like fear
of data misuse, digital fatigue, and perception of institutional accountability remain
under-researched.

Limited longitudinal studies: Most studies capture a snapshot post-pandemic but do not
explore evolving digital trust over time as regulatory frameworks and user awareness
develop.

This study attempts to bridge these gaps by offering a comparative investigation
between Tier 1 and Tier 2 cities, with a specific focus on digital sensitivity and user
trust in the adoption of digital healthcare services.

3.1 The aim of this study is:

To investigate the awareness, trust, and adoption of digital healthcare services in Tier
1 and Tier 2 cities of India, with a focus on understanding the role of digital sensitivity
factors. The aim of this study is: To investigate the awareness, trust, and adoption of
digital healthcare services in Tier 1 and Tier 2 cities of India, with a focus on
understanding the role of digital sensitivity factors.

3.2 Research Questions:

RQ1: What is the level of awareness and adoption of digital healthcare services across
Tier 1 and Tier 2 cities?

RQ2: How do factors such as data privacy, cybersecurity concerns, and institutional
trust influence user trust in digital healthcare?

4. Research Methodology

4.1 Research Design

This study adopts a mixed-method research design to achieve a comprehensive
understanding of digital sensitivity, trust, and adoption of digital healthcare solutions
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across Tier 1 and Tier 2 cities in India. The combination of quantitative survey data and
qualitative expert interviews ensures both breadth and depth of analysis.

4.2 Research Objectives:

To assess the level of awareness and adoption of digital healthcare services
(telemedicine, EHRs, mobile health applications, AI solutions) among residents of Tier
1 and Tier 2 cities in India.

To examine user trust in digital healthcare solutions with a particular focus on data
privacy, cybersecurity, and institutional responsibility.

To identify the key factors influencing digital healthcare trust through exploratory
factor analysis.

To evaluate the statistical relationship between demographic variables (e.g., age,
gender, education) and levels of trust and willingness to participate in awareness
initiatives.

To test hypotheses regarding the influence of perceived utility, institutional trust,
privacy concerns, regulatory assurance, and user-specific emotional concerns on digital
trust.

4.3 Sampling Design

Population: Residents of Tier 1 and Tier 2 cities in India, aged 18 and above, who have
interacted with or have awareness about digital healthcare services.

Sampling Method: Stratified sampling with proportional allocation across Tier 1
(Mumbai, Delhi, Bangalore) and Tier 2 cities (Indore, Jaipur, Lucknow).

4.4 Sample Size:

Quantitative: 230 valid survey responses

Qualitative: 25 expert interviews

This study examines the levels of awareness, trust, and adoption of digital healthcare
services among 230 participants and 25 industry experts through a mixed-method
research approach. For the qualitative component, 25 expert interviews were conducted.
This number was chosen based on the principle of thematic saturation, which refers to
the point at which no new themes or insights emerge from additional interviews. Guest,
Bunce, and Johnson (2006) suggest that saturation typically occurs within the first
12–24 interviews in homogeneous groups. In this study, the sample included healthcare
professionals, digital health administrators, and cybersecurity experts, providing
diverse and sufficiently rich perspectives to support triangulation with the quantitative
data.
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5. Data Collection Methods

Quantitative Phase: The quantitative data were collected using a structured
questionnaire that consisted of close-ended questions. The instrument measured
awareness levels, trust in digital platforms, concerns related to data privacy, and the
willingness of respondents to participate in awareness programs. The questionnaire
used a mix of Likert scale items, multiple-choice formats, and ranking questions. Data
collection was conducted through both online platforms and face-to-face surveys to
ensure broader demographic reach.

Qualitative Phase: The qualitative component involved semi-structured interviews
conducted with healthcare professionals, digital health platform administrators, and
cybersecurity experts. These interviews were designed to provide deeper insights into
user perceptions, system-level barriers, regulatory inadequacies, and emerging ethical
concerns in the digital healthcare ecosystem. The qualitative data helped contextualize
and interpret the statistical findings, thereby strengthening the study’s conclusions.
Variables and Measures

Variables: Independent variables included awareness, perceived privacy, transparency,
institutional trust, and regulatory concerns. Trust in digital healthcare was the
dependent variable. Age, gender, education, and city type served as moderating
variables

6. Data Analysis and Interpretation

Quantitative analysis was conducted using descriptive statistics, chi-square tests,
exploratory factor analysis, and regression modelling, using IBM SPSS version 28
while thematic analysis provided deeper qualitative insights.

Descriptive Statistics: Demographic Profile:

Age: A majority of respondents (54.7%) were below 25 years, followed by 27.4% in
the 25-35 age group.

Occupation: Respondents included healthcare professionals (18.9%), patients/users
(17.5%), IT/Tech professionals (9.4%), and others (50%).

City Category: 74.1% of the sample belonged to Tier 1 cities, while 23.6% belonged to
Tier 2 cities.

This indicates a predominantly young and urban sample, consistent with prior research
showing younger demographics are more digitally active (KPMG, 2023).

Awareness and Trust:

Telemedicine Awareness: 52.8% of respondents were aware of telemedicine services.
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Usage: 59.4% had used digital healthcare services.

Trust Levels: Only 9% reported 'high trust,' while 48.1% remained neutral, and 10%
expressed distrust.

Willingness to Participate: 47.2% were willing to participate in awareness programs.

The low trust despite moderate awareness aligns with studies emphasizing privacy
concerns as a key adoption barrier (PwC, 2021).

Chi-Square Tests (Demographic Associations)

There is a statistically significant association between the two categorical variables
(e.g., Gender and Trust in Digital Healthcare), as indicated by the Chi-Square statistic
χ2(10) =44.946\chi^2(10) = 44.946χ2(10) =44.946, p < .001. This means that the
distribution of trust levels is not independent of gender—the way respondents express
trust varies significantly by gender.

Chi-Square test of independence was conducted to examine the relationship between
gender and trust in digital healthcare services. The results revealed a statistically
significant association between the two variables, χ² (10) = 44.946, p < .001, indicating
that levels of trust in digital healthcare services differ significantly across gender
groups. However, the test's assumptions were not fully met, as 50% of the cells had
expected frequencies less than 5, with the minimum expected count being 0.04. This
violation raises concerns about the reliability of the Chi-Square results, as low expected
frequencies can inflate the likelihood of Type I error. To address this, future analyses
may consider combining sparse categories, increasing sample size, or employing
alternative tests such as Fisher’s Exact Test or Monte Carlo simulations where
appropriate.

Age and Willingness to Participate

Result: Significant association (χ² (15) = 42.504, p < .001).

Interpretation: Willingness to engage in awareness programs differs by age group.

Caution: 58.3% of the cells had low expected counts, potentially affecting robustness.

Younger individuals (<25 years) showed higher willingness, indicating the need for
age-targeted campaigns (McKinsey, 2023).

Education and Willingness

Result: Significant association (χ² (6) = 133.315, p < .001).
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Interpretation: Higher education (postgraduates) correlated with greater willingness.

Caution: 50% cells had low expected counts.

Educated users may better understand data security implications, supporting the
findings of Capgemini (2022).

Gender and Data Privacy Concerns

Result: No significant association (χ² (2) = 2.775, p = .250).

Interpretation: Data privacy concerns are similar across male and female respondents.

This shows that concerns over data privacy are widespread and not gender-specific
(Accenture, 2022).

Exploratory Factor Analysis (EFA)

The KMO value of 0.602 and the significant Bartlett’s Test (p < .001) confirm that the
dataset has sufficient sampling adequacy and inter-item correlations for conducting
Exploratory Factor Analysis (EFA). The analysis can be trusted to uncover meaningful
underlying factor structures.

Six distinct components were extracted, and their key loading patterns are interpreted
as follows:

Component 1: Utility and Functional Motivation

Items loading strongly:

Cost-effectiveness (0.701)

Better Record Management (0.634)

Faster Access (0.570)

This factor reflects users' motivation to use digital healthcare services based on their
perceived benefits in cost, access speed, and systematic health record maintenance.

Component 2: Institutional Trust and Transparency

Items loading strongly:

Trust in Healthcare Providers / Government Agencies (0.764)

Transparency in Data Usage Policies (0.789)

This factor captures the extent to which institutional credibility and transparent policies
drive user trust toward digital healthcare services.
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Component 3: Regulatory Assurance and Concern

Items loading strongly:

Misuse of Personal Information (0.491)

Lack of Government Regulation (0.527)

Preference for 'All of the Above' as regulatory recommendations (0.786)

This factor highlights concerns about regulatory frameworks, unauthorized data use,
and the demand for holistic, stringent regulatory assurance.

Component 4: Personal Privacy Trust

Items loading strongly:

Transparency in Data Handling and Confidence in Data Security (0.726)

Preference for Stronger Data Protection and Certifications (0.722)

This factor is the most critical, reflecting users' reliance on perceived personal data
protection and confidence in security practices when engaging with digital healthcare
services.

Component 5: Convenience vs. Privacy Trade-off

Items loading strongly:

Convenience as a Primary Reason (0.616)

This factor represents users' internal conflict between valuing convenience and being
wary of potential compromises in data privacy. Component 6: Niche Concerns and
Emotional Barriers

Items loading strongly:

Concerns Under 'Others' Category (–0.826)

Unauthorized Access Worries (0.535)

This factor groups various personalized concerns and emotional reactions like
unauthorized access fears, indicating nuanced emotional sensitivity toward digital
services.

In short, the EFA successfully grouped multiple variables into six meaningful
constructs.
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Personal Privacy Trust and Institutional Trust emerged as particularly strong influencers
of trust.

Convenience-related motivations exist but are moderated by privacy trade-offs.

Regulatory concerns remain a major hurdle to digital healthcare adoption.

These findings reinforce existing literature emphasizing privacy and regulation as
central to digital trust formation (Deloitte, 2022; WHO, 2022).

The factor analysis using PCA with Varimax rotation revealed six latent constructs
influencing trust and usage of digital healthcare services. The dominant factors included
Utility-Driven Motivation, Institutional Trust, Regulatory Assurance, and Personal
Privacy Concerns. Factor 4, strongly correlated with the trust variable (loading =
0.726), emerged as the most crucial determinant of digital trust, encompassing data
transparency and security. Interestingly, a distinct group (Factor 5) showed
simultaneous concern for data privacy and appreciation for convenience, highlighting
a trade-off in user perception. These insights provide strong empirical support for
segmenting users and targeting interventions based on their factor profiles.

Regression Analysis

Model Fit and Regression Analysis

Figure 1: Structural Equation Model depicting factors influencing Trust in Digital
Healthcare
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The structural model was assessed using multiple regression analysis to determine the
strength of the relationship between the six latent factors and the dependent variable—
trust in digital healthcare.

Model Fit:

R = .763

R² = .582

Adjusted R² = .570

This indicates that the model explains approximately 58.2% of the variance in trust
toward digital healthcare services, which reflects a strong explanatory power for
behavioural research.

Key Predictors:

Personal Privacy Trust (β = .726, p < .001): This emerged as the strongest predictor. It
confirms that users prioritize data protection and expect high transparency in how their
personal health information is handled. These findings validate the importance of
ethical governance and secure platforms as vital elements of trust building (Venkatesh,
Thong, & Xu, 2023).

Regulatory Assurance and Concern (β = .209, p < .001): This factor also significantly
influences trust, highlighting the role of strong government regulations and the user's
perception of legal protection in shaping confidence in digital healthcare systems.

Convenience vs. Privacy Trade-off (β = .100, p = .029): Although comparatively
weaker, this factor still has a significant positive effect. It reflects that while users do
appreciate convenience, it does not entirely outweigh their privacy concerns. Users are
likely to adopt services with some hesitation, balancing utility against risk.

Non-Significant Predictors:

Utility and Functional Motivation

Institutional Trust and Transparency

Niche Concerns and Emotional Barriers

These factors did not significantly contribute to trust in the regression model (p > 0.05),
indicating that despite their theoretical importance, users did not perceive them as
central drivers of trust in practice.

The results of the regression analysis reinforce that privacy assurance and transparent
regulatory frameworks are substantially more influential than basic utility or
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institutional credibility. This suggests that to increase adoption of digital healthcare
platforms, service providers and policymakers must focus on strengthening data
protection laws, ensuring platform transparency, and educating users on how their
information is securely managed.

Hypotheses

Based on the literature review and research gap analysis, the following hypotheses were
formulated:

H1: Perceived utility factors, such as cost-effectiveness, faster access, and better record
management, have a significant positive influence on trust in digital healthcare services.

H2: Greater institutional trust and belief in transparent governance significantly
enhance trust in digital healthcare services.

H3: Higher concerns regarding the absence of government regulations and the potential
misuse of data are negatively associated with trust in digital healthcare services.

H4: Higher levels of perceived transparency in data handling and stronger confidence
in data security are positively associated with trust in digital healthcare services.

H5: Respondents who perceive digital healthcare services as convenient but have
privacy concerns exhibit ambivalent levels of trust.

H6: Other personalized or emotional concerns exert a significant but unpredictable
influence on trust in digital healthcare services.

Key Findings:

52.8% of respondents were aware of telemedicine services; usage was higher in Tier 1
cities.

Only 9% of users reported ‘high trust,’ with a large segment (48.1%) expressing
neutrality.

Factors influencing trust: Personal Privacy Trust (strongest predictor, β = 0.726),
Regulatory Assurance (β = 0.209), and Convenience vs. Privacy Trade-off (β =
0.100).

The developed Structural Equation Model (SEM) illustrates the influence of six key
latent variables on Trust in Digital Healthcare among users in Tier 1 and Tier 2 cities
of India. The analysis highlights the following:

Personal Privacy Trust emerged as the strongest and most significant predictor of trust
(path coefficient β = 0.726). This indicates that users' confidence in the transparency,
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security, and ethical management of their health data critically determines their trust in
digital healthcare platforms.

Regulatory Assurance & Concern has a moderate yet statistically significant influence
on trust (β = 0.209). This suggests that users who perceive a lack of regulatory oversight
or fear data misuse are less likely to trust digital healthcare services. Strengthening
governance and regulatory frameworks could thus enhance trust levels.

Convenience vs. Privacy Trade-off also showed a significant, albeit weaker, effect on
trust (β = 0.100). This indicates a nuanced dynamic: while users appreciate the
convenience of digital health platforms, lingering privacy concerns moderate their full
trust.

Utility & Functional Motivation, Institutional Trust & Transparency, and Niche
Concerns & Emotional Barriers did not show significant direct effects on trust based
on regression analysis. Although users value cost-effectiveness and institutional
reputation, these factors alone do not substantially shift their trust decisions in this
context.

Overall, the SEM explains a considerable portion (Adjusted R² = 0.570) of the variance
in trust levels toward digital healthcare services. The results reinforce that privacy
assurance and regulatory transparency are critical levers for building a sustainable and
trustworthy digital healthcare ecosystem, beyond mere service utility or institutional
credibility.

Structural Model Interpretation

The Structural Equation Model (SEM) examined the influence of five latent constructs
on Trust in Digital Healthcare:

Institutional Trust & Transparency (β = 0.726) emerged as the strongest predictor of
trust. This highlights that clear communication, transparency about data handling, and
institutional credibility are crucial for fostering trust among digital healthcare users.

Utility & Functional Motivation (β = 0.209) and Regulatory Assurance & Concern (β
= 0.100) showed moderate positive influence on trust. While functional benefits like
faster access and cost-effectiveness matter, regulatory protection against misuse
significantly enhances user confidence.

Convenience vs. Privacy Trade-off (β = 0.100) had a marginal positive effect. Although
convenience attracts users, it does not completely override concerns related to privacy
and data misuse.

Niche Concerns & Emotional Barriers had minimal influence and were not statistically
significant predictors of trust, indicating that broader systemic factors outweigh
personalized emotional barriers.
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These findings align with contemporary digital healthcare research (Capgemini, 2022;
PwC, 2021), which emphasizes transparency, regulatory trust, and security assurance
over mere service functionality.

7 Findings and Conclusion.

The study revealed several key insights into the adoption and trust of digital healthcare
services in India. Although a majority of respondents were digitally aware, many
remained neutral or uncertain regarding their trust in these platforms. Awareness was
notably higher among participants from Tier 1 cities, yet concerns about data privacy
and regulatory oversight were shared equally across both Tier 1 and Tier 2 populations.
The most influential factor shaping trust was Personal Privacy Trust, underscoring
users’ concerns about how their health data is managed and protected. Additionally,
Regulatory Assurance significantly impacted trust, particularly in terms of confidence
in government-enforced data protection laws. While users acknowledged the
convenience of digital healthcare, the trade-off with data privacy created hesitation in
full-scale adoption. Factors such as Utility Motivation and Institutional Trust, though
relevant conceptually, were not found to have a statistically significant effect on trust
in the regression analysis. These findings suggest that for digital healthcare services to
be widely accepted, trust must be established through secure systems, transparent
practices, and clear regulatory governance.

This study underscores the critical role that digital sensitivity factors—especially data
privacy, transparency, and governance—play in determining trust in digital healthcare
services. While awareness and usage are increasing, trust lags behind due to fears of
data misuse and a lack of regulatory clarity. Therefore, improving digital health
adoption in India must go beyond enhancing functionality and include stronger data
protection policies, transparent practices, and user education. Policymakers must tailor
interventions that differentiate between urban (Tier 1) and emerging (Tier 2)
populations to foster inclusivity and trust. The findings make a timely contribution to
digital health research and practice, highlighting the need for “privacy-first” systems
to realize the full potential of digital healthcare.

8 Implications for Theory and Practice.

This research advances theoretical understanding by emphasizing privacy and
regulatory factors over conventional utility-based adoption models in digital healthcare.
For practitioners, it underscores the need for robust data protection policies and
transparent governance. Policymakers should prioritize targeted awareness initiatives
and ensure uniform regulatory compliance across urban centres to bridge the digital
trust gap between Tier 1 and Tier 2 cities.
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permission directly from the copyright holder.

http://creativecommons.org/licenses/by-nc/4.0/

	Healthcare and Digital Sensitivity in Tier 1 and Tier 2 Cities of India



