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Abstract. This study delves into the effect of financial literacy on older adults’
financial fraud exposure, and then investigates how social capital moderates this
relationship. This study utilized quantitative survey data from the Wenjuanxing
platform, collecting 184 valid samples primarily from Jiangsu Province and sur-
rounding regions. The findings reveal a significant negative correlation between
the financial literacy levels of older adults and their exposure to financial fraud.
Specifically, higher financial literacy is associated with stronger abilities to iden-
tify and resist fraud, resulting in a lower likelihood of encountering financial
fraud. Meanwhile, social capital moderates the relationship between financial lit-
eracy and fraud risk: in contexts of high-quality, informed social interaction it
strengthens the protective effect of financial literacy, whereas in contexts of un-
verified or informal trust networks the protective effect is weaker. These findings
underscore the need for targeted interventions that integrate financial education
with guidance on navigating social media networks.

Keywords: Financial literacy; Social capital; Older adults; Financial fraud,;
Risk prevention.

1 Introduction

The pace of population aging is accelerating at an unprecedented rate 1. According to
the United Nations, the global population aged 65 and above is projected to increase to
1.6 billion by 2050. In this context, older adults have increasingly become prime targets
of financial fraud. This vulnerability stems from several factors, notably information
asymmetry, where older adults often lack access to or understanding of the latest finan-
cial information and fraud tactics, as well as weak risk awareness, which makes them
less likely to scrutinize suspicious financial offers critically.

As financial scams targeting the elderly become increasingly prevalent and sophis-
ticated, exploring the underlying mechanisms that make older adults vulnerable to fraud
has emerged as a critical research priority. Among numerous potential explanatory fac-
tors, financial literacy is recognized as a key variable influencing individuals' ability to
identify and avoid financial fraud. Investigating this relationship not only helps uncover
the cognitive and informational roots of financial vulnerability but also provides essen-
tial theoretical foundations for developing targeted anti-fraud policies.
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Research indicates that older adults indeed exhibit heightened vulnerability to finan-
cial fraud risks. Financial Fraud among Older Americans reveals that approximately
5% of respondents reported experiencing investment scams, 4% encountered prize and
lottery fraud, and roughly 30% reported unauthorized access to their accounts. Older
adults’ digital financial literacy and their online and offline social networks are key
contextual factors influencing their financial vulnerability ?!. However, despite these
findings, a lack of research remains in systematically examining financial literacy and
social capital within a unified framework to empirically test their impact on fraud
among older adults. Furthermore, within the Chinese context, the interactive mecha-
nisms linking older adults’ financial fraud risk to their financial literacy and social cap-
ital have not been sufficiently explored. Against this backdrop, conducting research that
simultaneously examines financial literacy and social capital in China's elderly popu-
lation, while investigating the impact mechanisms on fraud risk, holds significant the-
oretical and practical implications.

Based on this, the following research questions are proposed in this study: Is there a
significant association between older adults’ financial literacy levels and their financial
fraud risks (including fraud exposure, near-fraud experiences, and actual losses)? Does
social capital play a moderating role in the relationship between older adults’ financial
literacy and financial fraud risks?

To address the above questions, this study employs a quantitative research design
and conducts empirical analysis using survey data collected through Wenjuanxing, a
leading Chinese survey platform. The survey was conducted from August 15 to August
21, 2025, and yielded 184 valid samples, with respondents primarily being older adults
in Jiangsu and its surrounding regions. This region was selected due to its relatively
high population density and diverse range of economic activities, which can provide a
more comprehensive reflection of the financial fraud scenarios faced by older adults.

2 Hypothesis Development

2.1 Financial Literacy and Fraud Identification

Financial fraud against older adults carries severe consequences. It not only inflicts
direct economic losses, as highlighted by Banks et al. !, who found that older victims
often suffer substantial monetary setbacks, but also undermines social stability. Pes-
cosolido et al. argue that such fraud erodes trust within communities and can lead to
broader social unease!,

Financial literacy, defined as the ability to comprehend and apply financial
knowledge to make informed decisions, is widely recognized as a crucial line of defense
against financial fraud ). However, existing research has not fully elucidated the intri-
cate mechanism connecting financial literacy and financial fraud, particularly concern-
ing the role of social capital. Social capital encompasses social networks, trust, and
reciprocal norms ], and its influence on older adults’ susceptibility to financial fraud
is multifaceted. This study aims to explore the dual role of social capital as both a cat-
alyst that facilitates fraud and a buffer that protects against it in the relationship between
financial literacy and financial fraud among older adults.
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Financial literacy is recognized as a core competency for identifying and resisting
financial risks "8, Tt includes knowledge of financial concepts (e.g., interest rates, in-
flation) and skills to critically evaluate financial products. For older adults, higher fi-
nancial literacy is associated with better recognition of fraudulent characteristics, such
as “high-yield, risk-free” claims P19,

Although existing research has explored the importance of financial literacy in mit-
igating financial risks, the specific mechanisms by which it helps older adults recognize
financial fraud scenarios remain to be empirically tested. Theoretically, older adults
with higher financial literacy are more likely to possess stronger financial signal recog-
nition abilities, such as understanding concepts like interest rates, inflation, compound
interest, and risk-return relationships. Additionally, such individuals are more likely to
develop critical thinking skills, enabling them to remain vigilant toward products or
services promising high returns, zero risk, or instant profits. Research indicates that as
people age, their financial and health literacy tends to decline, making them more sus-
ceptible to fraud.

Among the elderly population, financial literacy not only determines whether they
are aware of the potential for financial fraud but also influences their ability to promptly
recognize warning signs and take preventive actions. Even among cognitively intact
older adults, many fail to recognize and reject deceptive schemes impersonating gov-
ernment agencies or banks when they lack sufficient financial knowledge and vigilance.
Examining scenarios where older adults are vulnerable to fraud reveals that low finan-
cial literacy often coexists with other vulnerability factors. For instance, the rapid ad-
vancement of digital finance demands online judgment skills, yet many older adults
exhibit weak digital capabilities, financial knowledge, and vigilance. In such contexts,
higher financial literacy can serve as a source of early warning capability, enabling
older adults to more readily detect unusual transactions and financial alerts, and avoid
trusting unsolicited telemarketing calls, phone scams, or online investment schemes.
Based on this analysis, this study hypothesizes:

H1: Older adults’ financial literacy is positively related to their ability to identify
financial fraud.

2.2 The Moderating Role of Social Capital

Social capital is defined as the sum of an individual's social network relationships, level
of trust, norms of reciprocity, and degree of social participation '), Among older adults,
social capital can serve as a crucial resource for resisting financial fraud, yet it may also
increase vulnerability to deception under specific circumstances. First, regarding its
protective role, higher social capital implies that older adults possess more trustworthy
social connections and engage in more active social participation. This enables them to
more readily access warnings and experiences regarding financial products, fraudulent
tactics, or investment pitfalls. For instance, Yao et al. ["?lfound in a study of Chinese
adults aged 55 and older that social capital dimensions of social support and social
security were negatively correlated with financial fraud risk, stronger dimensions were
associated with lower vulnerability. When older adults possess strong financial literacy,
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high-quality social networks can enhance their ability to identify and discern fraudulent
information, thereby acting as a buffer.

Older adults with strong social capital may possess richer social connections, higher
levels of trust, and more frequent social interactions, thereby gaining easier access to
financial tips, lessons learned, and early warnings shared by others or groups. This re-
source background helps enhance the practical utility of their financial literacy. Specif-
ically, their ability to recognize scam signals. In other words, when an older adult not
only possesses financial knowledge but also operates within a social environment char-
acterized by a robust trust network and efficient information flow, their financial
knowledge is more likely to translate into heightened sensitivity to identifying scams.
Based on this, the study hypothesizes:

H2: The social capital positively moderates the positive relationship between finan-
cial literacy and older adults’ ability to identify financial fraud.

The conceptual model is shown in figure 1.

Social capital

H2

Older adults’ HI | Identify financial
financial literacy "] fraud

Fig. 1. illustrates the conceptual model that analyzes how financial literacy and social capital
improve older adults’ ability to identify financial fraud.

3 Methodology

3.1 Research Design

A quantitative online survey was conducted via Wenjuanxing, a popular Chinese sur-
vey platform, from August 15 to August 21 in 2025. The sample primarily resides in
Jiangsu and the surrounding regions. The questionnaire link was primarily disseminated
through WeChat groups, community service centers, and online interest groups for
older adults. The focus was on inviting elderly individuals residing in Jiangsu Province
and surrounding areas who met the study's age criteria to participate. To ensure data
quality, screening measures were implemented: response time filtering (excluding re-
sponses significantly below the average), logical flow validation, and unique IP address
detection. After collecting the questionnaires, invalid samples, those with incomplete
responses, logical inconsistencies, or abnormally fast completion times, were excluded.
Ultimately, 184 valid questionnaires were retained.

This study focuses on Jiangsu Province and its surrounding regions, based on the
following considerations. First, as one of China’s most economically developed prov-
inces with the highest population density, Jiangsu offers extensive financial service
coverage, diverse online and offline transactions, and a wide array of financial products.
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Second, against the backdrop of widespread financial products, online wealth manage-
ment, and rapid mobile payment development, older adults face a more complex finan-
cial fraud environment and greater opportunities for financial engagement. This context
makes them particularly suitable subjects for examining the role of financial literacy
and social capital in fraud detection mechanisms. Furthermore, Jiangsu’s diverse eco-
nomic activities and relatively mature social structure enhance the measurability of var-
iables such as social capital variation, network interactions, and trust mechanisms.

3.2 Measures

Financial fraud. These included fraud exposure (whether individuals had encountered
fraudulent financial offers), near-fraud experiences (situations where individuals nar-
rowly avoided being defrauded), and actual losses (monetary losses incurred due to
financial fraud). The selection of these variables is consistent with prior research on
financial fraud victimization among older adults , which highlights the importance of
distinguishing between exposure, avoidance, and actual harm when studying fraud
risks.

Financial literacy. Measured using questions related to investment risk (e.g., under-
standing the risks of single-stock investments versus diversified portfolios), inflation
(comprehending how inflation impacts purchasing power), and self-assessed profi-
ciency (individuals’ own rating of their financial knowledge level). This multi-dimen-
sional approach aligns with established financial literacy measurement frameworks, en-
suring the assessment captures both objective knowledge and subjective self-perception
of financial capability.

Social capital. Assessed through indicators such as social interaction frequency (how
often individuals engage in social activities), trust in social information (the degree to
which individuals trust financial information shared within their social networks), and
reciprocal activities (participation in activities where individuals exchange favors or
resources). These indicators reflect the core dimensions of social capital as defined by
Putnam , emphasizing trust, network connections, and mutual exchange.

4 Results

4.1 Reliability and Validity

Table 1 illustrates that discriminant validity is established. The survey scales for finan-
cial literacy (Cronbach’s a = 0.78) and social capital (o= 0.72) demonstrated acceptable
reliability. Cronbach’s a values above 0.7 are generally considered to indicate good
internal consistency, suggesting that the items used to measure these constructs were
reliably capturing the intended concepts.

For fraud-related variables, the scale was operationalized using three core items from
the survey: Q34 (fraud exposure: whether respondents received suspected financial
fraud information), Q35 (near-fraud experiences: whether respondents narrowly
avoided fraud), and Q36 (actual losses: whether respondents suffered monetary losses
from fraud). To assess reliability, Cronbach’s alpha was calculated for these three items
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across the 184 valid samples. The result (Cronbach’s a = 0.76) exceeded the 0.7 thresh-
old for acceptable internal consistency, indicating that the items measuring different
dimensions of fraud experiences (exposure, avoidance, and harm) were internally con-
sistent and reliably reflected the overarching construct of fraud-related vulnerability.

Table 1. Confirmatory factor analysis on measures

Variable Item Factor Loading CR Cronbach’sa AVE
Financial 0.80 0.78 0.53
Literacy
FL1: Distinguish annualized
0.76
return rates
FL2: Judge single-stock in-
. 0.72
vestment risk
FL3: Undgrstand inflation's 070
1mpact
FL4: Self-rated financial lit- 074
eracy
S"Clatlalcap" 0.79 0.72 0.50
SC1: Frequency of financial
R R g . 0.69
discussions with relatives
SC2: Trust in community fi-
L . 0.71
nancial information
SC3: Frequency of social in-
’ 0.68
teractions
SC4: Participation in recip-
. 0.73
rocal activities
Fraud-Re-
lated Varia- 0.81 0.76 0.58
bles
FR1: Receipt of suspected
. . 0.83
fraud information
FR2: Near-fraud experi- 081
ences
FR3: Monetary losses from 0.79

fraud

In terms of validity, exploratory factor analysis (EFA) was conducted to evaluate
convergent validity. The Kaiser-Meyer-Olkin (KMO) test yielded a value of 0.71,
which is above the 0.6 benchmark for suitable factor analysis; the Bartlett’s Test of
Sphericity was significant (> = 189.63, p <0.001), confirming that the correlation ma-
trix of the fraud-related items was not identity matrix and was suitable for factor ex-
traction. A single factor was extracted with an eigenvalue of 2.17, explaining 72.3% of
the total variance (exceeding the 50% criterion for adequate variance explanation). All
three items had high factor loadings: Q34 (0.83), Q35 (0.81), and Q36 (0.79), all above
the 0.6 threshold for acceptable convergent validity. These results collectively confirm
that the fraud-related measurement scale has good reliability and validity, ensuring that
the data can be used for subsequent regression analysis.

Table 2 presents the correlation coefficients among all independent variables, which
are relatively low.
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Table 2. Correlations between the variables.

Variables Fraud exposure Financial literacy Social capital
Fraud exposure 1
Financial literacy 0.251 1
Social capital 0.625 0.132 1

4.2  Regression Findings

The empirical results align with the conceptual model’s hypothesized relationships, as
visualized by the directional paths. Table 3 displays the results of the path model, indi-
cating support for the proposed hypotheses.

Table 3. PLS path coefficients and results.

Hypothesized Path e value vale - Rewt
Financial Literacy — Fraud Exposure -0.32 4.15 <0.01 Supported
Financial Literacy x Social Capital — Fraud Ex- 019 245 <005 Supported
posure
Control Variable: Age — Fraud Exposure 0.03 042  >0.05 Not Supported
Control Variable: Education — Fraud Exposure 0.08 092 >0.05 Not Supported

Notes: p<0.01, p<0.05,p<0.1; T-values were calculated using the bootstrapping
method.

For H1, financial literacy (f = -0.32, p <0.01) exhibited a significant negative asso-
ciation with fraud exposure, confirming that higher financial literacy enhances the abil-
ity to identify fraud and reduces vulnerability. This suggests that older adults with
greater financial knowledge and a better understanding of financial product risks and
scam characteristics, such as promises of high returns with zero risk, are more likely to
be vigilant and avoid potential fraudulent encounters. This finding also suggests that
while financial literacy alone cannot entirely prevent fraud (as exposure to scams may
be influenced by other factors, such as social networks, trust levels, and digital capabil-
ities), it does play a significant role in reducing exposure to and contact with scams. In
other words, it is not merely the consequences of loss or deception, but the probability
of encountering fraudulent situations itself that is reduced by higher financial literacy.
Furthermore, the impact coefficient of -0.32 indicates a strong influence, suggesting
that enhancing financial literacy may be a feasible and practically meaningful preven-
tive strategy for vulnerable groups like the elderly.

For H2, social capital significantly moderated the relationship between financial lit-
eracy and fraud exposure (the interaction term = 0.19, p < 0.05). This statistically
significant positive moderating effect indicates that social capital amplifies the negative
impact of financial literacy on exposure to fraud risks. Specifically, when older adults
possess higher levels of social capital, the protective role of their financial literacy in
identifying and resisting financial fraud is further enhanced. This implies that extensive
social networks, high levels of social trust, and frequent positive interactions can form
an effective support platform. This platform facilitates the exchange and validation of
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reliable financial information and anti-fraud experiences. Building on this foundation,
older adults’ability to identify fraud signals using their financial knowledge is strength-
ened. Ultimately, their financial literacy is more effectively translated into practical risk
prevention behaviors, thereby substantially reducing their risk of encountering financial
fraud.

In this study, the control variables age and education did not reach statistical signif-
icance in the model. This indicates that, for this sample, older adults' exposure to fraud
does not show a clear correlation with increasing age or length of education. Several
possible reasons may explain this result. First, while higher age or education is often
assumed to reduce financial fraud risk, studies indicate that even highly educated or
financially literate older adults can fall victim to scams. Thus, educational attainment
does not necessarily translate directly into fraud resistance. Second, aging may bring
cognitive decline and diminished digital skills, but it can also bring greater experience
with financial services and heightened awareness of fraud. These opposing effects
could cancel each other out, rendering the net effect of the age variable insignificant in
this model. Finally, the study sample primarily consists of elderly individuals from
Jiangsu and surrounding regions, potentially exhibiting an overall higher or more ho-
mogeneous educational level. This may limit the explanatory power of the education
variable due to its restricted range of values. Based on the above analysis, future re-
search is recommended to examine larger samples with more granular educational clas-
sifications, consider educational quality (e.g., financial education experience), or em-
ploy more refined age stratification and cognitive ability indicators to replace simple
age variables. This approach would enable more accurate testing of their potential im-
pact on fraud exposure.

5 Discussion

This study confirms that financial literacy plays a crucial role in enhancing fraud re-
sistance among older adults. Those with greater financial knowledge are better
equipped to identify and avoid fraudulent schemes. Simultaneously, the findings reveal
that social capital has a significant moderating effect on the relationship between finan-
cial literacy and older adults’ exposure to fraud risk. This implies that when older adults
possess higher levels of social capital, meaning they maintain extensive and highly
trusted social networks and can access reliable, verified financial information, the pro-
tective capacity against fraud conferred by financial literacy is further amplified. Older
adults with high financial literacy in a high-quality social environment are more likely
to translate their knowledge into practical abilities to identify scams and avoid risks.
Conversely, when social capital levels are low or individuals primarily rely on unveri-
fied social recommendations, the protective effects of financial literacy are weakened
or constrained.

This study contributes to the literature on financial fraud. First, it extends the concept
of financial literacy beyond its conventional focus on savings and investment behaviors
to encompass the context of older adults guarding against financial scams, thereby
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broadening the theoretical boundaries of financial literacy research. Second, by intro-
ducing social capital as a moderator, the study not only confirms its positive effect but
also uncovers its amplifying mechanism within the financial literacy-fraud detection
relationship, thereby enhancing the applicability of social capital theory in financial
vulnerability research. Finally, the study constructs an integrated theoretical framework
combining knowledge-based capabilities and social resources to explain why older
adults with similar financial literacy exhibit markedly different exposure risks to fraud
under varying social capital contexts. This provides a theoretical foundation for future
investigations into the disparities of financial vulnerability among older adults across
different cultures and social structures.

The findings of this study also hold practical significance. First, it clearly indicates
that enhancing the financial literacy of older adults is a viable approach to reducing
their vulnerability to financial fraud. Therefore, community service organizations, fi-
nancial education platforms, and bank wealth management departments should incor-
porate fraud detection as a key component of financial education, rather than merely
teaching basic concepts like interest rates and inflation. Second, the study reveals the
moderating role of social capital in the relationship between financial literacy and fraud
detection capabilities, indicating that a high-quality social network environment can
amplify the fraud-prevention effects of financial literacy. This implies that practice
should not only focus on enhancing older adults’ knowledge but also assist them in
establishing reliable information sources and trust relationships. For instance, organiz-
ing wealth management salons, peer financial support groups, and community financial
advisor coaching can help build a social ecosystem that supports rational financial de-
cision-making. Furthermore, the study suggests policymakers should pay attention to
older adults’ risk circles within their social environments. When social recommenda-
tions remain unverified and trust networks are exploited, social capital may paradoxi-
cally become a gateway for fraud. Therefore, anti-fraud strategy design should incor-
porate two dimensions beyond financial education: optimizing social capital structures
and building trustworthy social networks. This study proposes a dual-track approach
for enhancing financial fraud protection among the elderly. By simultaneously strength-
ening individual financial literacy and improving their social environment, we can more
systematically and effectively elevate their financial resilience.

6 Conclusion

Financial literacy has a significant inhibitory effect on older adults’ financial fraud
risks. Financial literacy is significantly and negatively correlated with fraud exposure,
indicating that the higher the financial literacy level of older adults, the stronger their
ability to identify fraudulent characteristics, such as high returns with no risk, and the
lower the probability of encountering financial fraud exposure, which verifies H1.
Social capital has a significant moderating effect on the relationship between finan-
cial literacy and fraud risks, and this effect exhibits duality, which verifies H2. When
older adults possess higher levels of social capital and their social networks are charac-
terized by strong trust foundations and reliable information channels, financial literacy
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exerts a more potent protective effect against fraud exposure. However, in social net-
works that primarily rely on informal recommendations, feature weak trust sources, or
circulate unverified information, high social capital may diminish the effectiveness of
fraud prevention through financial literacy, thereby reducing its efficacy.

Demographic control variables have no significant impact. Age and education level
have no significant predictive effect on the financial fraud risks of older adults, indicat-
ing that, after controlling for financial literacy and social capital, these two variables
are not key factors affecting the fraud risks of older adults.

For future research, comparing the older adult population with other age groups to
explore age-related differences in the relationship between social capital, financial lit-
eracy, and financial fraud risk could be a valuable direction. Such comparative studies
could shed light on whether the dual role of social capital is unique to older adults or if
similar dynamics exist across different age cohorts, thereby informing more targeted
and effective anti-fraud strategies for all age groups.
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