
Smart IoT Devices and Frameworks for Inclusive  

E-learning Systems 

  
Kamal El Afoui  and Imane Hilal  

ITQAN Team, LYRICA Lab, School of Information Sciences (ESI), Rabat, Morocco 

kamal.el-afoui@esi.ac.ma 

     

 

 

     

     

       

 Abstract. This paper explores the application of smart Internet of Things 

(IoT) devices and platforms for inclusion in e-learning. Smart objects and 

wearables enhance the interactivity and personalization of the learning 

process with IoT objects like smart boards and wearable devices. With 

these, real-time data can be obtained, and the feedback or observations 

are very much personalized. IoT devices are connected with cloud  

computing platforms, ensuring large-scale storage and processing of 

data, which can be used to meet the various learning requirements in a 

responsive learning environment. Further, the IoT-enabled systems assist 

disabled students by providing personalized learning paths and virtual 

study support coordinators. This article provides a literature review of 

IoT-enabled e-learning systems, discusses implementation issues, and 

outlines research directions for better inclusiveness and accessibility in 

education. 

Keywords: IoT Devices in Education, Inclusive E-Learning Platforms, Smart 

Classrooms. 

1 Introduction 

The development of Smart IoT Devices and Frameworks for Inclusive E-learning 

Systems allows for a new way of thinking and developing modern education by using 

the Internet of Things (IoT) to build learning environments that are more personalized, 

engaging, and inclusive. Smart IoT devices—such as interactive whiteboards, tablets, 

smart tables, and wearables —are tools that use advanced technology alongside          ed-

ucational tools to support a variety of learner needs in a way that makes    e-learning 

systems more impactful overall. [1]. As educational institutions start using these  

technologies, they will be able to develop and share personalized and engaging learning 

experiences that promote engagement and adaptability, which are substantive for 

particular learning styles and abilities. [2]. 

The importance of Smart IoT devices is that they collect and analyze data in real time 

while providing insight into student engagement and success. The technology will rely 

on a data-driven method that can provide each student with a personalized learning 
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experience that enables teachers to develop instructional practices that take into account 

the unique qualities of each student's profile by looking at the strengths and challenges 

of a particular student.[3]. However, the use of IoT technologies in     education comes 

with challenges such as insufficient funding, privacy, and the digital divide, which fur-

ther complicate equitable access to these resources based on class and                           so-

cioeconomic backgrounds [4]. 

Frameworks for inclusive e-learning enhance the benefits of smart IoT devices using 

pedagogy for a more learner-centric methodology. For instance, the Hybrid 

Personalization Approach (HPA), which is implemented in adaptive learning systems 

that are personalized and tailored to the individual paths of their lived experiences as 

well as the local contexts surrounding each student, enables the serving of specific 

needs [5]. Furthermore, always thinking about and making provisions for user 

experience and accessibility is often required to ensure that each learner will also be 

ancillary learners who may have special needs that require assistive technology to 

participate when it comes to smart IoT devices, thereby establishing inclusive spaces 

for all learners [1]. While there is potential for smart IoT devices to change education, 

they present challenges in terms of technical integration, infrastructure, and long-term 

research needed to understand their effectiveness [6]. 

The future of IoT in education is promising, with market evaluations expected to reach 

19.5 billion by 2027. This sets the direction of connectivity and the need to have smart 

devices that enhance learning and aim to offer a collaborative style of learning. The 

problems of how to overcome obstacles, such as data confidentiality and training 

teachers to utilize smart IoT devices, will enable the potential these devices have in 

enhancing inclusivity in all e-learning processes [13] [14]. 

The remainder of this paper is structured as follows: Section II presents the foundational 

concepts (IoT, cloud computing, and WCAG). III on critical analysis of existing 

literature, gaps, and opportunities. Section IV discusses the methodology used in this 

research and the procedures undertaken to collect and analyze data on IoT and cloud 

computing in the context of e-learning. The results and analysis of the research are 

offered in section V. Sections VI, VII, and VIII explore the tools, architecture, and 

models of IoT in e-learning. Section IX discusses the manner of integrating IoT and 

e-learning and research areas into the future. Section X concludes the paper. 

2 Literature review 

2.1 Smart IoT Devices 

Smart IoT devices are fundamental in transforming the educational landscape into a 

more inclusive e-learning system. These devices, including interactive whiteboards, 

tablets, smartphones, smart tables, and wearables, are designed to enhance engagement 

and adaptability in learning environments [1]. Through the use of the Internet of Things 

(IoT) in real time, educational spaces can interconnect a variety of technologies that 

meet the learning needs and preferences of their diverse learners. 
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2.1.1 Types of Smart IoT Devices in inclusive e-Learning (Figure 

 

 

Fig. 1. Types of Smart IoT Devices in inclusive e-learning 

• Wearable Devices  

Wearable technology, like smartwatches and health-monitoring devices, has greater use 

in e-learning settings. Wearable devices can monitor movement in physical activities 

and gather data on stress levels to help customize the overall learning experience for 

the students. For example, wearable devices may help an educator design a gamified 

learning experience to create motivation and increased engagement in a particular 

learning experience [1][2]. 

• Interactive Displays and Smartboards  

Interactive displays and smart boards are essential components of smart classrooms. 

They provide opportunities for cooperation between students and teachers through  

interactions during instruction. They allow for the easy integration of different digital 

platforms into the teaching and learning experience [2]. 

• Classroom Management System  

The Internet of Things (IoT) can be incorporated into classroom management systems 

to enhance the organization of learning activities and efficiently monitor students’  

performance and behavior. Overall, such systems use data analytics to generate  
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actionable insights that can assist educators with course content adaptation and even 

customize the learning process of individual students in real time [2][3]. 

• Assistive Devices  

Screen readers with Internet of Things (IoT) functionality are a valuable resource for 

active learning and engagement for visually impaired students. IoT sensors detect when 

a student who is visually impaired is in the classroom and then automatically alters the 

screen-based content displays (i.e., enlarged text and contrast settings). This technology 

promotes an inclusive learning environment for individuals with different physical  

abilities [1]. 

• Tracking and Security Devices  

The use of tracking devices has become common in educational institutions and is  

attached to school-owned equipment (such as laptops and tablets) to monitor their  

location, which prevents theft and loss and serves as a security tool while students are 

on school-related tasks, such as field trips. 

IoT-enabled security systems have a network of cameras and sensors used to ensure the 

safety of a building. Such systems track potential security violations through real-time 

motion monitoring and artificial intelligence, offering structural security solutions to 

educational institutions [24]. 

• Interactive and Immersive Learning Tools  

Smart boards and projectors, both connected to IoT, allow for an interactive experience 

for students. While students can navigate information and collaborate on a smart board, 

smart projectors can display multimedia content and have other capabilities to create a 

more applied learning experience. 

IoT-enabled VR and AR technologies help create a greater immersive learning  

experience, allowing students to engage with complex subject areas interactively. For 

example, students could participate in virtual simulations that enhance their knowledge 

and understanding of activities, such as complex scientific concepts or historical events, 

to help them engage and be more impacted by the information they learn [25][26] [27]. 

• Personalized Learning Solutions  

Adaptive learning technology is based on the use of IoT to personalize learning  

experiences through the evaluation of individual student performance to prioritize the 

learning objectives in the curriculum. Personalization also gives learners a chance to 

learn according to their learning needs and objectives, as well as honoring the diversity 

in the manner in which different learners take up a task [28][29]. 

In multilingual classrooms, Internet of Things (IoT) devices, which have the ability to 

translate, minimize communication, and cultural distance by receiving the words that 

individuals utter in their native languages and translating them on the fly. This 

contributes to breaking the barriers of communication between students and teachers, 
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giving everyone a means of learning collectively [1]. Smart IoT devices can be used in 

a number of applications ; however, they assist in the creation of inclusive and  

interactive learning environments that can evolve to suit students with diverse  

backgrounds and different abilities [30]. 

2.1.2 Key Features of Smart IoT Devices 

Smart IoT devices have several important characteristics that extend their capabilities 

and usability to a range of applications. These characteristics include, but are not  

limited to, connectivity, interoperability, scalability, real-time data processing, and  

security (Table 1). 

Table 1. Key Features of Smart IoT Devices 

Connectivity 

 

 

 

 

Connectivity is a fundamental trait of Internet of Things 

devices, which can communicate with each other and 

centralized systems. Specifically, communications are 

handled by network protocols (e.g., cellular (4G/5G), 

Wi-Fi, Bluetooth, and Zigbee) so that the devices can 

operate properly in each environment [31]. 

Interoperability and

Accessibility 
The interoperability of smart IoT devices is essential to 

developing a unified ecosystem in educational contexts. 

Developers should be urged to create standardization 

protocols that will allow interoperability between  

devices and across platforms as well. Accessibility  

features in the IoT solutions must also be taken into  

account so that users with disabilities are included and 

 

Scalability 

 

 

Scalability is important in IoT systems because it allows 

adding and supporting more devices in the system as 

needed. A well-architected IoT system can scale to  

include new devices in the system without degradation 

in performance. This is especially important in inclusive 

e-learning environments, where an uncountable number 

of devices can generate immense amounts of data and 

produce new information and knowledge [32]. 

able to use the technology [1]. 

Real-Time Data  

Processing 

 

Real-time data processing is a significant feature of IoT 

devices because they process and accept data in real 

time. Therefore, they provide timely alerts, updates,  

notifications, etc., which are wonderful features for 

home automation and health tracking. For example,  

motion sensors can alert users to unusual movements, 
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and health devices can update health professionals with  

patient information in real time [1]. 

Security 

 
Security is a factor that is relevant in the case of IoT 

devices, as far as the nature of information used is  

processed and transmitted between a medical device (or 

any other device on the IoT) and the cloud. To protect 

against data breaches and unauthorized access, data in 

transit and data at rest must be encrypted. A robust  

authentication process, planned security tests and  

audits, and network segmentation methods using  

techniques will also provide extra protection to an IoT 

digital environment in which trusted devices are used 

[32]. These fundamental characteristics will eventually 

enable smart IoT devices to be applied in a wide variety 

of industries, including healthcare, home automation, 

and security. 

Systems 

 

These devices also include adaptive learning systems 

that develop materials on the fly, given real-time data 

and recent technological advancements. Such  

technologies, including real-time brain activity 

monitoring, can help adjust the learning experience to 

maximize engagement and limit cognitive overload  

during critical learning opportunities. By calibrating  

cognitive load in real time against variables such as 

previous knowledge and environmental factors, smart 

IoT devices strive for enhanced academic outcomes and 

increased overall learner motivation [33]. 

2.2 Key IoT Frameworks for Inclusive E-Learning 

2.2.1 Adaptive Technology for Inclusive Students 

• Inastec Adaptive Technology. This IoT architecture targets differently abled 

students, specifically those who are visually or hearing impaired. Inastec 

Adaptive Technology is based on the Raspberry Pi 3 B+ device hardware and 

application algorithms that offer textual and voice-level feedback for student 

access, participation, understanding of the lessons, homework  

accomplishment and communication [8]. The adaptive technology strategy 

through the Internet of Things created for Inastec is illustrated in a diagram 

provided in ( Figure 2). 

 



               

     

     

• Real-time AI-powered monitoring. The Application of Artificial  

Intelligence and the Internet of Everything allows the monitoring of student 

progress in real time. It showcases areas where improvements are needed 

and creates personalized pathways that help students participate inclusively 

[9]. 
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Fig. 2. Inastec Platform 

2.2.2 Multimedia-Based IoT-Centric Smart Frameworks 

MAQAS (Multimedia and Agents-Based Question Answering System) is a system 

for learning via the Internet of Things that ensures e-learning provides answers to  

student questions with maximum accuracy and relevance. Using sensors to detect  

student presence, temperature and activity, it attempts to build a natural learning setting 

for synchronous and asynchronous interactions [10] [11](Figure 3). 
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Fig. 3. 7As of IoT 

7As of IoT. By taking advantage of the 7As of IoT (Anywhere, Anytime, Any Device, 

Any Data, Any Service, Any Network, and Any Media), the environment that integrates 

the Internet with physical things enables students to easily access learning resources to 

improve efficiency and engagement [10]. 

2.2.3 Personalized Online Learning (POL) Systems 

IoT-augmented POL envelops IoT sensors and has real-time data analytics for an  

adaptive learning experience. The proposed model can also help address common  

problems faced in educational settings, such as being resource-constrained and dealing 

with the privacy of data, along with good engagement of learners and better academic 

performance [7]. Learner-Centered Environments draw on a blend of IoT and analytics 

to inform POLs that customize learning and activate learners in both their instruction 

and ways of thinking. In the process, they are democratizing learning for a diverse  

audience of learners in quite different ways [9][12]. 
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2.3 IoT Devices as Assistive Technologies for Inclusive Education 

(Figure 4) 

 

 

 

Fig. 4. IoT Devices as Assistive Technologies 

• IoT for Students with Disabilities  

Wearables, intelligent sensors, and other assistive devices using IoT technology       con-

stitute a powerful tool in assisting learners with disabilities in education. These offer 

real-time feedback assistance and chunking to learners who have difficulties engaging 

and participating in learning activities, thus promoting inclusivity and increasing 

accessibility. For visually impaired students, IoT-based assistive technology such as 

smart canes or any other sound-based devices might be very useful. Such tools enable 

them to move around the classroom and learning materials to participate in active 

learning [13][14] [15]. 

• IoT for Neurodivergent Students  

IoT devices with environmental sensors can act as sensory feedback systems to present 

neurodiverse students with available data on the environment. This option allows  

students to select the environment in which they learn best, producing greater attention 

and retention. These tools make learning environments more accessible by offering  

personalized information. If these were IoT-enabled smart classrooms, inclusivity 

could be further promoted by having adaptive lighting and temperature. They support 

the sensory sensitivities that many neurodivergent learners share and contribute to  

inclusive environments conducive to learning success for these learners. By enabling 

the physical space of the classroom to be adaptive to personal needs, IoT-based class-

rooms promote an improved, supportive, and successful learning environment [16] 

[17]. 

• IoT for Students with Hearing Impairments  

IoT devices integrated with speech-to-text and sign language recognition systems 

significantly improve communication among deaf students in classrooms. Real-time 

transcription and translation facilitate inclusion by offering barrier-free classroom 

communication. The application of technologies beyond the barriers of communication 

allows deaf students to actively participate in discussions during classroom interactions 

and group learning activities, thus providing inclusive access to education [13] [15]. 
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2.4 Personalized Learning and Recommender Systems 

• IoT-Enabled Personalized Learning  

Intelligent recommendation systems use ML algorithms along with Internet of Things 

data to personalize recommendations based on the student’s performance, interests, and 

learning behaviors. Collaborative Filtering (CF) and Singular Value Decomposition 

(SVD) are used to improve the accuracy of recommendations, so students are offered 

courses that are of interest to them and that fulfill their needs. IoT sensors collect data 

on the level of engagement of a learner with a learning system, and this data is used to 

create adaptive and customized learning pathways. Such data is used to design             re-

sponsive and learner-centric pathways that autonomously adapt to the learners’        per-

sonal needs and interests, thus increasing the effectiveness and enjoyment of the learn-

ing process [12] [18]. 

• IoT-Based Academic Performance Monitoring 

Many IoT systems that work with EEG devices provide unprecedented technology for 

measuring engagement while students attend online courses. Predicting attendance 

behavior can help in modifying teaching practices. Even the teaching staff can modify 

their practices to be more precise. These systems provide instant feedback to both 

teachers and students to improve learning and achieve academic success. Sharing this 

information helps make teaching methods more effective and helps learners achieve 

their goals [19][20]. 

2.5 Smart Classrooms and Laboratories 

• Smart Classroom Systems  

The S3TH (Smart Classroom System) is a system based on Internet of Things (IoT) 

technology that automates some of the most basic classroom functions, such as student 

attendance, lighting, and temperature control. The system also includes personalized 

feedback provided to students to enhance the learning experience. It also provides 

greater security and efficient classroom management, with claims of unauthorized 

access detection and threat identification and assessment, thus providing a more secure 

and efficient environment for teachers and students. Smart classrooms enrich student 

interaction and collaborative learning practices using Internet of Things (IoT) 

technologies that are sensor- and application-based. These IoT technologies allow 

adaptive learning and student involvement, network classroom learning, and provide 

inclusion [17]. 

• IoT-Based Smart Laboratories 

IoT-lab-based laboratories provide practical experience to students, whereby they can 

perform actual tasks and experiments. Experiential learning in such labs enhances 

learning outcomes and encourages innovation by creating practical learning 

experiences associated with theory. IoT systems further enable remote experiment 
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monitoring, promoting hands-on learning for learners in remote locations. This aspect 

provides an opportunity for learners to participate in hands-on learning experiments 

regardless of location limitations, providing accessibility to STEM learning [20] [21]. 

2.6 Challenges and Future Directions 

• Technical and Ethical Challenges  

The incorporation of the Internet of Things (IoT) into educational institutions has raised 

numerous concerns about the potential risks to the protection and privacy of personal 

data. Building massive storage on devices has problems related to unauthorized 

breaches, misuse, and even abuse of data [7]. Ethical considerations regarding the use 

of student data should, at the very least, be considered so that trust in IoT-supported  

systems and the protection of sensitive data are properly balanced. Moreover, the  

integration of IoT within the educational system has been very sluggish because of a 

lack of standards and scarcity of resources. These shortcomings create gaps in the  

integration of IoT systems and demonstrate the importance of having standard measures 

and the allocation of resources to mitigate these gaps to facilitate the full potential of 

IoT in education systems [12] [22] [23]. 

• Future Research Directions 

Such universal frameworks for integrating IoT into educational solutions are critical for 

filling the existing gaps in interoperability and learner profiling. The design of such 

frameworks could yield standardized guidelines that would, in turn, make it easier to 

apply IoT technologies across various educational platforms and thus enhance their  

effectiveness and accessibility [12] [23]. 

Future research should focus on the development of IoT systems that are inclusive in 

nature, such that their design is sensitive to the differing needs of all students, including 

those with disabilities and neurodiverse students, by providing them with inclusive  

support and resources that facilitate learning. By making inclusivity a forefront  

consideration during the development process of IoT systems, educators can develop 

more accessible and inclusive learning environments [15] [16](Table 2). 
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Table 2.  IoT Devices and Their Applications in Inclusive  

E-Learning 

IoT Device/Application Purpose Citation 

 

Inastec Adaptive  

Technology 

Provides te

for inclusiv

feedback xt and voice 

e students 

[8] 

 

EEG Integration Monitors s

predicts lea

ment and tudent engage

rning styles 

[19] 

Smart Canes for Visual 

Impairment 

  Assists vis

in navigatin

   students ually impaired

g classrooms 

[14] 

MAQAS (Question              

Answering System) 

Provides 

answers to 

relevant 

 

accurate and 

student queries

   [10][11]   

S3TH Smart Classroom 

System 

Manages 

classroom 

security 

  utomates 

enhances 

attendance, a

settings, and 

[17] 

IoT-Based Smart                 

Laboratories 

Facilitates 

experience

experiment

learning 

practical 

hands-on 

s and 

s 

      

              

[21]   

  

2.7 The smart learning process structure through the IoT 

The inclusion of IoT as a new player in smart learning can support the interaction       be-

tween people (learners and teachers) and objects (devices, RFID tags, etc.) in the school 

context [34]. This interaction is related to the ability of objects to communicate with 

each other and with people present in these educational environments. The smart learn-

ing process allows students to accomplish their coursework on their handheld       de-

vices (tablets, smartphones, laptops, connected objects, etc.), and students also have 

complete access to their real-time (e.g., absent) classes and collaborative learning 

through their mobile devices. 
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3 Discussion 

Smart Internet of Things (IoT) devices in e-learning environments are changing the 

educational landscape and the personalization of the learning experience, as well as the 

creation of more engaging and inclusive learning experiences [1]. Different learning 

needs are met with advanced tech devices like interactive whiteboards, tablets, smart 

tables, and wearables. These devices measure student success and engagement in real 

time and analyze engagement and student success. The instructional practices of        ed-

ucators are adjusted based on real-time data to fit the strengths and struggles of          in-

dividual students. 

The literature emphasizes various IoT frameworks that enhance inclusive learning 

through e-learning. For instance, the Hybrid Personalization Approach uses adaptive 

learning tools to provide learner-centered learning paths that leverage each learner's 

varying experiences and contexts. Other similar models, like MAQAS the Multimedia 

and Agents-based Question Answering System (MAQAS), the "7As of IoT," and the 

smart learning process architecture using IoT, allow ease of resource accessibility and 

provide learner engagement [10][11][35]. The smart learning process relies on 

IoT-compatible devices to provide dynamic interactions between learners, teachers, and 

artifacts (for example, mobile phones and RFID tokens) to increase collaboration and 

ease of access in learning contexts. In addition, IoT devices have been developed as 

assistive technology, such as smart canes for students who are visually impaired, sen-

sory feedback systems for neurodiverse students, and live transcription for students who 

are hard of hearing, contributing to equitable participation [13][14][15]. 

IoT-enabled smart classrooms and laboratories enhance the learning process. Systems 

such as S3TH, enabled by IoT, automate classroom operations, such as tracking 

attendance and environmental adjustments, while offering immediate personalized 

feedback that enhances engagement [17]. IoT-enabled smart laboratories allow students 

to conduct hands-on experiments and monitor them remotely, enhancing their creativity 

and making access easier for students from distant locations [21]. All these innovations 

form part of the general vision of designing inclusive learning environments that meet 

diverse needs of students. However, significant barriers remain. Security and data pri-

vacy concerns arise due to the mass data collection that is intrinsically associated with 

IoT systems, requiring       robust encryption and sound data ethics handling [12, 22]. 

Interoperability and resource constraints also call for standard models and reasonable 

access to infrastructure that prevents mass uptake [23]. These are permutations that 

require resolution to scale IoT solutions.  

Future research should be directed toward a universal IoT infrastructure to fill the 

interoperability gap and provide inclusivity to all students, including students with 

disabilities and neurodiverse students [15][16]. The IoT education market is projected 

to reach $19.5 billion by 2027; hence, these challenges must be overcome to realize the 

full potential of IoT in building accessible, interactive, and inclusive e-learning 

ecosystems [30]. 
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4 Conclusion 

The integration of IoT devices into the e-learning systems promises a revolutionary 

transformation toward the creation of inclusive, personalized, and interactive learning 

environments. Architectures such as MAQAS, the "7As of IoT," and the smart learning 

process framework enable schools to design adaptive learning paths that accommodate 

various needs, including that of disabled persons. From intelligent canes and sensory 

feedback devices down to smart classrooms and laboratories, IoT enhances not just 

accessibility but also engagement and learning outcomes. However, interoperability, 

cost, and data privacy are some barriers that need to be addressed to allow for inclusive 

and scalable uptakes in education systems. Overcoming these barriers will thus become 

very important as demand for education based on IoT solutions increases. The effective 

deployment of IoT-based systems will enable educators to create interactive and 

inclusive learning spaces that accommodate all students and help facilitate equal access 

to quality education. 
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