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Abstract

This research highlights how the disruptive business models of digital platforms have altered the structure of digital
markets and the very logic of competition, shifting the core value from price and output to data control and
monetization. Against this background, the current EU competition law framework, largely grounded in the “more
economic approach”, consumer welfare, and allocative efficiency proves increasingly inadequate to address the
systemic risks of data-driven markets. The paper advances an alternative framework in which personal data protection
is recognized as a fully-fledged competitive parameter, shaping both service quality and consumer autonomy. This
proposal is anchored in recent legal and regulatory developments: the Meta/Bundeskartellamt proceedings and the
Court of Justice’s case law, which acknowledge privacy as a relevant factor in competition analysis, as well as the ex
ante obligations introduced by the Digital Markets Act. Together, these elements support a multidimensional vision of
EU competition law, responsive to the challenges of the digital economy.

Research purpose:

Disruptive business models of digital platforms have reshaped market power and competition dynamics, exposing the
limits of current EU antitrust law. This research proposes innovative solutions that integrate personal data protection
as a competitive parameter, aiming to enhance market contestability and safeguard consumer through a
multidimensional approach to competition law.

Research motivation:

The research stems from the recognition that traditional competition law tools are insufficient to address the disruptive
transformations brought by digital platforms. By shifting competition from price and output to data control and user
influence, these models demand a reassessment of how privacy protection can be integrated into antitrust analysis.

Research design, approach, and method:

The approach adopted is legal-comparative, with particular attention to European competition law and the framework
on personal data protection. The research combines theoretical inquiry with case law analysis, focusing in particular
on the Meta/Bundeskartellamt proceedings and the jurisprudence of the Court of Justice, as well as on the regulatory
innovations introduced by the Digital Markets Act.

Main findings:

The analysis demonstrates that personal data today constitute an essential dimension of service quality and,
consequently, a relevant parameter of competition. Privacy, traditionally confined to the domain of data protection
law, emerges as a competitive variable directly affecting the welfare of the digital consumer. Recent jurisprudence of
the Court of Justice and the ex ante regulation introduced by the Digital Markets Act confirm the necessity of a
multidimensional conception of competition law, capable of incorporating non-economic values such as the protection
of privacy.

Practical/managerial implications:

Recognizing privacy as a competitive parameter enables more effective repression of exploitative practices rooted in
data appropriation and consumer harm, while ensuring a more accurate understanding of digital market dynamics.
This approach represents an essential update of the antitrust enforcement toolkit, aligning it with the structural
challenges of data-driven business models and reinforcing market contestability.

Keywords: Digital Markets Act (DMA), disruptive business models, European competition law, gatekeepers, privacy
and protection of personal data
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1. INTRODUCTION

It is beyond dispute that the business models of digital platforms qualify as disruptive. In the original definition developed
by Clayton Christensen (Christensen, 1997), disruption refers to the process through which an innovation, introduced by
a firm initially operating at the margins of the market or targeting segments neglected by incumbents, progressively gains
market share until it supplants established models and comes to dominate the market.

In the current context of digital markets, the phenomenon of disruption has undeniably assumed a structural dimension.
Platforms such as Google, Apple, Meta, Microsoft, and Amazon (the so-called GAMMA) have implemented business
models that not only generated new markets in which they secured enduring dominance, but also “reshaped” the very
logic of competitive dynamics (OECD, 2015; Zuboff, 2019).

Unlike traditional offline markets, where competitive rivalry has historically centred on price and output, the digital
economy derives its distinctive value from the capacity to gather, process, and monetise personal data. Such monetisation
takes place both through the personalisation of advertising, such as the behavioural advertisement or microtargeting
advertisement (OECD, 2020a) and through the training of artificial intelligence algorithms (OECD, 2024a). Personal data
of users—which convey personal and even highly personal information, protected in the European union as fundamental
rights under Articles 7 and 8 of the Charter of Fundamental Rights of the European Union and Article 8 of the European
Convention on Human Rights—have thus become the core of the transformation characterising the data-driven digital
economy. In practice, the erosion of consumers’ privacy, resulting from the systematic exploitation of such data for
commercial purposes represent the “structural condition” for the profitability of these business models.

This profound disruptive transformation has compelled EU competition law to reconsider its instruments.

The analytical framework developed within the “more economic approach”—privileging consumer surplus, allocative
efficiency, and price-oriented assessment—appears increasingly inadequate to address the realities of data-driven
markets. Phenomena such as network effects, information asymmetries, lock-in strategies, and data concentration
generate new forms of market power that fall outside the scope of traditional analytical tools (Crémer, De Montjoye &
Schweitzer, 2019; Kerber, 2024). Moreover, the so-called model of apparent gratuity — under which users transfer their
personal data in lieu of a monetary consideration—destabilises the very foundations of antitrust analysis, which was
originally designed to operate within monetised markets (Akerlof, 1970; Costa-Cabral & Lynskey, 2017; Economides &
Lianos, 2018). The harm to digital consumers under such—disruptive—business models does not manifest itself in higher
prices or reduced output, but rather in diminished control over personal information, opaque consent mechanisms, dark
patterns, and a general decline in privacy policy standards (Costa-Cabral & Lynskey, 2017; Deutscher, 2018; Stucke,
2022).

Although the issues at stake are of central importance, competition law has thus far been slow to integrate privacy into its
analytical framework (European Data Protection Board, 2014; European Commission, 2018; Kerber, 2024). In this
context, an urgent question arises: should privacy and data protection be conceptualised as dimensions of competition?
And if so, in what manner?

While the European Union relies on the General Data Protection Regulation (EU) 2016/679, the so called “GDPR”,
(European Union, 2016), to ensure a robust safeguard of personal data, its application does not suffice in digital markets.
The regulatory framework does not distinguish between dominant and non-dominant undertakings and fails to capture
the competitive implications of data concentration (European Data Protection Board, 2014; European Data Protection
Board, 2025). Competition law, for its part—conceived to address practices of dominance and exploitative conduct—has
consistently excluded the protection of privacy from its analytical framework (Court of Justice of the European Union,
2006; European Commission, 2014, 2018, 2020).

The present contribution seeks to fill this gap by advancing the view that the protection of personal data should be
recognised as a fully-fledged competitive parameter.

Framed as a dimension of service quality, privacy protection has a direct impact on the welfare of European consumers,
and its diminution may constitute the benchmark for the activation of antitrust enforcement (Botta & Wiedemann, 2018;
Lamadrid & Villiers, 2017; Deutscher, 2018).

From a methodological standpoint, this research adopts a legal-comparative approach, combining theoretical inquiry with
the analysis of case law and regulatory innovation implemented by European Union. The case-studies examined include
the German proceedings launched by the German competition authority (Bundeskartellamt) against Meta, concerning
personal data processing practices (Bundeskartellamt, 2019; Oberlandesgericht Diisseldorf, 2019; Bundesgerichtshof,
2020), as well as the subsequent landmark judgment of the Court of Justice of the European Union delivered in preliminary
ruling proceedings (Court of Justice of the European Union, 2023). In addition, the analysis considers the innovative
scope of the recent European Digital Markets Act (European Union, 2022), which provides for specific regulation of the
disruptive business models of gatekeeper platforms, emphasising the role of personal data processing in competitive
dynamics. At the theoretical level, the study argues that European competition law should adopt a multidimensional
approach, moving beyond the narrowly economic paradigm that has so far prevailed, in order to incorporate non-economic
values such as personal data and privacy protection (Ezrachi, 2018; Lianos, 2018). At the practical level, the research
proposes an analytical framework enabling competition authorities to integrate privacy considerations within the tools
available for antitrust enforcement. Such an approach is necessary to ensure that competition law, while continuing to
serve its essential function of safeguarding open and contestable digital markets, also adapts its instruments to address
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the challenges generated by disruptive business models (Maggiolino, 2018; Whish & Bailey, 2024).

Although elaborated within the framework of European law, this theorisation may also prove valuable in comparative
perspective. It offers an analytical framework capable of being transposed to other jurisdictions, given the global scope
of the practices of major digital platforms (GAMMA) and the consequent need for a more uniform international response.

2. LITTERATURE REVIEW AND RESEARCH GAP

In academic discourse, the role of personal data and the relevance in competitive dynamics is far from novel. An
expanding body of scholarship has emphasised how data have become the fundamental strategic asset of digital markets,
often described as ‘the new oil” or ‘the new oxygen’ of the digital economy (European Parliament, 2020). Contemporary
data-driven business models rest upon mechanisms of extraction and monetisation, thereby generating what has been
aptly described as a false gratuity: services are ostensibly offered free of charge, while in reality users ‘pay’ through the
disclosure of their personal information (Meta, 2025). The disruptive business models of digital platforms benefit from
dynamics that enable them to create and preserve dominance.

Network effects increase the attractiveness of a platform as the number of users grows, and the related phenomenon of
lock-in prevents consumers from switching to alternative digital service providers (OECD, 2022a). These dynamics are
compounded by high switching costs including both technical burdens and the loss of data or content uploaded onto a
given platform, which significantly discourage users from turning to alternative providers (Kerber, 2024). Furthermore,
profound informational asymmetries and the resulting imbalances of power arise between the contracting parties: on the
one hand, consumers, as the weaker party, lack the necessary information regarding the processing and collection of their
personal data; on the other hand, platforms, as the stronger party, exercise such power as to be able unilaterally to
determine the conditions and terms of privacy. This situation undermines the ability of consumers to make genuinely free,
autonomous, and informed choices (Akerlof, 1970; Kerber, 2024).

Taken together, these dynamics reduce the contestability of digital markets by discouraging the entry of new
competitors—who face severe difficulties in attracting users—while simultaneously reinforcing the concentration of
power in the hands of a small number of platforms (Costa-Cabral & Lynskey, 2017; Economides & Lianos, 2018).
Scholarly analysis has further noted that, in the digital economy, competition progressively shifts from competition within
the market—namely, competition for users within a given segment—to competition for the market—namely, competition
for dominance over entire market segments. This gives rise to ‘winner-takes-all’ dynamics, in which dominant firms
succeed in exercising control over entire ecosystems and vast quantities of users’ personal data (Geroski, 2003; Stucke,
2022).

These effects do not merely lead to an increase in the levels of market concentration, but also entail a qualitative
transformation in the very nature of consumer choice. Users are not aware of the economic value of their personal data
nor of the ways in which such data are processed by platforms. Indeed, platforms do not offer users the possibility to
decide how much and which data to provide or to choose the specific modalities of processing; moreover, the terms and
conditions of use and privacy policies are often lengthy and complex, to the point that an average consumer may not
adequately understand them (Acquisti, Brandimarte & Loewenstein, 2015). From the perspective of the applicable
legislation, the General Data Protection Regulation (European Union, 2016) has provided a solid framework for the
protection of personal data, with provisions applying to all digital platforms (European Union, 2012, 2016); however, it
proves insufficient to capture the competition dynamics related to personal data, which are issues that undeniably fall
within the domain of competition law (EDPB, 2014, 2025).

Moreover, the relationship between data protection and competition law has attracted sustained scholarly attention. Costa-
Cabral and Lynskey (2017) analyse the existing “family ties between” the two legal domain, whereas Economides and
Lianos (2018) interpret privacy intrusions as a specific form of exploitation arising from market failures. The Report by
Crémer, De Montjoye and Schweitzer (2019) further stressed the inadequacy of traditional antitrust tools in capturing
these dynamics, advocating a fundamental reconsideration of enforcement strategies. More recent contributions,
particularly those of Kerber (2024) and Stucke (2022), have drawn attention to the economic implications of data
concentration, identifying it both as a structural barrier to entry and as a source of consumer harm.

Legal scholarship has therefore examined in depth the interaction between the two regulatory domains and the structural
limitations of European competition law, highlighting its inability to incorporate dimensions other than purely economic
ones. The centrality of personal data within competitive dynamics is by now well established; what is still lacking,
however, is an explicit qualification of privacy as a parameter of competition.

3. DIGITAL MARKETS AND THE LIMITS OF COMPETITION LAW

EU competition law has historically been conceived as a framework designed to safeguard market structure and to remedy
market failures, in line with the Ordoliberal tradition of the Freiburg School (Vanberg, 2018). However, in the 1990s, the
pressures of globalization and the demand for a rational economic theory upon which to ground theories of harm and
competitive assessment transformed EU antitrust into a discipline increasingly shaped by economics. This so-called
“more economic approach” (Witt, 2018) shifted the analytical focus towards consumer welfare, understood in terms of
consumer surplus, and allocative efficiency. Consequently, the core conceptual tools of EU competition law, such as the
definition of the relevant market, the assessment of market power, and the analysis of competitive effects, were
progressively framed in predominantly economic terms (Iacovides & Stylianou, 2024). While these categories have long
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proved effective in interpreting traditional industrial markets, they appear increasingly ill-suited to data-driven digital
markets, which function according to dynamics that escape the confines of classical economic models (OECD, 2018).
The notion of the relevant market has always constituted the analytical starting point for assessing the position of firms
(European Commission, 2024a). It rests on the substitutability of products or services, identified through the behaviour
of the average consumer in response to variations in price or essential product characteristics. In digital markets, however,
this traditional approach loses much of its descriptive power. The price criterion, long relied upon as the benchmark for
substitutability, is no longer pertinent where digital services are offered free of charge, or more precisely appear to be
free. The counter-performance lies in the users’ disclosure of personal data and the attention they devote to the platforms
(Evans, 2020). It follows that market definition can no longer be confined to substitutable goods or services assessed in
terms of price. It should instead take into account other elements that guide consumer choice.

Beyond innovation, a crucial factor is the volume of personal data collected by the platform and, consequently, the level
of data protection offered through its privacy policies and terms and conditions, which cannot be readily captured in
economic terms.

The nature of platform “power” that must be captured by competition law has also evolved. Market power has traditionally
been defined as «the ability of a firm to maintain prices above competitive levels for a significant period of time without
losing customers to the extent that such a strategy becomes unprofitable» (Whish & Bailey, 2024). In digital markets,
however, market power does not necessarily manifest itself through the imposition of supra-competitive prices (OECD,
2022b). A more appropriate notion of digital market power should therefore build upon the definition articulated in the
seminal Hoffinann-La Roche judgment: «a position of economic strength enjoyed by an undertaking which enables it to
prevent effective competition being maintained in the relevant market by affording it the power to behave to an
appreciable extent independently of its competitors, its customers and ultimately of consumers» (Court of Justice of the
European Union, 1979).

If one accepts the notion of “power” as the ability to produce effects on others by inducing them to conform to one’s will
without resorting to physical coercion (Maggiolino, 2018), it becomes clear how this concept materialises in digital
markets. Platforms exercise this power to exclude rivals, thereby obstructing the development of effective competition.
At the same time, they influence consumer choices and affect consumer welfare in a manner that goes beyond the mere
parameter of price. This occurs through privacy notices that are insufficient or excessively complex, through mechanisms
of consent collection and management that curtail genuine freedom of choice, and more broadly through practices that
undermine the overall quality of the digital user experience (Kerber, 2024).

If consumer choices are not authentic, the very foundation of entrepreneurial merit collapses. Within the ordoliberal
paradigm, consumers are regarded as the ultimate judges of market offers and are called upon to «serve the market’s own
selective mechanism» (Maggiolino, 2018). When they are manipulated, the proper functioning of competition is distorted.
This reflects a fundamental shift: power is no longer exercised to raise prices, as in traditional markets, but rather to
extract ever greater amounts of personal data, thereby appropriating from consumers a genuine informational surplus.
The inadequacy of traditional antitrust tools, primarily centred on price, becomes particularly evident when assessing the
position of the digital consumer, who is exposed to forms of harm different from those ordinarily recognised in classical
competition analysis. Although consumers appear formally free to choose among competing platforms, their autonomy
is in practice severely constrained by structural factors. Network effects and lock-in mechanisms discourage users from
switching to alternative providers: leaving a social network, for instance, entails the loss of one’s network of contacts,
uploaded content, and accumulated interactions over time (Crémer, De Montjoye & Schweitzer, 2019). This dynamic
reduces the incentives for new entrants, aware of the difficulty of attracting a sufficient user base, and thereby strengthens
dominant positions while closing markets (OECD, 2018).

To these barriers must be added profound informational asymmetries and a marked imbalance of power between the
parties. Users are typically unaware both of the real economic value of the data they disclose and of the ways in which
such data are exploited. The algorithmic logics underlying the collection, processing, and monetisation of information
remain opaque and inaccessible, with the result that user choices are neither fully informed nor genuinely free (Costa-
Cabral & Lynskey, 2017). In such circumstances, the classical notion of contractual freedom—an implicit premise of a
properly functioning competitive market—loses its substance: genuine freedom of choice cannot exist without adequate
and transparent information. These dynamics disprove the argument that consumers would continue to prefer the services
of dominant platforms (GAMMA) solely on the basis of their innovative merits. User persistence is explained, at least in
part, by the structural constraints mentioned, which in fact compel them to remain within the platform’s ecosystem. This
observation also calls into question one of the assumptions of classical competition theory. Adam Smith, considered the
father of economic liberalism (Smith, 1776), conceived markets as governed by the interaction between supply and
demand within a system of natural liberty. In his vision, competition, through the “invisible hand,” would channel
individual self-interest towards the promotion of collective welfare.In the digital age, however, it is legitimate to ask
whether Smith’s “invisible hand” has not been supplanted by a new form of coordination: the so-called “digital hand”
(Smith, 1776). Digital markets are driven by dynamics profoundly different from those envisaged by Smith or by
ordoliberal theory. Rather than being characterised by a plurality of firms competing under conditions of consumer
freedom of choice, the digital economy is marked by the concentration of both economic and informational power in the
hands of a few dominant platforms, which consolidate their position through exclusionary or exploitative strategies that
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threaten not only the competitive process but also the freedom of users to make autonomous and informed choices. It
follows that it is legitimate to question whether, in the current architecture of digital markets, consumer choices can truly
be considered free and conducive to their welfare, or whether they primarily serve to consolidate the entrenched
dominance of the major online platforms (Ezrachi & Stucke, 2016).

4. RESULTS AND DISCUSSIONS: CONCEPTUALIZING PERSONAL DATA AS A COMPETITIVE
PARAMETER AND A DIMENSION OF CONSUMER WELFARE
The challenges outlined above constitute the foundation of this research’s proposal for an innovative framework: to
integrate privacy protection into competition law analysis in cases of abuse of dominance—at the same time—preserving
its essential function of safeguarding the proper functioning of markets (Lamadrid & Villiers, 2017).
Although this conceptual exercise has been partially undertaken by the European Commission in the field of merger
control (European Commission, 2024b), a significant institutional and scholarly gap remains with respect to the theory
and case law on abuse of dominance (OECD, 2018a).
At the outset, it is necessary to clarify what is meant by “privacy”. The term refers to the protection of personal data,
informational self-determination, and the effective ability of individuals to exercise choice regarding how and under what
conditions their personal information is shared (Solove, 2006). This understanding is enriched by the theory of “contextual
integrity”, which maintains that privacy is preserved when flows of information conform to the normative expectations
embedded within specific contexts (in the case at hand, the provisions of the GDPR). Conversely, a violation of privacy
occurs when these contextual norms are disregarded or breached (Nissenbaum, 2010).
Antitrust assessment has traditionally relied on variables such as price, output, and the quality of goods and services. In
its Guidance on Article 102 TFEU, which prohibits abuse of dominance in European markets, the European Commission
expressly stated that: «In applying Article 82, the Commission will focus on the types of conduct that are most harmful to
consumers. Consumers benefit from competition through lower prices, better quality and a wider choice of new or
improved goods and servicesw(European Commission, 2009).
The theoretical proposal advanced here is that privacy should be treated as a dimension of service quality, and therefore
as an integral component of the competitive process itself (OECD, 2018a). In digital markets, where services are
ostensibly provided free of charge, price ceases to be a meaningful metric. What becomes decisive instead is the extent
of data collection and the level of privacy protection offered, as demonstrated by empirical studies (Cisco, 2019; RSA,
2019; Kim, Wang & Roh, 2021; Dengler, Priifer, 2021; Gupta et al., 2023; Rodriguez-Priego, Porcu, Prados Pefia, &
Crespo Almendros, 2023; D’Annunzio & Menichelli, 2022).
Against this backdrop, this research advances the following proposal.
A higher level of privacy protection corresponds to an enhancement in the qualitative standard of the service provided;
conversely, its reduction entails a deterioration in service quality. Privacy policies thus constitute an indispensable
structural component of any digital service. From this perspective, the reduction of privacy standards can be further
conceptualised as a form of consumer harm: a commercial practice that lowers privacy standards diminishes the overall
quality of services and directly undermines consumer welfare by infringing upon fundamental rights.
By contrast, more stringent guarantees in the field of data protection and privacy strengthen consumer welfare, albeit in
non-economic terms, by safeguarding informational self-determination and ensuring broader protection of personal and
highly sensitive data. This theoretical move allows for the integration of a non-economic value into antitrust analysis.
A measure of caution is, however, required: not every reduction in privacy standards represents a competitive harm
sufficient to justify intervention by competition authorities. As Lamadrid has persuasively observed, if competition law
were to intervene in every case of privacy infringement, it would risk transforming into an all-encompassing instrument
for addressing any emerging social concern, thereby losing coherence and straying from its fundamental purpose of
safeguarding the competitive process (Lamadrid & Villiers, 2017). In this sense, the inclusion of privacy as a competitive
parameter—at least in the theoretical framework advanced here—is intrinsically linked to market dynamics and cannot
be dismissed as a mere consequence of competitive behaviour. Privacy is compromised precisely as a result of the
concentration of power in the digital economy and of the structural effects that limit competition. The characteristic
analysed above, such as network effects, informational asymmetries, switching costs, and lock-in mechanisms
collectively erode market contestability, depriving consumers of any genuine choice between providers and services.
There is no real freedom to decide whether to disclose personal data, nor to use an alternative platform, when a single
dominant operator effectively constitutes the only available digital service in the market. Further support for this
theorisation lies in the added value that would derive from genuine competition on levels of personal data protection. In
today’s digital markets such competition is virtually absent (Grunes & Stucke, 2015). Dominant platforms unilaterally
set privacy standards to their own advantage, without being subjected to any competitive pressure from rivals (which are
effectively non-existent). By contrast, competition on the parameter of privacy would induce firms to guarantee higher
levels of data protection in order to attract consumers, much as traditional competition on price aims to expand consumer
demand. The absence of competition on this parameter results in lower levels of personal data protection, accompanied
by uncertainty and opacity in data-processing practices, which have already been scrutinised by competition authorities
(Bundeskartellamt, 2019, 2025).
By contrast, in a dynamic market where multiple platforms offered substitutable services—i.e., services that satisfy the
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same consumer needs—firms, unable to compete on price, would be forced to compete on innovation and on the levels
of privacy protection they provide. Faced with two alternative services offering different privacy guarantees, users would
be more likely to choose the one ensuring higher levels of protection, thereby excluding from the market those platforms
that adopt weaker standards. Such dynamics would generate a virtuous cycle in digital markets, driving upward
convergence in privacy protection.

However, in order to validly include privacy within the set of competitive parameters, it is essential to address not only
theoretical considerations but also practical solutions. Integrating privacy as a competitive parameter necessarily requires
the adoption of methodologies that go beyond the traditional approach to market definition. Conventionally, the relevant
market is delineated through the SSNIP test (small but significant non-transitory increase in price) (OECD, 2013;
European Commission, 2024a), which relies on hypothetical price variations to assess substitutability from the
consumer’s perspective. Yet in digital markets, where services are often provided at a nominal price of zero, price ceases
to be a meaningful indicator. This calls for the use of alternative methodologies, such as the SSNDQ test (small but
significant non-transitory decrease in quality) (OECD, 2013), which evaluates substitutability and competitive constraints
by considering variations in the quality of products or services (European Commission, 2024a).

Following this line of reasoning, recent scholarship has put forward an even more tailored instrument: the SSNDP test
(small but significant non-transitory decrease in privacy), designed to capture deteriorations in the level of privacy
afforded to users (Deutscher, 2018). As Deutscher has discussed, this framework recognises privacy as a dimension of
quality with direct relevance for competition analysis.

The use of such a test, however, entails the need to clearly define the concepts of diminution of privacy and its
significance. This is not an easy task, considering that privacy preferences are fluctuating and subject to the subjective
evaluation of individual consumers: some consumers may not perceive personalised advertising, based on their previous
searches, as harmful, but rather as useful for completing a transaction and satisfying their needs. Indeed, they may even
regard general advertising, not based on their personal data, as intrusive (OECD, 2018a). The literature has highlighted
the so-called privacy paradox: while consumers declare that they value higher standards of data protection, in their market
choices they often tend to prioritise access to services at zero monetary price over the protection of their privacy (Solove,
2020; 2025).

The present research develops this line of reasoning further and mitigates the aforementioned shortcomings. It proposes
the GDPR as an objective benchmark: violations of its provisions may be regarded as verifiable and significant evidence
of privacy degradation. It thereby provides for an assessment of consumer behaviour in the event of a significant reduction
in privacy, which entails a violation of GDPR provisions, and evaluates consumer choice among digital services that
differ precisely in the level of privacy they provide or in their compliance with the law. This ensures an anchoring to
parameters that are neither variable nor subject to individual evaluation.

Moreover, the recognition of privacy as a competitive parameter would allow for the construction of new theories of harm
specifically adapted to digital markets, thereby justifying the activation of competition law in cases of exploitative abuse
of dominance. Such abuse arises when a firm “takes advantage of the opportunities arising out of its dominant position in
order to reap trading benefits which it would not have obtained under conditions of normal and sufficiently effective
competition” (Court of Justice of the European Union, 1978). This is precisely what occurs in digital markets, where
firms exploit their undue power over consumers placed in a structurally weaker position.

Finally, the inclusion of privacy in antitrust analysis (OECD, 2024a) must also be situated within the broader debate on
the multidimensional (Ezrachi, 2018) or polycentric (Lianos, 2018) nature of competition law’s objectives. This debate,
particularly vivid in Europe, calls upon antitrust law to incorporate additional non-economic concerns into its analytical
framework, alongside privacy, such as environmental sustainability (OECD, 2021), democracy (OECD, 2024b), and
labour market considerations (OECD, 2020).

Whereas the Chicago School (Bork, 1967) and the European approach of the 1990s (Odudu, 2010) had reduced the aims
of competition law to the narrow promotion of consumer welfare understood in terms of allocative efficiency (Bartalevich,
2016), this article highlights how such an economic calculus proves inadequate—and indeed undesirable—in digital
markets. Consumer welfare, and the factors that constitute it, must be conceived in broader terms, encompassing values
that are not strictly economic. Within this framework, data protection cannot be relegated to an external field merely
because it resists quantification.

« THE EUROPEAN APPROACH: POSITIONS OF THE COMMISSION AND THE COURT OF JUSTICE

The theorisation of privacy as a parameter of competition analysis has developed within a framework long marked by
institutional resistance, both at the level of the European Commission and of the Court of Justice. In its ASNEF/Equifax
judgment, the Court held that «the issues relating to the sensitivity of personal data are not, as such, a matter of
competition law, but may be resolved under the relevant provisions governing data protection” (Court of Justice of the
European Union, 2006). Similarly, in its 2014 decision approving the Facebook/WhatsApp merger, the Commission
emphasised that “privacy-related concerns fall outside the scope of the assessment under the Merger Regulation, but can
be addressed under data protection rules» (European Commission, 2014).

The same approach was reiterated in Apple/Shazam (European Commission, 2018) and Google/Fitbit (European
Commission, 2020).
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A turning point in the debate on the interplay between competition law and data protection came with
the Meta/Bundeskartellamt case (Bundeskartellamt, 2019). In 2019, the German competition authority found that Meta
had abused its dominant position by making access to its services conditional on users’ acceptance of contractual terms
authorizing the collection and combination of data from Facebook, Instagram, WhatsApp, and third-party websites with
embedded plug-ins. The Bundeskartellamt held that such conduct infringed the principle of informational self-
determination and the GDPR, while also constituting exploitative abuse of dominance, since users lacked any meaningful
alternative neither the ability to reject the terms nor to switch to competing providers (Kerber & Zolna, 2022)".

On appeal, the Oberlandesgericht Diisseldorf adopted a markedly more restrictive stance than the progressive competition
authority, ordering the suspension of the Bundeskartellamt’s decision (Oberlandesgericht Diisseldorf, 2019). In
subsequent proceedings challenging this suspension, the German Federal Court of Justice overturned the judgment of the
Court of Appeal and endorsed the reasoning advanced by the Bundeskartellamt (Bundesgerichtshof, 2020).

The Federal Court held that Facebook’s dominant position exacerbated the “clear imbalance” between the platform and
its users, depriving the latter of genuine freedom of choice and rendering their consent to the processing of personal data
merely formal rather than substantive (Podszun, 2020). In so doing, the Court confirmed the relevance of privacy as a
parameter of competitive assessment.

The divergence between the two judicial approaches could hardly have been more pronounced. As a result, the
Oberlandesgericht Diisseldorf referred the matter to the Court of Justice of the European Union (CJEU, 2021), seeking
guidance on a number of questions that highlight the intricate relationship between competition law and data protection
(CJEU, 2023).

As a preliminary matter, the central question concerning the incorporation of data protection into competition analysis is
whether antitrust authorities may assess potential infringements of the GDPR by a dominant undertaking in the context
of competition enforcement. In its landmark judgment (CJEU, 2023), the Court of Justice held that a competition
authority, in the exercise of its functions and insofar as it is instrumental to the assessment of a possible competition law
infringement, must examine «the compliance or non-compliance of such conduct with the provisions of the GDPR»
(paras. 37-43), provided that the cooperation mechanisms laid down by the Court are respected and that the competition
authority does not substitute itself for the data protection authorities in their primary role (Lupacchini, 2025).

Secondly, it was necessary to determine the relevance of the GDPR within competitive dynamics. On this point, the Court
stated that «the compliance or non-compliance of such conduct with the provisions of the GDPR may, depending on the
circumstances, constitute an essential indication among the relevant factors of the case in order to establish whether such
conduct involves recourse to methods governing the normal play of competition and to assess the consequences of a given
practice on the market or for consumers» (para. 47).

Moreover, departing from the earlier position that data protection should not be regarded as a matter of antitrust concern,
the Court emphasised that «access to personal data and the possibility of processing such data have become a significant
parameter of competition between undertakings in the digital economy» (para. S1).

This judgment of the Court of Justice marks a watershed in European competition law, giving concrete effect to the
interconnection between the two legal domains and establishing the GDPR as a normative benchmark for assessing data-
related anticompetitive conduct. On the one hand, a breach of privacy—in this case, of the Regulation’s provisions—
constitutes competition on a basis other than merit and thereby justifies the activation of antitrust enforcement
(Lupacchini, 2025). On the other hand, the Court makes explicit that the protection and processing of personal data amount
to a competitive parameter in their own right.

The 2023 ruling thus anchors in positive law an approach that had previously been elaborated only at the theoretical level,
but which now receives authoritative confirmation in European jurisprudence.

* BEYOND ANTITRUST: NEW REGULATION FOR DIGITAL DISRUPTION (THE DIGITAL MARKETS

ACT)

The recognition of the structural deficiencies of digital markets, and in particular of the strategic role of personal data in
reinforcing market power and harming consumers, has led European institutions to complement traditional antitrust
instruments with an ex ante regulatory framework, the so-called Digital Markets Act (European Commission, 2022). The
European response to disruptive, data-driven business models is thus characterised by a radical change of approach:
moving away from the exclusively ex post control of harmful conduct, which has long defined the enforcement of
competition law, towards the establishment of ex ante rules designed to regulate business models in a manner that
promotes contestability and fairness in the marketplace (Manzini, 2021). This framework makes it possible to respond
more effectively to the distinctive features of digital markets, marked by speed, unprecedented concentrations of power,
and the risk of irreversible anticompetitive effects detrimental both to markets and to consumers.

The Digital Markets Act was conceived out of the recognition that the data-related practices of large digital platforms
could not be adequately addressed through the classical instruments of European competition law (such as abuse of

! The decision of the Bundeskartellamt is innovative in that it recognized that violations of data protection rules may be relevant under competition law,
insofar as they affect the contractual imbalance between a dominant undertaking and its users. The underlying idea was that user consent was not
genuinely free, but conditioned by the dominant position of the platform, thus amounting to an exploitative abuse within the meaning of § 19 GWB
(German Competition Act) and, in parallel, of Article 102 TFEU.
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dominance prohibition enshrined in article 102 TFEU). These provisions are constrained by lengthy investigations,
protracted enforcement timelines, and uncertain outcomes, limitations that are particularly acute when dealing with the
complex assessments characteristic of data-driven markets. The underlying rationale was therefore to establish a
preventive framework aimed at curbing the power of the so-called gatekeepers (art. 3), namely those platforms that
constitute indispensable gateways to the digital economy and that, by controlling data, users, and technological
infrastructures, are capable of shaping the very functioning of markets themselves.

The innovative scope of this regulation lies in the formulation of ex ante obligations and prohibitions, directly and
immediately applicable, which reshape the disruptive business models of digital platforms. They focus in particular on
access to and control over users’ personal data, the possibility of greater choice among services available on the market,
and both vertical and horizontal interoperability of digital services. Within this framework, the centrality of data protection
clearly emerges; the DMA recognises that the market power of gatekeepers largely derives from the exclusive use and
concentration of vast amounts of data and, through targeted prohibitions, seeks to restore users’ control over their data
and their genuine choices. Among the obligations laid down by the Digital Markets Act is, first and foremost, the
requirement of interoperability between systems and services (Article 6(7)). Complementing this is the prohibition of
self-preferencing practices (Article 6(5)), aimed at preventing platforms from favouring their own services (in terms of
ranking and positioning) over those of competitors. Other significant obligations include the possibility for end users to
uninstall pre-installed applications and to easily modify default settings (Article 6(3)—(4)), as well as the obligation for
gatekeepers to ensure effective data portability and real-time access to information generated by users (Article 6(9)). In
addition, with specific regard to number-independent interpersonal communication services (NIICS), article 7 establishes
an interoperability obligation among messaging services available on the market, in order to avoid the segmentation of
related markets.

Among the most significant provisions is Article 5(2) DMA, which occupies a particularly central role. First, it prohibits
gatekeeper platforms from:

a) processing, for the purpose of personalised advertising, the data of users originating from third-party services that make
use of the gatekeeper’s core platform services. This prevents the gatekeeper from exploiting data collected indirectly (e.g.
through complementary or third-party services) for profiling or targeting purposes;

b) combining personal data obtained from one core platform service with data from other CPS or from other services
offered by the gatekeeper, as well as with data obtained from third-party services. This restriction is intended to prevent
the gatekeeper from building an “excessive” user profile by leveraging its multi-service position;

¢) engaging in cross-use of personal data, namely, data collected in one core platform service may not be used in other
separate services, nor vice versa, without limitation. This seeks to avoid dominance in one service being converted into
unfair competitive advantages through the use of data.

All of this is prohibited unless the user has been presented with a specific choice option (a specific consent under the
DMA) and has given consent in accordance with the provisions of the GDPR (Articles 4(11) and 7 GDPR).
It follows that, in addition to the consent required under Article 6 of the GDPR for the processing of personal data, the
DMA introduces further levels of consent (specific option). These levels are based on the granularity of the type of
processing rather than on the category of personal data being processed.
The purpose is to strengthen consumer control over their personal information, on the assumption that consent constitutes
the gateway through which platforms gain access to users’ data. Admittedly, concerns regarding possible phenomena of
consent fatigue cannot be overlooked; nonetheless, this measure is regarded as appropriate and proportionate.

A further step is taken in Recitals 36 and 37, which provide that, where users do not give consent to the processing of
personal data as envisaged therein, gatekeepers may not block access to the platform. They must, instead, offer «a less
personalised but equivalent alternative, and without making the use of the core platform service or certain functionalities
thereof conditional upon the end user’s consenty.

This less personalised offer «should not be different or of degraded quality compared to the service provided to the end
users who provide consent, unless a degradation of quality is a direct consequence of the gatekeeper not being able to
process such personal data or signing in end users to a service. Not giving consent should not be more difficult than
giving consent. When the gatekeeper requests consent, it should proactively present a user-friendly solution to the end
user to provide, modify or withdraw consent in an explicit, clear and straightforward manner. In particular, consent
should be given by a clear affirmative action or statement establishing a freely given, specific, informed and unambiguous
indication of agreement by the end user, as defined in Regulation (EU) 2016/679. At the time of giving consent, and only
where applicable, the end user should be informed that not giving consent can lead to a less personalised offer, but that
otherwise the core platform service will remain unchanged and that no functionalities will be suppressedy.

In this context, the business models of digital platforms are profoundly tested in relation to their sources of profitability:
areduction in the volume of personal data collected through the provision of an equivalent alternative inevitably translates
into lower financial revenues for the platform. This, in turn, may lead to consequences that are difficult to balance. On
the one hand, there would be a clear gain in terms of enhanced privacy protection for consumers. On the other hand, as
persuasively argued in the study by Choe, Matsushima and Shekhar (2024), when the quantity of data collected decreases,
the platform is likely to respond by raising access prices or introducing new fees, in order to compensate for the loss of
value resulting from the diminished monetisation of data.
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This is precisely what occurred with Meta, which introduced the so-called pay-or-consent model: users are presented with
a binary choice between consenting to the processing of their personal data for personalised advertising purposes or,
alternatively, paying a monetary fee in order to access the platform without personalisation.

According to the European Commission, such a mechanism contravenes the provisions of the Digital Markets Act: the
user’s freedom to give genuinely valid consent is severely undermined when the only alternative is between disclosing
personal data and, in the event of refusal, bearing a financial burden. For this conduct, a fine of EUR 200 million was
imposed (European Commission, 2025). It should not be overlooked, however, that the legitimacy of the model also finds
partial support in paragraph 150 of the Meta judgment, Case C-252/21, in which the Court of Justice recognised—albeit
in narrowly defined terms—the possibility of resorting to similar schemes (Court of Justice of the European Union, 2021).
This case, in all its complexity, highlights a crucial point: the level of privacy protection offered in digital markets can no
longer be regarded merely as a matter of compliance with the GDPR, but rather constitutes an essential element of the
proper functioning of the competitive process. Its protection therefore has direct implications for competition law and can
no longer be relegated to an external matter or considered the exclusive domain of data protection regulation.

Privacy thus emerges, in an undeniably clear manner, as a genuine parameter of competition. From this perspective, the
DMA represents a decisive turning point: it inaugurates a competition policy capable of responding to the demands of the
digital era, in which the protection of personal data and the safeguarding of the competitive process are no longer treated
as separate domains, but as dimensions intimately interconnected within a unified framework of European economic
governance.

5. LIMITATION AND FUTURE RESEARCH

Despite the progress made in recognising privacy as a parameter of competition, several significant limitations remain
that call for further reflection and development.

A primary limitation lies in the challenge of demonstrating a robust causal link between the erosion of data protection
standards and an actual anticompetitive effect. Not every reduction in the level of privacy protection necessarily derives
from the exercise of market power; in some cases, it may simply reflect contractual choices or neutral market dynamics.
This evidentiary uncertainty complicates the legal qualification of exploitative abuse and requires the elaboration of more
precise analytical tools capable of distinguishing competitive harm from mere regulatory non-compliance. Much will
depend on how competition authorities construct the theory of harm and on the contribution of legal scholarship to this
debate.

A further limitation concerns the risk of excessive legal formalism in the use of the GDPR as a benchmark for assessing
privacy degradation. Not every infringement of the GDPR has competition law relevance, just as not every antitrust
concern entails a violation of data protection rules. Exclusive reliance on GDPR compliance as an index of competitive
harm would not be correct; it would risk automatising competition law enforcement whenever privacy issues arise. The
matter, instead, requires careful attention and solid connections to competitive dynamics and their consequences on
privacy, and vice versa.

The adoption of the proposal advanced here is also exposed to an additional phenomenon. Large platforms may formally
adapt their business models to the new rules on privacy and competition while in fact continuing to maintain substantial
competitive advantages. Such strategies may take the form of new lock-in mechanisms or alternative modes of data
monetisation, thereby reducing the actual impact of regulation on the functioning of digital markets and on the protection
of personal data.

Equally relevant is the rapid and unpredictable pace of technological evolution. The rise of generative artificial
intelligence is testing existing legal paradigms, including the DMA itself. This may entail the necessity of applying the
thesis advanced here to disruptive technologies heavily based on the exploitation of personal data. In this context, a
twofold challenge emerges. On the one hand, regulators and enforcers must possess solid knowledge of the functioning
of such Al models. On the other hand, the delicate task arises of reconciling privacy with other parameters, in particular
technological innovation. The need for delicate trade-offs may arise: overly stringent policies on data protection risk
restraining data-driven innovation (such as machine learning systems and Al), which contributes to overall welfare. This
could constrain technological innovation and expose it to calls for regulatory opportunity.

Furthermore, stricter data protection rules may incentivise undertakings to develop alternative business models to replace
revenues lost from the monetisation of personal data, such as the imposition of fees for accessing services without the
processing of personal data for targeted advertising purposes. In such cases, a higher level of privacy protection may
paradoxically result in a reduction of welfare for those consumers compelled to bear costs in order to secure the non-
processing of their data.

Finally, a clear regulatory asymmetry emerges between different jurisdictions at the international level. The European
approach, based on the integration of the GDPR and the DMA, applies primarily to gatekeepers operating within the
internal market, while practices of data collection and exploitation often have a global dimension. The absence of effective
international coordination, and the divergent approaches adopted in other regions (such as ASEAN countries), may
fragment the effectiveness of the European regulatory response.

The limitations identified do not call into question the recognition of privacy as a parameter of competition; rather, they
require further research at both the European and the international levels.
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6. CONCLUSION

The analysis has shown that the business models of digital platforms fully embody the disruptive nature that defines them,
while at the same time acquiring an additional dimension: not merely incremental innovations, but systemic
transformations that have fractured the very foundations upon which European competition law has traditionally rested.
The extraction and exploitation of personal data have redefined the parameters of competition, giving rise to markets
where value is no longer measured in terms of price or quantity, but rather through control over information and the ability
to steer user choices. The consumer is no longer a rational actor expressing preferences in the market, but has become a
source of data from which economic value (consumer surplus) is extracted; competition is no longer played out
solely in the market, but increasingly for the market, insofar as the control of a platform entails dominance over the entire
digital data ecosystem.

It follows that competition law is called upon to reinvent itself: no longer a unidimensional discipline anchored exclusively
to economic indicators, but one that is flexible enough to include values not directly or economically measurable, such as
privacy and the protection of personal data. This, however, remains functional to its purpose: ensuring that markets are
open and contestable, while addressing the challenges posed by data-driven business models.

On this basis, the paper advances the theorization of data protection and thus privacy, as a parameter of competition,
conceptualized as a subcategory of service quality. A reduction in the level of personal data protection amounts to a
diminution of one of the competitive parameters directly impairing consumer welfare in digital markets. The benchmark
chosen to anchor such reductions to verifiable criteria is Regulation (EU) 2016/679: non-compliance with its requirements
on data processing not only diminishes the qualitative dimension of the service, but also constitutes a breach of the
European regulatory framework. Recent jurisprudence of the Court of Justice has opened the door to such an interpretative
approach.

Equally, the regulatory turn embodied in the Digital Markets Act reflects the growing awareness that the digital economy
requires legal instruments capable of capturing the multidimensional nature of competition, with a precise focus on the
processing of personal data and its value in competitive dynamics.

This paper thus aligns with the strand of scholarship emphasizing that European competition law is now called upon to
reinvent itself: no longer a unidimensional discipline confined to economic indicators, but one attentive to broader values,
ranging from the protection of personal data to the safeguarding of genuinely contestable markets, responsive to the
challenges posed by data-driven business models.

This is the very essence of disruption: not a mere technological shift, but a radical transformation of the legal and
economic order, requiring European law to redefine its paradigms in order to remain faithful to its foundational mission
of securing free and pluralistic markets.

All this, of course, is not enough. Looking ahead, the central challenge lies in the adaptive capacity of the law. The speed
with which digital business models evolve demands a legal framework capable of responding within a reasonable
timeframe, avoiding both regulatory inertia and an overproduction of static rules that risk obsolescence almost
immediately.

It follows that the European Union should pursue a regulatory framework that is adaptive and dynamic, designed to
anticipate the disruptive strategies of digital platforms and to prevent technological innovation from solidifying into
unchecked concentrations of power, while remaining anchored to the fundamental values underpinning the European
legal system. In the conclusion, it can be observed that disruptive business models are implemented on a global scale.
The European Union increasingly positions itself as a genuine regulatory laboratory. Instruments such as the Digital
Markets Act may serve as models capable of being exported to other jurisdictions, as is already partially occurring in
Australia. This underscores the importance of striving for a global and more coherent regulatory response. Nevertheless,
in ASEAN countries reliance on soft law and voluntary approaches to regulating digital markets reflects a distinctive
regulatory philosophy, one that recognises digital platforms as key drivers of innovation and as enablers for SMEs to
access markets. A global vision—while remaining sensitive to the specific priorities and regulatory traditions of each
jurisdiction—appears both desirable and necessary.
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