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Abstract. 10T has revolutionized various sectors by facilitating automation and
improving efficiency through the interconnection of billions of devices.
However, this rapid expansion has exposed IoT networks to an increasing
number of security vulnerabilities, with spoofing attacks being one of the most
prominent threats. Spoofing occurs when malicious entities impersonate
legitimate devices to gain unauthorized access, posing risks like data breaches
and disruption of critical services. This research proposes a novel I[oT
architecture designed specifically to counter spoofing attacks through advanced
techniques such as machine learning, encryption protocols, and multi-factor
authentication. The framework aims to offer an adaptable solution that can
operate under varying network conditions, balancing security with performance
to ensure robustness and scalability in real-world applications. The research
further evaluates the proposed system’s performance, highlighting its
effectiveness in mitigating spoofing attempts while ensuring seamless
communication across IoT devices.

Keywords: IoT security, spoofing attacks, machine learning, multi-factor
authentication, secure communication, network resilience.

1 Introduction

The proliferation of [oT devices has transformed industries by enabling real-time data
exchange and automation. From smart homes and healthcare systems to transportation
and agriculture, IoT provides immense benefits in terms of convenience and
efficiency. However, the integration of such a wide range of devices introduces
significant security challenges, as each device can be a potential entry point for
cyberattacks. Spoofing attacks are a particular concern, as malicious actors
impersonate legitimate IoT devices to manipulate or steal sensitive information.
These attacks undermine the trustworthiness and functionality of IoT systems, leading
to data breaches, service disruptions, and even potential physical harm in critical
infrastructures like healthcare or transportation systems [2].
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Despite the growing concern about IoT security, existing solutions are often ill-
equipped to deal with the sophisticated nature of modern spoofing attacks. Traditional
security measures, such as static encryption and basic password protection, do not
offer the agility needed to prevent spoofing in dynamic environments where devices
may be frequently added or removed. Consequently, there is a pressing need for next-
generation security architectures that incorporate adaptive mechanisms to detect,
prevent, and mitigate spoofing attacks [7]. The research outlined in this paper
proposes an innovative solution that integrates machine learning-based anomaly
detection, robust encryption protocols, and multilayered authentication mechanisms
to protect IoT networks from these evolving threats. This study emphasizes the
importance of creating a secure, scalable IoT infrastructure that not only counters
spoofing attacks but also maintains system performance under different network
conditions. The proposed solution aims to enhance IoT network resilience by ensuring
that devices can securely communicate without introducing excessive computational
overhead. In addition, it investigates the compatibility of this solution with existing
IoT frameworks, ensuring that it can be easily integrated into real-world systems
without requiring major infrastructure changes [5].

2 Literature survey

Sarker et al. draw attention to the weaknesses of IoT networks, particularly with
respect to spoofing and impersonation attacks, due to the heterogeneous and resource-
constrained nature of IoT devices. To address these challenges, the study recommends
advanced authentication mechanisms and real-time threat detection techniques driven
by data analytics. Conventional security methods such as basic encryption and static
passwords are considered insufficient against evolving cyber threats. The necessity of
dynamic and adaptive security frameworks for IoT systems is strongly emphasized
[1].

Dalal investigates machine learning techniques for anomaly detection in IoT
networks, highlighting the effectiveness of both supervised and unsupervised learning
approaches in identifying spoofing attacks. The study discusses feature extraction
parameters such as packet size, traffic flow, and time intervals for detecting abnormal
behavior. The author proposes integrating machine learning-based detection
mechanisms with traditional security solutions to enable real-time spoofing detection
in IoT environments [3].

Hussain et al. analyze encryption techniques used to secure [oT communications and
emphasize the trade-off between encryption strength and computational overhead,
particularly for resource-constrained IoT devices. The study suggests adopting
lightweight encryption mechanisms to reduce processing complexity while
maintaining adequate security levels. Additionally, hybrid security approaches that
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combine cryptographic techniques with intelligent detection mechanisms are
discussed as effective solutions to balance security and performance in IoT networks
[4].

Tahsien et al. propose multi-layer security mechanisms to enhance IoT network
protection against spoofing and unauthorized access. The study highlights the
integration of multiple authentication factors, including device identity, behavioral
patterns, and contextual information, to strengthen system security. Such layered
authentication approaches significantly reduce the likelihood of successful spoofing
attacks even if a single security layer is compromised [15].

Rawat et al. focus on improving IoT network resilience against cyber-attacks,
including spoofing, by adopting data-driven and adaptive security architectures. The
study proposes real-time threat detection, intelligent response mechanisms, and
dynamic system reconfiguration to maintain uninterrupted network operation during
attacks. Resilience is presented as a fundamental design principle for ensuring the
reliability and robustness of [oT networks [8].

3 Methodology

The proposed solution leverages a hybrid approach inspired by the methodology
outlined in the study Machine Learning in IoT Security (2022), which demonstrated
the effectiveness of anomaly detection for mitigating spoofing attacks. By integrating
advanced encryption protocols and multi-factor authentication mechanisms,[11] this
framework improves upon existing solutions to secure IoT networks against spoofing
attacks with a demonstrated accuracy of 98% and a false positive rate of 2%. The
methodology involves:

i. Threat Modelling and Analysis: This phase identifies vulnerabilities in IoT
devices and communication protocols, prioritizing risks using methodologies
like STRIDE and DREAD to define countermeasures against spoofing.

ii.  Algorithm Design: Developing machine learning models trained on diverse
datasets to detect spoofing attempts in real-time. The models utilize features
such as device behaviour, network traffic patterns, and authentication anomalies.

iii. Encryption Integration: Implementing lightweight yet robust encryption
protocols optimized for IoT devices with limited computational resources.

iv. Authentication Framework: A multi-factor authentication system combines
biometrics, OTPs, and device certificates to ensure secure access, creating a
robust defense against unauthorized entry.

The solution is validated through simulation and real-world testing in controlled

environments, ensuring its effectiveness and scalability.
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System architecture

The system consists of the following stages and components:

IoT Devices: Generate and transmit data to the network.

Authentication Framework: Devices undergo multi-factor authentication
(biometrics, cryptographic, and device-specific factors) to ensure secure access.

Encryption Layer: Authenticated devices securely transmit data using AES-256
encryption with dynamic key generation.

Machine Learning-Based Threat Detection: The system continuously analyses
device behaviour, network traffic patterns, and authentication anomalies for
spoofing attempts.

Centralized Monitoring System: Alerts are triggered and sent to the monitoring
system in case of anomalies. The system visualizes threat alerts and deploys
security updates to mitigate identified risks. Fig.1 show the system architecture of
the proposed system.

[oT Device

Authentication Framework

ML Model for Anomaly
Detection

System

Encryption of Data

Centralized Monitoring

Encrypted Data

Fig. 1.System Architecture
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5 Implementation

5.1 Data collection

The dataset collection process ensures goodness of ML models used for anomaly
detection. The datasets selected for this research NSL-KDD and CICIDS2017 are
widely regarded as standard benchmarks for network intrusion detection and provide
a comprehensive set of data containing both normal traffic and different types of
attack scenarios, including spoofing, DoS (Denial of Service), and botnet attacks.

The NSL-KDD dataset is a refined version of the KDD Cup 1999 dataset, containing
labelled network traffic and attack data, categorized into several types of attacks like
backdoors, DoS, and others. The CICIDS2017 dataset, on the other hand, contains
more realistic attack scenarios with diverse traffic from actual environments. For the
purpose of this study, both datasets are pre-processed to handle missing values,
imbalanced classes, and redundant features, which can otherwise degrade the
performance of machine learning models [9].

A key step in dataset preprocessing involves feature selection and dimensionality
reduction. Tablel shows the data set overview. Features such as device ID,
communication patterns, packet sizes, and transmission intervals are considered
critical for detecting spoofing behaviour. In order to reduce the dimensionality of the
dataset without losing relevant information, PCA OR RFE are applied. This ensures
that the models are not overwhelmed by irrelevant features, improving detection
accuracy and reducing computational overhead.

Table 1. Dataset Overview
Normal | Attack

Total Traffic | Traffic | Feature
Dataset Instanc
P Instanc | Instanc | Types
es es
Categoric
NSL-KDD | 125,973 | 67,043 58,930 a{, g
Numerica
1, TCP/IP
Numerica
CICIDS20 | 2,890,0 | 2,500,0 I, Time
17 00 00 220000 Series,

TCP/TP
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5.2 Model development

Once the dataset is prepared, further process comprises the development of ML
models for anomaly detection. The models used in this framework are based on both
supervised learning and unsupervised learning techniques. They are trained using
labelled data, that allows them to distinguish between normal network behaviour and
malicious (spoofed) behaviour [10].

Random Forest is particularly chosen for its ability to handle complex, non-linear
relationships between features, and for its robustness against overfitting. By building
a collection of trees of choice, each taught on distinct portions of the data, the RF
model operates. Each tree contributes a vote for the classification decision, and
prediction depends on vote majority. This makes the model highly accurate and
resilient to noise. Table 2 shows the Model Evaluation Metrics.

In addition to supervised learning, unsupervised learning methods, such as K-Means
clustering & DBSCAN are incorporated into the system to detect new or unknown
spoofing attacks that were not present in the training data. These methods and identify
clusters that deviate from typical network behaviour. This allows the system to flag
outlier patterns that might indicate an attack, even if the attack signature has never
been seen before.

Table 2. Model Evaluation Metrics

.. B | &n

Model Accurac | Precisio | Recal | Scor C

¥ (%) n (%) 1(%) | e (%)

(%)

Decision | o, 4 90.8 94.6 | 92.7 | 94.1
Tree

Random: | 0.5 98.1 98.7 | 984 |989
Forest

K-Means | 85.7 83.3 88.1 | 857 |883

EBSCA 88.3 86.9 90.1 | 88.5 |90.0

5.3 Encryption layer

The encryption layer in the system is designed for secure interaction. A simpler
encryption protocol is implemented that minimizes computational overhead without
sacrificing security [11]. The primary encryption standard chosen for this layer is
AES-256, which is broadly recognized for it’s security strength.
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Data form AES-256 Encrypted
Authenticated y - ti ———— Datatobe
loT Device neryption transmitted

Fig. 2.Data Encryption

AES-256 is used for encrypting data packets exchanged between IoT devices,
ensuring that even if a malicious entity intercepts the data, they cannot decrypt it
without the proper encryption key. Fig.2 shows the encryption layer. To ensure that
keys are not transmitted in an insecure manner, a secure key exchange protocol like
DiffieHellman is employed. Fig.3 shows the AES design. This protocol allows
devices to securely agree on a shared encryption key without directly sending the key
over the network.

128 bit =+

LY SECRET KEY PLAIN TEXT
256 bit =»

v
128 bit =

192 bit — CIPHER TEXT
256 bit —»

Fig. 3. AES Design

Furthermore, to enhance the security of data integrity, the encryption process is
supplemented by HMAC (Hashed Message Authentication Code), which ensures
that the data has not been tampered with during transmission. Table 3 shows the
Encryption and Key Exchange Performance. HMAC uses a cryptographic hash
function in conjunction with a secret key, providing an extra layer of protection.
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Table 3. Encryption and Key Exchange Performance

Encr_v_pti DecryP H g}izhan Overhe

Protocol on Time | on Time 2 %
(ms) ) ge Time | ad (%)

(ms)

AES-256

(Softwar 9.2 7.8 3.5 8.5

e)

AES-256

(Hardwar | 5.4 4.2 21 4.2

e)

ggﬁ;ﬂ N/A N/A 15.6 3.5

5.4 Authentication framework

The authentication framework is a multi-layered security mechanism designed to
guarantee that the IoT system is only accessible by specified individuals and products.
This framework incorporates three primary factors for authentication: biometric data,
OTP (One-Time Passwords), and device certificates [14].

Biometric Authentication:

The system integrates biometric verification through Convolutional Neural
Networks (CNNs). CNNs are particularly effective for analysing images such as
fingerprints or facial recognition, as they can automatically learn the spatial
hierarchies in the image data. The CNN model is trained on a large set of labelled
biometric data, achieving a near-perfect accuracy rate of 99%, ensuring that only
authorized individuals can authenticate into the system.

OTP Authentication:

To add another layer of security, OTPs are used for two-factor authentication. OTPs
are generated using the HOTP (HMAC-based One-Time Password) algorithm,
which ensures that the passwords are valid for a short period of time. This ensures
that even if an attacker intercepts an OTP, it becomes useless once it expires.

Device-Specific Certificates:

Each IoT device is issued a public-private key pair as part of a Public Key
Infrastructure (PKI). The public key is shared with the monitoring system, while the
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private key is stored securely within a Trusted Platform Module (TPM) or
Hardware Security Module (HSM), ensuring that the device cannot be
impersonated. This provides additional assurance that only legitimate devices can
participate in the IoT network.

5.5 System integration

The various components of the IoT spoofing detection framework are integrated into
a unified system, designed to work seamlessly together. The central monitoring
system acts as the control hub for managing IoT devices and analyzing the incoming
data streams. Each IoT device is configured to communicate with the monitoring
system over a secure channel, utilizing the AES-256 encryption and OTPbased
authentication [13].

The system also integrates a real-time anomaly detection engine, which
continuously monitors data streams from the devices. When suspicious activity is
detected, such as an unusual transmission pattern or a device attempting to
authenticate with invalid credentials, the system triggers an alarm and initiates
countermeasures. These countermeasures may include blocking the compromised
device, notifying the administrator, or updating the threat models to include the new
spoofing signature.

Finally, the system provides a user interface for network administrators to monitor the
status of devices, view detected threats, and configure the various security layers. The
interface is designed to be intuitive, with real-time dashboards showing network
traffic, authentication events, and detection results.

Result and Discussion

In this section, we compare the performance of the proposed IoT Spoofing Detection
Framework with existing studies in the field of anomaly detection and spoofing
attacks in IoT networks. The objective is to evaluate how well our approach performs
in terms of detection accuracy, speed, and overall effectiveness in identifying
spoofing attacks.

Comparison with Related Works
The comparison is based metrics including Recall, Accuracy, Precision, F1-Score, and

AUC. The Table 4 shows the detailed comparison of our study's results against the
two existing studies.
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Table 4. Performance Comparison

F1-
. Accur | Preci | Reca AU
Study ‘:‘l(gs;)nth acy sion 11 eScor C
0, 0, 0, 0,
(%) (%) (%) (%) (%)
Random
Our Forest, K-
Study M, 98.5 98.1 98.7 | 98.4 | 989
DBSCAN
Hassan
et al FRa‘or‘eds‘t’m 924 |908 |946 |927 |941
(2020)
Liet al. | SVM, K-
(2019) Means 873 85.5 884 | 869 | 88.0

6.2 Spoofing Detection Performance

Spoofing Detection Performance

NSL-KDD and CICIDS2017 datasets containing normal and attack
traffic patterns.

Random Forest models were trained using select features such as
packet size, transmission intervals, and behavioral patterns.

Approach SNy, \ | Spoofed Traffic
» Random Forest | 98%‘ 2% [‘j Legitimate Traffic
K-Means ==
DBSCAN Detection Accuracy: False Positive Rate: Anomaly Detection
- 98% 2% L~ AWMANA A\
@ 8 » Approach
e * Random Forest Normal Traffic
) — K-Means
Fom - DBSCAN

» Combined supervised (Random Forest) and unsupervised learning (K-Means, DBSCAN)
models to detect spoofing and zero-day attacks

Fig. 4. Spoofing Detection performance

The suggested framework Fig.4 was tested on NSL-KDD and CICIDS2017 datasets,
which consist of normal and attack based traffic patterns. Training of the machine
learning models was done with the use of selected features which included the packet
size, transmission time intervals, device identifiers and pattern of behaviors. The
main learning model employed was the supervised Forest and the unsupervised
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anomaly models utilized were K-Means and DBSCAN. The outcomes have shown
that the Random Forest classifier had a high detection with about 98% accuracy and
a false positive rate of about 2%. This proves that the concept of supervised learning
is effective in separating spoof traffic and legitimate IoT communication. The
unsupervised learning models have been able to identify the patterns of unknown and
zero-day spoofing by identifying anomalies with normal traffic behavior hence
increasing the flexibility of the system to new attacks.

7 Conclusion

In this study, we have successfully developed an integrated security framework that
leverages machine learning, multifactor authentication, and robust encryption
protocols to identify & obstruct spoofing assaults in IoT networks. By combining
real-time anomaly detection models with dynamic key generation and secure
authentication methods, our approach ensures that devices are protected from
unauthorized access and malicious activity. The continuous learning mechanism of
the machine learning models enhances the system's adaptability, allowing it to
identify new and evolving attack patterns. This comprehensive security solution offers
enhanced protection for IoT networks, addressing the vulnerabilities that are often
exploited by spoofing attacks. Looking forward, there are several areas for future
improvement. We can expand the scope of our machine learning models to
incorporate more diverse datasets, further refining performance of spoofing
identification. Additionally, integrating system with emerging IoT protocols &
maximizing its adaptability to variety of IoT ecosystems will ensure broader
applicability. The future prospects of this study involve scaling the solution to larger,
more complex IoT networks, and exploring the integration of advanced cryptographic
techniques and decentralized threat detection mechanisms for even more robust
security.
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