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Abstract. There has been a continual rise in criminal cases involving the misuse and distribution of pornographic content
linked to online lending service operations. Some forms of criminal violations shown including unauthorized access to clients'
personal data, which is then used as a means of extortion. The most harmful and violates human rights in the case is distributing
manipulated photos or videos into pornographic content when online Lender could not pay the loan. The study employs
a normative-empirical method, focusing on the analysis of relevant laws and regulations, along with law enforcement practices
in a city-Medan. It reviewed Indonesia laws, (a) the Electronic Information and Transactions Law (UU ITE), (b) the Criminal
Code (KUHP), and (c) the Personal Data Protection Law (UU PDP), as well as the roles of institutions like the Financial
Services Authority (OJK) and law enforcement agencies. As result, legal protection for victims of illegal online lending can be
achieved through criminal proceedings for defamation, dissemination of immoral or pornographic content, and extortion against
perpetrators. Furthermore, this study figure out the need for stronger regulations and effective preventive measures from the
government and the Financial Services Authority (OJK), as well as the psychological and legal assistance for victims. As
conclusion, although the legal framework is in place, the effectiveness of law enforcement and coordination between institutions
remains a major obstacle to achieving comprehensive protection and recovery for customers who are victims. As
recommendation, (a) the government's need to intervene the law concerning Law enforcement on online loan. (b) it is a must
to have coordination to break the chain of operations and minimize losses to victims, on; (i) reporting mechanisms, (ii) digital
investigations, and (iii) rapid blocking of illegal websites and applications.
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1 Introduction

The development of information and communication technology has led to the emergence of various digital
services, including online lending services (Pinjol) that provide easy access to finance for the public. However, behind
this convenience lie illegal practices that threaten the privacy and safety of customers. This convenience also has the
potential to be abused by irresponsible individuals for various crimes. Some of the illegal practices that have been
reported include the distribution of pornographic content, which involves the misuse of customers' personal data by
online lenders as a means of extortion.[1]

Online lenders commonly access customers' personal data, such as photos and contact information, without
permission, which is then used as a means of blackmail by threatening to distribute manipulated pornographic content.
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The criminal act of distributing pornographic content in the context of online lending services not only causes material
harm to victims, but also violates existing legal norms. Although Indonesia has a legal framework governing electronic
information and transactions, criminal law, and personal data protection, the implementation and enforcement of laws
against these violations still face various obstacles. The lack of coordination between relevant agencies and weak
regulations have had a negligible impact, so that victims often do not receive adequate protection.[2]

The distribution of pornographic content through online lending platforms constitutes a serious violation of human
rights and legal norms as stipulated in the Electronic Information and Transactions Law (ITE Law), the Criminal Code,
and the Personal Data Protection Law (PDP Law)[3] Perpetrators of online loan crimes not only cause financial harm
but also have a profound psychological and social impact on victims. This practice demonstrates a systematic modus
operandi in carrying out cybercrime in the digital era.

Lack of evidence is also caused by increasingly sophisticated modus operandi, with perpetrators using technology
to conceal their identities and act anonymously. In addition, suboptimal capacity and technology within law
enforcement agencies slow down the process of evidence gathering and investigation. This results in low rates of
successful investigation and prosecution.[4]

Various laws and regulations such as the Electronic Information and Transaction Law (ITE Law), the Criminal
Code (KUHP), and the Personal Data Protection Law (PDP Law) have been designed to regulate and protect the public
from cybercrime[5], the enforcement of laws on online lending faces many obstacles. One of the main obstacles is the
lack of strong evidence in the investigation process, preventing effective prosecution of perpetrators.

An important law enforcement challenge in prosecuting these crimes is the lack of sufficient evidence during the
investigation process. These cyber and transnational crimes require complex investigative methods and technical
expertise to gather digital evidence that is valid and admissible in court. Strengthening the capacity of law enforcement
officials in digital investigations and improving reporting mechanisms that are easily accessible to victims are strategic
steps that need to be taken.[6]

Therefore, this study entitled “Protecting in Legal Perspective: A Study on Pornography Crimes within Online
Loan Service Transactions” specifically examines the legal perspective of protecting victims of pornography crimes
in online loan service transactions to overcome the challenges of missing evidence and formulate comprehensive
solutions.

2 Method

This study employs a normative legal research method, which is widely used in Indonesian criminal law
scholarship, to examine statutory regulations such as the Electronic Information and Transactions Law, the Criminal
Code, and the Personal Data Protection Law in relation to criminal offenses involving the dissemination of
pornographic content within online lending practices. To complement the normative analysis and to capture the
practical realities and enforcement challenges, this research also incorporates primary data obtained through focus
group discussions with representatives from law enforcement agencies and legal aid organizations. The data were
analyzed using a descriptive qualitative approach based on comprehensive library research.

3 Result and Discussion
3.1 The Phenomenon of Online Lending Service Among Comunity

Online loans are defined as loans, which are financial services that allow people to borrow money through digital
platforms such as websites or mobile applications. The legality of online loan services in Indonesia is supervised and
regulated by the Financial Services Authority (OJK). Legitimate loan products are marketed by companies that are
officially registered and have valid licenses in accordance with OJK Regulations Number 10/POJK.05/2022 and
Number 77/POJK.01/2016. Companies that operate legally are required to comply with applicable regulations,
including those related to the protection of borrowers personal data and ensuring transparency in the lending and
borrowing mechanism.[7] The main characteristics of online lending are an easy and fast application process (usually
only requiring an ID card and some other personal data), fast disbursement of funds, usually within hours or even
minutes, without collateral (no physical collateral such as house or vehicle certificates are required to obtain a loan),
varying interest rates (depending on the borrower's risk profile and the online lending platform), and almost No. fees.
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In addition to interest, there are administrative, late payment, and transfer fees.[8] Worsening economic conditions
and the high standard of living of Indonesians have led to the phenomenon of online lending (pinjol). This is a complex
issue involving various factors, ranging from lifestyle, economic conditions, financial literacy levels, to developments
in digital technology and weaknesses in supervision by the authorities.[9]

Online loan applications have now become an unavoidable “necessity” for a number of individuals.[8] The increase
in the number of online loan users among Gen Z and millennials is caused by the fear of missing out (FOMO)
syndrome. After becoming a member of an online loan community, an online loan debtor will receive continuous
offers via WhatsApp and SMS, which lead to illegal online loan application platforms. Additionally, it appears that
these online loan borrowers will continue to be given incentives to quickly become obsessed with using online loans
as the easiest solution to their financial problems.[10]

One of the main factors that cause people to become trapped in online loans is the need to pay off other existing
debts. In addition, the economic background of the lower-middle class contributes to their dependence on these loans.
The ease and speed of disbursement are significant attractions, encouraging the use of online loan services. Additional
factors include the desire to maintain a consumptive lifestyle, urgent needs such as emergencies, and increasing
economic pressures. The demand to purchase electronic goods, such as new smartphones, as well as education costs
are also dominant reasons for people to use online loans. Generally, low literacy regarding the mechanisms, risks, and
consequences of online loans exacerbates this condition, increasing the potential risk of becoming trapped in
unpayable debt.[11]

Accessibility, convenience, and lifestyle factors are the main reasons for using online loans, especially for
consumption and emergencies. Although some customers understand the terms and risks involved, many struggle with
high interest rates, late fees, and potential abuse of personal data. The impact of online loans is not only financial, but
also causes psychological stress and anxiety, as well as social conflicts within families and communities. Some
individuals manage their debt obligations through personal income, but many choose risky strategies, such as “digging
a hole to fill another hole,” which can worsen their financial condition [7]. The detailed data regarding this analysis
can be found in the Figure 1.
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FIGURE 1. The amount of loans of respondents from Simpang Selayang District

The results of interviews conducted by the research team involving a number of respondents from the Simpang
Selayang sub-district community in Medan who were involved in online loan cases showed significant variations in
the nominal amount of loans applied for. From the data collected, Respondent 01 recorded the highest loan amount,
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which was IDR 15,000,000. This figure marks the top position in the list of the largest loans applied for by the research
participants. Meanwhile, Respondent 13 was in second place with a loan amount of IDR 7,000,000, which shows a
considerable gap compared to the largest loan. However, this figure still reflects a significant borrowing trend among
respondents. In general, the majority of respondents chose to borrow more moderate amounts. On average, the most
commonly requested loan amounts were in the range of IDR 1,000,000 to IDR 2,500,000. This range shows that most
people tend to take out small to medium-sized loans, perhaps to meet daily needs or needs that do not require large
amounts of funding. This data provides a clear picture of people's borrowing patterns, with the majority choosing more
affordable amounts. These findings are important for understanding people's borrowing behavior.

The main reason why so many people become victims of online loans, especially illegal ones, is that they don't
know much about online loan regulations. Many ordinary people do not understand the difference between official
and unlicensed online loan services, do not understand their rights and responsibilities as borrowers, find it difficult
to assess reasonable interest rates, do not understand the digital contracts they agree to, and do not know how to report
cases of violent debt collectors who violate the law.[12]

The negative impact of online loans is that consumers are unable to pay their loans after the loan period ends, so
the collection process is transferred to a third party in the form of a debt collector. Debt collectors generally make
direct visits to consumers' homes or workplaces based on registration data, with the aim of motivating debt repayment.
Through access to the IMEI of registered mobile phones, they obtain sensitive information such as social media data,
personal photo galleries, e-commerce accounts, transportation applications, and email. As a result, consumers
experience extreme psychological pressure in the form of repeated phone calls without time limits, verbal threats via
phone or SMS, and cyberbullying through the dissemination of personal data and images to all contacts. This
phenomenon exacerbates the vulnerability of low-income communities with low legal knowledge.[13]

3.2 Legal Provisions in Handling the Criminal Offense of Distributing Pornographic Content Related to Online
Loan Services

The advancement of financial technology, especially online lending services (Pinjol), has brought easier access to
credit, but it has also given rise to legal and social risks. Online lending contributes to financial inclusion by providing
access to financing for individuals in remote areas or those who are unbanked, who were previously restricted by the
limitations of conventional banking services. The flexibility of using funds from these loans allows borrowers to
allocate them according to their personal or business priorities.[14] Simplified application procedures and quick
disbursement make this instrument the preferred option for the majority of the population, especially those in the
lowest economic categories.

Although providing various benefits, online loans also pose significant negative risks that should be watched out
for. The main problem that often arises is the extreme interest rates applied by a number of platforms, which can even
be exploitative, thereby overburdening the debtor's ability to pay. The accumulation of progressive interest can turn a
small initial loan into a massive financial burden that is difficult to manage. This situation often traps borrowers in a
cycle of continuous debt, where late payments trigger additional penalties and fees that increase the total amount
owed. As a result, borrowers find themselves trapped in increasingly high-risk economic conditions[15], potentially
undermining their long-term welfare stability. In addition, the issue of personal data protection is a major concern, as
unregistered platforms tend to misuse borrowers' sensitive information. Although the Financial Services Authority
(OJK) has implemented regulations for transparency and security, some providers still neglect these standards, causing
material and psychological harm to consumers. Even more concerning is the proliferation of illegal online loans that
operate without clear oversight. These illegal online loans are usually not registered with the OJK, and often disregard
expected transparency standards. These illegal loan providers often use very aggressive tactics to collect debts,
including verbal threats or harassment of borrowers.

A crucial issue that is causing concern is the spread of pornography by illegal online lenders as a method of
intimidation and debt collection. This action not only violates privacy rights and personal data protection, but is also
a serious criminal offense.

In the Regulatory, Licensing, and Supervision Director's Letter Number S-72/NB.213/2019 regarding restrictions
on access to personal data on the mobile phones of virtual loan service users, it is emphasized that companies are only
permitted to access the camera, location, and microphone. Apart from these three types of access, all other forms of
access are prohibited.[16]

Based on a CNN Indonesia report, illegal online loan services in Tangerang used pornographic content as a means
of threatening debtors, causing victims to experience severe stress. Police have identified that the debt collection
company is spreading obscene material through social media platforms to intimidate borrowers. Head of Public
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Relations for the Metro Jaya Regional Police, Kombes Yusri Yunus, added that in addition to pornographic content,
debt collectors are also using various other forms of threats to force debt repayment.[17]

Therefore, illegal online lending practices that cause significant material and immaterial losses must not be
tolerated. Users often become victims of terror, intimidation, humiliation, and threats that cause discomfort and fear.
Therefore, in addition to stopping their operations and blocking illegal online lending sites and applications, the
application of criminal law is urgently needed in this situation.[18]

The perception of pornography as a form of social deviance is greatly influenced by the moral values that prevail
in a society. The interpretation of pornography cannot be separated from the standards of decency embraced by that
community. In countries that embrace liberal perspectives and emphasize individual freedom, the practice of
pornography is generally not treated as deviant behavior or a criminal offense. This difference is an important
characteristic in the process of criminalizing pornography in Indonesia, which shows that national regulations still
rely heavily on the close relationship between social moral norms and legal provisions.[19] Pornography crimes can
be classified as crimes from a legal perspective. From a legal perspective, a crime is simply understood as any act that
is prohibited by law, punishable by criminal sanctions, and fulfills the elements of unlawfulness. Thus, all criminal
acts regulated in the Criminal Code, various special criminal laws, and sectoral laws containing provisions on
punishment can be categorized as crimes from a legal perspective.[20]

Criminal law as an ultimum remedium is often applied in judicial practice to deal with crimes when no other
adequate or effective legal remedies are available. In this regard, Sudarto argues that crime is “suffering purposely
inflicted upon certain individuals based on certain criteria”.[18]

Article 407 of Law Number 1 of 2023 concerning the Criminal Code, Part One, Part XV on Indecent Acts,
stipulates that any person who produces, creates, reproduces, duplicates, disseminates, broadcasts, imports, exports,
offers, sells, rents, or provides pornographic material shall be subject to criminal sanctions in the form of imprisonment
for a minimum of six months to a maximum of ten years, or a fine ranging from category IV to category VI.[21]

Crimes against sexual morality, as regulated in this law, are closely related to ethical aspects, so that the
determination of the limits of sexual morality is relative and highly dependent on the norms that apply in society.
According to Article 406 letter a, indecent acts include acts that display nudity, genitals, or sexual activities that are
contrary to generally accepted social values.[21]

Article 4 paragraph (1) of Law No. 44 of 2008 on Pornography prohibits any individual from producing, creating,
reproducing, duplicating, distributing, broadcasting, importing, exporting, offering, trading, providing, or renting
pornographic material that clearly displays indecent content and is not suitable for public consumption. This provision
affirms efforts to protect morality and the public interest in the realm of communication and information. Violations
of these norms are punishable by criminal sanctions in the form of imprisonment for a minimum of six months to a
maximum of twelve years, as well as fines of at least Rp250,000,000.00 to Rp6,000,000,000.00, reflecting the
preventive and repressive principles of criminal law to prevent and crack down on the distribution of pornographic
material.[22]

The crime of pornography has a relatively simple formulation because conceptually it consists of only two main
elements, namely the element of action and the element of object, both of which are the focus of the law in its
application. The correlation of Article 29 and Article 4 paragraph (1) of Law Number 44 of 2008 on Pornography
indicates that these two elements are interrelated in forming a complete criminal act normatively.[22]

Criminal acts include those actively practiced by offenders, such as the production, creation, duplication,
distribution, broadcasting, import, export, offering, trading, leasing, and providing of pornographic material. This
element emphasizes the active aspect of acts that are legally accountable as criminal offenses.[22]

Meanwhile, the object element refers to the pornographic material itself, which clearly contains certain content,
including sexual intercourse (including sexual deviance), sexual violence, masturbation, nudity or displays of the body
that emphasize intimate parts, and pornography involving children. This object element is at the core of the legal
prohibition because it contains content that is considered to be destructive to public decency and morals.[22]

Accordingly, criminal acts of pornography can be understood as a combination of the perpetrator's actions and the
nature of the material being distributed, both of which must be fulfilled in order to be subject to criminal sanctions.
This normative approach makes it easier for law enforcement officials to assess whether an act fulfills the elements of
a criminal offense, while also providing a clear legal basis for efforts to protect the public from the distribution of
pornographic material, especially in the context of digital and online services.

Based on Law Number 11 0of 2008 as amended by Law Number 1 of 2024 concerning Electronic Information and
Transactions (ITE Law), legal subjects include individuals, legal entities, and business entities. Since online loan
service providers are required to be legal entities, they are subject to criminal provisions in the ITE Law. The relevant
criminal crimes covered by the law consist of:[23]
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1) Article 27 paragraph (1) of the ITE Law: “Every person who intentionally and without rights broadcasts,
displays, distributes, transmits, and/or makes accessible Electronic Information and/or Electronic Documents
that contain content that violates public decency”.

2) Article 45 paragraph (1) of the ITE Law: Every person who intentionally and without rights broadcasts, displays,
distributes, transmits, and/or makes accessible Electronic Information and/or Electronic Documents that contain
content that violates public decency as referred to in Article 27 paragraph (1) shall be punished with
imprisonment of up to 6 (six) years and/or a maximum fine of Rp. 1,000,000,000.00 (one billion rupiah)”.

Based on the terms of Article 27 paragraph (1) in relation to Article 45 paragraph (1) of the Electronic Information
and Transactions Law (ITE Law), criminal acts in the scope of electronic information that violate decency can be
analyzed through two main elements, namely subjective and objective.

The subjective aspect refers to the perpetrator's intent in committing the act and the absence of legal rights or
authority to do so. This means that the perpetrator knew the consequences of their actions and still went ahead with
them without any legal basis to justify them. In other words, the act was done consciously and unlawfully, thus meeting
the criteria for criminal liability.[3]

Objective aspects include the types of prohibited acts, such as broadcasting, exhibiting, distributing, transmitting,
or making electronic information accessible to other parties. The content in question is material that violates decency,
such as nudity, genitals, or sexual activities that are contrary to local social values and norms. Broadcasting includes
transmitting, distributing, or making electronic information accessible; exhibiting means displaying content to the
public or certain parties; distributing refers to dissemination to many parties; while transmitting refers to sending to a
specific party. Meanwhile, making accessible includes all other actions that enable the content to be known by other
parties or the public.[3]

The interaction between these subjective and objective elements forms the basis for legal assessment in
determining whether an act constitutes digital pornography. Thus, analysis of these two elements not only explains the
prohibited acts, but also provides a clear legal framework for law enforcement officials in assessing the criminal
liability of perpetrators in the digital realm.

This law functions as lex specialis, which specifically regulates the use of the internet as a medium for
disseminating information. The development of digital technology has indeed facilitated access to and distribution of
data, but on the other hand, it has opened up opportunities for the dissemination of content that violates moral norms,
including online pornography. Individuals with certain technical capabilities can quickly duplicate and disseminate
such material, thereby causing significant negative impacts on the public interest and the privacy rights of the
community.[24]

The Pornography Law and the Electronic Information and Transactions Law (ITE Law) have different regulatory
focuses even though both regulate content that violates public decency. The Pornography Law specifically outlines
the types of material that are prohibited from being disseminated, including sexual intercourse, sexual violence,
masturbation, nudity, genitals, and child pornography, thus emphasizing the material or content aspect. On the other
hand, the ITE Law places greater emphasis on the technical mechanisms of content distribution through electronic
systems, using terms such as broadcasting, exhibiting, distributing, transmitting, and/or making electronic information
or electronic documents accessible to the public. It shows that the Pornography Law focuses on decency and moral
protection, while the ITE Law focuses on technical and procedural aspects in enforcing laws against the spread of
indecent content in the digital world. So, these two regulations are complementary, with the ITE Law acting as a means
to crack down on the spread of content that's already been categorized as prohibited by the Pornography Law.

The integration of these three regulations forms a complementary legal framework for handling crimes of
indecency and pornography, whereby Article 407 provides strict sanctions for violations, the Pornography Law
outlines prohibited material, and the ITE Law explains law enforcement procedures in the digital world. This approach
enables law enforcement officials to assess criminal liability comprehensively, both in terms of content and
distribution methods, thereby ensuring optimal protection of morality and public interests.

3.3 Access to Legal Justice for Victims of Online Loans

The issue of debt collector practices by illegal online lenders raises legal concerns, particularly when collection
efforts involve creating a sense of terror through electronic systems, causing customers to feel threatened or pressured.
This becomes more serious when accompanied by actions that violate public decency, such as sexual harassment and
the dissemination of pornographic content, which fall under the category of criminal offenses and are punishable under
the Electronic Information and Transactions Law (ITE Law). The ITE Law stipulates that anyone who intentionally
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and without authorization distributes, transmits, or makes accessible electronic information or electronic documents
containing indecent content may be subject to criminal sanctions.[25]

On the other side, the weak protection for victims of illegal debt collection is a serious and ironic problem, because
in principle the law should provide equal protection for all members of society. Legal protection is the right of every
legal subject, reflecting the function of law in ensuring justice, certainty, and benefits for society.[25]

In practice, law enforcement against perpetrators of pornography distribution still faces various obstacles, both in
terms of technical aspects of evidence, limitations of digital forensics facilities, and low levels of public legal
awareness. The investigation process for digital pornography requires special competencies, including the ability to
trace IP addresses, recover deleted data, and analyze metadata. In addition, a permissive culture towards sexually
explicit material in some communities also hinders the effectiveness of law enforcement efforts. Many perpetrators
argue that the content they distribute is only intended as “entertainment” or “jokes,” without understanding the legal
implications of their actions.[26]

Legal protection is an important aspect and is expected by victims of crime as a form of compensation for the
suffering they have experienced. In general, the legal protection provided by the state has two characteristics, namely
a preventive nature (prohibited) and a punitive nature (sanction). The presence of state institutions that have the
authority to enforce the law, such as the police, courts, and prosecutors, is a tangible manifestation of this legal
protection.[15]

In the context of protecting communities affected by illegal fintech practices, there are two types of measures that
are implemented. First, preventive measures, which aim to prevent problems from arising in the future and reflect the
government's efforts to exercise caution. Second, repressive measures, which are taken to resolve problems or disputes
that have already occurred, generally through the courts.[15]

The mechanism for proving and holding perpetrators of pornography crimes legally accountable is regulated in
Law Number 1 of 2024 concerning Electronic Information and Transactions (ITE Law) and involves a series of
important steps to enforce the law while protecting victims. The proofing process is carried out in several stages. First,
the victim or the authorities must collect digital evidence supporting the existence of pornographic content, such as
photos or videos that have been distributed without permission. This evidence can be in the form of screenshots, file
metadata, or communication records related to the distribution of such content. In addition, the evidence must also
confirm that the distribution of content was carried out without the victim's consent, which is a crucial element in
pornography crimes.[27]

Next, the authorities must conduct an investigation to find and identify the perpetrator. This stage usually involves
digital forensic analysis to trace the perpetrator's electronic footprints, such as IP addresses or social media accounts
used. The purpose of this legal process is to gather sufficient evidence to prove that the perpetrator committed the
crime intentionally and without permission.[27]

Based on the results of a Focus Group Discussion (FGD) held by the research team with the police, it was revealed
that cases of online lending (pinjol) containing pornography are often handled by the North Sumatra Regional Police.
However, the rate of disclosure of pinjol cases in this region is still relatively low. This is due to several limitations,
both in terms of human resources and equipment. In particular, investigators at the North Sumatra Regional Police
have not received special training to handle pinjol cases, while the available equipment is also limited. This is
exacerbated by the fact that technology-based pinjol crimes are complex in nature, with servers located overseas on
average, making them difficult to access. Based on information from the police, most illegal online lending companies
operate from countries such as China, Cambodia, the Philippines, and Thailand.

Another obstacle is the disguised identity of the perpetrators. They use fake names, overseas phone numbers, and
devices known as SIMBOX to cover their digital tracks. According to the Director of Cyber Crime, his office always
provides support to police chiefs and police stations handling cyber crime cases, especially in terms of equipment and
expertise. The investigation process is carried out in a coordinated manner, where the police station can work with IT
and ITE experts from the central level, for example from Jakarta, to handle cases that are specific and require technical
expertise.

The Medan District Prosecutor's Office said that handling cases related to online loans faces a number of obstacles.
One of them is the legal nature of the loan itself, which is essentially civil in terms of being an agreement between
two parties, namely the lender and the borrower. However, in the context of online loans, cases tend to be more
complex and general in nature, as many people are more interested in using online loans than loans that are specifically
supervised by the Financial Services Authority (OJK).

The implementation of the ITE Law faces various challenges. Revenge pornographic content is often created and
distributed through various digital platforms, making the process of gathering evidence and enforcing the law more
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complex. Therefore, effective mechanisms are needed for monitoring, evidence gathering, and law enforcement, so
that perpetrators can be held legally accountable and victims receive adequate protection.[27]

Legal protection for victims of digital pornography distribution crimes is actually regulated in various regulations,
including the provision of identity protection and free legal aid services. However, its implementation is still limited
and does not reach all victims comprehensively. Especially for women and children, reporting cases is often hampered
by concerns about the disclosure of their identities or the lack of legal counsel who understand the context of digital
crime. Law enforcement's limited knowledge of digital forensics is also a challenge, even though digital traces are
crucial evidence in proving violations. Not all victim reports are followed up optimally, mainly due to the limited
number of human resources with expertise in information technology. As a result, the handling of cases involving the
distribution of digital pornographic content has not been as successful as expected.[28]

Strict and consistent law enforcement is anticipated to cultivate a sense of security and order within society.
Criminal accountability for unlawful acts perpetrated by operators of illegal online lending schemes serves as a pivotal
enforcement mechanism, delivering a deterrent effect to prevent recidivism.[15] Legal awareness reflects an
individual's comprehension of prevailing legal rules, encompassing both prescribed behaviors and prohibitions.
Prioritizing others' interests, fostering mutual respect, and refraining from harming third parties constitute essential
aspects of fulfilling legal obligations.[15]

4 Conclusion

The phenomenon of illegal online lending (pinjol) in Indonesia exemplifies a multifaceted socio-legal crisis,
particularly affecting lower-income communities. The accessibility of quick funds positions pinjol as an expedient
solution for daily needs, debt repayment, or sustaining consumptive lifestyles. However, low financial and legal
literacy traps numerous borrowers in cycles of repeated debt, rendering them vulnerable to illicit practices such as
aggressive debt collection, misuse of personal data, and intimidation via digital pornography.

Legally, the dissemination of obscene content constitutes a grave criminal offense under the Electronic Information
and Transactions Law (UU ITE), the Pornography Law (UU Pornografi), and the Criminal Code (KUHP).
Nevertheless, law enforcement encounters significant obstacles, including the complexity of digital evidence, offshore
pinjol servers, and perpetrators' obfuscated identities. Optimal victim protection thus necessitates enhanced public
legal and financial literacy, stringent oversight of service providers, and bolstered law enforcement capacity to impose
criminal accountability on both individuals and corporations.

This phenomenon underscores that strengthening education, regulation, and enforcement is pivotal to mitigating risks,
safeguarding public morality, and ensuring societal welfare especially for economically disadvantaged groups gainst
the snares of illegal lending.
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