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Abstract. In this paper, we implement a framework for verifying pro-
grams targeting source code using the theorem prover Rocq and the
program logic library Iris. As programming languages become more com-
plex, it is becoming difficult to accurately describe their semantics. As a
result, it is becoming increasingly difficult to predict the semantic is-
sues that will arise when language extensions are added. In systems
that perform static source code changes, such as macro and template
metaprogramming, users can change syntax without affecting semantics.
The proposed framework performs data-source mapping in the verifica-
tion system, similar to metaprogramming, to extract another program
from the data during program execution and verify its semantics. This
paper verifies that the proposed method enables program verification of
this kind.
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1 INTRODUCTION

As programming languages become more complex, it is becoming increasingly
difficult to accurately describe their semantics. Program verification ensures that
a program behaves as described; however, the description of its meaning is not
necessarily what the programmer intended. Similarly, the semantics underlying
verification may not fully reflect the semantics described in natural language or
in the implementation. In fact, CompCert, a formally verified C compiler, was
released in 2009 [8]. However, bugs have been found in CompCert since its re-
lease. For example, [3] discovered an example where the semantics described in
CompCert did not align with the C specification by making the semantics exe-
cutable and testing them'. As such, constructing a consistent formal semantics
is not straightforward, and as the semantics become more complex, the program
verification system itself also grows in size. Achieving such consistency is not
easy, and if modifications are made to the semantics or the core components of
the system, verifying these changes requires significant effort.
Semantics-based program verification is not limited to compilers such as
CompCert. Other examples include static program verification algorithms and

1 In that example, CompCert returned an error at an intermediate compilation stage,
and the verification was still correct.
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program generation frameworks. Furthermore, static metaprogramming, such as
macros, is a function that converts programs into programs, so it is reasonable
to use semantics to express the programmers’ intents.

In this study, we implement program verification using programs as input
and output, minimizing the impact on the program verification system. As the
program verification system, we use Iris [7], a library of higher-order program
logic on Rocq, and as the programming language, we use HeapLang, which is
implemented on Iris. HeapLang is a very simple language that uses recursion,
higher-order functions, and references?. In order to perform meta-programming
verification, the following two are required.

— A data structure representing a syntax tree can be constructed on the lan-
guage, and

— A mechanism to convert the data structure representing a syntax tree into
syntax that is handled by the verification system.

The former usually uses recursive data structures, but because HeapLang in this
paper only has numeric values, Boolean values, tagged unions, and pairs, we use
these to express syntax trees. This makes it more difficult to express syntax trees
than in general-purpose languages; thus, the results of this study can be applied
to other languages implemented on Iris, such as Rust [6] and WebAssembly [9].

The contribution of this study is the proposal and demonstration of a veri-
fication method for general-purpose static metaprogramming. Using HeapLang
programs as an example, we demonstrate that verification is possible and show
the practical feasibility of the proposed method. The source codes for this paper
are available at https://github.com/chiguri/heaplang-meta.

The structure of this paper is as follows. Section 2 introduces HeapLang de-
fined on Iris. Section 3 describes the data structure representing HeapLang pro-
grams and the implementation of metaprogramming that generates HeapLang
programs. Section 4 describes the verification of metaprogramming that gen-
erates HeapLang programs. Section 5 describes how to implement macro-like
functionality using this method. Section 6 discusses related research, and Sec-
tion 7 summarizes this research and future prospects.

2 HEAPLANG

HeapLang is a functional programming language defined on Iris that supports
references (heaps). This section provides an overview of HeapLang as used in this
paper. For more details about the language, please refer to the Iris manual [5].
HeapLang has syntax for integer arithmetic, booleans, conditional branching,
recursion, tagged unions and tuples, references, and assignments. Many language
mechanisms are implemented as syntax sugar, e.g., there are no let expressions,
algebraic data types, or pattern matching. Let expressions are implemented using

2 Note that HeapLang also supports parallel processing, but it is not used in this
paper.


https://github.com/chiguri/heaplang-meta

Verification for Program Manipulations using Iris 9

recursive functions, and option types are implemented as syntax sugar for tagged
unions.
For example, a program that calculates powers can be written in HeapLang

as follows.

1 Definition examplel : expr :=

2 let: "power" :=

3 rec: "f" "x" "y" := if: "y" = #0 then #1
4 else |IXI| * llf!l "X" (Ilyll - #1) in
5 "power" #2 #3

The first line is Rocq’s command, which names the HeapLang program (expr)
as examplel. The second line binds the recursive function to the variable named
"power" in HeapLang, and the third line calls it with 2 and 3 as arguments.
Note that # is used to convert integers to values in HeapLang. The result of this
program can be described as follows.

1 Lemma examplel_spec : F WP examplel {{ v, " v = #8%V 7 }}.

This can be read as “If the result v of the program examplei is 8 (= 2%), then
the weakest precondition can be derived without any assumptions.” This can be
easily verified using a tactic that proceeds with the execution of the program.
Note that -, 7, and 7 are notations for converting Iris’s predicates and Rocq’s
predicates.

It is also possible to perform a more general verification of the program. For
example, define only the function that calculates the power as follows.

1 Definition example2 : expr :=
2  rec: "f" "x" "y" := if: "y" = #0 then #1
3 else "x" x "fn ngn (uyn - #1)

This program itself is evaluated to a value (recursive function closure) im-
mediately, so no further verification is possible. However, it is possible to verify
this program by providing the arguments as follows.

1 Lemma example2_spec (m n : Z) :
2 (0 < n)%Z -> F WP (example2 #m%4V #n%V) {{ v, " #(m ~ n)%Z = v 7 }}.

This proves that calling this function with any integer will calculate the power
of that integer®.

3 METAPROGRAMMING

As described in the previous section, HeapLang does not have language mech-
anisms that support metaprogramming, such as macro and syntax sugar defi-
nitions. To achieve these, all descriptions are made in Rocq. In addition, only
primitive data types are provided, and although they have minimal functional-
ity, detailed representation is not possible. Therefore, it is difficult to introduce
them as language extensions.

3 Strictly speaking, this weakest precondition is partial correctness, so execution ter-
mination is not guaranteed.
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In the metaprogramming used in this paper, a program is represented as an
existing HeapLang value. Here, integers are used as tags to represent syntax,
and the nested tuples are used as the shape of the tree. In this paper, the tags
correspond as follows.

0 represents values,
1 represents variables,
2 represents let expressions,
3 represents binary operations, and
4-10 represent if expressions, constructions of pairs, etc. (Omitted as not used in
the paper)

For example, (0, true) represents a program consisting of the constant true. Sim-
ilarly, (3,(2,((0,4),(0,5)))) represents a binary expression (3) consisting of the
values 4 and 5 connected by multiplication (the place of 2 is referred to as a
binary operator, and 2 as a binary operator represents the multiplication).

Note that in Iris, when pairs are connected in a list (as in S-expressions),
parentheses can be omitted and the pairs can be represented as tuples. For ex-
ample, (0, (1,2)) can be written as (0, 1,2), and the above example can be writ-
ten as (3,2,(0,4),0,5). However, for readability, nests are sometimes explicitly
described to show the structure, like (3,2, (0,4), (0,5)).

The correspondence between values and programs is defined as follows in
Rocq. The full code for reify is included in Appendix A.

Inductive reify : val -> expr -> Prop :=
| rVal : forall v : val, reify (#0, v) (Val v)
| rVar : forall z : Z, reify (#1, #z) (Var (mk_varname z))
| rLet : forall (z : Z) vl el v2 e2,
reify vl el -> reify v2 e2 —>
reify (#2, #z, vl, v2) (let: (mk_varname z) := el in e2)
| rBinOp : forall (z : Z) b vl el v2 e2,
reify_binop #z b -> reify vl el -> reify v2 e2 ->
reify (#3, #z, vl, v2) (BinOp b el e2)
(* other syntax *).

O © 00O U W
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This correspondence has the following characteristics.

— The data is not total. Since the source data is all in pairs, integers or Boolean
values will be recognized as data without a corresponding program. Similarly,
if the data contains numbers outside the range (such as (—1,1), where the
position of —1 corresponds only to values from 0 to 10), it will also be
recognized as data without a corresponding program.

— Syntax sugar exists in the correspondence relationship. Additionally, there
are syntactic elements that do not have corresponding representations. For
example, as mentioned earlier, the let expression is not included in the orig-
inal syntax, but in this correspondence relationship, the let expression is
introduced into the corresponding program.

Note that variables are represented by numbers. This is because HeapLang
does not hold strings as values, while variable names are represented as strings.
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For a more rigorous mapping, it would be possible to construct a list of integers
using tuples or references and interpret them as byte sequences in ASCII or
UTF-8. In this paper, we will not consider anything other than the identity of
variable names.

Consider the following program.

1 Definition genl : expr :=
2 let: "x" := genMult (genVar 1) (genVar 2) in
3 genlLet 1 (genVal #2) (genLet 2 (genVal #3) "x"E).

This program uses functions on Rocq for readability. These functions take
numerical values representing variable names and actual values, and return data
structures representing corresponding expressions. For instance, gen1 is evaluated
to the following value (representing a HeapLang expression) on Rocg.

let: "x" := (#3, #2, (#1, #1), (#1, #2))
in (#2, #1, (#0, #2), (#2, #2, (#0, #3), "x"))

Note that let: is not from Rocq, but rather syntax from HeapLang. Therefore,
genl needs to be evaluated on HeapLang, and thus cannot be directly concretized
using reify. The result of executing this HeapLang expression is the following
value.

(#2, #1, (#0, #2), (#2, #2, (#0, #3), (#3, #2, (#1, #1), (#1, #2))))

Now, when this value is concretized using reify, we obtain an expression such
aslet: "vi" := #2 in let: "v2" := #3 in "v1" x "v2". The result of executing
this expression (on HeapLang) is 6.

As a more complex example, the following shows a program that generates
a program that calculates powers.

1 Definition gen2 : expr :=

2 let: "unroll" := (rec: "f" "x" "acc" :=

3 if: (#1 < "x") then "f" ("x" - #1) (genMult (genVar 1) "acc"%E)
4 else "acc") in

5 genLet 1 (genVal #5) ("unroll" #3 (genVal #1%V))%E.

In recursion, the multiplication of "vi" is accumulated in "acc" "x"-times. As a
result, the power is calculated by binding "vi" outside the generated program.
In this program, a program that calculates 5 to the power of 3 (5 and 3 passed
on line 5) is generated.

4 VERIFICATION

As introduced in the previous section, a program that generates programs is
itself an expression in HeapLang. On the other hand, programs that have been
converted into data are defined as values. Therefore, in order to refer to the
generated program, it is necessary to convert it into a value as the semantics of
the generating program. The specification of gen1 is as follows.

1 Lemma genl_spec (e : expr)
2 F WP genl {{ v, " reifyve > (FWe{{x, " x=#6/V "1} 7 }}
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This proof is not difficult.

1. By applying semantics to the expression genl, we obtain the result as v.

2. The generated program is obtained by reify.

3. By applying semantics to the obtained program, its result (6) can be obtained
as x.

1 and 3 can be easily demonstrated using Iris’s built-in tactics, and 2 can be
easily demonstrated using inversion tactic against reify.
Similarly, the following specification can be demonstrated for gen2.

1 Lemma gen2_spec (e : expr)
2 F WP gen2 {{ v, " reify v e
3 > (WP e {{x, " x=#((5 " 3DV T I} 7 }}.

Now, the above programs are closed on both the generation side and the gen-
erated side. Here, consider the following program, which extracts the generation
part of gen2.

1 Definition gen3 : val :=

2 rec: "unroll" "x" "acc" :=

3 if: ("x" = #0) then "acc"

4 else "unroll" ("x" - #1) (genMult (genVar 1) "acc"YE).

To this, by giving parameters as in example2, the following specification can
be proven.

1 Lemma gen3_spec :

2 forall (nm : Z) res,

3 (0 <= n)%Z -> WP gen3 #n)V (genVal #1%V) {{ v, " reify v res 7 -x
4 WP (subst "vi" #m)V res) {{ v, " v = #(m ~ n)%Z 7 }} }}.

However, as with other complex theorems on Rocq, it is somewhat difficult
to prove this theorem directly. Instead, it can be proven by demonstrating the
following lemma.

1 Inductive gen3_expr (acc : expr) : Z -> expr —-> Prop :=

2 | gen3_0 : gen3_expr acc 0%Z acc

3 | gen3_succ :

4 forall z e, gen3_expr acc z e —>

5 gen3_expr acc (Z.succ z) ("vi" * e)}E.

6

7 Lemma gen3_expr_step :

8 forall (acc : expr) (z : Z) (res : expr),

9 gen3_expr ("vi" x acc) (z - 1)%Z res -> gen3_expr acc z res.
10

11 Lemma gen3_spec’ (n : Z) (acc : val) (e acce: expr)

12 (0 <= n)%Z >

13 F WP gen3 #n%V acc

14 {{ v, " reify v e -> reify acc acce -> gen3_expr acce n e ' }}.

16 Lemma gen3_expr_spec :

17 forall (n m : Z) res,

18 gen3_expr #1%V n res ->

19 F WP (subst "v1" #m%V res) {{ v, " v = #(m ~ n)%Z ' }}.
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First, we define gen3_expr as a predicate representing the generated program.
This predicate enables us to describe the properties of the generating program
(gen3_spec). Additionally, we use this predicate to separately describe the prop-
erties of the generated program and prove those properties (gen3_expr_spec). In
other words, we prove the program on the generating side and the generated
program in two separate stages.

As shown above, although each program is not particularly difficult, the
overall structure of the proof using this method becomes complicated because
it involves multiple stages. However, there are no mixed expressions such as
those that occur in multi-staged programming [1], where it is fundamentally
impossible to use direct meta values as values, and therefore it is possible to
focus on verifying the properties of the program.

5 ADVANCED FEATURES: MACRO

As mentioned earlier, HeapLang does not have a macro function, so here we
describe the implementation of macro-like functionality. Here, a macro is a func-
tionality that transforms a program into another program by rewriting its syntax.
Also, macro calls are written in the same way as function calls.

Macro processing is as follows.

— Macros are implemented as functions in HeapLang. The arguments are data
structures that represent the syntax at the time of invocation.

— Macro processing is performed on the entire expression. The definition list
of the macros is used as the environment, and whether it is a macro is
determined from the list.

— If the calling function is a macro, the argument part is converted to data
using reify, and the function that is the actual macro is called with that
data as the argument. The result is then converted back to an expression
using reify.

The core of macro processing is reify. Note that, unlike the reify in Sec-
tion 3, we define reify as covering all expressions in HeapLang.

The specifications of macros implemented in this way can be described using
the same method shown in Section 4. However, the code handled by macros is
generally not closed, and may be affected by outer variable bindings, e.g., vari-
ables given as arguments. Therefore, the specifications for macros should require
specific (or sometimes abstract) information about the contexts of their invoca-
tions. Information about contexts is also required for code generation and code
analysis, but our method does not target such information. Therefore, establish-
ing the method and constructing a library through larger verification examples
is a future task.

Furthermore, it is not easy to discuss the functionality achieved by multiple
macros in our method. Our method allows describing the specifications of the
program received or generated by a single macro, but the interaction between
multiple macros is controlled by the verification system that performs macro
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processing. Therefore, we would verify such a specification as the overall property
of macro processing. Verification can be achieved by separating the specifications
of data and those of programs, as is done in the case of gen3_spec, such that
specifications of macros treat arguments as data and the property of the overall
processing treats them as programs.

6 RELATED WORKS

There is research for JavaScript covering eval using strings in a verification sys-
tem [4]. This research mainly discusses techniques for making parsing of code
unique, and eval itself is semantically embedded. Unlike our method, this re-
search deals with dynamic code generation, and it is difficult to receive code as
a parameter and analyze it.

A method similar to the one used in this study has been implemented on
miniKanren to derive Quine programs in Scheme [2]. In our method, when ex-
pressing Quine programs in the same way, its specification would be as follows.

1 Definition quine_spec (quine : expr) : Prop :=
2 F WP quine {{ v, " reify v quine ' }}.

miniKanren performs checking while constructing Scheme programs, so there has
been discussion about efficiency for constructions. However, the method used in
our study is only a framework, and it is not possible to construct programs.
It is possible to implement such a method as a tactic on Rocq, but since the
exploration does not perform weighting as in miniKanren, it is not practical.
On the other hand, our method can handle more general properties, such as
universal properties for functions.

7 CONCLUDING REMARKS

In this paper, we proposed a verification method for programs that generate
programs, targeting HeapLang language implemented on Iris. Although the ex-
amples are simple, we showed that verification is possible in practice. We also
explained how to implement macro-like functionality using the method.

We used axiomatic semantics with the proposed method in this paper, but
the method can be combined with other kinds of semantics, such as operational
semantics and denotational semantics. Also, we used the same language for the
base programs and the generated programs, but we can use a different language
for those programs.

Future challenges include applying this method to more realistic languages
and verifying tools such as compiler generators. In addition, we will develop more
practical libraries through these efforts.
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Inductive reify : val -> expr -> Prop :=

rVal : forall v : val, reify (#0, v) (Val v)
rVar : forall z : Z, reify (#1, #z) (Var (mk_varname z))
rLet : forall (z : Z) vl el v2 e2,

reify vl el -> reify v2 e2 ->

reify (#2, #z, vl, v2) (let: (mk_varname z) := el in e2)
rBinOp : forall (z : Z) b vl el v2 e2,

reify_binop #z b -> reify vl el -> reify v2 e2 ->

reify (#3, #z, vl, v2) (BinOp b el e2)
rIf : forall v e vt et ve ee,

reify v e -> reify vt et -> reify ve ee ->

reify (#4, v, vt, ve) (If e et ee)
rPair : forall vl el v2 e2,

reify vl el -> reify v2 e2 ->

reify (#5, v1, v2) (Pair el e2)
rFst : forall v e, reify v e -> reify (#6, v) (Fst e)
rSnd : forall v e, reify v e -> reify (#7, v) (Snd e)
rInjL : forall v e, reify v e -> reify (#8, v) (InjL e)
rInjR : forall v e, reify v e -> reify (#9, v) (InjR e)
rMatch : forall ve (x : Z) vl el vr er,

reify v e -> reify vl el -> reify vr er ->

reify (#10, v, #x, vl, vr)

(Match e (mk_varname x) el (mk_varname x) er).
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