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Abstract. We have studied the lambda calculus with first-class environ-
ments in our previous work. The lambda calculus with first-class environ-
ments was an extension of the lambda calculus, but it had no destructive
operation on the environment. For example, when we receive an actual
parameter as a formal parameter, we only add the binding between them
to the environment. In this paper, we try to introduce a mechanism that
can destructively manipulate the bindings in the environment.

Also, for the purpose of formalizing the resistance to DoS attacks, we
have proposed the Spice-calculus. This calculus modifies the mechanism
of argument passing in the pi-calculus and the secure pi-calculus, and it
makes it possible to handle memory cost explicitly. In the Spice-calculus,
we can explicitly add a binding to the environment and also explicitly
remove it. The explicit removal of a binding is a destructive operation on
the environment. This study is conducted to further extend and deepen
these previous works.

In this paper, we extend the lambda calculus by adding limited pro-
cedural programming features, such as explicit memory allocation and
deallocation. We design a type system so that the amount of memory
required by a subterm can be decided from the type information of its
environment. By working in a purely functional framework, we can focus
on the mechanism of environment operations without the extra complex-
ity of concurrency. We define the syntax of our calculus and present a
big-step operational semantics. Moreover, we propose a simple type sys-
tem and show that the type preservation theorem holds for the big-step
semantics in this system.

Keywords: lambda calculus, first-class environments, destructive oper-
ation, memory management, operational semantics, type preservation

1 Background

1.1 Concurrent Computation Model for estimating computational
costs

In our previous work, we proposed a concurrent computation model named the
Spice calculus[1]. This calculus is designed to estimate the resistance of commu-
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nication protocols to Denial-of-Service (DoS) attacks. The key idea behind this
approach is to analyze the computation cost of each process. By observing the
cost consumed during the execution of protocols, it becomes possible to evaluate
their vulnerability to attacks that attempt to exhaust computational resources.
The operational semantics of the Spice calculus provides a formal basis for such
analysis. This model is particularly useful for capturing the essential behavior
of attack and defense mechanisms, such as the SYN-flood attack and the SYN-
cookie response, which are commonly found in network protocols. Among various
aspects of computation cost, memory cost is closely related to argument pass-
ing and variable environments. A notable feature of the Spice calculus is that it
enables precise tracking of memory usage by carefully defining the operational
semantics.

1.2 Lambda calculus with first-class environments

The lambda calculus with first-class environments, called the environment cal-
culus, was first proposed by Nishizaki [2]. In that paper, it was defined as an
extension of the untyped lambda calculus, and weak reduction was introduced.
Confluence was proved. Then, a simply typed theory was given, and the strong
normalizability theorem was shown. A type inference algorithm and its principal
typing theorem were also presented. Later, Nishizaki [3] extended it to an ML-
polymorphic type system, where the type inference algorithm and its principal
typing theorem were also presented in the same way.

The terms of the environment calculus are given by the following grammar:

M:u=2| A.M) | (MN) | id | (MoN) | (M/x)-N.

The semantics of the environment calculus can be defined in a simple way by
using records (or labeled products) as follows. It is an extended version of the
direct semantics of the ordinary simply-typed lambda calculus. In the direct
semantics, a term of type A — B is interpreted as a function [A] — [B]. This
way is more direct than the continuation semantics.

[id](p) = p,
[z](p) = lookup(p, z), [(M o N)](p) = [MI(INT(p)),
[Nz M)](p) = Xo.[M](update(p, z,v)), ([M] o [ND)(p),
[(AMN)](p) = (1M](p)) (INT(p)). [(M/z) - N](p) = update ([N](p), =, [M](p))-

In the above semantics, p represents a record. The function lookup(p, z) means
to access the record p with the key x. The function update(p, z,v) means to add
the pair of the key x and the value v to the record p. In this way, we can see
that the environment is not treated in a destructive way.

2 Purpose and Contributions

The purpose of this study is to extend the expressive power of environment oper-
ations in the lambda calculus, based on our previous works on the environment
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calculus and the Spice-calculus. In the original environment calculus, we could
add a binding of a variable to a value, but there was no operation to destructively
modify or remove an existing binding. On the other hand, in the Spice-calculus,
we could both add and remove bindings in the environment, from the viewpoint
of argument passing and environment management. This enabled us to formalize
the resistance to DoS attacks and to track memory usage explicitly. However,
the Spice-calculus was defined on a concurrent computation model, and there
remained issues in terms of procedural features and the simplicity of the type
system.

In this study, we propose a new calculus, called Age, which extends the lambda
calculus by introducing limited procedural programming features such as explicit
memory allocation (store), deallocation (free), and returning values (return).
These features allow us to perform destructive operations on environments in a
controlled and type-safe manner. Our calculus is designed in a purely functional
framework, so that we can focus on the mechanism of environment operations
without the additional complexity of concurrency. Furthermore, we design a
type system for Age, in which the memory amount required by a subterm can be
decided from the type information of its environment. We also prove that the
type preservation theorem holds for the big-step operational semantics of Age.

3 Lambda Calculus with Destructive Environments

In this chapter, we propose a computational system called the lambda calculus
with destructive environments, written as Age. This system extends the tradi-
tional lambda calculus by introducing operations that can destructively manip-
ulate bindings in the environment, such as explicit addition and removal. First,
we define the syntax of A\ge. Then, we present its operational semantics, which
is an extension of the call-by-value evaluation strategy, described in the style of
big-step semantics.

3.1 Syntax of Age

We assume that three sets of symbols called wvariables, constants, and function
symbols written as Var, Const, and Fun, are given in advance. In this paper, we
assume that constants consist only of numeric constants and Boolean constants.
We use I,m,n,... to denote numeric constants. As for function symbols, we
assume only the function symbol intended to represent addition. For readability,
we adopt the infix notation and write it as (M + N). Each function symbol
is assumed to be assigned a positive integer, called an arity, similarly to the
first-order predicate logic.
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Definition 1 (Terms of Age). The terms of the A\ge calculus are defined by the
following grammar.

M :=mn | true | false | (M + N) | (if L then M else N)
| (store x=M; N) | (free x; M) | (return z)

As in the usual lambda calculus, z is a variable, Az.M is called a lambda ab-
straction, and (M N) is called a function application.

c is a constant. We assume that constants include natural numbers 0,1,2, ...
and Boolean values true and false. The term f(M;, ..., M,) is called a primitive
function application, where n is the arity of the function symbol f. We assume
that primitive function applications include operations like integer addition and
subtraction, such as (M + N).

(if L then M else N) is called a conditional branch. It first evaluates L, and
if the result is true, then it evaluates M and returns its result. If the result is
false, then it evaluates N and returns its result.

The term store x=M; N is called a store expression. It is used to allocate a
memory space for the variable x, evaluate M, store the result in the memory,
and then evaluate N. The term free x; M is called a free expression. It is used
to free the memory space of the variable z, and then evaluate M and return
its result. The term return z is called a return expression. It is used to free the
memory space of the variable z, and then return the value stored in x.

3.2 Operational Semantics of A\ge

We extend the syntax of terms by adding a function closure, written as (Az.M)o
L.

Definition 2 (Extended Term of Ag.). The terms of the Age calculus are
defined by the following grammar.
M :=mn | true | false | (M;+ Ms) | (if L then M else N)
| (store x=M; N) | (free z; M) | (Az.M)[p]
p H | ({E,V)~p,
Vi=mn | true | false | (Az.M)[p]

V' is called a value. p is called an environment, which is a list of pairs consisting
of a variable and a value.

In the following, for clarity, we focus on the binary addition operator + as an
example of an n-ary primitive function symbol. Multiplication and subtraction
may also be introduced as needed. Among constants, those representing integers
are denoted by n,n1,n9,...,m,my,ma,....

We do not distinguish between a term and an extended term, as long as
there is no confusion. Especially in this chapter, we follow this convention. This
extension is necessary for the operational semantics given later.



Destructive Environment Operations in the Lambda Calculus with ... 65

Definition 3 (Big-step semantics). The four-place relation (M, p) | (V, p’),
which relates a term M and an environment p to a value V' and an updated en-
vironment p’, is defined inductively by the following rules.

) ¥ p) N (orue, p) U (true, p) T (false, p) U (false, p) L o0se

lookup(p, =) | V
(z, p) 4 (V, p)

((Az.M), p) I ((Az.M)]pl, p)

(M, p) ¥ (O M), p1)
(N, p1) I (Va, p2)
(M/7 (l',VQ 'pl) 3 (V37 p”)
((MN), p) 4 (Va, p2)
(M, p) 4 V1, p1) overwrite(pr, =, V1) I p2 (N, p2) 4 (Va, p3)
((store z=M; N), p) | (Va, p3)

Var

Lambda

~— N~ —

pp

Store

restrict(p, x) | p* (M, p') 4 (V, p")
((free x5 M), p) 4 (V, p")

Free
lookup(p, ) 4V restrict(p, x) | p’
((return ), p) I (V, p)
(My, p) 4 (n1, p1) (Ma, p1) I (n2, p2) n=mn;+ns
(My+ M), p) 4 (n, p2)
(L, p) ¥ (true, p) (M, p") 4 (V, p")
(((if L then M else N), p) | (V, p'")

(L, p) ¥ (false, p') (N, p') ¥ (V; p")
(((if L then M else N), p) | (V, p")

Return

Plus

IfThen

IfElse

Definition 4 (Ternary relation lookup). The ternary relation lookup(p, x) |
V', which relates an environment p and a variable z, to a value V, is defined
inductively by the following rules.

lookup((x,V)-p, ) § V

x £y lookup(p, )} V
lookup((y, W) - p, 2) § V

Definition 5 (Ternary relation restrict). The ternary relation restrict(p, x) |
p', which relates an environment p and a variable x, to an environment p’, is
defined inductively by the following rules.

restrict((z, V) - p, ) | p

restrict(p, x) | p’
restrict((y, W) - p, ) 4 (y, W) - p’
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restrict(p, x) | p/ means that p’ is obtained from p by removing the leftmost
binding for x.

Definition 6 (Quaternary relation overwrite).

The quaternary relation overwrite(p, x, V') || p’, which relates an environ-
ment p, a variable x, and a value V to an environment p’, is defined inductively
by the following rules.

overwrite((x, V) - p

, V3@, V') -p
4

(J}, VI) P
overwrite(p, x, V') p’
overwrite((y, W) - p, z, V') I (y,W) - p’

T
overwrite([ |, =, V')

Example 7. We now consider an example illustrating the operational seman-
tics.
Let M; be a term,

(A\x.store y=x + 1; store z=y + 1; free y; return z).

Let M be the constant 1. Consider the term M = (M My).
Below, we present the general structure of the derivation tree.

(M1 Mz), p) | (3, p)

> (Ml, p) I ((Az.store y=x + 1; store z=y + 1; free y; return z)[p], p)
(store y=x + 1 store z=y + 1; free y; return z, [(z,1) - p]) 4 (3, [(=,1) - p])

> > (store z=y + 1; free y; return z, (y,2) - (z,1) - p) ¥ (3, (z,1)-p)

> > (free y; return z, (2,3) - (y,2) - (x D-p) U (3, (z,1)-p)

> > > (return z, (2,3) - (z,1) - p) 4 (3, (z,1)-p)

4 Type system of Age

First, we define the syntax of types, and then we functionally define the typing
judgement for terms based on the type information of environments, using typing
rules.

Before defining types, we assume that countably infinite type variables are
given.

Definition 8. We define the types of A4e by the following grammar.
Az=1 | a | (A= B)

where ¢ denotes a primitive type and « a type variables. As a primitive type ¢,
we assume the number type num and the boolean type bool in this paper.

Definition 9 (Type environment of \4.). We define the type environments
of Age by the following grammar.

E:={} | {=: A}E
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{z1: A1} {x, : A1 }{ } is written simply as {x1 : A1} {x, : A1}

Definition 10 (Predicate €). We define a ternary predicate {z : A} € F
which relates a variable z, a type A and a type environment E as follows.

{fj : A]} S {!El : Al}{itn : An}
ifandonlyifl <j<mandz; #z;for 1<i<j
Intuitively, {z : A} € E means that {z, A} is the first binding of x in E from the

left. The predicate € is related to restrict(p, z), which deletes the first z-binding
from p where p is typed by the type environment E.

Definition 11 (Type-binding overwrite {z : A} E). We define a function

{z: A}mE, which maps a variable x, a type A, and a type environment E to a
type environment, is defined inductively by the following equations.

{o:A) = {a: A},
{z:A}Y {z:B)E ={x: AE,

{z: A {y:CYE={y:C}{z: A}E).

The quaternary relation overwrite represents an operation on environments. The
type-binding overwrite is the corresponding operation on type environments.

We also define below a type-binding restriction operation, which corresponds
to the ternary relation restrict(p, z) | p’.

Definition 12 (Type-binding restriction E|,). We define a partial function
E|,, which maps an type environment E and a variable z to a type environment,
is defined inductively by the following equations.

({z: A}p)le = p,
({y : B}p)le = {y : B}(pla).

Before defining typing judgments, we assume that each constant and each
primitive function symbol is assigned a type.

Definition 13 (Typing judgement for terms). We define the typing judge-
ment £+ M : A -4 H, which relates a type environment F and H, a term M,
and a type A by the following rules.

EFc: A 4R Comstant

EvM,: Al 4E - EFM,:Af 4E,
EVv f(My,...,M,): AT 4E,

PFunc

The type A is assigned to the constant ¢ and the types Aq,..., A, and Al are
assigned to the primitive function symbol f.
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{r:A}eFE {r:A}EF-M : B+ {x: A}F’
Erz:AdE Y™ EroM:(EvA— B HE
E-rM:EvA—>B+H H-N:A-HH
EF (MN):BAH
E-M:A+H {z:A"H-N:BAH
Etstore x=M; N : B+ H'
El,FM:B~H
Etrfreex; M: B4 H
{zr:A}eFE
Etreturn z: A4 E|,

Lam

App

Store

Free

Return

In the judgement £ - M : A 4 H, E represents the type of the environment
that the term M refers to, and A is the type of M. After the execution of M,
the resulting type of the environment is H. The environment type may change
when operations such as store and free are executed in M.

The assumption of the rule Free, E|, - M : B 4 H, implicitly requires the
image E|, of the partial function to be well-defined. The same condition holds
for the conclusion of the rule Return, F I return z : A 4 E|,.

Definition 14 (Types of closures). E> A — B is called a type of closure for
an environment type E, types A and B.

The environment type E represents the type of the environment in which the
closure is evaluated. The type of closure given here is the same as the one studied
in [4] and [5].

Definition 15 (Typing judgement for environment). The typing judge-
ment for environments ., p : H, which relates an environment p and a type
environment H is defined inductively by the following rules. This definition is
mutually recursive with the typing judgement for terms, which will be defined

later. Embt
T ., mpty
Fenv H : { }

{}FV:AAE {}tkp:H
Feno (2, V) -p:{x: A}H

Extend

Definition 16 (Typing judgement for closures). The binary relation
(Az.M)[p] : E> A — B which relates a variable z, a term M and an environment
p inductively-defined by the following rule.

Fem;pCE {‘TA}EFMBAE/
F(Az.M)p]: EbA— B

Closure

In the Closure rule, it is required that the type of the environment remains un-
changed before and after the execution of the body M of the lambda abstraction
Ax.M.
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Note 17 (Type of Values). Constants, which are values other than closures,
are assigned types independently of any environment. The typing of a constant
under the empty environment type is written as { } b ¢: A° 4 { } This is written
as bFyq ¢ 1 A¢ Together with the typing of closures, we uniformly write = V' : A
for the typing of any value V.

5 Type preservation of the operational semantics

Proposition 18. For an environment p, a variable x, a value V', a type A, and
a type environment E, if b p : E, lookup(p, ) |} V, and {z : A} € E, then
FV:A.

Proposition 19. If - p : E, restrict(p, =) || p’, and E|, is defined, then - p’ :
E|,.

Theorem 20 (Type Preservation). For a term M, environments p, p’, a value
V', and environment types F, H, if

(M, p) ) (V,p), EFM:A-H, and Fp:FE
for some type environment H and some type A, then

FV:A and Fp' : H

Proof. We prove this theorem by induction on the structure of the derivation

of (M, p) 4 (V. p').
Base case Var: Assume that

Erz: A4 FE (1)
Fp:E, (2)
(@, p) 4 (V, p) 3)
By applying the typing rule Var and (1), we obtain
{z:A}€eE, (4)

and from the operational semantics rule Var and (3), we obtain

lookup(p, ) I V. (5)

From Proposition 18 together with (2), (4), and (5), we obtain - V : A. In
conjunction with (2), this completes the proof for this case.
Inductive case Lam: We assume that

Er(MM):(ErA— B)HE, (6)
Fp:E, and (7)
(A M, p) § (Az.M)]p], p)- (8)
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From (6) and (7), it follows that - (Az.M)[p] : E> A — B. Together with (7)
and (8), this concludes the proof for this case.
Inductive case App: Assume that

EF (MN):B4H, )
Fp:FE and (10)
(MN), p) & (Vs, p2) (11)

By applying the typing rule App and (9), we obtain

E-M:(E'>A— B)-H,and (12)
HFN:AAH. (13)

By applying the operational semantics rule App and (11), we obtain

(M, p) I ((Az.M)[p'], p1), (14)
(N, p1) 4 (Va, p2),and (15)
(Mlv (.’tg,‘fg) 'p/) ll (VBv p3)' (16)

From (12), (14), (10), and together with the induction hypothesis, it follows that

= (Az.M")[p'], and (17)
s H. (18)

From (13), (15), (18), and together with the induction hypothesis, it follows
that

FVa: A and (19)
oo H. (20)

From (17), it follows that
E'FXM :E'>A— B (21)

Therefore, there exists a type environment E” such that

{z: AAE'-M':BHE". (22)
From (17), we also have - p’ : E'.Together with (19), this yields

oz, Vo) p' i {x: A}E' ., (23)
From (22), combined with the induction hypothesis, we obtain

FVs: B,and (24)
Fops: E”.

Finally, (24) and (20) complete the proof for this case.
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Inductive case Store: Assume that

EFstorez=M; N : B+ H",
Fp:E and
(store x=M; N, p) | (Va, p2).

By applying the typing rule Store to (25), we obtain

EFM:AAH,
{z: A}mH = H’, and
H+-N:B-AH"

By applying the operation semantics rule Store to (27), we obtain

(Mv p) U (Vlv pl)v
overwrite(py, =, V1) | p},and

(N, p1) I (Va, pa).

71

From (28), (26), and (31), combined with the induction hypothesis, we obtain

FVi:A and
"Pl : H.

From (32), (34), (35), and (29), it follows that

I—p’I:H',

(36)

From (30), (36), and (33), combined with the induction hypothesis, we obtain

FVo:Band Fpy: H”.

This completes the proof for this case.
Inductive case Free: Assume that

Etfreex; M : B-H,
Fp: E and
(free ; M, p) 4 (V, p").

By applying the typing rule Free to (37), we obtain
El,-M:B-H.
By applying the operational semantics rule Free to (39), we obtain

restrict(p, x) | p’,and
(M, p) I (V, p").

—~ o~
W W W
© oo
= I —
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Since E|, is well-defined from , applying (38) and (41) to Proposition 19, we
obtain

o' El,. (43)
Finally, by applying (43) and (42) to the induction hypothesis, we obtain
FV:Band Fp": H.

This completes the proof for this case.
Inductive case Return: Assume that

EtFretunz: A4 E,, (44)
Fp: E,and (45)
(return =, p) I (V, p). (46)
By applying the typing rule Return to (44), we obtain
{zr: A} e E. (47)
By applying the operational semantics rule Return to (46), we obtain
lookup(p, x) | V and (48)
restrict(p, x) | p'. (49)

From (47), (45), and (48) Proposition 18 yields - V : A.

Futhermore, from (47), (49). and (45), Proposition 19 yields - p’ : E|,. This
completes the proof for this case, and thus the proof of the theorem as a whole
is now complete. |

6 Conclusion and Future Work

In this paper, we have proposed a new lambda calculus, called Age, which enables
type-safe destructive operations on environments. Our calculus is based on our
previous works on the environment calculus and the Spice-calculus. In Age, we
introduce limited procedural programming features such as explicit memory allo-
cation (store), deallocation (free), and returning values (return) into a purely
functional framework, and we define its big-step operational semantics. We have
also designed a simple type system in which the memory amount required by a
subterm can be decided from the type information of its environment. Further-
more, we have proved that the type preservation theorem holds for the big-step
operational semantics of Age.

A possible direction of future work is to investigate the applicability of our
calculus to resource management other than memory, such as computation time
or communication channels. In addition to the present study, there have been
works[6][7][8][9] that try to incorporate mechanisms of procedural programming
languages into functional languages. We would like to study the relation between
those works and our research in a semantic approach. Implementation of Age and
its application to program verification are also interesting subjects for future
research.
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