®

Check for
updates

Secure Paternity Testing with Homomorphic
Encryption

Nicole Anne Balde and Richard Bryann Chua*

Department of Physical Sciences and Mathematics,
University of the Philippines Manila, Manila, Philippines
{nibalde,rlchua}@up.edu.ph

Abstract. With the rise of consumer-centric genomic testing services,
there is an increased risk of data breaches and privacy concerns regard-
ing sensitive genomic data. Paternity testing, one of the most common
genetic tests, is no exception to this risk. To address this privacy risk,
Fully Homomorphic Encryption (FHE) offers a viable approach to pre-
serve privacy while allowing computations to be performed directly on
encrypted data. In our work, we implemented a secure paternity testing
system with FHE using the CKKS scheme to allow for a secure, privacy-
preserving genomic computations. Results show that using a large scaling
factor yields a higher accuracy but resulted in a slight increase in run-
time. A key contribution of our work is the successful implementation
of a single-key FHE paternity testing system, which is more lightweight
compared to multi-key FHE systems since it requires less computational
resources and memory overhead. This demonstrates that it is possible
to perform secure paternity testing while maintaining the accuracy and
privacy of sensitive genomic data.
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1 Introduction

With the rapid development in genome sequencing technologies, genetic anal-
ysis costs have dropped dramatically [24], resulting in increased availability
of services that provide direct-to-consumer genetic testing (DTC-GT). These
consumer-centric services allow consumers to request tests directly from providers
and offer a variety of products such as ancestry or genealogy, paternity, and ge-
netic predisposition to certain health conditions, opening up discussions about
the possibility of a more personalized and proactive approach to one’s health
[25]. With DTC-GT being consumer-centric, comparatively cheaper than con-
ventional testing, and with its non-invasive procedure for sample collection, such
as saliva kits, the global estimate for the DTC-GT market in 2017 was around

359 million, with more than 12 million consumers using the services by then
[14]. One of the more well-known tests involving DNA, paternity testing, has
also seen an observable increase in its use for personal reasons since the early
2000s [1].
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With the amount of information held within a person’s DNA, it becomes
important to ensure that this data is kept secure and private. Any compromised
data can be used to identify possible relatives and serve as an identifier for the
consumer who requested the service [27]. How each company secures its data
varies and the risks of data breaches pose a great concern to many consumers
of DTC companies. For example, in 2023, 23andMe experienced a data breach
spanning 5 months which exposed the information of nearly half of the company’s
clients accounting for about 7 million people [9]. Hackers were reported to have
accessed 14,000 accounts and were able to steal the data of 6.9 million people
through the DNA relatives feature offered by the company [13].

These risks highlight the need for more secure methods to protect genomic
data. One promising solution to this is the use of a cryptographic technique
known as Fully Homomorphic Encryption (FHE) [20]. In our work, we used
fully homomorphic encryption to perform the paternity testing computations on
encrypted data using the CKKS scheme as a solution to the privacy and security
concerns surrounding DTC-GT services. Compared to previous works like [23]
and [30] which primarily used a multi-key FHE framework for genomic testing
and determining whether a possible kin exists in a given database, our work
differs through its use of a single-key FHE implementation for paternity testing.
The use of a single-key implementation allows for the creation of a lightweight
application as there is lower computational costs and no additional memory
overhead needed to maintain and manage multiple keys.

The rest of the paper is structured as follows: Section 2 presents the liter-
ature review, where we looked at relevant studies. We provide information on
homomorphic encryption in Section 3 and paternity testing computation in Sec-
tion 4. We discussed how we used FHE in paternity testing in Section 5.2 and
evaluated our implementation in Section 6. Section 7 concludes the paper and
provides potential direction for future works.

2 Literature Review

Many types of genomic testing services are currently marketed under the DTC-
GT model. Phillips [27] identified nine common genetic tests offered by DTC
companies: health testing, carrier testing, nutrigenetic testing, ancestry, genetic
relatedness, athletic ability, child talent, surreptitious testing (infidelity tests)
and matchmaking. Of these, the most common and well-known genetic test is
the ancestry and genetic relatedness test, particularly the paternity test [32, 18,
33]. It is estimated that the global market for DTC-GT by 2027 will reach $2.3
billion with the ancestry and relationship testing portion reaching $960.8 mil-
lion by the end of the 2020-2027 analysis period [28]. DTC-GT services have
generally been received positively. Lee et al. [18] found that their use revolves
around the search for biological relatives, confirming their ethnicity and ances-
try and gaining information regarding their health and genetic dispositions [21,
3]. However, concerns regarding the privacy and security of consumers’ genetic
information have also grown alongside the industry’s expansion and rise. While
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attempts at securing personal information is possible, recent studies have shown
that it is possible to re-identify individuals even from large anonymized datasets.
Holthouse et al. in [16] pointed out on the recent 23andMe data breach that data-
rich environments such as that of DTC-GT platforms often present themselves
as highly attractive targets. With features such as the DNA Relative and Family
Tree offered by the company, profiles are interconnected with each other based
on the results of the relation tests. This interconnectedness poses a significant
security risk as even a small amount of compromised data under the hands of
an attacker can yield significant amounts of data from the profiles connected to
the compromised users.

There are several studies exploring the use of FHE in genomic analysis specif-
ically in genomic relatedness. Namazi et al. in [23] proposed a privacy-preserving
multi-key homomorphic framework for genomic computations that can be used
in a variety of genomic tests such as personalized medicine, paternity testing,
similar patient search and record linkage. de Souza et al. proposed a homo-
morphich encryption-based solution for the iDASH 2023 competition [30] which
focused on the private detection of relatives. Their work focused on checking if
a relative exists in the database and not the identification or retrieval of the
match.

3 Homomorphic Encryption

In traditional cryptography, data is secured when it is moved from one location
to another (in transit) or when it is stationary in one location (at rest). While
this has its own value in practice, it does not secure data when it is of its
highest value, which is when it is being used. This has led to the development
of technologies aimed to resolve this issue dubbed computing on encrypted data
(COED) [29]. One of these technologies is Fully Homomorphic Encryption.
Homomorphic encryption was first introduced in 1978 by Ronald Rivest,
Len Adelman, and Michael Dertouzos when they observed that two encrypted
numbers under RSA encryption can be multiplied and return a result that is
equivalent to the sum of its plaintext counterparts when decrypted. It was the
first instance of a partially homomorphic encryption scheme [8]. Following the in-
troduction of homomorphic encryption, early developments in the field revolved
around two types of HE: partially HE and somewhat HE. The first allowed for
an unlimited number of times for one type of operation to be performed. The
latter, on the other hand, allowed for some operations a limited number of times
[2]. It was not until 2009 that Craig Gentry proposed the first plausible Fully
Homomorphic Encryption scheme, which supported an unlimited number of op-
erations for an unlimited number of times, using lattice-based cryptography. This
proposal served as an important breakthrough in the field of homomorphic en-
cryption. Further developments following Gentry’ work were made yielding more
practical and efficient schemes. Some of these advancements can be seen in the
Brakerski/Fan-Vercauteren (BFV) and Brakerski-Gentry-Vaikuntantan (BGV)
schemes, which display a higher efficiency and reduced noise growth [17]. The



566 N. A. Balde and R. B. Chua

Gentry-Sahai-Waters (GWS) scheme avoids the use of relinearization, which is
computationally expensive and also has slower noise growth [8]. In 2017, the
Cheon-Kim-Kim-Song (CKKS) scheme was introduced and was the first FHE
scheme to allow approximate arithmetic over complex numbers [7].

4 Paternity Testing

Paternity testing is a DNA test performed to determine the biological father of a
person. There are three standard methods used in paternity testing: polymerase
chain reaction (PCR), restriction fragment length polymorphism (RFLP) and
short tandem repeat (STR). In the PCR method, special fluorescent tags are used
to enable gene detection. In the RFLP method, DNA restriction endonucleases
are used to cut the isolated sample DNA into fragments. These fragments are
then separated by size using an electric current and are identified using DNA
probes. In the STR method, STR markers are used to distinguish one individual
from another using the variability in the STR regions [21].

Short Tandem Repeats (STR) are short repeating units of DNA sequences
of varying lengths scattered across the human genome which vary greatly from
individual to individual [15]. These sequences account for approximately 3% of
the human genome [11] and are located in regions known as STR loci. For a
given person, the amount of repeat units contained within an STR locus are
referred to as an allele and is numerically designated by a floating point number.
In this floating point number, the number of repeated units is indicated at the
left of the decimal point while the number of partial repeat units is indicated
at the right of the decimal point [4]. Partial repeat units are units that are not
full copies of the repeated motif. If there are no partial repeat units, the allele is
reported as an integer value since the number at the right of the decimal place is
0. For example, given (AATG),(-ATG)(AATG), in the STR locus THO1, there
are a total of nine full repeat units of AATG and one partial repeat unit (ATG)
containing only three of the four bases resulting in an allele designation of 9.3
in the THO1 STR marker [5].

Alleles at various STR loci are inherited in the same way as any other
Mendelian genetic marker in which each two-diploid parent contributes one of
their two alleles to their offspring. One allele is donated by the mother and one
allele is donated by the father on each STR locus, producing a diploid genotype
that is represented as a pair of values for the given STR locus [22]. For instance,
a person who has allele designations 10 and 15 at position D75820 would have
received the first allele from one parent and the second allele from the other par-
ent. Thus, the hypothetical person would have an STR profile which has (10,15)
at the STR marker D75820. Due to its high variability, it is highly useful for
identification, kinship determination and criminal investigations [26].

In a paternity test between a child and an alleged father with use of STR
markers [10, 6], a paternity index (PI) is computed using the alleles for each STR
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loci through the likelihood ratio:

P(genotypes | alleged father)

PI = (1)

P(genotypes | random man) ’

where P(genotypes | alleged father) is the probability of observing the genotype
of the child given that the alleged father is the true father and P(genotypes |
random man) is the probability of having the same genotype if the allele of the
child came from a random, unrelated man in the population.

The calculation for the paternity index is dependent on the pattern of inher-
itance. Given A, B, C and D which are possible allele values and probability p
which denotes the allele frequency in a trio case wherein the genotypes of the
mother, alleged father and child are known, the values of the numerator and
denominator may fall under one of the cases identified in Table 1 [31].

Table 1. Numerator and Denominator values for PI Calculation

Mother Child Alleged father Numerator Denominator

AA AA AA 1 pa
AA AA AB i pa
AA AA BC 0 pa
AB  AA AA i 24
AB  AA AB 1 za
AB  AA AC 1 2a
AB  AA BC 0 2a
AA  AB AB 1 e
AA  AB BB 1 pB
AA  AB BC 3 pB
AA  AB CD 0 pA
AB  AB AA 1 patpp
AB  AB AB 1 patrp
AB  AB BC 3 patPB
AB  AB AC . batrp
AB  AC AC 3 pc
AB  AC CD 3 Bo
AB  AC BC 1 ko
AB  BC cC 3 re
AB BB AB 1 e
AB  BC BC 3 pc
AB  BC CD 3 BQ
AB  AB CD 0 batPp
AC  AB BB i e
AC  AB BD 1 e
AC  AB BC 3 EE
AC  AB CD 0 ke
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For example, consider locus, D8S1179, where the alleles of the mother is (10,
12), the child is (10, 14) and the alleged father, a Caucasian, is (14, 17). This
example is shown in Table 2. To compute for the paternity index, the pattern of

Table 2. Sample Pattern of Allele Distribution

Individual Mother Child Alleged father

D8S1179 Alleles 10,12 10,14 14,17
Allele Pattern AB AC CD

inheritance must be identified first. Using Table 1, we can see that the pattern
of inheritance for this example uses 1/4 as the numerator and pc/2 as the
denominator where p¢ is the allele frequency of the alleged father’s first allele.
Within the Caucasian population, the allele frequency of allele 14 is 0.1089 [12]
and the paternity index is computed as follows:

0.25

1
4 _
0-1089 " (0.05445

PI = = 4.591368. (2)

If the mother’s genotype is unknown or is not available, based on the pattern
of inheritance, its corresponding PI computation formula may fall under one of
the cases specified in Table 3 [31]. For mismatches wherein no alleles between

Table 3. PI Calculation For Duo (Unknown Mother) Cases

Child Alleged father PI Formula

AA AA %
AA AB Ty
AB AA -
AB AB o)
AB BB e
AB BC ﬁ

the child and the alleged father are shared, the PI value is set to zero [19]. As
an example of a computation where the genotype of the mother is not available,
consider the same locus, D8S1179, where the alleles of the child is (8, 13) and the
alleged father, a Caucasian, is (13, 13). Table 4 reveals the pattern of inheritance
identified for the given example. Using Table 3 as reference for the case formula,
we can see that the pattern of inheritance identified in Table 4 for the given
example uses 1/(2pp) where pp is the allele frequency of the alleged father’s
first and second allele. Within the Caucasian population, the allele frequency of
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Table 4. Pattern of Allele Distribution for Sample Motherless Case

Individual Child Alleged father

D8S1179 Alleles 8,13 13,13
Allele Pattern AB BB

allele 13 is 0.3342 [12] and the paternity index is computed as follows:

1 1
PI= = — 1.4961
(2)(0.3342) ~ 0.6684 96 (3)

This computation is repeated over all STR markers being considered for the
testing. In the FBI CODIS, the number of STR markers used for paternity testing
is 20 [34,12]. Once all PIs have been calculated, the product of the computed
individual PIs across all STR markers is then calculated to get the combined
paternity index (CPI):

k
CPI=]]PL. (4)
i=1

Using the minimum standard for paternity inclusion, a score of 100 or greater
is considered a possible biological father [6]. Implementing these formulas using
fully homomorphic encryption, however, is difficult as the computation for the
paternity index in each STR marker primarily uses conditional statements in
determining the numerator and the denominator of the formula based on which
case it falls under as listed in Table 1 or, in the case of Table 3, which PI formula
to use. The division operation is also not supported in FHE schemes. Additional
algorithms must be used to implement these operations which increases the

overhead costs in the computation.

5 Homomorphic Paternity Testing

Namazi et al. in [23] proposed an FHE-compatible method of computing for the
paternity index shown in Equation 5.

Spr =

k
Zf Ti1, Tq2, 117 xé,Q) (5)

1

w\H

3

where k denotes the number of STR markers being analyzed. x; ; and z; 2 denote
the alleles of the child at the ith STR marker while z; ; and ; , denote the alleles
of the alleged father at the same marker. The comparison of the STR markers
is computed through the function f:

[z, Li,2, I;,lv xiz) (x7 1T 1)(177 1 — T 2)(1771,2 - 5’3;1)(1772 - Igz) (6)

The function f evaluates the difference between the alleles of the child (x; 4
and z;2) and the alleles of the alleged father (z}, and z;,) for each of the
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markers. The final score is the average of the computed comparisons over the k
number of STR markers. In the FHE formula, the comparison function measures
the similarity of the alleles of the alleged father and the child. In one STR marker,
if both alleles match in at least one of the four subtraction terms, the difference
yields a value of zero rendering the product for the four terms in that marker
also zero. The more matches between the alleged father and child, the more
instances of the function evaluating to zero which also lowers the overall score
when the summation and averaging is applied. As such, a score closer to zero
indicates higher similarity between the alleles of the alleged father and child
which potentially indicates higher likelihood of paternity.

5.1 Dataset

We used a synthetic dataset generated using the allele frequencies provided in the
2015 FBI expanded CODIS Population Data and the 20 specified STR markers
in the set composed of the original set with 13 STR loci and an additional 7
STR loci which is available at: https://ucr.fbi.gov/lab/biometric-analysis/co
dis/expanded-fbi-str-2015-final-6-16-15.pdf. The allele values were sampled
from the documented allele frequency distributions of the Filipino population in
Guam for 20 STR loci of the FBI extended CODIS and a dictionary containing
said allele frequencies for each STR marker was used as the probability space
for generating the alleles. Each locus had two alleles sampled independently to
simulate the diploid nature of human DNA, wherein one allele is transmitted by
each biological parent. The allele values generated represent the number of short
tandem repeat (STR) units at each marker.

5.2 Homomorphic Paternity Testing Implementation

Our secure paternity testing system is composed of a client and a server. The
client submits the encrypted STR profile of the child to the server. The server
homomorphically computes the paternity scores between the encrypted STR
profile of the child and the STR profiles of all father candidates in its database
and returns the encrypted paternity scores to the client.

We implemented the Namazi et al. FHE paternity testing formula using the
TenSEAL 0.3.16 and Python 3.12. TenSEAL is a Python library that provides
a high-level interface for homomorphic encryption operations, particularly for
the CKKS scheme. The following parameters were used in the CKKS scheme
context of TenSEAL:

— Security Level: 128 bits

— Polynomial modulus degree: 16384, which provides 8192 slots for single in-
struction multiple data (SIMD) packing.

— Coefficient modulus chain: List of six prime sizes were used [60, s, s, s, s,60], s €
{30, 40, 50,60}. s was chosen to match the scaling factor used in the context.
We tried different s in order to look at the effect of adjusting the scaling
factor.
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— Multiplicative depth: 4, since we are evaluating a product of four terms per
marker which requires three multiplicative levels.

— Scaling factor: 2%, s € {30,40,50,60}, in order to test the performance of
different scaling factors.

On the client side, the two allele values of the STR markers for each child
query were first extracted as vectors from the query dataset and encoded using
the CKKS scheme. Specifically, for every child, the STR marker values were
represented by two alleles for every marker: one for Allele 1 (represented by A1)
and another for Allele 2 (represented by A2). These allele values were stored as
floating-point numbers. The child’s A1 and A2 values for each marker were then
independently replicated into a vector whose size is equal to the number of father
candidates in the database. This allows one operation to be performed between
the child vector containing the STR profile and all father profiles simultaneously.
For example, if a child STR profile has three STR markers — D3S1358, D8S1179,
and FGA — with Al and A2 having the following allele values: (13, 14), (11, 12),
and (20, 21) and there are four candidates for the father in the database, then
a total of six vectors is created for the three STR markers:

— D3S1358_A1: [13.0, 13.0, 13.0, 13.0]
D3S1358_A2: [14.0, 14.0, 14.0, 14.0]
— D8S1179_A1: [11.0, 11.0, 11.0, 11.0]
D8S1179_A2: [12.0, 12.0, 12.0, 12.0]
— FGA_A1: [20.0, 20.0, 20.0, 20.0]
FGA_A2: [21.0, 21.0, 21.0, 21.0]

These vectors are encrypted resulting in two encrypted vectors (Al and A2)
per marker per child. These encrypted vectors are then sent to the server for
homomorphic computation.

On the server side, the homomorphic computation of the paternity scores
is performed. The STR values of the father candidates is retrieved and cached
in plaintext as arrays for quick access and computation. Specifically, the server
extracts two arrays corresponding to each of the alleged fathers STR marker
(A1l and A2 alleles) and stores them in the memory. In this case, given one
STR marker, one array holds all Al allele values across the father candidates
present in the database for said STR marker while another array holds all A2
allele values for the same individuals for the same marker. These plaintext arrays
are subsequently used in the homomorphic computation phase, in which they
are “compared” against the encrypted child data received from the client. This
enables FHE backend to perform the vectorized, parallel computations for the
paternity testing.

With the encrypted child data and the stored plaintext father data in the
server, the computation was performed in the server following the proposed
paternity formula with the main function — comprised of the subtraction, mul-
tiplication and summation operations — done under FHE. Specifically, upon
receiving the encrypted query data, the four subtraction terms were first calcu-
lated by getting the pairwise differences between each possible allele pairing for
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the child and father in a given STR marker. Given the two child alleles (x; 1 and

z;2) and two father alleles (x; and xj,) in an STR marker i, the differences

are computed via the following pairings:

— first child allele and first father allele: (z;1 — 2} ;)

first child allele and second father allele: (x;1 — 27 5)
second child allele and first father allele: (x; 2 — @} ;)
second child allele and second father allele: (z;2 — 7} 5)

The subtraction operation was performed element-wise using the encrypted child
vectors and the father vectors. All four differences were then multiplied to get
the product for the given STR marker. For example, given a child (C) with Al
and A2 allele values (9, 11) in the D16S539 STR Marker and three father can-
didates (FC) in the database with the allele values (11, 13), (9, 10) and (12, 14)
respectively, the resulting vectors would be as shown in Table 5. Using these vec-

Table 5. Sample Vectors for one STR marker

Child (C) |Father Candidates (FC)
A1l| [9.0,9.0,9.0] [11.0,9.0,12.0]
A2([11.0,11.0,11.0] [13.0,10.0, 14.0]

tors, the differences in the pairwise subtraction, denoted by T, in the example
where n is the index of the subtraction term, are computed as follows:

Ty = Ca1 — FCay =[9.0,9.0,9.0] — [11.0,9.0,12.0] = [-2,0, —3]
:(JA1 FCay = [9.0,9.0,9.0] — [13.0,10.0,14.0] = [-4, —1, —5]
= Cpy — FCay = [11.0,11.0,11.0] — [11.0,9.0,12.0] = [0, 2, —1]
T4 = Cay — FCpy = [11.0,11.0,11.0] — [13.0,10.0,14.0] = [~2,1, —3]

Multiplying the differences in all four subtraction terms yields the following
product for the D165S539 STR marker:

P?"OdUCtD16S539 = T1 * T2 * T3 * T4 = [0, 07 45]

Each element in the resulting vector corresponds to the computed product for
one father and one marker. In the given example, the resulting product vector
shows that the product for the D16S539 marker is zero for the child and first
father pair, zero for the child and second father pair and 45 for the child and
third father pair. This step is repeated until all STR marker products have
been computed. Once all products have been calculated, the products are then
added to get the FHE computed score for the given child and their subsequent
father pairs. This three-operation process is repeated until the FHE computed
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scores for all child-father pairs have been computed. Since FHE cannot perform
the division operation without an approximation algorithm, the final step is
performed on the client-side after decryption. Once all FHE computations were
completed, the resulting encrypted paternity scores for each child-father pair
was returned by the server to the client and was decrypted in the client-side.
The decrypted scores was then divided by the number of STR markers to attain
the final paternity score for each child-father pair.

6 Evaluation

In our evaluation, we used a database containing 2000 father STR profiles and
a query containing 200 child STR profiles. This generated a total of 400,000
computed paternity scores. We evaluated the performance of the FHE paternity
testing system by measuring the accuracy of the decrypted paternity scores
compared to their expected plaintext values and the runtime of the system.

6.1 Accuracy Analysis

We measured the accuracy of the decrypted paternity scores under each scal-
ing factor by comparing them to the expected plaintext paternity scores. Four
thresholds based on the number of decimal places were used to check for the
accuracy of the decrypted scores. Table 6 summarizes the accuracy of the com-
putations over different scaling factors. Of the four scaling factors, 259 and 20

Table 6. Accuracy of encrypted paternity scores at different scaling factors and pre-
cision thresholds.

Global Scale Accuracy (%)
0.1 0.01 0.001 0.0001
230 97.7532 45.6683 4.2462 0.4062
240 100 99.9950 97.9225 47.2473
250 100 100 100 100
260 100 100 100 100

have the highest accuracies based on the four thresholds. Extending the threshold
further reveals the following accuracies for the scores computed using a scaling
factor of 2°9:

— 1st to 4th decimal place:100%
— 5th decimal place: 99.9980%
— 6th decimal place: 98.3902%
— Tth decimal place: 52.4967%

For the 259 scaling factor, the accuracies with the extended thresholds are as
follows:



574 N. A. Balde and R. B. Chua

— 1st to 8th decimal place:100%
— 9th decimal place: 99.9843%

— 10th decimal place: 95.9740%
— 11th decimal place: 25.6928%

This suggests that the use of larger scaling factors allows for better precision in
the results.

6.2 Runtime Analysis

The 400,000 computed paternity scores were returned by the server in about
350 seconds (5.8 mins). Using an initial scaling factor of 24, it took 125.61
seconds to encrypt the query, 218.96 seconds to perform all computations and
0.47 seconds to decrypt the encrypted paternity scores. The runtime for each
child, on average, took 1.72 seconds with the lowest runtime taking 1.71 seconds
and the highest runtime taking 1.82 seconds. Tables 7 and 8 summarizes the
runtime breakdown of the computation over different scaling factors.

Table 7. Encryption, Decryption and Computation Time of the FHE paternity testing
system at various scaling factors

Global Scale Encryption Time (s) Computation Time (s) Decryption Time (s)

230 125.63 218.68 0.48
240 125.61 218.96 0.47
250 125.68 218.98 0.48
260 130.20 219.47 0.48

Table 8. Runtime of the FHE paternity testing system at various scaling factors

Global Scale Total Runtime (s) Average Runtime per Child (s)

230 346.67 1.72
210 346.89 1.72
250 346.99 1.72
60 352.20 1.75

Among the four scaling factors, the decryption time across the scaling factors
was observed to be minimal and was consistently under 1 second. In terms
of encryption and computation times, the performance across all tested scales
remained relatively stable with a marginal increase in the 260 scaling factor. The
runtime for each child, on average, remained within the 1.72 second average with
the value showing a small increment at the 260 scaling factor. The total runtime
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also showed a slight increase across all scales with a relatively higher increase
at the 20 scaling factor. The higher values at the 20 scaling factor may be
attributed to the effect of larger scaling factors on the ciphertext size. Higher
scaling factors offer more precision however, this requires more bits to represent
the encoded values which results in larger ciphertext sizes. This contributes to
the observed increase in the overall runtime as well as in the encryption and
computation time. The growth in the ciphertext sizes can be seen in Table 9
which shows the average ciphertext sizes generated during the encryption phase
of the test using the different scaling factors.

Table 9. Average Ciphertext size at various scaling factors

Global Scale Average Ciphertext Size (KB)

230 33267.08
210 41155.92
250 47060.95
260 51206.72

7 Conclusion

We were able to use homomorphic encryption to implement the paternity test-
ing system in a way that preserves the privacy of the individuals involved. The
system allows for the secure computation of paternity scores without revealing
sensitive genetic information, thus providing a practical solution for privacy-
preserving paternity testing. With a larger scaling factor, we get a higher ac-
curacy in the computed paternity scores, but this comes at the cost of longer
runtimes and larger ciphertext sizes. This shows that the use of FHE in pater-
nity testing is practical and feasible, but careful consideration of the parame-
ters is necessary to balance accuracy and performance. Exploring other possible
parameter adjustments and combinations as well as the application of other
optimization techniques should also be considered and explored in future works.
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