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Abstract:  

The Dark Web is a overlay network that requires a specific software in order to access its 

content. This Darknet is usually used for illicit activities, which mostly are detrimental to the 

society, promoting civil liberties that cannot be tracked due to layered encrypted system. This 

paper examines the behaviour of the individuals or groups who desperately participate in the 

network by engaging in criminal exchange for the need to fit in with their community and get 

entangled. The Darknet community doesn’t stop at a single network, it spreads through social 

media platforms known as Dark Web Social Network (DWSN), typically blurring the line 

between traditional social media and their service, demanding heavy work to the forensic 

analysis. Fusing the social media forensics and psychological profiling can provide the outline 

of the behaviour and mental state of the members of Dark Web community. The crossover of 

the Dark web with the social media leads this paper to conclude the yen for the human-centred 

psychology perspectives for the strengthening of investigations by deeply understanding the 

behavioural patterns seen and shaping the individual in this era of developed technologies. 
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1. Introduction 

Dark web is not just a hidden corner of the internet but a hidden space where technology, 

psychology and society collide. To really know the dept of the Dark Web, we need to start with 

its deep and raw roots like, what it is, why it exists and how people use it. On one side, the 

Dark Web is built on anonymity and secrecy. That makes it a refuge for communities who want 

privacy, but also a breathing ground for crime. On the other side, it’s a mirror of human 
behaviour such as curiosity, fear, rebellion and sometimes desperation all play out here. 

For forensic researchers, the Dark Web isn’t just a technical puzzle. It’s a human puzzle. 
Investigators aren’t only tracing servers and encryption they’re trying to understand the 

motives, the communities and the social dynamics that drive people into these hidden networks. 

This gives us the foundation to explore its architecture, its communities and the challenges 

investigators face when they step into this shadowy world. 
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1.1. Dark Web: 
The Dark web is one of the three main web segments of the online ecosystem (Surface web, 
Deep web and Dark web) that is accessed through anonymity enhancing networks, which are 
Tor, I2P and Freenet, that are not catalogued by traditional search engines. This was originally 
designed for a harmless, secure communication, privacy protection and censorship resistance 
but gradually it evolved into a harmful social and technical environment having both legitimate 
and illicit activities [1] [3]. Throughout all the research studies it is understood that anonymity, 
multi layered encryption and decentralized routing mechanism plays a crucial role in shaping 
the users’ behaviour, identity expression and risk taking capacity across these hidden online 
spaces [2] [4]. It indicates that individuals are drawn to dark web communities due to 
psychological motives such as identity experimentation, curiosity, reduced social bearings, 
accountabilities and the desire to belong in any remote-anonymous groups [5] [6]. This 
category of anonymity lowers the barriers to explore forbidden and condemned behaviours, all 
while psychologically distancing from real life consequences [2] [7]. This not only makes the 
dark web a technological artifact but also a rich domain for studying and understanding 
deviance, toxic disinhibition and hidden user psychology. 

Fig 1 Layers of Dark web 

Beyond its behavioural dimensions, the dark web also runs as a dynamic and criminological 
ecosystem, highlighting how illicit markets that involve selling drugs, malware, counterfeit 
documents, weapons and stolen data continue to evolve despite interventions by law 
enforcements, as the market places often rebuild themselves or migrate showing strong 
adaptability and resilience [1] [8] [10]. The dark web demonstrates that it utilizes reputed 
systems, cryptographic payments, escrow mechanisms and decentralizing hosting to build trust 
and reduce the risk among anonymous buyers and sellers [3] [9]. 
The Dark web isn’t inheritably criminal but it is misused by the individuals desire anonymity 
and despite its criminal logging and associations the dark web also provides a crucial safe space 
for whistleblowers, political dissidents, journalists and activists. Encrypted channels allow 
individual to bypass censorship and surveillance [11] [12]. The Dark web is a complex dual 
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use characteristics network which causes a rigid clash as it acts as a venue for illicit network 
as well as a refuge for private seeking legitimate users. It emphasizes that understanding the 
dark web requires a multidisciplinary perspective integrating psychological, technical and 
sociological forensics through criminological lenses. As there is a huge development in today’s 
heavy surveillance on online environment, there is an increase in digital anonymity as well [4] 
[6] [9]. 
1.2. Psychological and Social Importance 
The dark web represents a unique psychological and social dimension shaped by anonymity, 
reduced accountability and identity expression. One of the essential psychological aspects of 
dark web is personality and behavioural traits, it shows that low self control, Machiavellianism, 
narcissism and psychopathy traits are strongly correlated with entanglement of dark web 
activities alongside highlighting their motivation, cognitive process and adaptations in hidden 
contexts. A major internal motive is curiosity combined with the thrill seeking tendencies where 
users explore hidden spaces for experiences that are unavailable on the surface web as well as 
deep web [20]. These motivations often pair with erring curiosity which is a desire to engage 
with content recognized as forbidden, especially when anonymity reduces consequences 
[25][28]. The anonymity provided by Tor and similar networks lowers reticence that allows 
users to behave in ways they would normally avoid in known environments [23][28]. 
Anonymity plays a crucial role here as, in later stages may manifest into cyber aggression 
revealing that Dark Web participation is strongly connected to moral disengagement as 
anonymity allows individuals to rationalise actions that would normally conflict with their 
moral or social boundaries [23][28]. The legitimate users such as whistleblowers or politically 
oppressed individuals benefit from the psychological safety created by anonymous 
communication channels [24][26]. 

Fig 2 Psychological Traits 
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From a social perspective, dark web communities function as tightly knit subcultures, a place 
where individuals explore with multiple identities show casing that users strategically craft 
their own alternative personas, often engaging in identity shifting to match or fit into specific 
groups or communities. [21] [27]. Behavioural profiling of dark we markets demonstrates that 
even in highly anonymised environment, individuals exhibit constant patterns such as linguistic 
and social patterns revealing their psychological traits and their roles within the group 
structures [22] [27]. The dark web enables a high trust social ecosystem specifies that trust is 
maintained through systems, communication style, exchanges and certain norms reflecting 
deep social adaptation in hidden networks [27] [29]. The Dark Web provides a socially 
protective environment for marginalized or stigmatized groups. For example, individuals 
engaging in illicit drug trade may use the Dark Web to reduce harm, avoid stigma and maintain 
privacy while participating in peer communities that offer support and advice [29]. The dark 
web platform design facilitates individual interactions creating a sense of belonging and 
identity boosting within socially excluded populations. 
1.3. Dark Web to Forensic Research 

To the forensic researchers dark web stands as a unique opportunity and challenge for 
traditional network and analysis due to its characteristics which is on massive and dynamic 
scale (anonymity, encryption and decentralized structure). Unlike the surface web and deep 
web, users of dark web use Tor, I2P and other advanced overlay networks to access and operate 
while hiding their identities and communication channels [4] [14] [4], making it a critical 
course to study for law enforcements as well as forensic analysts. The illicit activity occurring 
on the Dark Web are Cryptocurrency based transactions across marketplaces and forums 
creating complex trails that require forensic tracing [14][17][18]. Blockchain forensics allows 
investigators to link feigned transactions to illicit activity user providing critical insights into 
money laundering, cybercrime and market operations [17][18]. Despite the anonymity of users, 
behavioural traces and digital fingerprints can be extracted using advanced forensic methods. 
Multi modal profiling techniques combining textual, transactional and behavioural data to 
enable identification of recurring sellers and buyers even in encrypted environments [16][4]. 
Such profiling is invaluable for tracking patterns of illicit behaviour and connecting activity 
across multiple platforms. 
The Dark Web is a critical frontier for forensic research because it combines anonymity, 
complex activities, encrypted network layers and evolving threats. The combination of the huge 
data mapping, behavioural profiling, blockchain forensics and traffic detection provides 
investigators a multidimensional toolkit to study, monitor, and intervene in this challenging 
environment [4][14][16][17][4][5][10][19]. 
1.3.1. Structure of Dark Web 

The Dark Web is designed to take away the identity and mask the communication trails. Instead 
of a straight path from sender to receiver, information moves through layers of encryption and 
decentralized routes, bouncing across hidden services that make direct tracking process nearly 
impossible. For those who use it, anonymity is protection and for investigators, it’s a maze. To 
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understand the Dark Web, one should see both sides, i.e., the strength of its design and the 
vulnerabilities that investigators look for when they step into this hidden network. 

1.3.1.1. The Onion Routing 

The Onion Routing (TOR) is a free open-source project designed to protect anonymity online, 
the dark web primarily operates through TOR making it a tool [1]. Using TOR is legal in most 
countries because it was primarily designed for military or privacy research purposes but the 
activities on the dark web may not be [1] [2] [3]. TOR bounces an individual’s internet traffic 
through a series of volunteer run servers called relays, encrypting it at each step [31]. This 
layered encryption is why it’s called “onion routing”. Despite being built strongly Tor still have 
limitations, it is vulnerable to the traffic correlation attack which is when an adversary watch 
both ends of users’ connection, i.e., entry and exit that matches the timing or volume patterns 
to deanonymize you [49]. Even though Tor wraps your traffic in multiple layers of encryption 
it can’t hide everything. The patterns of big data flows like timing and volume can still leak 
clues about who’s talking to whom [1]. And from the start Tor’s own design papers admitted 
that if someone powerful can watch a large chunk of the world’s internet they can easily break 
Tor’s anonymity [31]. 

Fig 3 Structure of Dark web 

Onion routing is the method for anonymous communication where data is wrapped in multiple 
layers of encryption and passed through several servers called relays, with each relay peeling 
off one layer like an onion, until the message reaches its destination [31] [30]. This makes it 
extremely difficult to trace the sender, receiver or even the path taken. The original message is 
encrypted multiple times each layer corresponding to a relay in the network [31]. Each relay 
decrypts only its own layer revealing only the next relay’s address but will not reveal the full 
path or the original sender [31] [30]. On advanced analyses including relay-level behaviour 
and traffic flow studies confirms that onion routing continues to provide protection even against 
network level surveillance [30][48]. 
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Fig 4 Onion Routing Mechanism 

1.3.1.2. Hidden Services 

Hidden services are websites or online services that can only be accessed through the TOR 
network using special .onion addresses [31]. They act as a key feature of the dark web that is 
designed to provide both anonymity for users as well as for the site operators [32]. Instead of 
normal URLs, hidden services use cryptographic addresses. Hidden services use a special type 
of directory called Hidden Service Directories (HSDirs), acting like anonymous bulletin boards 
storing the connection details that let people find onion sites without ever exposing the server’s 
real IP address [31]. These directories play a key role like introduction points and cryptographic 
notes that let users connect to onion services without ever revealing who’s on the other end 
[32]. Studies describe that HSDirs are central to how hidden services stay organized as they act 
as a decentralized index making sites findable while still keeping anonymity strong [30]. 

1.3.1.3. Why anonymity is Strong 

A decentralized network distributes processing, stores and controls across many devices as well 
as servers. Single entity never had full authority over the system. In centralized networks, one 
server or authority controls everything, if that server fails, the whole system collapses. In 
decentralized networks, multiple nodes share responsibility reducing the single point of failure 
[31]. This type of design distribution allows hidden services to appear, disappear, migrate and 
even replicate unpredictably perfectly fitting to the Dark Web’s constant shifting structure 
[4][12]. Decentralised hosting models and community run nodes reinforce resilience allowing 
the network to remain operational even under high traffic load [30]. 
Studies on this shows that decentralisation is one of the key reasons Dark Web systems remain 
unshattered against censorship and global scale intervention [1][31]. The two types of 
anonymity are passive anonymity and active anonymity in which Passive anonymity is the 
protection a user receives automatically from the network infrastructure that hides both source 
and destination information without any requirement of user intervention [31]. On the other 
hand active anonymity means deliberately taking steps to conceal or mislead about your 
identity [20]. Psychological analysis on anonymity point out that the safest way to stay 
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anonymous is to mix two things which is the built in protections of the system and the choices 
you make yourself, when both work together your anonymity is said to be at its strongest [26] 
[45]. To enhance the anonymity there is Tor circuit rotation and its process is to regularly 
change the path users’ traffic takes through the Tor network, which results in a new IP address 
and makes it harder for anyone to track you [31]. 

Fig 5 Comparison of Anonymity 

1.3.1.4. Technical Architecture 

The structural design of a system’s components and how they interact is defined as technical 
architecture. It ensures scalability, security, performance and maintenance. The Dark Web’s 
technical architecture includes Tor relays, directory authorities, hidden service directories, 
onion routing and multi-layer encryption mechanisms [31]. 

1.4. Purpose of the review 

The purpose of this review paper is to understand the Dark Web not just as a hidden and 
secluded corner of the internet that is filled with different servers and criminal marketplaces, 
but as a living human’s environment that is shaped by technologically, psychologically and 
community wise, aiming to show how anonymity, identity formation, risk-taking behaviour 
and group or peer influence all come together to create a unique social ecosystems that flourish 
in encrypted spaces. By combining together, i.e., perspectives from cybersecurity, psychology, 
sociology and forensic science this highlights that the Dark Web is more than a technical 
artifact, it is a place where people experiment with identity, urge of belonging somewhere even 
though it goes against their wishes and values and sometimes engage in illicit activities under 
the shield of anonymity. At the same time, it emphasizes how forensic methods can still trace 
behaviours and digital footprints across these hidden networks. Ultimately, this review seeks 
to humanize the Dark Web explaining not only how it operates but also why an individual is 
drawn to it and how understanding these motives can strengthen future research, investigations 
and policies in our increasingly anonymous digital age and time. 
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2. History 

History of the Dark Web shows us that what has begun as a tool for secure, anonymous 
communication slowly exploded into a digital ecosystem with its own rules, communities and 
risks. Technologies are designed to shield identity and protect communication. Over time, those 
foundations evolved into something far more complex. 

2.1. Dark web 

There are three layers of internet, the first layer being surface web which is accessed by 
everyone i.e., publicly accessed entered by standard search engines such as google, yahoo etc, 
the second layer is deep web which include private databases, intranets, subscription services 
which can’t be entered but are still legal. The third layer is dark web dark web also known as 
darknet, is a hidden subset of the internet that is not entered by standard search engines and is 
only accessible through a specialized software that provides strong anonymity and encryption 
[3]. The foundation layer of darknet is mainly built around Tor which is also known as onion 
router which is a project that is originated in USA research laboratory in the 1990s, it is named 
because of its onion routing technique where data is wrapped in multilayer encryption 
concealing their locations and identities online ensuring privacy [31]. Tor is designed in a way 
when data is sent through, even the relay doesn’t know the designation. The entry relay knows 
who you are but does not know where the designation is, in the similar way, the final relay 
erases the previous relays concealing the identity [30] [31]. 

The key component of the dark web is hidden services which is access layers often identified 
as onion domain. The other layers include gateways which only give limited access to the dark 
web and the other layer is entry barriers which technically means an individual should require 
credentials or invitations to enter into the dark web. Hidden services utilize the same onion 
routing principles with multiple layers of encryption making them difficult to track or censors 
[30] [32]. Studies on onion services show that dark web contain thousands of these sites with 
a constantly changing and evolving topology which strengthens anonymity [4] [1]. 
The other key component of the dark web is ecosystem which is functional layer which contain 
market places where there is a legitimate (books) and illicit exchange (drugs, weapons). The 
second part of this layer is forums and communities which is a space for communications and 
collaborations. The third part of this layer is financial infrastructure which include the 
cryptocurrency (previously bitcoin was used but it was easily tracked, currently bitcoin is not 
preferred). The other part of this layer is information hubs which include dictionaries and 
search engines which are used as navigators [3] [1] [33]. 
The design is completed by encryption layer acts as a operational layer which is security and 
trust that is at every stage of communication ensuring that even if one relay is compromised 
the content and source of the communication remain secure [31] [30]. 



80             B. S. Moses 

Fig 6 Dark Web Ecosystem 

2.2. Dark Web Social Networks 
The Dark Web Social Network (DWSN) is a social network platform laid on the dark web, 
accessed only through Tor. It imitates the traditional mainstream social media like Facebook or 
Reddit and their features (profiles, posts, likes, comments) but removes the surveillance, 
corporate control and identity tracking. It is often described as an experiment in anonymous 
social networking [39] [35]. 
The technical structure of DWSN has hosting which is running on .onion domains that are 
invisible to the standard search engines, has accounts where users create fake profiles without 
any real names, phone numbers or any verification. This has nodes of communication in which 
users can post, comment and communicate similar to standard social media. The security for 
DWSN is end to end encrypted with no tracking or surveillance [39] [41]. Social norms and 
hierarchies naturally emerge in the community that accepts moderating content, behaviour and 
formation of social groups [37] [40]. DWSN is frequently connected with criminal activities 
although not all the interactions are illegal [35] [37]. 
Some users maintain mainstream social media as well as dark web though they may use similar 
feed structure or posting styles to increase their credibility and reputations in dark web social 
network [39] [41]. DWSN is more than a social network, it replaces identity, surveillance, and 
corporate control with anonymity, reputation, and resilience [35] [37] [40] [41]. 
2.2.1. Model of DWSN 

This model proves us a multi layered framework to understand how a hidden online community 
work across encrypted areas [37]. 
2.2.1.1. Structural Layer 

The backbone of Dark Web communities is built from nodes, clusters and hidden service 
networks [37]. These clusters often form around shared purposes like marketplaces, ideology 
groups or service categories that creates a smaller subnetworks and hub activity [30]. The 
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overall ecosystem is highly fragmented in which most sites sit in modular clusters connected 
by only few bridging nodes making the Dark Web hard to fully map [4]. The way people move 
through these spaces is shaped by Tor’s hidden directories, relay circuits and entry points which 
decide how users find and join communities. Many of the nodes don’t last long as they’re 
encrypted, obscured or/and deliberately short lived so the network feels unstable [33]. Within 
this shifting landscape subclusters emerge based on shared interests, peer interactions and 
covert communication styles giving each community its own hidden identity [29]. 

2.2.1.2. Functional Layer 

This layer involves messages, commerce and role system capturing the practical operation like 
how the members/ users communicate throughout the network [34]. In Dark Web social 
networks people usually don’t interact in marketplaces, they also connect through encrypted 
forums, hidden message boards and even Telegram channels tied to cybercrime, while these 
spaces act like coordination centres where groups organize, share information and keep their 
activities running across different channels [42]. 

2.2.1.3. Behavioural Layer 

This layer contains identity play, deviance and peer influence showing how individuals act, 
adapt and use fluid identities in anonymous online sectors discarding the fear of personal 
exposure [20]. 

2.2.1.4. Forensic Layer 

This layer contains linguistic markers, timings and wallet traces left behind by the users 
addressed by forensics [52]. The dark web forensic protocols see through the timing patterns, 
browsing style and communication breaks [15]. 

Fig 7 DWSN Layered Model 
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2.3. Convergence with Mainstream Social media 

Convergence with mainstream social media describes how Dark Web communities and users 
interact across multiple digital layers (darknet platforms, surface web sites, and encrypted 
social applications). This convergence shows that dark web activity is fluid, jumping across 
platforms while preserving pseudonyms, posting habits and communication styles allowing 
users to maintain continuity in behaviour on different levels of anonymity [42] [43]. Encrypted 
apps such as Telegram and X (formerly twitter) are frequently used to recruit members into 
darknet communities, advertise illicit market place and spread criminal content [42]. 
Illustrating the case where Saha Roy et al. in 2024, a study of over 300 Telegram channels 
associated with cybercrime activities was conducted, detailing the information exchange 
between encrypted applications and darknet marketplaces, and vice versa [42]. 

Andrei and Veltri (2025) emphasized that dark web markets emulate specific social media 
dynamics, including reputation management, status indicators, credibility and interactions, 
which render behavioural patterns more apparent across many layers [43]. The blending of 
underground forums, darknet websites and encrypted channels into each other complicates the 
investigations as it creates the overlapping digital footprints on multiple platforms [44]. This 
shows that the dark web communities are not limited to isolated platforms [42] [43]. 
The underlining of how individuals move across multiple online platforms like from 
mainstream platforms to other online platforms and most probably into dark web communities 
is known as Cross Platform Radicalisation Pipeline. People often start on mainstream where 
algorithms or influencers expose them to provocative content. As curiosity deepens the users 
move into semi-private channels or platforms and eventually some join dark web social 
networks. 
Algorithmic Amplification on Surface Platforms 
Algorithmic amplification on surface platforms defines how recommendation systems work on 
certain content often sensational, polarizing or emotionally involved making it more visible 
and influential than it would be organically [60]. Recommendation systems don’t just mirror 
what people already like they quietly guide them to other things. Graph studies show that 
“watch next” algorithms can connect everyday topics to more extreme ones creating a path that 
users can see just by browsing normally [62]. 

3. Psychological Perspectives 
Psychological perspectives convey that the Dark Web is more than just hidden technology, this 
reveals how anonymity and reduced social regulation reshape human behaviour. When people 
feel unseen, their cognitive processes around risk shifts, emotions like curiosity, fear or 
rebellion control them and behavioural patterns emerge that would rarely surface in open online 
spaces. These factors influences in how individuals participate, interact and make decisions in 
closed environments which in fact lead to shaping communities built on secrecy and trust. 
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3.1. Identity, Anonymity and Persona Formation 

Anonymity on the Dark Web allows people to step outside their comfort zone and everyday 
identities, and create different personas that vary from who they are offline. In this hidden 
environment, users experiment with roles, adopt new masks and test boundaries in ways that 
reshape how they behave and interact. Trust is built not on real names or faces but on the 
consistency of these constructed identities, and social interaction takes place in communities 
where secrecy is the norm. 

3.1.1. Identity Experimentation 

The Dark Web’s online anonymity allows users to embrace pseudonyms to experiment with 
aspects of their personality that they might have been suppressing in real life. This 
experimentation enables self expression, role playing and exploration of alternative identities 
[20] [21]. Even though pseudonyms are anonymous users often maintain consistent styles, 
habits and reputational styles across forums and marketplaces to build a persona consistency. 
This builds credibility and trust within anonymous communities [25] [21]. 

3.1.2. Online Disinhibition Effect 

Online Disinhibition Effect describes how an individual’s behaviour shift when they go online. 
The screen creates distance and that distance loosens the usual restraints they face in day to 
day offline life behind anonymity and invisibility words spill out that might never be spoken 
face to face. It’s easier to be blunt, bold and even cruel because the immediate judgment isn’t 
there [45] this is a freedom without consequence, and that changes how people act, sometimes 
in ways that reveal sides of themselves they usually keep locked away. 

A psychological occurrence where anonymity excludes the social restraints, encouraging risk 
taking and unconventional behaviour that are uneasy behaviour to comply in real life 
experiences [45] [20]. This effect orient with the subculture theory which suggests that users 
adopt norms distinct from mainstream society which strengthen the urge of belonging within 
hidden networks [24]. 

3.1.3. Sensation Seeking Theory 

Sensation seeking theory tells that some people are wired to chase intensity. They crave the 
rush of new, risky, high energy experiences even when those experiences come with 
consequences of danger [64]. Zuckerman called them sensation seekers where people who feel 
most alive in environments that stir adrenaline and push limits. For them, the thrill often 
outweighs the risk, rules, consequences and even the possibility of harm don’t hit hard because 
the pull of excitement is much stronger than the actual harm [64]. That’s why unregulated 
spaces like the Dark Web can feel magnetic as they offer secrecy, danger and the chance to 
explore without boundaries just the way few people like. It’s not just curiosity it’s the need to 
feel something sharp, immediate and real no matter the cost is. 
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Risk taking is a vital component in dark web communities as anonymity, encrypted access and 
hidden services lower perceived threat levels. Users feel shielded from monitoring which 
sequentially motivates the engagement of users in illicit or high stakes activities [25] [21]. 
Risk-taking is not only criminal it also covers activism, dissent and experimentation with 
identity [24] [20]. 
Inclusive to this identity and persona formation on the Dark Web are deeply lace with 
anonymity, risk taking and social dynamics that shape users’ interactions and behavioural 
patterns that structure of hidden online communities [45][20][25]. 
3.1.4. General Strain Theory 

General Strain Theory states that the criminal behaviour is a reaction to any stress or frustration 
or negative emotional experience. When people hit walls like failing at something they value 
or losing someone or something important or being treated badly, the weight of that strain 
builds up inside, building anger, resentment and hopelessness that push people toward breaking 
rules or taking risks [66]. 

In those moments, crime or deviance can feel less like a choice and more like a release valve. 
It’s a way to push back and to grab the control they are lacking in the offline world or simply 
to numb the pressure. Not everyone reacts this way but for some the strain becomes too heavy 
and acting out feels like the only way to breathe again [66]. 

Fig 8 Characteristics 
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3.2. Group Dynamics and Community Influence 
Even though Dark Web communities work under anonymity, they are far from disorganized. 
They display strong social structures, internal norms and mechanisms of influence that shape 
user behaviour. 

3.2.1. Social Identity Theory 
People define themselves through the groups they belong to like nationality or religion class. 
Sorting people into “us” vs “them” known as ingroup – outgroup distinction. Aligning with 
groups that boost self-worth, favouring one’s own group over others, leading to group 
favouritism, stereotyping and prejudice as individuals seek to protect their self-esteem through 
group identity [68]. According to the theory, individuals long for positive social identity, 
meaning they want their group to be viewed favourably compared to others [68]. When their 
group status is threatened people may engage in defensive or competitive behaviours escalating 
to conflict or hostility or collective deviance in online contexts [68] 

3.2.2. Subculture Theory 
Subculture theory is that certain groups within society develop their own values and norms that 
clash with mainstream culture. Albert Cohen (1955) argued that juvenile delinquency often 
arises when marginalized youth form subcultures to cope with “status frustration”. Subcultures 
provide alternative systems of recognition and belonging, behaviours labelled “deviant” by 
wider society may be admired within the subculture. This explains why gangs or underground 
movements or countercultures normalize behaviours that outsiders don’t accept [69]. 

3.2.3. Social Learning Theory 
Social Learning Theory underlines that people learn behaviours by watching others more than 
experiencing directly. Observing and copying others’ actions and learning from the rewards or 
punishments others receive and socially approved [70]. Attention, memory and motivation 
shape what gets learned, this explains how aggression or kindness or even habits spread socially 
can be observed [71]. 

3.2.4. Peer Validation and Social Reinforcement 
Human need for recognition doesn’t fade in anonymity. Users long for approval, replies and 
seal of approval. Even people who go by pseudonyms participate in status-seeking activities 
such as distributing guides, posting information or taking part in debates in order to gain 
credibility and discover what is respected and what is mocked. Studies suggest that users 
modify their communication style and engagement based on feedback from other members 
providing a subtle yet lasting form of behavioural training (Hussein et al., 2024) [29]. 

3.2.5. Reputation Systems and Trust Formation 
Reputation becomes the currency of membership. Users with high reputation have more 
influence, better trading prospects and stronger social status. Low reputation means isolation, 
suspicion or exclusion. This reputation mechanism function similarly to like and upvotes on 
standard main stream platforms. For the trust formation, vendor rating, PGP signed messages, 
transaction history and user feedbacks carry out as trust building tools [22]. 
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3.2.6. Group Norms and Behavioural Regulation 
Norms act like invisible fences. Communities maintain informal rules that vary from what 
content is acceptable and how members should behave. Newcomers quickly learn these norms 
to avoid ostracism, initiated with ridiculing, warnings and exclusion. This creates a subtle 
governance structure even though it is a leaderless environment [21]. 

3.2.7. Trust in Anonymous Commerce 
Even with anonymity, the large-scale trade flourish because of collective trust mechanisms 
which are multi layered reputation, escrow systems, verified vendor badges, peer reviews, 
long-term pseudonym consistency all together, these reduce uncertainty and create a 
functioning economic ecosystem [22]. anonymity doesn’t erase trust it transforms it. In this 
community trust is no longer about knowing who an individual is, but about knowing how they 
behave over time. 

3.2.8. Social Reinforcement in Deviance 
Deviance becomes ordinary when everyone around look forward to it and applauds you for it. 
What starts as restriction can quickly feel like community approved behaviour. Repeated 
exposure to group norms normalizes deviant behaviour creates an echo chamber. Constant 
reinforcement by likeminded peers increases confidence in transgressive activities [29]. 

3.3. Motivational Model 
To understand why individuals are lured to Dark Web habitats it takes investigating both 
internal factors like psychological features, emotional requirements and social-contextual 
constraints like community norms, peer influence. Research consistently shows that 
participation doesn’t always means criminal intent, it is also driven by curiosity, belonging, 
empowerment and coping mechanisms. 
For instance, thrill seeking and deviance exploration provide a sense of novelty and arousal as 
anonymity creates a psychological buffer that makes boundary testing feel safe [46]. Curiosity 
often works as the doorway, luring users in with the appeal of the forbidden and lessening 
anxiety about studying taboo topics or hidden markets [47]. At the same time, the urge for 
belonging and community identity pushes individuals to create links through consistent 
pseudonyms, shared norms and recognition, bringing emotional pleasure that may be missing 
offline [47]. The Dark Web turns into a haven for those who are distressed, alienated, or lonely, 
where anonymity offers comfort, acceptance, and a sense of control [36]. Finally, power, 
control and autonomy motivate users to construct stronger, more competent personas to gain 
mastery by navigating hidden systems, acquiring cyber knowledge or participating in 
underground economies [46]. When taken as a whole, these motivations show that using the 
Dark Web is not just abnormal behaviour but rather a very human activity based on curiosity, 
belonging, empowerment and coping. 

4. Forensic Perspective 
Investigators face unique challenges compared to cybercrime cases because in dark web 
anonymity is reinforced through layered encryption, decentralized networks and intentional 
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change of identities. Forensic methodologies must be adapted, combined with technical 
analysis and behavioural interpretation to uncover illicit activities hidden within these 
environments. 

4.1. Digital Forensics 
Digital forensics is the process of gathering information from anonymous networks like Tor, 
I2P, hidden marketplaces and encrypted communication channels in the dark web. It combines 
technical fingerprinting with human behavioural profiling. This is to reconstruct hidden activity 
and link it to real world users despite anonymity, encryption and decentralization. 

4.1.1. Passive and Active Forensics 
Passive forensics is like standing in the shadows and observing what is happening without any 
interference. In this, investigators collect logs, metadata and traffic patterns that already exist 
in the network [1] [3], and if someone uses Tor, passive methods might move forward and get 
involved in analysing their entry/exit node traffic or recovering cached browser artefacts [5]. 
It’s quiet, low-risk but limited as one can only see what the system naturally reveals [7] [12]. 

On the other hand active forensics is more aggressive. It means probing the system, injecting 
traffic or even go as far as to compromise nodes to force leaks [14] [18]. Timing attacks, 
deliberate packet manipulation or setting up “malicious relays” fall here. It’s riskier because 
suspects may notice the interference but it can also expose hidden identities or connections that 
passive methods miss [1] [14]. 

4.1.2. Device Level Artefacts 
After the usage of Tor or I2P there will be few traces left behind by the users or members and 
the artefacts includes configuration of files, cached hidden service descriptors, registry entries 
and process logs [4] [11]. Even though Tor is built to minimise the traces left behind, 
researchers were able to recover artefacts in RAM, system swap files and temporary directories 
that can reveal the users browsing sessions, node descriptors and URLs [21] [22]. Browsers 
leave traces like cookies, cached images or history fragments, forensics teams often seize 
devices and recover these artefacts to prove not just Tor or I2P was used, but how it was 
configured and which services were accessed [4] [22] [21] [31]. 

4.1.3. Examination of TOR Traffic 
Tor traffic analysis is a forensic approach that looks at communication patterns within the Tor 
network, which encrypts data and sends it through several relays to anonymize users [49]. 
While Tor conceals IP addresses as well as the content, investigators exploit metadata such as 
packet timing, flow direction and session length to uncover hidden structures. Techniques like 
flow correlation, timing analysis, statistical anomaly detection and spatiotemporal feature 
fusion allow analysts to match traffic entering and exiting the network or distinguish Tor 
activity from normal encrypted traffic. In practice, this means that even when users believe 
they are invisible, their “digital heartbeat” the intervals at which they log in, the duration of 
their sessions and the rhythm of their interactions create a behavioural fingerprint. Much like 
recognizing someone by their walk even if they are wearing a mask, forensic experts can 
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identify suspicious communication patterns and build behavioural profiles, showing that 
anonymity in Tor is never absolute because human habits inevitably leave traces that can be 
read and reconstructed [48] [49] [50]. 

4.1.4. I2P Service Analysis 
I2P traffic and service analysis is a forensic technique that focuses on the Invisible Internet 
Project, an anonymity network that uses “garlic routing” to bundle multiple messages together 
and obscure communication paths [59]. Unlike Tor, which relies on onion routing and exit 
nodes, I2P highlights peer to peer connections which supports hidden services known as 
eepsites that remain entirely within the network. Investigators study traffic flow, tunnel 
signatures and peer profiling to identify suspicious nodes or recurring behaviours, since even 
in a decentralized system, communication patterns leave traces. I2P can be imagined as a maze 
with countless doors in which users may feel lost in the crowd but their repeated paths like the 
way they log in, the timing of their visits and the rhythm of their interactions become 
recognizable footprints. These footprints allow forensic analysts to reconstruct activity and link 
behaviours over time, showing that anonymity in I2P, like in Tor, is never absolute because 
human habits inevitably leave trails that can be followed [59]. 

4.1.5. Hidden Service Fingerprints 
Hidden service fingerprints are the subtle signatures that onion domain services leave behind, 
even when they try to cloak themselves in anonymity [48]. Technically, these services can be 
profiled through metadata, uptime patterns, TLS certificate quirks, HTML templates and 
posting rhythms with automated crawling and fingerprint extraction used to categorize them at 
scale. It is like recognizing the unique atmosphere of a café for its décor, the way the staff greet 
customers, or the rhythm of its busiest hours. In the same way hidden services develop their 
own “style” through consistent quirks and behaviours and investigators learn to read these 
patterns to track marketplaces, forums and illicit providers [49]. Even when domains migrate 
or rotate to avoid detection the underlying fingerprints remain allowing forensic analysts to 
follow the trail and connect communities across shifting digital landscapes [48] [49]. 

4.1.6. Blockchain and Cryptocurrency Tracking 
Blockchain and cryptocurrency tracking is a forensic method that focuses on following the 
flow of digital money across decentralized networks where investigators use techniques such 
as transaction graph clustering, taint analysis, wallet attribution, mixer detection and 
cross-chain tracing to uncover hidden financial relationships [48] [51]. Even though 
cryptocurrencies are often seen as anonymous every transaction leave behind a record on the 
blockchain, creating a trail that can be pieced together. In practice, this means that even in 
underground markets or illicit trades money cannot move without leaving footprints and those 
footprints become the map forensic analysts use to expose hidden economies and connect 
digital identities to real-world actors [48] [51]. However, mechanisms focused mainly on 
privacy like coinJoin, ring signatures and Monero’s confidential transactions usually 
complicates acknowledge, create fragmented or non likable results that challenge the 
blockchain tracking systems [33] [45]. 
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4.1.7. Timing and Correlation Attacks 
Timing attacks utilize the fact that data entering and leaving an anonymity network (like Tor) 
can be matched by its rhythm like when packets are sent, how big they are and how often they 
are sent [1] [3] [5]. Correlation attacks go one step further as they line up traffic patterns from 
two points to conclude that the same person is behind both streams [7] [12]. It works like an 
adversary watching traffic at two or more points in the network. They compare timing, volume 
and sequence of packets [7] [12]. Investigators don’t watch traffic anymore they just train 
machines to recognize the rhythm [14] [17] and advanced correlation methods are used like 
tools which include machine learning models, wavelet transforms and flow fingerprinting to 
line up streams of data moving through Tor [14] 17]. These techniques don’t just expose 
individuals they can uncover botnets, command-and-control servers and hidden services by 
spotting familiar behavioural patterns. Even when encryption holds, the timing of traffic often 
betrays identity. That’s why timing-based deanonymization is still one of the sharpest forensic 
weapons against Tor [1] [14]. 

4.1.8. Circuit Level Inference 
Tor hides users’ identity by routing traffic through a series or chain of relays called a circuit. 
Each circuit is supposed to be opaque which is no single relay should know both who the user 
is and where the user is going [3] [5]. Circuit level inference attacks aim to break that opacity. 
Investigators or adversaries study how circuits behave by knowing the timing, packet sizes and 
relay responses to guess which relays are in use and ultimately knowing who’s behind the 
traffic [16] [18]. Each relay has subtle advantages in how it handles traffic, by measuring these 
quirks attackers can infer which relays are part of a circuit and if multiple circuits share similar 
patterns, they may belong to the same user. By analysing how circuits connect to hidden 
services attackers can sometimes locate or deanonymize them [3] [12]. 

4.1.9. Device Forensics 
Device forensics highlights how local machines quietly record the traces of Dark Web activities 
even when users believe they have covered their tracks. Technically investigators can uncover 
evidence through Tor browser trails, onion bookmarks, cached fragments, RAM artifacts and 
configuration logs with volatile memory often retaining circuit data and page fragments long 
after shutdown [48]. Even when users attempt to erase their steps small fragments remain an 
overlooked bookmark, a timestamp buried in system logs or a cached page fragment that 
together reveal the rhythm of their online journey. Forensic analysts read these fragments much 
like piecing together torn pages of a journal, reconstructing timelines and behaviours to show 
that devices inevitably betray the hidden paths their owners have taken [48] [50]. 

4.1.10. Metadata, Timestamps and Session Reconstruction 
Metadata, timestamps and session reconstruction reveal how even the smallest digital traces 
can expose the rhythms of human behaviour [49] [51]. Accordingly, investigators examine 
micro artifacts such as system timestamps, file metadata and synchronization logs correlate 
them across devices, networks and even blockchain transactions to build unified behavioural 
profiles. Forensic analysts can piece together timelines, reconstruct sessions and connect 
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seemingly fragmented activities into a coherent process, proving that anonymity often falters 
in the face of human routine [49] [51]. 

4.1.11. Linking Multiple Pseudonyms 
Linking multiple pseudonyms is a forensic process that shows how anonymity often falters 
when human behaviour is examined closely [50] [51]. Investigators rely on linguistic forensics, 
stylometry and behavioural modelling to compare writing styles, vocabulary choices, posting 
rhythms and interaction habits across different platforms. These methods allow authorship 
attribution connecting a Dark Web persona with a surface web identity. No matter how many 
pseudonyms a person adopts their unique way of expressing themselves the consistency of their 
tone or the rhythm of their activity becomes a signature that can be traced. Forensic analysts 
read these subtle cues to pierce the veil of anonymity proving that masks may change but the 
underlying identity often shines through [50] [51]. 

4.2. Social Media Forensics 
Social medial forensics involve extraction, preservation and analytical interpretation of digital 
traces across platforms like X, Reddit, Telegram, Instagram and Facebook. These traces include 
linguistic markers, metadata, interaction graphs and temporal patterns that help investigators 
identify users, reconstruct behaviour and map social networks. Every post, like or message acts 
as a footprint in someone’s digital diary. Even when deleted, fragments remain that tell the 
story of human interaction. 

4.2.1. Open Source Intelligence 
Open-Source Intelligence (OSINT) is the practice of collecting and analysing the data or 
information which is publicly available like social media posts, news articles, websites and 
government records that are posted for the public, to generate actionable insights. It’s widely 
used in national security, law enforcement, cybersecurity and even business research [72]. 
OSINT is said to be an intelligence derived from open sources, the information that anyone can 
access legally and publicly, this is to turn raw and scattered data into meaningful knowledge 
that supports decision making [72]. OSINT works like a bridge from the open web and seeing 
where they lead. Even though when people think they’re hidden in darknet spaces and think 
they can’t be traced back, they often leave tiny traces like usernames reused across platforms, 
writing styles that feel familiar or bits of infrastructure that connect back to the surface web. 
Investigators piece those fragments together showing how anonymity can crack under the 
weight of everyday habits [72]. 

4.2.2. Content Analysis and Linguistic Profiling 
Content analysis in social media forensics is about uncovering the unique “voice” that people 
carry with them online even when they try to remain anonymous. Forensic investigators look 
at all the texts, captions and multimedia to detect any style markers, identity clues, sentimental 
and behavioural clues that disclose any consistent habits in how someone communicates. 
Advanced forensic pipelines like the ones that were developed by Shahbazi & Byun (2022), 
use techniques such as stylometry, token frequency analysis and semantic modelling to expose 
linguistic fingerprints that carry across different accounts on different online platforms [52]. 
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Similarly, multimodal frameworks that was introduced by Pasquini et al. (2021) showed that 
when linguistic and visual content are combined, then authorship patterns would become even 
clearer, allowing analysts to connect activity or users across different platforms [53]. This 
means that the way people write, caption images or choose visuals online becomes a signature 
that follows them wherever they go enabling investigators to trace pseudonyms back to the 
same individual [52] [53]. 

4.2.3. Time Pattern Analysis 
Time pattern analysis in social media is about uncovering the pattern of human activity hidden 
within digital timelines by forensics. It focuses mostly on data posting times, daily cycles of 
activity, weekly routines and the intervals between messages that has been sent, eventually built 
a picture of when and how people interact online. Study on conversational forensics such as 
the Direct Message Time Series (2024), showed that combining sentiment with timestamp 
assembling can reveal the behaviour that is escalating, stress indicators or coordinated group 
actions [55]. The users’ online behaviour follows patterns like irregularities, synchronized 
bursts of activity or sudden shifts in posting rhythm often signal deeper issues from 
psychological distress to account taken over by other people or organized attacks. By listening 
to these digital heartbeats, forensic investigators can recreate the timelines that expose not only 
what happened but also the emotional and behavioural context behind it [55] [52]. 

4.2.4. Metadata Extraction and Device Linkage 
Metadata extraction and device linkage in social media forensics highlights how even the 
smallest technical traces can betray identity. Metadata includes elements such as timestamps, 
device indicators, deletion traces, app logs and time zone offsets all of which provide 
investigators with clues about user behaviour. Studies and Researches by Çakır & Karataş 
(2024) confirmed that mobile device forensics can recover information network from platforms 
like WhatsApp, Instagram, Telegram and Facebook including deleted messages, session 
tokens, media metadata and accounts that have linked identifiers makes it possible to correlate 
social media actions with physical devices [54] [52]. A time zone balance, a cached log or a 
deleted message can continue across multiple accounts, forming a fingerprint that links 
pseudonyms together or expose the concealed accounts [54] [52]. 

4.2.5. Social Network Mapping and Relationship Graphing 
Social network mapping and relationship graphing in social media is about uncovering the 
hidden structure of online communities by forensics. Graph based forensic modelling is used 
to identify communication clusters, influencers and secret networks all while representation 
learning frameworks (2024) showed that implanting extracted from social media graphs can 
reveal hidden roles, leadership hierarchies and pathways of huge and secretive information 
flow within deviant groups [56]. Even in anonymous spaces people naturally form networks 
with leaders, followers and bridges between communities. By mapping these digital 
relationships, forensic investigators can reconstruct the social fabric of hidden groups exposing 
influence patterns and secret connections that rather remain invisible if not dug out [56] [52]. 
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4.2.6. Sentiment Analysis and Psychological Reconstruction 
Sentiment analysis and psychological reconstruction in social media works on uncovering the 
emotional currents that run through digital interactions connections by forensics. Sentimental 
forensic analysts detects if there are any signs of aggression, emotional escalation, coercion or 
grooming patterns while on the other hand advanced models such as the 2024 direct message 
forensic framework demonstrate how mapping sentiment orbit like the shift from anger to fear 
to compliance can lay out a deep psychological insight into both offenders and victims [55]. 
By combining sentiment data with temporal data after analysis, investigators can identify 
phases of radicalisation, harassment cycles or pre-attack signals. These emotional fingerprints 
allow forensic analysts to reconstruct not just what was said, but also the psychological journey 
behind those fingerprints exposing the human vulnerabilities and pressures that shape online 
behaviour [55] [52]. 

4.2.7. Cross Platform Behaviour Timeline Reconstruction 
Cross platform behaviour timeline reconstruction in social media forensics is about weaving 
together the scattered threads of a person’s digital life [52] [54] [55] [56]. It integrates linguistic 
patterns, metadata traces, temporal signatures and social-network embeddings to build a unified 
picture of activity. By matching posting styles and time windows forensic analysts can connect 
surface web activity to encrypted apps, link Telegram channels to Reddit posts and tie 
anonymous pseudonyms back to real world device logs [56], showing that even when people 
try to fragment their identities across multiple spaces, their habits, rhythms and digital 
footprints inevitably connect allowing investigators to follow the continuity of behaviour with 
high reliability [52] [54] [55] [56]. 

Fig 9 Cross Platform Behaviour 

4.3. Combined Forensic and Psychological Profiling 
Combining forensic and psychological profiling is a influential investigation approach that 
joins both digital evidence analysis and human behavioural analysis where in dark web 
communities technical traces are not sufficient to identify the users’ profile allowing analysts 
to deduce user’s role, group influence and risk levels [57] [58]. 
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Hybrid forensic and psychological approaches meld traditional digital forensics (traffic 
analysts, metadata tracking) with psychological indicators to create a user’s profile richer. This 
hybrid strategy allows the mapping of social hierarchies, reputation influence and possible 
endangerment within dark web networks [57] [58]. Understanding behavioural signatures in 
company with digital artifacts builds the predictable capabilities for future risk assessment and 
investigative prioritization in dark web communities [36]. 

5. Digital Shadows: Identity Traces across Platforms 
Even though dark web is strictly encrypted there are few subtle traces that are left behind by 
the users as they move across the platforms, these subtle traces become a pattern known as 
digital shadow. These patterns include certain phrases maintaining them persistently and 
certain forum categories across different platforms [36] [22]. 
Digital Shadow are influential in profile reconstruction that enables to predict the behaviour of 
users and possible escalation in illicit activities. By adding up to activity across multiple forums 
and platforms analysts are able to perform cross platform identity linking [36] [22] [20] [21]. 
Interest profiling and cryptocurrency wallet reusing contribute further to the traces along with 
behavioural consistencies and community participation [36] [21]. 

Fig 10 Digital Shadows 

6. Methodology 
This study view as a systematic narrative review approach to explore the Dark Web from 
psychological, social and forensic viewpoints. This Review paper aims to understand the Dark 
Web's structure and behaviour in anonymous environments along with the creation of Dark 
Web social networks and the forensic challenges that is involved in investigating illegal 
activities carried out through hidden services. 
Academic literature published mainly between 2019 and 2025 was gathered from recognized 
scholarly databases like Scopus, Web of Science, IEEE Xplore, SpringerLink, Google Scholar, 
and PubMed. Using keywords such as Dark Web, anonymous networks, Dark Web social 
networks, online identity, forensic investigation, cyber forensics and digital evidence in various 
combinations to find relevant studies. 
Both research papers and high quality review articles are included to ensure the coverage of 
the dark web. For the psychological perspective, analysation of studies from forensic 
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psychology and cyberpsychology to examine identity construction, anonymity, persona 
formation and behavioural patterns in hidden online environments. Literature on social 
interaction, trust development and deviant behaviour in anonymous settings was included to 
support the discussions about Dark Web social networks. 
For the forensic perspective, the review included research on digital forensic methods used in 
Dark Web investigations, such as evidence collection from encrypted networks, behavioural 
profiling, transaction analysis and the limitations caused by anonymization technologies. Legal 
and procedural literature related to the admissibility and evaluation of digital evidence was 
evaluated for better understanding of forensic practices within judicial frameworks. 

7. Result 
The integrated review of Dark Web architecture, social-network evolution, psychological 
theories and forensic methodologies reveals that these domains are interconnected thoroughly 
and deeply. When explored and examined together they show a consistent and compatible 
pattern. 

The dark web can be understood entirely as a hidden dimension which works parallel to normal 
digital environment mainly built on the principles of decentralised and anonymity and its 
architecture is meticulously planned and built without any accidents with the help of some tools 
like Tor, onion routing, hidden services, relay circuits and decentralised hosting. 

There is a clear convergence between hidden Dark Web platforms and mainstream social media 
environment unfolding in two important and major ways. 

The psychological dynamics shaping Dark Web behaviour reveal that anonymity does not just 
make actions random it magnifies existing human tendenciesUltimately, the Dark Web predicts 
behaviour not because it invents new psychology, but because it intensifies already existing 
universal processes like curiosity, thrill-seeking, identity exploration and peer reinforcement 
within a space where boundaries feel dissolved. 

8. Discussion 

The findings of this review make it clear that the dark web cannot be captured through a single 
disciplinary lens as it emerges like a complex intersection of technological architecture, 
psychological dynamics, social-network evolution and forensic traceability. Within this 
environment, anonymity enables freedom, curiosity, deviance and community formation, while 
human behaviour remains consistent enough to leave persistent forensic patterns. 
The results suggest that the Dark Web operates less as a purely technical space and more as a 
behavioural ecosystem shaped by anonymity. Technical structures such as onion routing and 
hidden services provide the foundation for invisibility but it is the psychological response to 
that invisibility identity experimentation, disinhibition, thrill-seeking that drives how 
individuals behave. Technology does not create deviance on its own instead it creates 
conditions that allow dormant or borderline psychological tendencies to surface without 



  95 Digital Shadow Frontiers: Forensic Perspectives on Dark Web … 

restraint. In this way, the Dark Web became a space where users actively negotiate identity, 
emotion, risk and belonging free from the restrictions of offline norms. 

Fig 11 Key-Users Motivation 

Dark Web interactions are increasingly converging with mainstream social media platforms 
which is blurring the boundaries between hidden and public digital spaces. The rise of Dark 
Web Social Networks (DWSN) shows how underground communities now imitate familiar 
features profiles, posts, comments, likes and reputation systems all while removing 
surveillance and identity checks. At the same time, constant migration between hidden forums, 
encrypted apps and surface web profiles creates behavioural bridges that link anonymous 
identities with public ones. This convergence has two major consequences, one is hidden 
deviance becomes socially organised with micro-cultures forming around shared norms and 
the other is trust systems much like those on Instagram, Reddit, or X and digital identity 
becomes multi-layered as users carry consistent styles, habits, and emotional tones across 
platforms. Together, these dynamics suggest that the divide between “dark” and “surface” web 
communities is narrowing, with behaviour in one sphere increasingly shaping and reinforcing 
behaviour in the other. 
Dark Web activity is driven by predictable psychological forces as shown through the 
integration of identity theories, disinhibition models, strain theory, social learning and 
subculture theory. From a behavioural science perspective, the Dark Web became a unique lens 
into how identity, emotion and group belonging can be seen when social accountability has 
been stripped away that reveals the raw dynamics of human psychology in its most raw form. 
One of the most striking insights is the paradox of anonymity, even in fully anonymised spaces 
users leave behind consistent behavioural traces that can be identified. Network forensics, 
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metadata patterns, blockchain trails, device artefacts, OSINT and stylometric analysis all point 
to the same conclusion that is technology may conceal identity but it will take behavioural 
showcasing that exposes the person. This has two important implications. First, forensic 
methods succeed by exploiting human consistency, tracing patterns in writing style, timing, 
cryptocurrency activity, device signatures and cross-platform migration. Second, behaviour 
itself becomes a stronger identifier than technical footprints, since psychological and 
behavioural habits remain stable even when technical anonymity is flawless. In this way, the 
Dark Web is not an impenetrable environment but a space where forensic insight is gained by 
studying how human behaviour interacts with anonymity rather than by breaking encryption. 
The central contribution of this review is that the recognition that the Dark Web can only be 
understood through interdisciplinary integration. The integrated findings carry several 
important implications for research, policy and forensic practice. Researchers should embrace 
multi method frameworks that can combine behavioural analysis, OSINT, network forensics 
and psychological theory to capture the full variety and complexity lies in the Dark Web 
activity. 
In summary, these insights demonstrate that interdisciplinary interpretation is the only way to 
fully understand Dark Web behaviour. The discussion shows that the Dark Web is best 
conceptualised as an anonymity-driven psychological and social ecosystem, deeply connected 
to surface-web platforms and highly accessible to forensic reconstruction. The interaction 
between anonymity, identity, community dynamics and behavioural consistency not only 
shapes how an individual act within the hidden spaces when no is monitoring them but also 
provides the forensic investigators to come to a specific conclusion of interpreting and tracing 
those actions. In this way, the Dark Web emerges as a human environment built on 
technological foundations where concealment and behaviour coexist in a paradox of invisibility 
and traceability. 

9. Limitations 
Despite offering an integrated understanding of Dark Web behaviour through technological, 
psychological, social and forensic perspectives there are several limitations of this review. 
These limitations arise from the internal characteristics of the Dark Web where secrecy, 
volatility and restricted access can make systematic or technical observation tiresome and 
burdensome. Methodological barriers in the dark web further makes it difficult for the research 
including dependence on only a piece of datasets, ethical restrictions in studying illicit activity 
and the challenge of verifying identities across hidden and surface platforms. 
A major limitation in Dark Web research is the availability of reliable data which is restricted. 
Hidden services frequently appear and disappear, migrate or re-emerge under new identities 
making the long term observation difficult. As a result, many studies rely on small samples 
from specific forums, temporary snapshots of marketplace activity, datasets captured before 
takedowns or partially anonymised leaks. These sources provide valuable insights but remain 
incomplete creating a gap between the behaviour that can be observed and the broader evolving 
reality of Dark Web communities. 
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A significant limitation in Dark Web research is the instability and fragmentation of hidden 
platforms. These spaces are marked by short lifespans, inconsistent uptime, server migrations, 
mirrored sites and frequent shutdowns all of which disrupt continuity and make sustained 
observation difficult. As a result of tracking behavioural patterns and community evolution 
over time becomes highly challenging. The unpredictability of hidden networks limits the 
scope of long term studies and the findings often risk becoming old fashioned for the current 
conditions. 
A major limitation in Dark Web research arises from ethical and legal restrictions. Researchers 
are generally prohibited from directly engaging with illegal marketplaces and participating in 
criminal forums, interacting with users or collecting identifiable data. As a result of this, most 
of the studies rely on observing the secondary datasets or simulated environments which will 
provide only partial insight or partial peek into the hidden communities. While these 
approaches ensure following rules that lie with ethical standards and they often restricting the 
depth of behavioural analysis particularly when it comes to understanding abnormal motives, 
group dynamics and the operational realities of criminal networks. 

A key limitation of this review lies in the bias inherent to psychological interpretation. Most 
insights are indirect, inferred from digital behaviour rather than direct assessment which limits 
their precision. User motives cannot always be verified as anonymity makes it difficult to 
distinguish genuine identity shifts from role-playing or deliberate deception. Psychological 
profiling also risks overgeneralisation since Dark Web users are far from a homogenous group. 
While psychology provides valuable information for understanding behaviour it cannot 
definitively determine what the user’s intention or personality traits are and its conclusions 
must be treated with caution. 
A final limitation is the rapid evolution of hidden ecosystems that often outpaces the ability of 
academic research to document them. New anonymity technologies, encryption methods, 
marketplaces and communication routes emerge continually reshaping the ecosystem faster 
than studies can adapt to the previous one. Findings based on current platforms such as Tor, 
I2P or Telegram convergence may quickly lose relevance as decentralised peer to peer darknets 
expand privacy enhanced cryptocurrencies developed and AI driven anonymity tools started to 
appear. This constant fluidity mean that the conclusions drawn by the researches from present 
conditions risk becoming outdated underscoring the need for ongoing and adaptive approaches 
to study the Dark Web. 
The overall limitations highlight that Dark Web research faces persistent barriers or end wall 
in data access, ethical feasibility, psychological inference and forensic certainty as researchers 
were not given fully accessibility in the dark web. The dynamic nature of hidden networks 
combined with fragmented datasets and disciplinary vault restricts the stability of findings. 

10. Future Directions 
The integrated findings of this review revealed several essential pathways for future research 
across the technological, psychological, social and forensic sectors of the Dark Web. As hidden 
networks continue to evolve and merge with surface web ecosystems, future work must adopt 
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interdisciplinary, adaptive and ethically related approaches more. This means developing 
methods that combine technical forensics with behavioural science, embedding psychological 
insight into social-network analysis and designing policy frameworks that balance security 
with privacy. Researchers must also remain updated to the rapid evolution of hidden 
ecosystems, ensuring that findings remain relevant as new technologies, currencies and 
anonymity tools emerge and not staying in the out dated technologies. 
Future research must prioritise the development of ethical frameworks that enable deeper 
behavioural and social investigation without exposing participants. Key directions include 
combining psychological profiling of the users with blockchain and metadata analysis 
combining Dark Web Social Network (DWSN) modelling with linguistic and emotional 
behaviour tracking also by developing forensic tools introduced by psychological theory such 
as strain based behavioural signatures. This integrative approach will provide richer and more 
accurate models of Dark Web activity capturing both its technological foundations and its 
human dynamics. 
Future research must focus on improving cross platform behavioural attribution, recognising 
that digital identity often extends across Tor, I2P, Telegram, Reddit and mainstream social 
media platforms. Key directions include the development of more robust behavioural biometric 
systems, machine learning systems that are capable of detecting pseudonym consistency across 
multiple platforms and advanced stylometric techniques that could identify intentional 
disguise. Graph based identity linking tools that merge OSINT, cryptocurrency traces and 
behavioural signatures will also be essential. 
Future directions include developing methods for analysing decentralised darknets such as 
Freenet and IPFS based hidden networks creating forensic tools tailored to privacy enhancing 
cryptocurrencies like Monero and Zcash and advancing traffic correlation techniques capable 
of handling multi hop distributed routing. AI-assisted RAM and memory forensics, alongside 
automated extraction of hidden-service fingerprints will further strengthen investigative 
precision. The pace of technological changes demand equally dynamic forensic innovation 
which ensures that law enforcement and researchers can continue to trace activity within 
increasingly complex hidden ecosystems. 
Future research must deepen the exploration of psychological traits that operates behind Dark 
Web involvement. Key areas include examining how identity experimentation evolves across 
digital layers analysing the emotional and cognitive processes that hold up the deviance 
migration from the surface web to deeper hidden spaces and investigating the role of trauma, 
isolation or strain that motivates the participation in dark web. Expanding psychological insight 
in these areas will strengthen profiling, prevention and intervention strategies allowing for a 
more nuanced understanding of the human factors that sustain hidden digital ecosystems. 
Future research must focus on mapping the evolution of Dark Web Social Networks (DWSNs) 
as complex social ecosystems. These networks are expanding rapidly and understanding their 
dynamics requires analysing and emerging into governance systems such as trust levels, 
hierarchies as well as examining how subcultures form and migrate across platforms. Applying 
social network analysis techniques can help model the outline of the lifecycles of dark web 
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communities while also tracking the spread of misinformation, extremist ideology, commerce 
and deviant behaviour will reveal how influence circulates within these hidden spaces. Viewing 
DWSNs as evolving ecosystems will provide a more inclusive perspectives which enables 
better prediction of threat trajectories and community resilience. 
AI is rapidly developing and reshaping both anonymity and forensic detection making its 
influence one of the most significant areas for future study. On the anonymity side, AI-
generated identities, linguistic masking and deepfake technologies are increasingly used to 
obscure user presence in hidden markets. At the same time, large language models are being 
exploited for phishing, fraud and cybercrime, while automated moderation systems are 
emerging within darknet forums to regulate discourse. AI-augmented forensic tools promise 
more experienced tracing and identifying the cause or origin but they must withstand the 
growing complexity of AI driven concealment. 
Stronger versatile alliance that is bridging technology, psychology, criminology and social 
science will provide richer and more unified understandings. Finally, ongoing analysis of 
emerging anonymity innovations and AI influences will be crucial for keeping relevant data 
for research. Together, these directions will enable a more than subtle understanding of the 
Dark Web’s evolving behavioural landscape and support more effective strategies for analysis, 
monitoring and in forensic investigation. 

11. Conclusion 

The Dark Web isn’t just a hidden network of servers and codes, it’s a living ecosystem shaped 
by people, their identities and the choices they make when anonymity gives them freedom. 
Behind the encryption and onion routing systems, there are communities that look surprisingly 
familiar, they build trust form subcultures, share norms and carry their behaviours across 
platforms in ways that mirror everyday social media. 
Anonymity changes how people act but it doesn’t erase the human patterns underneath. Identity 
play, disinhibition, coping with strain and group influence all leave traces of emotion and 
behaviour that can be studied. Even in spaces like dark web which is designed to conceal 
people’s identities but individuals still seek validation, consistency and belonging. 
Forensics shows us that “perfect invisibility” rarely exists. Habits, writing styles, metadata and 
rhythms of activity leak through the cracks allowing investigators to connect dots across 
platforms. What exposes people isn’t only the technology but the human element which is the 
fingerprints of behaviour they carry with them. 
Taken together, this review shows that the Dark Web is best understood as a human driven 
environment; i.e., technological in its architecture, psychological in its motives, social in its 
communities and forensic in its traces. To truly grasp it, we need to bring these perspectives 
together. As AI, encryption and convergence with mainstream platforms accelerate its growth, 
interdisciplinary approaches will be the only way to keep pace not just to analyse or monitor 
but to understand the human stories unfolding inside hidden networks. 
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