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Abstract:

The rapid advancement of deepfake technology has made it increasingly challenging

to distinguish between real and manipulated digital content, raising significant
concerns for public trust, privacy, and security. While detection methods have
progressed to identify forgeries generated by GANs and diffusion models, most
approaches rely on static and homogeneous training data, which does not reflect the
evolving landscape of deepfake generation. Although several review studies exist,
there is no comprehensive survey providing a systematic overview with unified
evaluation metrics. Continual deepfake detection, which aims to adapt to new
manipulations without forgetting previously learned knowledge, has received limited
attention and faces challenges such as taskidentification dependencies and
computational overhead. This survey consolidates existing research on detection
methods, continual learning strategies, datasets, and associated challenges. It provides
a taxonomy of approaches and highlights open problems to guide the development of
robust, adaptable, and future-proof deepfake detection systems.

Keywords: Continual Learning, Catastrophic Forgetting, Deepfake Detection,
Generative Models, Multi-modal Analysis, Prompt-based Optimization.

1 Introduction

Our digital lives have come a long way, from just capturing special moments to
creating realistically rendered synthetic ones. One of the most interesting and divisive
outcomes of this evolution is the emergence of deepfakes. The term combines "deep
learning" and "fake", referring to Al-generated content such as images, videos, text,
and audio that convincingly blur the boundary between reality and fabrication. and
offers promising applications in fields like accessibility, entertainment, and education.
Although deepfake offers promising applications in fields like accessibility,
entertainment, and education. However, their misuse has raised severe concerns. These
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include the spread of misinformation, identity theft, fraud, cyberbullying, and political
propaganda. These threats not only endanger individual privacy and security but also
undermine public trust and the integrity of digital media. Given these emerging threats,
the development of robust deepfake detection methodologies constitutes a research
priority with significant practical implications. Such detection frameworks serve not
only as technical countermeasures but also as essential safeguards for individual
privacy rights, institutional integrity, and broader social cohesion.

Deepfakes are generated or manipulated using advanced deep learning techniques,
such as convolutional neural networks (CNNs), recurrent neural networks (RNNs),
generative adversarial networks (GANs), variable autoencoders (VAEs), and diffusion
models (DMs). Detecting deepfake content remains a research challenge due to the
high realism of the generated outputs and the continuous evolution of manipulation
techniques, including face-swapping, lipsyncing, puppeteering, voice conversion, and
natural language processing (NLP) [1]. The widespread availability of user-friendly
deepfake tools such as DeepfakesWeb, DeepFaceLab, FaceApp, ChatGPT, DALL-
E2, and Midjourney has enabled even non-expert users to produce highly convincing
synthetic content[2]. Although this democratization of generative technology has
opened up creative avenues, it also poses significant challenges for security, privacy,
and public trust. In recent years, deepfake content has increased at an alarming rate.
According to CyberNews!, the number of fake videos online doubled every six months
between 2018 and 2020, growing from approximately 8,342 in mid-2018 to over a 1
million in April 2021. More recent estimates indicate that by 2023, nearly 500,000
fake videos were circulating on social networks. As illustrated in Fig. 1, this trend is
projected to escalate dramatically, with the volume of deepfake videos expected to
reach nearly a 8 million by 2025, a trajectory that underscores the continued
exponential growth of this phenomenon.

Deepfake detection methods have been the subject of extensive investigation. The
majority of current research creates deepfake detectors in static environments using
uniformly huge datasets. However, as deepfakes continue to develop in increasingly
complex and varied forms, new techniques must be developed on a continuous basis.
Deepfakes actually constantly appear in practice using a variety of hidden designs,
making detection techniques a dynamic problem. The issue of catastrophic forgetting
must be mitigated by detectors that can adjust to new forgeries while maintaining the
knowledge of earlier ones. This problem has not been thoroughly examined in the
literature, despite its importance, which is why this survey is necessary. We
specifically analyse the state-of-the-art detection techniques, investigate how constant
learning can help with catastrophic forgetting, and point out unresolved issues to
direct future studies.

! https://cybernews.com/cyber-pros-spooked-by-deepfake-statistics/
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1.1 Motivation

The dynamic nature of deepfakes necessitates detection techniques that transcend
static training assumptions. Models may gradually learn from novel and invisible
modifications with continuous deepfake detection, all without sacrificing performance
on more established forgeries. There is still a dearth of research
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Fig.1. Estimated Growth of Deepfake Content (2019-2025).

in this field, and current methods, particularly those that use vision-language models,
frequently run into problems like task-identification dependencies and high
computing costs. By offering a thorough analysis of detection techniques, looking at
continual learning approaches, evaluating datasets, and pointing out unresolved
issues, this survey seeks to close this gap. We hope to direct the creation of reliable,
flexible, and future-proof deepfake detection systems by compiling current
knowledge and offering a structured taxonomy.

1.2 Scope of the Survey

This subsection reviews state-of-the-art (SOTA) surveys on deepfakes. Table. 1
provides a comparative analysis between our survey and existing surveys. This survey
provides a comprehensive review of deepfake generation and detection research in
text, image, video, and audio modalities, addressing notable gaps in previous surveys.
Prior work has largely focused on facial manipulations and video deepfakes while
underrepresenting detailed examination of emerging challenges such as catastrophic
forgetting and continual learning, which are critical for developing adaptive and
robust detection systems in dynamic real-world scenarios.

1.3 Survey Contributions

The key contributions of this survey are as follows: (1) A Unified Generation Models:
GANs, CNNs, and Diffusion Models. (2) A Comparative Analysis of Generation &
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Detection Methods - A comprehensive review and comparative analysis of state-of-
the-art detection methods based on their precision, efficiency, and scalability. (3)
Addressing Catastrophic Forgetting — An analysis of catastrophic forgetting in
detection models and strategies for continual learning. (4) Taxonomy of Challenges
and Open Problems — A new taxonomy of key challenges, including dataset gaps,
adversarial robustness, and generalization of cross-modalities, to guide future
research.

Table 1. Comparative Analysis of Existing Deepfake Surveys

Author Year |Strengths Limitations
Yadav et al. [80] |2019|Discussed benefits and |Limited coverage on
drawbacks of detection; no

deepfakes and their ~ |taxonomy, audio
generation methods.  |detection, or dataset

listing.

Ramadhani et al.|2020|Presented a taxonomy |Audio detection not
[81] focused on video addressed.

deepfake detection;

briefly mentioned

datasets.
Katarya et al. 2020|Covered image, video, |Lacked detailed
[82] and audio deepfake explanations and

detection concisely.  |dataset list.

Tolosana et al.  |2020|Detailed overview of|Limited to  facial
[18] facial manipulations|content; audio and
and detection methods. |datasets not covered.
Yu et al. [83] 2020Examined  deepfakeBrief coverage of]
detection techniques in|datasets; no  audio

depth. detection.
Mirsky et al. [84]|2020|Focused on deepfake|Detection, taxonomy,
generation techniques. |datasets, and
audio not fully
discussed.
Nguyen et al. 2021|Discussed generation |Audio detection and
[85] tools, detection datasets missing.
taxonomy, and video
deepfakes.

Abdulreda et al. |2022|Extensive focus on|Limited coverage of]
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[86] facial manipulation|detection, audio, and
techniques. datasets.

Masood et al. 2022|Emphasized ML-based|Did not cover

[87] detection for audio and|adversarial training
video. foundations.

Tao Zhang [88] |2022|Analyzed datasets and|Lacked = GAN-based
benchmarking adversarial training
challenges. details.

Patil et al. [89] |2023|Highlighted biologicalNo taxonomy of
classifiers and distance|classifiers.
metrics in detection.
Dhesi et al. [90] |2023|Explored adversarial|Limited explanation of]
learning approaches. |perturbation
generation.

Yogesh et al. [91]| 2023|Comprehensive Did not cover signal-
taxonomy for audiollevel features and
and video detection,|transfer learning.
datasets, and features.
Gan Pei et al. [1] |2024|Up-to-date survey with|Limited  detail on

structured ethics, challenges, and
benchmarking across|dataset diversity.
applications.

This survey 2025|Covers  single- and|-

multimodal detection,
including continual
learning and
catastrophic forgetting.

1.4 Organization of the Survey

This survey is organized as follows. In Section 2, we present a detailed taxonomy of
deepfake contents, covering different types of manipulations including image, video,
audio, and multimodal forgeries. Section 3 reviews the deepfake detection methods,
categorizing them based on features, modalities, and learning approaches, from
classical techniques to modern deep learning solutions. In Section 4, we discuss
catastrophic forgetting and continual learning, highlighting challenges in maintaining
detector performance across evolving deepfake techniques. Section 5 provides a
comprehensive overview of datasets, detailing their modalities, sizes, and
characteristics that are essential for training and evaluation. Section 6 offers a
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discussion on results and current insights and future scopes, addressing limitations
and open research challenges in deepfake detection. Finally, Section 7 concludes the
survey with a summary of findings and reflections on the current state and future
prospects of deepfake research.

2 Taxonomy of Deepfake Contents

Manipulated content comes in various forms, each posing unique detection challenges
and potential risks to individuals. Deepfakes are broadly categorised into image, video,
and audio types. Video deepfakes often consist of manipulated frames, essentially
images. Some deepfakes combine audio and video to create lip-sync videos. Fig. 2
summarises the taxonomy of deepfake content.

Image and video deepfakes primarily rely on manipulated techniques, which can be
classified into four main types: entire face synthesis, identity swap, attribute
manipulation, and expression swap. Entire face synthesis uses GANs such as StyleGAN
to generate non-existent synthesis faces, often for fake profiles [3]. The identity swap
replaces one person’s face with another, as seen in the ZAO app, enabling the spread
of fake news or inappropriate content. Attribution alters features such as skin tone, hair
colour, or gender, while expression swap changes facial expressions, demonstrated by
tools like Face2Face and NeuralTextures. Full-body puppetry, another form of
manipulation, transfers a person’s body movements onto another’s body. Audio
manipulations include voice swapping, which changes voice to mimic another, and
text-to-speech, which generates audio from text. Voice conversion techniques are
further divided into parallel (altering voice characteristics while keeping content intact)
and non-parallel (changing both voice and content), both can be exploited for
misinformation or scams.

All aforementioned Deepfake manipulations pose distinct challenges, making it
difficult to design a universal system capable of accurately identifying all variants
across diverse generation techniques. This remains an active research area with
ongoing efforts toward developing generalized detection frameworks.

2.1 Deepfake Generation

Autoencoders were among the earliest models used for deepfake generation, with early
tools like FakeApp enabling face-swapping. They learn compact latent
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Fig.2. Taxonomy of Deepfake Content

representations of images while minimizing reconstruction loss, preserving key visual
features such as skin tone, texture, and facial structure. VAEs extend autoencoders by
modelling the latent space probabilistically, allowing smooth interpolation and
realistic content generation [93]. Formally, encoder E : R” — R'and decoder D : R’ —
R™ are trained to minimize the reconstruction loss expressed as argmin
5o Ele(z, (Do E )(""))}, where e is the reconstruction loss function and D ° E denotes
the composition of encoder and decoder. Where e is the reconstruction, loss and D °
E denotes the composition of encoder and decoder. VAEs consist of an encoder, a
probabilistic latent space, and a decoder, which together enable high-quality
controllable image synthesis for deepfakes.

Generative Adversarial Networks(GANs), introduced by Goodfellow et al.[82]
comprise a generator that synthesizes data and a discriminator that distinguishes real
from synthetic inputs. Training is formulated as a min-max optimization problem,
where the generator seeks to minimize and the discriminator to maximize the following
objective ming maxp V(D, G) = E, (o) [log D(z)] +E. ) [log (1 — D(G(2)))].

Through iterative training, the generator learns to produce realistic outputs capable
of fooling the discriminator. GANs have been applied in diverse generative tasks,
including image-to-image transition, image completion, and text-to-image synthesis.
Key variants include Progressive, Growing GAN(ProGAN) for high-resolution
generation, VAE-GAN[7] combining variational autoencoding with adversarial
learning, CycleGAN[4] for domain translation, FSGAN[11] for face swapping,
StarGAN[8] v2 for multi-domain style transfer, STGAN[10] for attribute editing, MD-
GAN][9] for multi-modal synthesis.
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Fig.3. Taxonomy of popular deepfake detection techniques and classification
distribution.

Diffusion Models[1] generate data through a progressive denoising (diffusion)
process. The denoising diffusion probabilistic model (DDPM)[12] has gained
significant attention for its exceptional generative performance, particularly in
handling large-scale, high-resolution images. Latent Diffusion Models (LDMs)[13]
extend this capability by operating in a compressed latent space, offering greater
flexibility and efficiency in modeling complex data distributions. In video generation,
diffusion models have demonstrated strong potential[14,15]. For example, Stable
Video Diffusion (SVD)[16] fine-tunes a base text-to-video model using an image-to-
video conversion task. Similarly, AnimateDiff [17] introduces a motion modeling
module to a frozen text-to-image model, which is then trained on video clips to refine
motion priors, enabling realistic and coherent motion generation.

Popular platforms and tools for deepfake generation are compiled in Table 2. It
emphasises their main uses, supporting technologies, and working environments,
which range from online and mobile applications to deep learning frameworks focused
on research. Current deepfake techniques, such as face swapping, picture/video
synthesis, multi-domain translation, and high-quality image production, are well
summarised in the table.
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3 Deepfake Detection Methods: A categorical Overview

Deepfake technology relies primarily on deep learning (DL) to manipulate images and
videos. Although DL-based techniques are the most prevalent, other methods are also
employed to detect these forgeries. This section categorizes and describes the most
popular deepfake detection techniques. We classify the research into the following
categories based on the techniques applied: DL-based, ML-based, statistical, and
blockchain. A breakdown of the distribution of these methods is illustrated in Figure

3.
Table 2. Popular Deepfake Generation Tools and Platforms
Tool Description URL Platform
ZAO Allows  users  tolhttps://apps.apple.com/ |Application
superimpose faces|cn/app/id1465199127
from a single image
onto  videos and
movies.
AutoFaceSwapEnables face- |https://www. Application
swapping via webcam |microsoft.com/en-us/
or drag-and-drop for|p/auto-face-swap/
live videos. 9nblggh3mSnq
FaceApp Provides image and|https://apps. Application
video  editing  to|apple.com/gb/app/
change facial |faceapp-ai-face-editor/
appearance, age, or|id1180884341
gender.
FaceSwap Deep learning-based https://github.com/ TensorFlow|
method for swapping|deepfakes/faceswap
faces in images and
videos.
FSGAN RNN-based face- |https://github.com/ PyTorch
swapping and face|YuvalNirkin/fsgan
reenactment for single
images or videos.
FaceSwap- |GAN-based face-|https://github.com/ TensorFlow,
GAN swapping with|shaoanlu/faceswap-GAN
adversarial and
perceptual loss for
images and videos.
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FewShot GAN-based model for|https://github. TensorFlow,
face translation, |com/shaoanlu/ fewshot-
including face-translation rGAN
crossethnicity
transformations.
StyleGAN / |Style-based ~ GANs| https://github.com/ TensorFlow,
StyleGAN2  |improving image|NVlabs/stylegan
quality, weight | https://github.com/
modulation, and|NVlabs/stylegan2
progressive  growth
removal.
StyleGAN2- |Adaptive https://github.com/ TensorFlow,
ADA discriminator NVlabs/stylegan2-ada
augmentation to
stabilize training with
limited data.
DFaker Generates https://github.com/ TensorFlow,
reconstructed images|dfaker/df
(64x64  input  to
128x128 output) using
DSSIM loss.
DeepFake tf |TensorFlow https://github.com/ TensorFlow,
implementation StromWine/DeepFake tf
similar to DFaker for
face reconstruction.
Deepfakes Web-based face- | https://deepfakesweb. Web
Web swapping and video|com/
creation tool using
deep learning.
StarGAN-V2 |GANs for  multi-|https://github.com/ PyTorch
domain image-to-|yunjey/stargan
image translation |https://github.com/
across multiple|clovaai/stargan-v2
domains.
DeepFaceLab |Generates high-quality|https://github.com/ TensorFlow,
faceswapping videos. |iperov/DeepFacelLab
DiscoFace Disentangled and |https://github.com/ TensorFlow,
controllable face|microsoft/DiscoFaceGAN

generation using 3D
contrastive learning.

361
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Machine Learning methods, especially tree-based models, offer interpretable
deepfake detection and easy tuning. GANs generate realistic fake faces,and ML
techniques detect artifacts or inconsistencies in facial features, landmarks, and head
poses. Lightweight models like MPLs can efficiently identify deepfakes. The accuracy
can reach up to 98%, but it depends on the type of dataset, the selection of feature.

Deep learning-based methods dominates deepfake detection due to their ability to
automatically learn discriminative features. CNNs (e.g., Meso-4) were early models
for video and image analysis, while deeper networks, attention mechanisms, and
capsule networks improved performance. RNNs and temporal modelling capture facial
improvements frame-by-frame in videos or images , and autoencoders or optical-flow
methods reduce overfitting. Feature extraction includes spatiotemporal cues, facial
landmarks, micro-expressions, and patchbased analysis. Multi-modal approaches
combine audio-visual cues, and ensemble learning or adversarial training further
boosts accuracy, often exceeding 99%. State-of-the-art deepfake detection primarily
relies on deep learning, treating the task as binary classification. CNN-based models
like XceptionNet, EfficientNet, MesoNet, and ResNet excel at learning discriminative
spatial features, while Vision Transformers and Capsule Networks capture spatial-
temporal inconsistencies. Hybrid approaches combining CNNs with RNNs or optical
flow exploit temporal cues, and transfer learning with SVMs improves performance
on limited data. Recent diffusion-based detectors reveal vulnerabilities to small
perturbations, highlighting the need for more robust detection systems.

Statistical measurement-based methods detect deepfakes by analyzing statistical
differences between original and manipulated content. Techniques include examining
photo-response non-uniform (PRNU), a unique sensor noise pattern in images and
computing normalized cross-correlation scores across video frames. Hypothesis
testing and statistical frameworks, such as ExpectationMaximization and distance-
based measures, help quantify discrepancies between real and GAN-generated images.
The effectiveness often depends on the quality of the GAN output, with higher-
resolution and more accurate GANs being harder to detect.

Blockchain-based methods can verify the authenticity and provenance of digital
content in a secure, decentralized manner. Public blockchains allow tracing videos or
images back to their source, which make them useful for deepfake detection.
Frameworks have been proposed to track the origin of suspect content, integrate
decentralized storage (e.g., IPFC), and maintain tamper-proof records. Some
approaches use deep learning models (e.g., LSTM, CNN) to extract and hash high-
dimensional features, which are then stored on permissioned blockchains, giving
content owners control and ensuring verifiable authenticity.

Understanding the Dominance of Deep Learning:

Every class has advantages and disadvantages; an integrative approach may

provide a more robust solution. However, DL-based approaches are widely used
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because they are highly effective at extracting and selecting features, making them
particularly adept at detecting fake media content. Deepfake generation involves the
use of advanced generative models to imitate genuine content. This poses difficulties
for standard methods that may have trouble adjusting to the complex patterns present
in synthetic media [94]. Deep learning architectures, such as Convolutional Neural
Networks (CNNs) and GANSs, can find complex and subtle features in deepfake
content because they are deep and do not work in a straight line [32].

4 Catastrophic Forgetting & Continual Learning

Forgetting refers to the phenomenon where previously acquired information in a
machine learning system degrades over time. Forgetting was not a significant concern
since the models were trained and evaluated on fixed datasets. The concept of
catastrophic forgetting was first formally introduced by McCloskey and Cohen [32].
They demonstrated that neural networks, when trained sequentially on different tasks,
tend to forget previously learned tasks when new tasks are learned. To address this
issue, incremental learning arrived. Although literature is rich in continual learning,
recently, wang et.al [32] discussed the two shades of forgetting emphasizing its
benefits and harms along with challenges in addressing forgetting. In some situations,
there are many cases where forget becomes necessary. Firstly, forgetting can mitigate
overfitting, as it allows the model to forget irrelevant details and focus on the most
pertinent patterns in the training data. Additionally, by discarding unnecessary
information, forgetting facilitates the learning of new knowledge, as the model can
make better use of its capacity to acquire and adapt to novel information. Lastly,
forgetting helps protect privacy by discarding sensitive user information, ensuring that
such data is not retained in the model’s memory. Fig.4 presents catastrophic
challenges.

Data availability

Resource Constraints

[Challengcs Adaptation to New Env

Task Interference

Privacy-Leakage Prevention

| W A W e e

Fig.4. Catastrophic forgetting challenges continual learning.
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4.1 Continual Learning

Artificial neural networks have been reported to exhibit, and in some cases surpass,
human-level performance on individual rigid tasks. However, these networks remain
static entities of knowledge for those specific tasks, which can lead to catastrophic
forgetting (i.e., forgetting old tasks) when attempting to learn new tasks. The main
objective of Incremental Learning (IL) is to address this issue. As presented in Fig. 5,
early continual learning approaches addressed catastrophic forgetting by introducing
regularization terms that constrain network parameters, preventing them from
forgetting previously learned knowledge when updated with new tasks [34—37]. While
these methods mitigate forgetting to some extent, performance often deteriorates after
multiple sequential updates. Rehearsal-based methods, which maintain a memory
buffer of past data, have demonstrated improved performance over memory-free
approaches [38—40]. However, storing sensitive data for future rehearsal raises privacy
concerns. To address this, parameter-isolation techniques leverage pre-trained models
and fine-tune only a small subset of parameters for each new task, selected at inference
via query-key mechanisms [41-44]. Notably, S-Prompts [45] tackles
domainincremental learning (DIL) by tuning CLIP [46] models on domain-
independent sets of vision and language prompts, using query-key matching to select
the most suitable prompt set under high domain shifts. MoP-CLIP [47] further
improves out-of-distribution performance by employing a mixture of prompt-tuned
CLIP models.

Memory-based Method

Architecture-based Method

[ Solutions Regularization Method

Subspace-based Method

Bayesian Method

A N 2 D/ N

Fig.5. Existing solutions for catastrophic forgetting in continual learning.

5 Datasets

Several datasets have been widely used for deepfake detection research. The UFDAV
dataset consists of 49 original videos and an equal number of deepfake versions [53].
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FaceForensics contains 1,004 authentic videos and 2,008 manipulated videos, created
using both source-to-video and self-reenactment methods [55]. FaceForensics++ (FF-
DF) includes 1,000 original videos and 1,000 face-swapped videos [32]. Celeb-DF
and Celeb-DF v2 offer larger collections of deepfake content generated from celebrity
videos [52]. DF-TIMIT provides low and high-quality deepfake videos generated via
faceswap-GAN [56]. Other notable datasets include the Google/Jigsaw Deepfake
Detection dataset [57], DFDC [58,59], DeeperForensics 1.0 [60], KoDF [62],
Deepfake MNIST+ [63], Wavefake for audio manipulations [64], ForgeryNet [65],
and DF-W, which contains deepfakes collected from real-world online sources [66].

6 Results and Discussion

To provide a comparative understanding of continual learning approaches in deepfake
detection, we summarize the results reported in the Prompt2Guard framework [26].
Table 3 presents a comparison of state-of-the-art continual learning methods in terms
of Average Accuracy (AA) and Accuracy Forgetting (AF).

Table 3. Performance comparison of continual deepfake detection methods under varying
buffer sizes.

Method Prompts Buffer Size |AA1 |AF 1

LRCIL [27] X 100 samples/class | 76.39 |-4.39
iCaRL [39] X 100 samples/class | 79.76 |-8.73
LUCIR [67] X 100 samples/class |82.53 |-5.34
LRCIL [27] X 50 samples/class |74.01 |-8.62
iCaRL [39] X 50 samples/class |73.98 |-14.50
LUCIR [67] X 50 samples/class |80.77 |-7.85
DyTox [68] v 50 samples/class |86.21 |-1.55
EWC [35] X 0 samples/class | 50.59 |-42.62
LwF [34] X 0 samples/class | 60.94 |-13.53
DyTox [68] v 0 samples/class |51.27 |-45.85
L2P [41] v 0 samples/class | 61.28 |-9.23
S-iPrompts [45] v 0 samples/class |74.51 [-1.30
MoP-CLIP [47] v 0 samples/class | 88.54 [-0.79
S-liPrompts [45] v 0 samples/class | 88.65 |-0.69
Prompt2Guard[26] v 0 samples/class |90.28 |-0.71

6.1 Observations

The comparison shows that prompt-based continual learning strategies consistently
outperform classical rehearsal- and regularization-based methods. Among these,
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Prompt2Guard achieves the highest Average Accuracy (90.28%) with minimal
forgetting (-0.71), reflecting superior adaptability to sequentially evolving deepfake
manipulations.

Methods such as L2P and S-iPrompts effectively mitigate forgetting but show
lower overall accuracy compared to MoP-CLIP and Prompt2Guard. This indicates
that conditioned prompt optimization enhances both generalization and stability across
different manipulation types.

6.2 Insights for Multimodal Deepfake Detection

While most continual learning frameworks focus primarily on visual features,
integrating additional modalities such as video, audio and text can further enhance
robustness against sophisticated forgeries. Recent works suggest that multimodal
fusion improves cross-domain consistency and provides complementary cues for
identifying subtle inconsistencies in generated media.

6.3 Discussion

Numerous significant patterns and difficulties are revealed by the literature on
deepfake detection. First, audio and multimodal detection techniques are still
understudied, and the majority of current algorithms concentrate on single modalities,
especially photos and videos. Though they have demonstrated impressive performance
on static datasets, methods based on convolutional neural networks (CNNs),
transformers, and GAN-based discriminators sometimes find it difficult to generalise
to hidden manipulations or changing deepfake generating approaches.

A possible paradigm for addressing catastrophic forgetting is continuous deepfake
detection, which allows models to adjust to novel perturbations without requiring
retraining. Existing methods, however, have drawbacks such reliance on task
identification, significant computing overhead, and a lack of evaluation measures for
equitable cross-study comparison. Furthermore, the majority of datasets utilised in
continuous learning situations are either tiny or undiversified, which restricts their
usefulness in the actual world.

The lack of standardised evaluation processes, the scarcity of multimodal datasets,
and the paucity of research on resource-efficient and privacy-preserving detection
techniques are some of the limitations that comparative analysis reveals. Filling in
these gaps could enhance the model’s deployment in real-world situations as well as
its resilience and adaptability.

Future studies should concentrate on creating multimodal continual learning
frameworks, utilising self-supervised and prompt-based approaches, and investigating
strategies for effective and private implementation. Building robust, future-proof
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deepfake detection systems that can manage quickly changing threats will require such
work.

7 Conclusion

The rapid evolution of deepfake generation techniques presents serious obstacles to
public trust and detection. This survey provided a thorough analysis of datasets,
continual learning techniques, and detection methods, emphasising their shortcomings
in terms of responding to novel perturbations. Even though continuous deepfake
detection shows promise in reducing catastrophic forgetting, issues including task
identification, computational expense, and the absence of standardised evaluation still
exist. To create deepfake detection systems that are reliable, flexible, and ready for the
real world, future research should concentrate on multimodal detection, continuous
learning frameworks, and practical deployment.
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