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Abstract. Al-driven cybercrime has led to a dilution of criminal responsibility
along the chain of attribution. This dilution manifests at three levels: the spatio-
temporal separation between conduct and consequence at the causal level; the
opacity of causal chains at the subjective level; and the pluralization of responsi-
ble subjects at the attributable level. The traditional framework of criminal lia-
bility, grounded in the subjective element, objective element, and subject quali-
fication, faces significant evidentiary challenges in the context of Al-driven cy-
bercrime. Mainstream criminological theories have not entirely lost their explan-
atory power; however, certain underlying assumptions require targeted adjust-
ments. These include the deterrence target presupposed by rational choice theory,
and the guardianship capacity embedded in routine activity theory. This article
proposes an analytical framework centered on the “dilution of responsibility”
and, on this basis, advances a multi-tiered governance scheme. At the level of
criminal law, it suggests introducing an algorithmic product liability regime mod-
eled on product liability doctrine. At the administrative law level, it advocates for
the establishment of mandatory security assessment mechanisms. In civil law, it
proposes no-fault liability remedies for victims. At the level of social governance,
it emphasizes Al literacy as a foundational means of reducing victim vulnerabil-
ity. The theoretical contribution of this study lies in conceptualizing the impact
of artificial intelligence on cybercrime as a structural dilution of responsibility
rather than a fundamental transformation of the nature of crime, thereby provid-
ing constructive insights for both theoretical analysis and institutional design.

Keywords: Artificial Intelligence; Cybercrime; Criminal Responsibility; Al Lit-
eracy; Governance Mechanisms
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The traditional theory of criminal law is built upon a relatively clear causal chain. The
perpetrator carries out a specific act, which directly or indirectly leads to a harmful
consequence. The perpetrator is subjectively aware of the consequence, either inten-
tionally or negligently, and therefore should bear criminal responsibility. The smooth
operation of this attribution logic relies on several basic conditions: the traceability of
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the act and consequence in time and space, the recognizability of the causal chain, and
the unity or divisibility of the responsible party. The deep involvement of artificial in-
telligence (Al) technology has not fundamentally overturned these conditions, but it
has made it extremely difficult to satisfy them in practice.

Existing academic research on the relationship between Al and cybercrime can gen-
erally be divided into three categories. The first category focuses on how Al empowers
cybercrime and discusses its dual nature, namely how Al can be used for preven-
tion2I31, The second category, based on criminal law, explores how to incorporate
Al-related actions into the existing criminal offense framework™™], The third category,
from a criminological perspective, analyzes how Al changes the structure of criminal
motives and the distribution of opportunities®’l. These three types of research each
have their value. Based on the above research, this article argues that the main challenge
brought about by Al is not a qualitative change in the nature of the crime, but rather a
quantitative accumulation of responsibility dilution in the attribution chain. It is this
accumulation of quantitative changes that leads to difficulties in the practical applica-
tion of the traditional attribution mechanism.

Based on this judgment, the research questions of this article can be precisely stated
as follows: through what mechanisms does responsibility dilution occur in Al-driven
cybercrime? What challenges does this dilution of responsibility pose to criminological
theoretical frameworks and the criminal law attribution system? Can the existing legal
system respond by making appropriate adjustments, or is it necessary to introduce new
laws? What role should Al literacy occupy within the governance system? The answers
to these questions constitute the main content of this article.

2 Three Levels of Responsibility Dilution

On the causal level, the dilution of responsibility arises from the extreme elongation of
the temporal and spatial distance between the act and the resulting consequence. In
traditional crimes, the will of the perpetrator and the execution of the act highly coin-
cide in time and space. A thief's will directly controls the physical action at the moment
of theft. Even in crimes involving tools, the use of those tools remains under the direct
control of the perpetrator in real time. However, once a malicious Al program is de-
ployed, it can autonomously execute attack behaviors months or even years later, based
on changes in the environment, without any further involvement from the developer.
While this spatial and temporal separation does not sever the causal relationship, it
makes proving that relationship legally extremely complicated®. Demonstrating the
criminal law-related causal link between an action from years ago and the specific harm
today is a practical challenge in evidentiary law.

On the subjective level, the dilution of responsibility comes from the technical opac-
ity of the causal chain. Modern Al systems, particularly those based on deep neural
networks, have a well-known “black box” characteristic in their decision-making pro-
cesses, meaning that even the system’s developers cannot fully explain how a specific
input generates a specific output®®. The legal consequence of this is that when it is
necessary to prove that a subject “knew” or “should have foreseen” that the system
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would produce a harmful consequence, a fundamental cognitive barrier arises. If even
technical experts cannot fully foresee the system’s behavior, how can the standard of
“should have foreseen” be defined? The difficulty here lies in its objective limitation of
technical cognition. Criminal law’s subjective attribution, whether intentional or negli-
gent, presupposes that the perpetrator has a certain level of cognitive ability, but when
the object of cognition itself is technically opaque, this presumption becomes invalid.

On the attributable level, the dilution of responsibility is manifested in the multi-
subject nature of the responsible parties and the ambiguity of responsibility shares. A
complete Al-driven crime chain typically involves the developers of the underlying
algorithms, the developers of the application tools, the platform service providers, and
the final users. These subjects typically do not have the kind of conspiracy as seen in
traditional accomplice crimes but instead are involved in commercial relationships
formed through market transactions. The contribution of each subject to the final harm-
ful consequence is fundamentally different in nature. The developers provided the tech-
nological possibility, the developers turned it into a tool, the platform provided the op-
erating environment, and the users gave the specific criminal intent!'’l. The current
criminal law’s theory of joint crime requires common intent or at least an understanding
between the accomplices. However, in the above situation, each subject may be com-
pletely unaware of the final intent of others and may even be in entirely legal commer-
cial relationships.

These three levels of dilution mechanisms have mutually reinforcing characteristics.
The temporal and spatial separation makes the factual determination of causality more
reliant on technical verification, while the technical opacity casts doubt on the reliabil-
ity of the verification itself. The multi-subject structure means that even if the causal
relationship is established, the division of responsibility remains challenging. The over-
lap of these factors results in obstacles at every stage of criminal prosecution, including
evidence collection, qualification, and sentencing. However, this dilution of responsi-
bility is not absolute. In some cases, traditional methods can still successfully hold in-
dividuals accountable, but it is structural, meaning it significantly reduces the probabil-
ity of successful prosecution in statistical terms. It is this structural reduction in proba-
bility, rather than the absolute impossibility of prosecution in individual cases, that pre-
sents the true challenge to governance of cybercrime in the Al era.

3 Appropriate Explanation and Adjustments to
Criminological Theory

The task of criminology is to explain why crimes occur. When assessing the impact of
Al on criminological theory, two tendencies must be avoided. One is being overly pes-
simistic, assuming that the existing theoretical framework has completely failed. The
other is being overly optimistic, thinking that simply adding Al to the list of variables
will suffice. The accurate judgment is that the core logic of mainstream criminological
theories remains valid, but the specific assumptions upon which their operation depends
are challenged by Al, requiring targeted adjustments to the theory.
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Rational Choice Theory views crime as a rational decision made by the perpetrator
after weighing the benefits and costs, meaning that deterrence can be achieved by in-
creasing the cost of crime!!!l, The issue Al-driven cybercrime faces in this theory is the
misalignment of the deterrence target. In traditional crime, The target of deterrence in
punishment is closely aligned with the executor of the crime. In Al-driven cybercrime,
the real executor of the harmful act is the algorithmic system, and Al systems lack the
ability to perceive the deterrence effect of punishment. While punishment can theoret-
ically be traced backward to deter the developers or deployers of the system, there is a
challenge in transmitting the deterrence effect®. When a developer knows that their
tool may be misused for crime but the marginal cost of developing it is extremely low,
and once the tool is in circulation, it becomes difficult to control, deterring the devel-
oper doesn’t effectively transmit the deterrence to the large number of potential tool
users. Therefore, the adjustment direction for rational choice theory is not to abandon
deterrence but to recognize that deterrence must shift upstream to the technological
chain and must be combined with technological control measures to be effective.

Routine Activity Theory suggests that crime occurs when three elements converge
in time and space: a motivated offender, a suitable target, and the absence of capable
guardianship!'?. This theory still holds explanatory power for Al-driven crime, but the
meaning of capable guardianship has changed significantly. Traditional guardianship
primarily relied on the presence of people in physical space, such as neighbors’atten-
tion, security patrols, and the deterrence of surveillance equipment. In cyberspace,
guardianship heavily depends on technological capabilities, such as firewalls, intrusion
detection systems, and anomaly detection algorithms!'3]. Al-driven attack systems ex-
ponentially increase in speed, scale, and complexity, causing traditional technological
defenses to lag behind, creating a generational gap in capability!'4. The adjustment to
routine activity theory, therefore, is not in modifying the theory itself but in recognizing
that effective guardianship in the technological age must include the continuous up-
grading of technological capabilities, and this upgrading needs institutional investment
to ensure it.

Overall, we do not need to completely discard existing criminological theories, but
we must, when applying these theories, clearly identify which assumptions need to be
adjusted under new technological conditions and which policy tools need targeted im-
provements.

4 The Proof Dilemma of Criminal Law Attribution
Requirements

The proof dilemma for subjective elements is primarily reflected in the blurred stand-
ards for determining intent and negligence. Chinese criminal law requires that intent be
defined as the perpetrator “knowing” acting with awareness of the nature and conse-
quences of their behavior, while negligence is defined as the perpetrator "should have
foreseen" the consequences but failed to do so. In the context of Al-driven cybercrime,
the standards for “knowing” and “should have foreseen” are both vague. When a de-
veloper releases an Al tool with potential criminal uses, can it be determined that they
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knew the tool would be used for a crime? This depends on the relationship between the
tool's design purpose, functional characteristics, and actual usage scenario. A general-
purpose tool and a specialized tool (such as an automated phishing email generator)
should be distinguished in terms of the determination of “knowing.” But where are the
boundaries of this distinction? How does the law define the significance of potential
criminal use? This requires the support of technical expertise, and there are disputes
over the standards of technical evaluation itself.

The determination of negligence is even more complex. Negligence theory assumes
that the perpetrator has the ability to foresee specific dangers, but when the danger
arises from the complex interactions of a technological system, how should the standard
for “should have foreseen” be determined? One possible approach is to draw from prod-
uct liability law’s reasonable care standard, which includes industry-accepted safety
measures, foreseeable misuse scenarios, and affordable preventive measures. However,
the application of this standard depends on the maturity and stability of industry stand-
ards, and Al technology is still in a rapid iteration phase, with industry standards yet to
be fully developed. In such cases, how should “reasonable care” be defined, and does
the court have the capacity to judge the sufficiency of technical safety measures in in-
dividual cases? These are practical issues that urgently need to be addressed.

The proof dilemma for objective elements is primarily reflected in the determination
of causality. Criminal law requires proving “without the preceding act, there would be
no subsequent result.” In Al-driven cybercrimes, the complexity of the causal chain
creates obstacles for this proof. A typical scenario is when an Al system, after deploy-
ment, develops functions not originally included in its design through autonomous
learning, and these functions are exploited to commit a crime!'*). In this case, how is
the causal relationship between the deployment act and the criminal result determined?
If the condition theory is applied, the deployment act is clearly a necessary condition.
However, if the proximate cause theory is used, it must be proven that the system’s
autonomous evolution is sufficiently proximate, which may be technically unpredicta-
ble, thus failing to meet the standard of proximity. The choice of the causal relationship
determination standard directly affects the severity of the attribution, but legal theory
has not yet reached a consensus on this matter.

The difficulty with subjective elements lies in the distribution of responsibility in
multi-party situations. As mentioned earlier, the Al-driven cybercrime chain involves
multiple parties, and their contributions to the harmful consequences differ fundamen-
tally in nature. The current criminal law’s theory of joint crime centers on shared intent.
However, in the technological chain, there is often no traditional conspiracy between
the parties. One possible legal path is to apply the theory of indirect perpetration, treat-
ing the downstream user as a tool and holding the upstream developer accountable. But
this approach applies only when the downstream user lacks criminal responsibility or
is deceived, whereas in Al-driven cybercrime, the downstream user is typically a fully
responsible intentional criminal, making it difficult to include them in the indirect per-
petration framework[®l. Another approach is to expand the application of accessory lia-
bility, treating the provision of criminal tools as an act of assistance. However, for ac-
cessory liability to apply, the accomplice must know of the other’s criminal intent, and
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the tool developer faces an unspecified market, making it challenging to prove their
“knowing.” This, again, returns to the proof dilemma for subjective elements.

In response to the above dilemmas, the direction for criminal law reform should be
fine-tuned adjustments. On the subjective element level, a reasonable expectation
standard from product liability law can be used to establish a duty for Al system devel-
opers to foresee misuse scenarios, with a failure to fulfill this duty serving as the basis
for determining negligence. On the causality level, the proof standard can be moder-
ately lowered in specific types of Al-driven cybercrimes, allowing causality to be es-
tablished as long as the defendant’s actions significantly increased the risk of harm
occurring. On the subject element level, a joint liability mechanism similar to that in
product liability law could be created. For high-risk Al products, developers, platforms,
and users would bear joint liability for damages to victims, with internal recourse based
on the degree of fault!'®l. The common feature of these adjustments is that, while re-
taining the basic principles of criminal law, they enhance the operability of legal appli-
cation through moderate adjustments to the proof of responsibility and attribution
standards.

5 Sources of Victim Vulnerability and Al Literacy

In Al-driven cybercrime, the cognitive abilities of victims often become the key factor
in determining whether the crime succeeds. The success of a crime largely depends on
the criminal’s ability to exploit the victim’s cognitive weaknesses. For example, deep-
fake technology deceives people’s sensory perceptions, algorithmic recommendation
systems manipulate the information environment, and automated social engineering at-
tacks precisely target a person’s psychological defenses!!”,

The vulnerability of victims primarily arises from a generational cognitive gap. The
development speed of Al technology far exceeds the pace at which the general public
updates its understanding of new technologies. Five years ago, most people had never
heard of deepfakes. Today, anyone with access to generative Al apps can create con-
vincing fake audio and video content. However, public awareness of what technology
is capable of still lags far behind the knowledge of those who control the technology.
There is a significant information gap between technology controllers and ordinary us-
ers, with the former always being aware of the technology’s potential before the latter.
When criminals use technological methods that the public has not yet recognized, even
the most vigilant victims are unlikely to defend themselves, because you cannot defend
against a threat you do not even know exists.

Victim vulnerability is also closely tied to social inequality. Research shows that
differences in digital literacy are often closely related to socioeconomic status, educa-
tion level, and age. Elderly people, those with low educational levels, and low-income
users have significantly higher victimization rates in Al-driven cybercrime!'®]. This dis-
parity should be viewed as the reproduction of inherent structural inequalities in the
digital age. These groups are less likely to encounter digital technology in their daily
lives, lack tacit knowledge accumulated through trial and error, and thus struggle to
develop an instinctive alertness when faced with cybercrime. More concerning is the



The Structural Dilemma of AI-Driven Cybercrime 681

fact that Al-driven crime tools can use algorithmic analysis to accurately identify and
prioritize attacking these cognitively vulnerable groups. This means that the risk of vic-
timization is not randomly distributed but is structurally concentrated in vulnerable
groups!'l.

Al literacy should encompass three aspects. The first aspect is the ability to recog-
nize, which is the ability to judge the authenticity of information. Large language mod-
els can generate fluent, coherent, and emotionally rich text. Deepfake technology can
synthesize hyper-realistic faces, voices, and videos. Recommendation algorithms, be-
fore users even notice it, shape the boundaries of their information reception through
echo chambers and filter bubbles!?. In this technological context, individuals who lack
recognition skills are highly susceptible to accepting false information unknowingly,
being manipulated by inflammatory content, or mistakenly treating Al-generated out-
puts as authoritative in critical decision-making. Previously, people’s ability to recog-
nize information relied on intuition and experience to distinguish truth from falsehood.
However, today, recognition ability cannot be limited to this; it must be based on an
understanding of the basic principles of Al. People need to understand what training
data is, what hallucination is, and how recommendation algorithms build user profiles
based on behavioral data. Only by understanding what Al can do can individuals detect
what it has done in specific situations. In this sense, recognition ability is also a mani-
festation of critical thinking skills.

The second aspect is the ability to use, which refers to whether an individual can
effectively and appropriately apply Al tools to real tasks. This dimension is often sim-
plified to operational proficiency, such as being able to construct effective prompts to
get generative Al tools like ChatGPT to write copy or generate images. However, the
ability to use Al has a deeper meaning. First, the ability to use is reflected in situational
judgment. An individual with true use capability can assess whether it is appropriate to
introduce Al tools into a specific context and to what extent Al participation should be
limited. In scenarios such as decision support in medical diagnoses, risk assessments in
judicial sentencing, and automatic grading in educational evaluations, there is a risk of
simplifying complex value judgments into algorithmic outputs. A person with use ca-
pability can recognize this risk and make a conscious decision. Second, the ability to
use involves the maintenance of subjectivity. The convenience of Al tools easily in-
duces cognitive laziness?!l. When Al can quickly generate an analysis report or a cre-
ative proposal, will individuals still retain the willingness and ability to think inde-
pendently? If the vast majority of people delegate thinking to Al, the consequence will
be an irreversible collective intellectual decline. Therefore, true use capability is using
Al to expand the depth and breadth of one’s own thinking, while always maintaining
the initiative to critically assess, select, and recreate the output results. Only those who
can do this can be considered as having the ability to use Al

The third aspect is the ability to protect, which refers to an individual’s capacity to
effectively protect their own interests and avoid harm from technical systems during
interactions with Al. This ability is rooted in the inherent asymmetry of Al systems.
Users are often unaware of what data the system collects or what logic it operates on,
while developers and platforms have access to all the information??). Protective ability
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covers multiple levels. On the data level, individuals need to understand how Al sys-
tems collect and use personal data, and be able to reasonably exercise privacy settings,
data authorization reviews, and other basic operations. On the content level, individuals
need to master methods of information verification and cross-checking. When engaging
with Al-generated content, they should have the proactive awareness to trace sources
and discern authenticity. On the psychological level, individuals need to remain vigilant
about the information echo chambers and emotional content created by recommenda-
tion algorithms, recognize the commercialization of attention and emotions by plat-
forms, and proactively build diverse information intake channels.

However, the most fundamental challenge facing protective ability is that the risks
it addresses are often intangible, and difficult to directly perceive!?}l. Algorithmic bias
cannot be clearly identified like a discriminatory statement. The continuous accumula-
tion and commercial use of data is also not presented to users in the form of notifica-
tions. The formation of information echo chambers is an even more hidden process.
This invisibility means that protective ability cannot be limited to responding to specific
threats, but must develop into a long-term capacity for self-observation and reflection,
to examine how technology shapes an individual's cognition and behavior.

6 Conclusion: Multi-Layered Governance

The analysis above indicates that the governance of Al-driven cybercrime involves not
only the difficulties of criminal prosecution, but also the insufficient capacity for crime
prevention and the lack of victim protection systems, requiring collaborative efforts
across multiple levels.

On the criminal law level, a legal mechanism for algorithmic product liability can
be introduced. This mechanism is analogous to product liability law but applies to Al
products that have a significant risk of criminal misuse. Developers or operators who
knowingly or should have known that their products present a significant risk of crim-
inal misuse, and who fail to take reasonable preventive measures, should be held crim-
inally liable for any serious consequences resulting from the use of the product in a
crime. The key to this mechanism is to clarify three elements: First, the standard for
determining significant criminal misuse risk, which can refer to risk assessment tech-
niques and the establishment of a tiered classification system. Second, the definition of
reasonable preventive measures, which should include technical means and manage-
ment measures such as user identity verification, usage scenario limitations, and suspi-
cious behavior monitoring. Third, the form of liability can be based on negligent crim-
inal conduct, with sentencing linked to the actual harm caused.

On the administrative law level, a mandatory security assessment and filing system
for Al systems should be established. This system targets high-risk application scenar-
ios such as financial services, medical diagnostics, and autonomous driving. The core
requirement is that, before the system is put into use, it must undergo an independent
third-party security assessment, which should evaluate technical security, data compli-
ance, potential social risks, and more. Once the assessment is passed, the system can be
filed with the regulatory authorities and put into use. During operation, the system
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should be continuously monitored and report any anomalies regularly. The key to im-
plementing this is building the professional capabilities of third-party assessment insti-
tutions and enhancing the technical oversight capabilities of regulatory agencies.

On the civil law level, a no-fault relief mechanism should be established for victims
of Al-driven crimes. The difficulties of criminal prosecution should not translate into
obstacles for victim relief. Drawing from the design of mandatory liability insurance in
traffic accidents, it can be required that developers or operators of high-risk Al products
purchase liability insurance. When the product is used in a crime causing harm, victims
can directly claim compensation from the insurance company without needing to prove
the fault of the developer or operator. The insurance mechanism allows for the transfer
of significant individual compensation cases into an industry-wide risk-sharing model,
ensuring victim protection while preventing burdensome individual liabilities from sti-
fling technological innovation.

On the social governance level, the cultivation of Al literacy should be promoted as
a long-term, foundational project. In education, digital literacy should be incorporated
into basic education curricula, with a focus on developing students'critical thinking
skills. In public information, a timely early warning mechanism for new types of tech-
nological fraud should be established, with risk alerts pushed to the public through
mainstream media and social platforms. Additionally, technology companies should be
encouraged to take on social responsibility by embedding safety risk alerts functions
in product designs, reducing the cognitive burden on users. In legal rights, the “right to
explanation” for citizens in relation to Al systems should be clearly defined, and con-
venient channels for exercising this right should be established.

These four layers of governance form a complete system for responsibility allocation
and risk control. Criminal law deters developers in advance through criminal responsi-
bility. Administrative law implements process supervision through mandatory assess-
ments and filings. Civil law ensures post-crime relief through no-fault liability insur-
ance. Social governance reduces victim vulnerability through the cultivation of Al lit-
eracy and risk alerts. The collaboration of these four layers collectively points toward
the same goal: under the condition of rapid technological evolution, to minimize the
space for responsibility dilution, ensure that legal attribution remains technically feasi-
ble, crime prevention is within reach, and victim relief is institutionally available.
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