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Abstract. The shipping industry is facing unprecedented complexities and 

challenges across the rapid digital evolution and requires novel and better 

solutions that could guide them through an ever-changing environment. 

Embarking on sea transportation back in the ancient times led to the epoch of 

revolution of containerization which made the processes easier, more efficient, 

less expensive and allowed the global trading to grow exponentially. With this 

motive, the current article presents the research of decentralization that provides 

new solutions to complicated logistics problems. The innovative possibilities of 

smart contracts are discussed in present work, automating the shipping system 

and simplifying the processes in the shipping industry. Such perceptions create a 

platform upon which efficiency, transparency and maintenance of trust will 

determine a digital environment that will be defined by smooth operations and 

unparalleled safety. The convergence of the past with the current technological 

solutions highlights the dynamism of the shipping industry as it evolves to meet 

the changing needs of the global trade and bring a brighter and more efficient 

future. 

Keywords: Blockchain Technology; Freight Forwarding; Sea Transportation; 

Shipping Industry. 

1 Introduction 

The maritime transport industry, which provides cross-border goods transportation 

services, is crucial to the world's continued movement in the intricate and sophisticated 
web of international trade. From basic sailing boats to intricate containerships for a 

wired world, the issues of security, opacity and logistical challenges have not changed 

[1–3]. With its decentralized, extremely secure and continuously scalable methodology, 

blockchain can be viewed as a revolutionary answer to these problems. Blockchain 

technology, smart paper and intelligent invoices pave the way for improved and more 

reliable logistics [1–2]. 

Blockchain adoption makes it easier to move away from intricate and frequently 

dishonest informal solutions and produces advantages that benefit all parties, including 
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efficiency. E-invoicing, smart contracts and other traceability tools serve as stock-

keeping components to assist stakeholders in managing enhanced supply chain 

procedures [3–4]. A company must not only modernize and streamline its operations, 

but also protect itself from the ever-evolving digital business environment. Thus, 

blockchain is both a necessity and an innovation that has the potential to significantly 

alter freight forwarding and logistics management [1,3]. 

In this paper, the authors develop a blockchain model that aims to solve the problems 

facing the freight forward industry, but, particularly touching on matters to do with 

regulations, documentation and communication. Thus, through adding real-time 

tracking using IoT, smart contracts for compliance and payment, as well as an interface, 

the system promotes better co-ordination and efficiency of the supply chain. This paper 

therefore seeks to understand how the following technology driven approach would 

enhance the efficiency, minimize the problems associated with human errors and 

improve cooperativeness and transparency in the shipping network [2,5-7] 

2 Foundation of freight forwarding process 

International freight forwarding is the backbone of global supply chain management 

that includes packing, customs clearance and other related services that apply to freight 

forwarding. Freight forwarders also have the important function of being transport 

facilitators who arrange shipment through different modes of transport – air, sea and 

land. This role is important in minimizing time and flow within the supply chain a factor 

that is of major importance for any business engaged in the international business [1-

2]. Here is a conventional pattern of steps in freight forwarding that explains the main 

capabilities that ensure smooth shipping of goods from sellers to buyers as depicted in 

Figure 1. 

2.1 Generalized Traditional Freight Forwarding Process 

 

 
Fig.1.  Schematic diagram of the freight forwarding process 
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The following process shows the general freight forwarding process taking place. It 

includes the role of every character or element that is a part of this complex and 

interconnected process. 

• Shipment Proposal Initiation: These operations begin once the shipper proposes to 

initiate the shipment process of cargo transmission. 

 

• Cargo Pickup and Inland Transport: A freight forwarder is supposed to collect 

cargo in the warehouses of freight shippers. The cargo is transported to the depot 

warehouse of the cargo port through inland transport services. 

 

• Arrangement and Documentation: The process also coordinates all logistics-

related issues, in turn, scheduling reservations and performing all the important 

phases of the transportation process, a freight forwarder will do this. At this stage, 

important documents such as export declaration and bill of lading are prepared and 

legal requirements are followed. 

 

• Container Loading and Consignment Movement: This is where the cargo is loaded 

into a container at the port of cargo and the cargo begins its journey to its 

destination. 

 

• Overseas Branch Handling: After the shipment arrives at its destination, it is turned 

over to the freight forwarder’s overseas division, which acts as a middleman 

throughout the process. 

 

• Delivery to Consignee: Finally, during the last phase of transportation which 

entails delivery, the freight forwarder ensures that goods are conveyed 

expeditiously and safely to the consignee at his/her specified site. 

 

• Customs Clearance and Paperwork Completion: When it comes down to it, the 

freight forwarder takes care of all customs clearances and completes a huge amount 

of paperwork which complies with legal rules throughout the entire process. 

 

2.2 Overview of Challenges Faced by Traditional Process of Freight 

Forwarding 

The industry proactively faces numerous and interrelated issues due to manual 

procedures, the existence of various customs agencies and difficult communication [8-

9]. When such operational procedures are handled manually in terms of documentation 

and coordination they end up becoming a thorn in the flesh of the entire industrial 

sector. Second, public administrative procedures, customs especially across countries, 

increase the difficulties as they require clear compliance and work according to various 

rules and documents [1]. In addition, there are communication issues because of the 

complex interaction with more and more partners who have different work styles, 

languages and time zones that entrap the process in communication and coordination 

problems and delays in information exchange [10]. 

Manual Processes in Freight Forwarding 

One of the long-standing problems concern the reliance on the implementation of the 

manual process when working on such activities as papers processing, documents 

management, shipment and coordination of shipments, completion of customs 

declarations, and, in conclusion, organization of deliveries [8-9]. Event data like bills-
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of-lading customs papers and other physical documents may create processing 

imperfections and synchronization disruptions that negatively affect the transit and 

supply of goods [3]. Originally, the whole process includes several manual activities 

such as booking, documentation, transport, customs and delivery [8-9]. However, these 

are usually cumbersome and involve lots of manual interventions that often lead to 

errors, which impact costumers, clearances and shipment delays that originate from 

logistics frustrations [8-9]. Consequently, the use of manual processes deforms the 

degree of efficiency of the freight forwarding operation and hampers the management 

of supply chain commodities’ movement and thus the supply chain in general. 

Diverse Customs Regulation Impact 

Freight forwarding is an activity that should be conducted in accordance with a lot of 

customs laws of different countries and territories. The multiple customs legislation of 

all countries, various documents and clearance procedures of each shipment complicate 

freight forwarding. Nonetheless, manoeuvring around these various laws is very 

important and entails painstaking, process-oriented and accurate adherence to all stages 

of the same. That may lead to delays, rejections, or additional expenses due to failure 

to be compliant [3,11]. Lack of similarity in practices in the neighbour countries renders 

the movement across the border to be easy, however it demands constant adjustments 

to the new regulations. 

Communication Challenges in the Industry 

Strong communication and teamwork among key players in freight forwarding play a 

vital role in smooth operations [8,11]. That said, the sector encounters significant 

hurdles in communication from language differences, mismatched time zones and the 

participation of many involved parties [8,11]. Such issues frequently cause errors in 

understanding, slowdowns in sharing data and problems with coordination [3,8]. Gaps 

in communication often result in poor handling of shipment information. This leads to 

hold-ups or mix-ups in delivery timelines [11]. The scattered communication methods 

employed by various stakeholders add further difficulty to sharing vital details. In turn, 

this impacts the overall efficiency of the logistics system [3]. 

2.3 Innovative Solutions and Demand for Digital Transformation 

The growing demand of innovative strategies in supply chain enhancements is 

corresponding to the growing demand of the digital transformation in different 

industries [3,9]. The participants are interested in addressing the deficiencies of the 

practical approaches, mottled laws and interaction barriers through technological 

solutions [3,9]. Simultaneously, freight forwarding indicates this urge towards updates. 

It is the result of the necessity to increase the level of performance, reduce the number 

of errors and enhance teamwork due to new digital tools. This collaboration is 

indicative of a shared objective. It entails applying the digital transformations to 

reorganize the workflows, alleviate inefficiencies and enhance the stability of the 

supply chain management as well as freight forwarding arrangements [3,9,11]. This is 
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evidenced by the overlap of these demands and goals in fields that indicate a coherent 

purpose. It revolves around pursuit of artistic obsessions in order to triumph over the 

daily setbacks. The shift towards the digital transformation as a plan can be considered 

the general idea of revamping the processes, avoiding the wastefulness and creating a 

leaner, less mistake-ridden system in the management of supplies and moving goods 

forward. 

3 Operational Blueprints 

When designing the system architecture for the freight forwarding process, the focus is 

on designing a functional and secure multi-tier solution that builds upon the use of the 

blockchain paradigm, both the smart contracts feature along with IoT devices and end-

user interfaces. To states the above complicated goal, this design tries to 

straightforwardly solve traditional and persistent problems of the logistics industry and 

encourage cooperation, understandability and rationalization [11].  

The methodology currently working is a layered architecture, where traditional freight 

forwarding model is mapped onto a multi-tier system securely. This involved collecting 

core functional requirements like real-time tracking and immutability, then integrating 

suitable technologies like Hyperledger fabric , PBFT, Smart contracts and IoT to 

achieve those requirements at the Physical , Data, Network and Application layers. This 

method ensures the transition from paper-based , manual process to automated digital 

environment securely and efficiently.  

3.1 System Architecture 

Blockchain Network and PBFT Consensus Algorithm 

If there must be a stable and efficient world trade, there must be a Hyperledger fabric 

private blockchain. Apparently, it serves the encrypted access to the freight forwarding 

necessitating the confidentiality and data integrity. This makes it possible to have an 

incorruptible and accurate record of all the activities in the distributed ledger. Security 

is also enhanced and scalability is enhanced with chained communication and channel-

based transactions [12]. The consensus algorithm of Practical Byzantine Fault 

Tolerance (PBFT) is also integrated to enhance the system fault tolerance [9]. For the 

consensus among all nodes PBFT offers the validity assurance for the transaction [11]. 

PBFT serves as a robust combination of efficient fault-tolerance mechanism in the 

Freight Forwarding System (FFS). The concept engulfs an actual blockchain network 

for the participants of the world trade that will be secure, efficient and controlled, but 

at the same time, it will be rather discrete, accurate, robust [13,6]. 

IoT Framework 

To improve real-time tracking, system architecture integrates RFID chips and other 

sensors. A secure IoT gateway transmits encrypted and authenticated data to the 



 

 

 

 

 

 

 

 

 

 

 

Improving Maritime Shipping Security and Transparency with …             245

blockchain. Furthermore, the integration framework also targets issues of insecurity, 

thus adding efficiency and transparency to transport operations. 

3.2 Smart Contracts 

Automated Document Smart Contracts 

Beginning with cargo booking, an automated documentation smart contract is central 

for the automatic creation and issue of important trade documents such as bills of 

lading, commercial invoices, packing lists and more in a dynamic manner. Also in a 

global freight forwarding, this intelligent system ensures that documents are verified to 

the appropriate authorities while the UHF-RFID and IoT sensors used in the shipping 

containers offer real time tracking of location and condition of the consignment thus 

making the forwarding process accurate and efficient. [8,13]. 

Compliance Verification Smart Contracts 

Assuring compliance to the entire trade process, this smart contract requires a real-time 

verification with the customs policy, trade agreements and certain requirements of the 

different goods [8,13,14]. As it becomes part of the UHF-RFID and IoT sensors, it 

offers continuous compliance monitoring, which is an addition that adds resilience to 

the freight forwarding system. For instance, Conventional verification of temperature 

compliance of a container often requires the manual review and logging of documents 

at 2-3 checkpoints, taking up to an aggregate of 8-12 hours to resolve any potential 

discrepancies over the course of an entire transit. In contrast, the corresponding 

Compliance Verification Smart Contract architecture employs an IoT sensor that 

records temperature, which, upon exceeding the set threshold of 1.5∘C, immediately 

creates a compliance alert and timestamps a non-compliance event on the blockchain. 

The resulting automation replaces the multi-hour interval required for the detection and 

notification of a potential issue with a shipment to almost real-time. 

Payment Handling Smart Contracts 

In specifics, this smart contract is used to determine and enact payment based on 

stipulated conditions. The chains capability of harmonizing its security, transparency 

and accountability is achieved by use of block chain technology whereby the 

transactions are triggered once the goods are shipped. It appears to manage payments 

and resolve disputes without any hiccup [8,12-13]. It also incorporates smart contracts 

with pre-developed templates aligned with different shipment situations, to enhance on 

the time spent on a contractor’s formation. Interoperability with other systems such as 

customs clearance and payment processing becomes easier hence increasing the 

communication success rate and transparency of efficiency [15]. 
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Algorithmic Coordination in Container Shipment Lifecycle 

  
 Fig.2. Algorithm for logistics [12] 

 

The use of algorithms linked together makes it possible to manage containers in the 

framework of smart contracts and shipping. These algorithms are represented by a 

single flow chat that trace this journey, beginning from the placement of supply orders 

to confirmation of compatibility and getting legal waivers. A whole chain of relevant 

processes in the world of international shipping makes sure that the handling of the 

containers is done properly, starting with their origination to approval and compliance. 

The algorithm starts with initiating container shipment requests is depicted in Figure 2. 

The process begins with the receipt of crucial shipping information, including 

destination origins dimensions, content and EA of the receiver, during the “Shipment 

Requested” stage. Subsequently, the first step involves the authorization of an entity to 

trigger the shipment request before proceeding with further action. 

Then after, the requirement for verification of documents becomes vital. It inspects the 

documents relating to the shipment which are compliant with the regulations and checks 

their existence. 

In the third stage, the product is packed into receptacles at this stage and due precautions 

are taken to protect the product. Smart devices that are connected are used to allow the 

real-time tracking of the container and the state of the contents. Some RFID tags, GPS 

and sensors can track such factors as temperature and humidity that are important for 

the most delicate products. Such an arrangement makes certain that the materials are 

constantly monitored and any abnormality is dealt with right during transit.  

The fourth stage includes loading of the shipment, route monitoring as well as 

compliance checks to confirm that the cargo is on the correct intended route and legal 

and environmental requirements are strictly observed. Contracts in the block chain 

format contain marked modules for compliance check and automated compliance 
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check, while condition alerts keep the logistics group informed of variations in 

parameters such as temperatures to ensure corrective action. Then after when the vessel 

gets to the destination port, then the customs papers are all surrendered to the relevant 

authorities for coming in. In this stage, a confirmation of the goods’ conformity to local 

laws and seeking clearance for the products to be imported is also made. Delays, 

especially during customs clearance, must therefore be avoided and various checks are 

carried out to ascertain that all the goods being transported are allowed by the laws of 

the importing country.  

Finally, the containers are unloaded after clearance from customs and delivered to the 

consignee. In this phase, the freight forwarder compiles and checks all the documents 

of delivered conformation. The freight is remembered by the recipient, which means 

the physical movement of the cargo is done. This stage ends with the draughting of an 

official document to capture a successful delivery as a summary.  

The last step is the generation of an audit and comprehensive report of the shipment life 

cycle. Every transaction as well as transportation record is maintained based on 

blockchain technology to provide unmistakable evidence and acknowledgement of 

every piece of information.  

3.3 IoT Integration 

RFID Tags and Sensors 

By combining IoT devices (such as RFID tags or sensors), live data monitoring and 

processing increases. The RFID tags provide automatic identification and tracking with 

accurate data location [9]. Sensors allow for real-time monitoring of the operating 

environment. The integration helps in optimizing the logistic management by reducing 

unknowns and quality and safeguarding the cargo [16]. Edge computing of the RFID 

tags and the sensors ensures that the computation is performed close to the data points. 

Edge computing minimizes latency in data transmission thus ensuring real-time 

information updates and system responsiveness. 

IoT Gateway 

The IoT gateway is mainly a bridge device in communications between IoT devices and 

blockchain networks. It carries out this undertaking by translating protocols that can 

get credible information flowing without disruptions throughout the entire pathway. In 

real applications, the gateway enables safe interconnection of such environments. It 

collects the incoming streams of data, filters out the irrelevant parts and encrypts all the 

data transmissions that flow through its centre. Such encryption techniques, together 

with secure authentication protocols, make sure that data is not modified and is not 

exposed to the external threats. The gateway also includes a secure boot. This procedure 

assures the wholeness of the software and firmware of the device and eliminates 

deviations of the device. Moreover, it contributes to improvement of the overall security 

structure. These settings prevent unauthorized access to the freight forwarding 



 

 

 

 

 

 

 

248             S. Patel et al.

infrastructure. They also foil efforts to make changes in data which are persistent. These 

factors combined make the current safeguards much stronger. 

Integration Framework 

The integration system with blockchain IoT is targeted to evolve the intelligent logistics 

and transport into a layered architecture system. This framework is able to tackle the 

issue of major concerns of security, privacy and performance within the connected IoT 

systems. This framework will promote the effectiveness, openness and trustworthiness 

of the transport and logistics operations. With the integration of IOT and blockchain 

technology, data collection, verification and transmission are ensured with high level 

of security to deliver the real-time end user service. Such a flexible structure can be 

used in various transportation and logistics cases to promote the efficiency and safety 

of the system. 

3.4 User Interface 

User-Friendly Dashboard 

The central element of user interaction is a user-friendly dashboard. This constitutes a 

fundamental connection between stakeholders and a freight forwarding system that is 

blockchain-driven [12]. The smart visualization of key metrics provides the real-time 

visualization of the shipment status, compliance and document submission. The same 

makes it easy to monitor the movement of cargo and issue warnings and provide 

information to the users [12]. It has an easy-to-use dashboard, which has predictive 

analytics feature that allows the stakeholders to access disruptions or delays based on 

both the past and present state of affairs. This way, it provides an advantage of 

prevention to the users and measures are implemented to counteract the consequences 

of unforeseen events in freight forwarding. 

Centralized Document Repository 

The use of a centralized document repository based on blockchain increases user 

interaction and provides immutable and verifiable storage of essential forwarder 

documents. The document is kept and controlled by the users of a system. [12]. To 

improve security, strong authentication and authorisation are adopted; this tend to limit 

the cases of security intrusions [2]. Document sharing is implemented for storing a copy 

of documents at a central location with another copy being stored in distributed file 

storage. The redundant features to make data durable and available among the node 

strengthen the document storage system across the nodes even with the conditions of 

node failure. 



 

 

 

 

 

 

 

 

249Improving Maritime Shipping Security and Transparency with …             

3.5 Decentralized Communication 

Blockchain-Based Messaging 

Communication channels on the blockchain define an innovative approach towards 

communication in the maritime sector. Thus, this will facilitate stakeholders’ 

engagement in direct secure and instantaneous messaging over the blockchain, thereby 

eliminating dependence on external sources [12]. Recorded communication is 

transparent on the blockchain and creates an audit trail to ensure conformity in 

information. An end-to-end encrypted messaging system is integrated into the proposed 

blockchain to ensure that all conversations are secured between concerned parties. In 

the freight forwarding network, this encryption mechanism adds more level of safety 

and is particularly crucial when involving the exchange of sensitive information. 

Decentralized Issue Resolution 

The freight forwarding process is made more transparent using smart contracts that 

include decentralized communications for solving issues automatically [7]. The system 

includes smart contracts embedded into the blockchain. These contracts allow for 

timely action-solving based on the variants identified and traced resolution procedures 

that remove any lagging issues within the forwarding chain [2]. It has an engine driven 

by machine learning and an analytics engine to analyse historical information that was 

incompletely resolved. Analyse-driven method improves forecast predictability and 

allows for pre-emptive measures against threats associated with a shipment. It is also 

based on private Hyperledger Fabric Blockchain, PBFT consensus, smart contracts 

automation of processes, integration with IoT, user-friendly interface and decentralized 

communication channels. The improved technical responses increase performance, 

overcome barriers and set new standards of clarity and teamwork for the shippers’ 

forwarding sector. 

4 Execution Methodology 

4.1 Smart Contracts for Automated Documentation 

Self-executable smart contract is the place of accuracy in the system. It is like a good 

old and matured composer that is dynamic in creating and organizing the documents. 

This software has an adaptive algorithm which learns with previous data and thus is 

effective in real time documents production. The document management system is 

based on blockchain and it is like a fortress, due to which the security of bills of lading 

and invoices is insured. They are not only inaccessible but also traceable documents 

that give credible evidence that will reduce the number of errors, consequently lowering 

the delays and offering more accountability to all concerned stakeholders [5,9]. 

Implementation Steps: 

Step 1: Design code for smart contracts to create documents automatically as per 

predetermined conditions. 

Step 2: Use blockchain to store verifiable and traced documents. 
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4.2 Compliance Verification Smart Contracts 

This system relies on self-executing smart contract. It dynamically coordinates the 

contract by real-time generation of documents based on historical information and 

rewrites the contract. This system is a blockchain-based one and is a crucial component 

of this symphony since it secures the bills and other prescribed documents such as 

invoices against alterations and foreseeability. This renders the system extremely secure 

and unchangeable which influences the process positively and is likely to eliminate the 

majority of errors and. hold-ups in totality and at the same time making precise 

solutions to the parties involved [13,9]. 

Implementation Steps: 

Step 1: Creation of elaborate document and procedure generating criteria. 

Step 2: Intelligent contract design and programming to generate documents according 

to existing conditions and rules. 

Step 3: The blockchain technology makes document archives tamper-proof and 

trackable with seamlessness. 

4.3 Smart Contracts for Payment Handling 

This smart contract is the most precise in the financial field and is aimed at eradicating 

human mistakes and enhancing the payment procedure at a cheaper, quicker and much 

more reliable option. It guarantees comprehensive coordination of settlements on 

predetermined conditions in regards to the usage of sophisticated methods of payments 

such as digital wallet and crypto that enhances the cargo shipment to a great degree. 

Clearly and fair settlement of payments, which are documented in the blockchain are 

the basic components of the latter. on this financial masterpiece, it rests. 

Implementation Steps: 

Step 1: Specialise in the development of smart contracts used to make safe and 

automatic settlements. 

Step 2: Cryptocurrencies merge with the functionality of digital wallets. 

Step 3: Increase accountable and decentralized governance by blockchain records. 

4.4 Harmony of Logistics through IoT Integration 

The implementation of IoT technologies in the logistics system through RFID tags and 

sensors helps it to reach a state of real-time harmony. These tools are the engines of an 

efficient and lean supply chain. The RFID tags resemble melody lines that result in 

automatic identification and tracking such that any data of correct location data is fed 

in with the tune. Nevertheless, sensors act as conductors, which ensures the quality and 

integrity of the goods during transit, as the conductor of a symphony orchestra when 
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playing a symphony. Edge computing serves as a baton of the conductor of the 

symphony of logistics management [5, 9, 11]. 

Implementation Steps: 

Step 1: Organize the cargo labelling with RFID tags and track it within a particular 

period. 

Step 2: Place sensors monitoring components of the external and internal environments 

affecting the shipment. 

Step 3: Negotiation and the processing of data at near-real time should be enhanced 

through edge computing. 

Fig.3. Implementation of freight forwarding process using the integration of blockchain and IoT 

Fig.3. illustrates the seamless integration of blockchain and IoT technologies within the 

freight forwarding process, depicting RFID tags and sensors orchestrating real-time 

tracking and quality assurance, while edge computing serves as the conductor for 

efficient logistics management.  

4.5 IoT Gateway: The Trusted Conduit of Data Transmission 

The freight forwarding system uses the IoT gateway as the reliable communication 

channel between its nodes. It plays a critical role in mediating that all links to the IoT 

devices are safe from the wide, vast world of blockchain. This gateway effectively 

gathers, enhances and safeguards the data in order to be optimally integrated to the 

block chain. It provides a peaceful security against any intruding attempts made seeking 

access into any of the stored data, made use of advanced encryption and authentication. 

Moreover, the secure boot method will validate the software and firmware of the 

gateway which in turn strengthens the security system of the freight forwarding 

technology provider [5,9,11]. 

Implementation Steps: 

Step 1: Provide secure send data via the IoT gateway. 
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Step 2: Utilize strong encryption and authentication techniques. 

Step 3: Seamless operation towards a compatible blockchain. 

4.6 Integration Framework 

 
Fig. 4. Application layers of integration framework 

A blockchain-IoT framework stands for all layers of an information system in which 

blockchain is used to ensure safe and smooth communication, data sharing and 

conducting transactions within an environment. It offers a distributed, unalterable 

ledger for tracking and validating IOT devices’ transactions. The framework of IoT-

Blockchain integration acts as an amalgamated chain wherein each layer enhances data 

security, trusted transmission and consumer-oriented services for effective operation.  

This framework consists of four major layers as follows:  

• Physical Layer: The physical layer is located on the base of the framework and 

consists of sensors and actuators for measuring temperature, traffic intensity, 

illumination level and pressure. Extensive device connection is made possible by 

integrated IoT and on the other hand, blockchain-based sensors reinforce data 

secrecy/privacy. 

 

• Data Layer: Data layer located a step above physical assigns multiple techniques, 

including timestamps How and encrypting algorithms, or just hashing to check 

their authenticity and guarantees the information’s integrity. Furthermore, using a 

distributed system doubles as a security measure and also as an honesty check since 

the databases and genesis blocks also apply consensus protocols. 

 

• Network Layer: The network layer, which is a peer-to-peer (P2P) network of 

devices without intermediaries, handles data transmission. Within a blockchain 

 



 

 

 

 

 

 

 

 

 

 

 

 

         

network, there are multiple data blocks distributed among the nodes, whose 

function is the verification of the data by set criteria. Any unacceptable data is 

discarded and sent to later nodes with qualified data. 

• Application layer: This is the top layer that is called application and supplies 

support service to the users. The technology uses blockchain technology to enable 

quick and secure transactions through smart contracts that verify the quality of the 

freight information on board and enhance the ability to make smart payments, real-

time reporting, open deliveries, etc. 
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Implementation Steps: 

Step 1: Design of an integrated IoT/Blockchain framework. 

Step 2: Physical, data, network and application-level interoperability. 

Step 3: Develop procedures on validation, security and utility provision. 

4.7 Centralized Document Repository 

The Centralized Document Repository ensures that the original document cannot be 

altered, misplaced, or destroyed in any way. For security and traceability purposes, 

users can easily upload, save and share their respective data. The platform provides 

strongly authenticated and permitted access, but only to authorized users [7,11,12]. 

Implementation Steps: 

Step 1: On the same note, pick a secure place to store documents in one location. 

Step 2: For access control, it is advised to use blockchain based. 

Step 3: Facilitate the methods of uploading and storing documents to the blockchain, 

documents’ access and document management. 

4.8 Decentralized Communication: Blockchain-powered collaboration 

Decentralized communication in the air transport business helps synchronize 

cooperation between various parts of the shipping and logistics industries. The secure 

and real-time messaging directly on the blockchain removes agents for direct and 

smooth channels of message passing between different parties involved. It is a highly 

secured and encrypted communication platform that offers confidentiality whilst 

proving a transparent trail thus nurturing the network. This is not amazingly simple 

communication but developing a symphony of mutual understanding [11]. 

Implementation Steps: 

Step 1: Create an efficient blockchain-based decentralized messaging framework. 

Step 2: Establish secure communication channels with end-to-end encryption. 
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Step 3: Creation of the shortest and most direct communication routes between various 

stakeholders. 

4.9 Decentralized Issue Resolution: The Concerto of Efficiency 

The shipping and logistic industry has also developed over time making it easy to work 

with the different parties involved in the industry through the technique of 

Decentralised Communication. Through this platform, direct messaging on the 

blockchain will be possible without involving intermediaries that will result in 

efficiency in communication channels. The combination of decentralized decision-

making to address issues and automated processes using smart contracts within the 

blockchain improves the work processes. These contracts automatically detect 

differences and issues to be solved within a short time. More to the point, it applies 

analytics to monitor the past dispute settlements to predict challenges. This type of 

being proactive ensures that the process of freight forwarding is robust enough and 

adaptable. Eventually, it results in collaborative work of players towards one goal [7]. 

Implementation steps: 

Step 1: Intelligent contracting: Develop a contract that is able to identify problems 

automatically. 

Step 2: Include forecasting and problem-solving analytics tools. 

Step 3: Secure the issue resolution information in the blockchain to analyse it. 

4.10 User-Friendly Dashboards 

It possesses an easy interface that makes it easy to supervise and manage by the 

stakeholders. A number of inbound logistics. This can also be called logistics 

management as a baton to pricey information in an intuitive perception of crucial 

measurements, live freight tracking and provide traffic relevant information via a 

dashboard. Through this, it equips users that have the tools to create a proactive and 

flowing forward freight process with tactical dexterity [5,11]. 

Implementation Steps: 

Step 1: Organize your documents and store them safely in one place. 

Step 2: Implement chain-based authorization techniques for the need to access. 

Step 3: Enable the storage and management of files attached to the web submission in 

the association with the blockchain platform. 
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5 Tracing the Connections 

5.1 Recent Advancements 

With blockchain and IoT, the technology in freight forwarding has undergone the 

following advancements. Blockchain preserves documentation of records that cannot 

be altered on the chain avoiding fraud by providing transparency in various digital 

payments and even tracing of perishable or high value products [9,14]. IOT enables the 

real-time tracking of data that enhances the management of risks and the coordination 

of the flow of supply [4]. In the areas of port logistics, the blockchain has a positive 

impact in both security and performance in marine insurance. In combination, both 

blockchain and IoT bring better security and traceability, less operational costs and 

lower fraud risks [9,14]. 

5.2 Blockchain Advancements with Examples in Real 

Maersk and IBM’s Trade Lens Platform 

Maersk and IBM’s Trade Lens applies blockchain and IoT thus redefine the freight 

forwarding industry. First, it provides facilities for digitizing documentation, to allow 

monitoring in real time and to optimize accounting for secure payments [9]. By 

integrating IoT sensors into the platform, Trade Lens offers visibility of the conditions 

and positions of the cargo, improving cooperation and decreasing the chances of 

disputes and related fees among supply chain members [9]. 

Saudi Customs Department 

The Saudi Customs Department have adopted the blockchain and IoT to enhance the 

transparency of the logistics chain, as well as its effectiveness. All shipment-specific 

data and documentation are processed in real time using a single access point for a 

unified, secure platform. Thus, using blockchain-based documentation in conjunction 

with IoT tracking, the department dropped delays and mistakes and improved clarity, 

data accuracy and stability of operations within the supply chain [16]. 

Sky Cell's Prognosis on the usage of Blockchain IoT Containers 

Sky Cell, a manufacturer from Switzerland has designed its air freight containers with 

IoT sensors to detect temperature, humidity and location to guarantee the integrity of 

shipments of sensitive products. The above data is maintained in the block chain hence 

increasing traceability and transparency. Very frequent and correct data collection by 

IoT sensors aids in temperate control during transportation and relevancy of goods. 

Moreover, for security and shipment of high-value or perishable goods, RFID tags and 

block chain for container improve the tracking abilities of Maersk [2,4]. 
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6 Variances and Advancements: A Tale of Two Trends 

In logistics, there still may be problems with communications arising from the reliance 

on paper documentation rather than newer digitized solutions [12]. The smart contract 

automates the preparation of cargo documentation, drastically minimizing 

documentation and speeding up the process of awareness against administrative 

bottlenecks and inefficiencies [5]. This change is the hallmark of a tall revolution as it 

augments accuracy and speed of contact forthwith by virtue of blockchain technology. 

Manual compliance cheques and the lack of visibility at the time of clearance by the 

customs, but must have an immediate reconsideration of our condition. Machine 

learning continuous verification of real time compliance is performed by using 

algorithms in smart contracts observing and optimal compliance plans. Such flexible 

processes would make it possible to adopt stakeholders capable of reacting swiftly and 

openly to constantly shifting customs regulations [14]. 

Also, the innovation of the payment system is a necessity since the current approaches 

include manual payments with limited alternative options. Smart contracts are 

automated financial transactions that receive various types of payments and enable full 

registration of all financial information on the blockchain platform [12]. This makes it 

more efficient, faster and responsible of the cargo shipment finances by automation. 

The RFID tags and sensors would greatly contribute to the IoT devices precision of 

cargo monitoring and environmental monitoring [16]. This integrated IoT will eliminate 

the logistic predicament that exists now of tracking whereby in the future, one will not 

be able to track cargo but tracking the environment is real-time to ensure integrity of 

products in transit [9]. Moreover, as the construction of a friendly dashboard that 

involves the integration of predictive analytics, customizable perspective and easy 

access to data, the behaviour of each of the aforementioned is to be altered interfacing 

will make a difference by giving the stakeholders an easy platform to track the 

information in real-time and make decisions [12]. 

Besides, decentralized issue resolution and blockchain-based messaging can be 

replacing the hand-based functions, it decreased the margin in the existing operating 

systems [2]. Machine learning analytics enhances the dispute resolution procedure, 

which can help establish transparent analytics-based communication. This development 

is essential to improve efficiency, transparency and cooperation between sectors to 

launch freight management and move the logistics industry into a new era of efficiency, 

safety and flexible forwarding. The blockchain, smart contracts, IoT and User-friendly 

interface consortium will introduce new standards to the world supply chain. 

7 Conclusion 

This research delved into how blockchain and IoT could reshape the freight forwarding 

industry. That sector has long grappled with slow processes, disjointed communications 

and heavy dependence on paper-based systems. Our findings suggest that integrating 
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these technologies thoughtfully tackles key challenges for businesses today. This 

proves especially relevant for tasks like managing documents, tracking shipments and 

coordinating with global partners. 

Smart contracts make it possible to automate routine operations. They handle things 

such as preparing shipping documents, verifying compliance rules and managing 

payments. This kind of automation reduces errors and cuts back on time spent on 

manual labour. On the other hand, IoT devices like RFID tags and environmental 

sensors increase transparency. They deliver real-time updates on cargo conditions to all 

stakeholders involved. When these technologies work together, they create a supply 

chain that seems more secure, responsive and easier to manage in general. This 

transformation has substantive implications in management for principal stakeholders:  

Shipping Lines and Freight Forwarders: The approach confers a substantial competitive 

advantage by means of reduced operation costs and minimization of shipment delays. 

Automated documentation and compliance smart contracts cut down human error and 

administrative bottlenecks, freeing up personnel for more complex problem-solving 

rather than tedious paperwork.  

Customs and Port Authorities: The benefits add up in the advanced assurance of 

regulatory compliance, thereby ensuring speedier processing. The single document 

repository and immutable blockchain records ensure that upon arrival, all required 

documentation is instantly available and verifiable, thus facilitating smooth customs 

clearance. This better visibility also reduces the necessity for invasive physical 

inspections. 

The central insight from this paper comes through pretty clearly. Blockchain and IoT 

represent far more than simple technical enhancements. They signal genuine progress 

in developing logistics systems that build trust and encourage collaboration. 

Improvements in visibility, greater confidence between participants and fewer daily 

frustrations all arise from these developments. As a result, they support smoother 

freight operations at present. They also position the industry better to handle future 

uncertainties. With global trade expanding at a steady pace, the framework presented 

here lays a reliable groundwork. It bolsters further evolution in digital logistics and 

novel approaches to supply chains. 
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