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Abstract. Deep neural networks are highly vulnerable to adversarial 
perturbations, which can significantly reduce their classification performance. 
To address this vulnerability, this work applies Fast Gradient Sign Method 
(FGSM) based adversarial training to improve the robustness of convolutional 
neural networks. FGSM generates perturbed inputs through a single gradient-
based step, making it an efficient method for exposing model weaknesses. 
FGSM generates adversarial perturbation examples by applying a one-step 
perturbation in the direction of the gradient sign, making it fast and efficient 

attack generation method. In this study, FGSM-crafted samples are 
incorporated during training, and the effect of varying epsilon values and 
clean–adversarial data ratios is examined on MNIST (Modified National 
Institute of Standards and Technology) dataset consists of handwritten digit 
images and CIFAR-10 (Canadian Institute for Advanced Research) dataset 
contains color images across 10 classes. Experimental results show that 
adversarial training enhances resilience against FGSM attacks while 
maintaining acceptable accuracy on clean inputs, highlighting its effectiveness 
as a practical defense strategy for secure deep learning systems. 
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1. Introduction
Machine learning, especially deep neural networks, has become a widely adopted 

approach in computer science and engineering applications, including in domains 

such as cybersecurity, image analysis, natural language processing, and pattern 

recognition. With increasing use in security-critical tasks, ensuring the reliability of 

training data and the learned model has become essential [1]. It has been shown that 

crafted or manipulated training inputs can lead to incorrect model behavior, making 

the protection of datasets a crucial aspect of secure machine learning. Adversarial 

machine learning is a technique that show how model will confuse from mislead 

perturbations and how defensive mechanisms can be used to counter different 

attacks. A modified input that provides a change in perturbation and causes the 

model to produce an incorrect prediction is known as an adversarial example[2]. 

These perturbations expose model flaws in deep neural network decisions 

particularly convolutional neural networks (CNNs)[3]. 

Among various adversarial attack techniques, the Fast Gradient Sign Method 

(FGSM) is a basic type of adversarial attack method as it is simple and fast method 

based on gradient. By changing the input in the direction of the loss of gradient, 

FGSM [4] creates adversarial samples that allows important areas which are more 

sensitive in convolutional neural networks (CNNs).
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To overcome the problem, several defensive methods have been studied, and 

adversarial training is one of the most effective techniques used to solve this 

problem. During adversarial training, examples that are modified are added to the 

learning process so that the model can gradually get used to the adversarial examples, 

enabling the model to learn more robust feature representations[5][6]. This will help 

CNN model gradually adapts to adversarial noise, improving its stability and 

generalization. 

In this paper, we studied how FGSM gradient-based adversarial training method used 

to make convolutional neural networks more robust to the noisy data[7].  FGSM-

generated adversarial examples are added into the training process with clean 

samples, and the effects of varying epsilon values and different clean-to-adversarial 

data ratios are analyzed. Experiments are conducted on the MNIST and CIFAR-10 

benchmark datasets to evaluate the trade-off between adversarial robustness and 

clean accuracy.  

2. Related Work 
It has been studied that deep neural networks are highly vulnerable to suspicious 

inputs. It also studied how small and often modified perturbations can cause 

significant degradation in model performance. This section presents a systematic 

literature review on adversarial attack techniques and corresponding defense 

mechanisms. 

2.1       Adversarial Attacks 

The Fast Gradient Sign Method (FGSM), is a basic and a single-step gradient-based 

technique that perturbs inputs in the direction of the loss gradient. It is simple and 

computationally efficient, it was first presented by Goodfellow et al. [8] and used by 

many researchers to do their work. In contrast, a technique DeepFool, which is 

proposed by Moosavi-Dezfooli et al. [9], it works by using iterative type of work that 

minimally perturbs inputs by finding the closest decision boundary. It is more 

effective but slower, when it is used for generating samples it takes lots of time and 

need GPU for execution. 

Several studies have done on the transfer learning of method and how to make model 

robust when these attacks comes. Kurakin et al. [10] uses FGSM but modified 

version which uses iterative manner. Madry et al.[11] express the method that deals 

with adversarial methods that show how model robustness will be done using a 

saddle-point optimization problem and introduced a method Projected Gradient 

Descent (PGD), which is a multi-step extended version of FGSM which uses a 

repeation of gradient updates and some constraints[4]. Carlini and Wagner [12] 

developed an adversarial attack based optimization method that targets neural 

networks trained with defensive distillation. The attack minimizes the L2, L∞, or L0 

norm of perturbations while maximizing the adversarial objective using a custom loss 

function. Papernot et al. [13] developed the Jacobian-based Saliency Map Attack 

(JSMA), which selectively modifies a limited number of highly influential features 

identified through the network’s Jacobian. Kurakin et al. [14] presented FGSM-based 

data augmentation in boosting adversarial resilience. Their experiments use the 
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CIFAR-10 and TinyImageNet datasets, and they find that integrating weak FGSM 

examples into the training pipeline helps the model generalize better under gradient-

based attacks, especially when combined with label smoothing and batch 

normalization. Carlini et al. [15] conducted a rigorous analysis of DeepFool attack, 

PGD attack, and Carlini & Wagner (C&W) attack which was evaluated on CIFAR-

10 dataset, SVHN dataset, and ImageNet-subset datasets. Their findings showed that 

DeepFool, though computationally lighter than PGD and C&W, generated 

perturbations that aligned closely with local decision boundary shifts. Croce and 

Hein [16] proposed a reliable evaluation framework using an ensemble of diverse 

parameter-free adversarial attacks. Their work demonstrated that strong boundary-

based adversaries can effectively expose robustness weaknesses in convolutional 

neural networks and highlighted the importance of using multiple adversarial attack 

methods for accurate robustness evaluation. 

2.2       Adversarial Defenses and Training Strategies 
Beyond attack generation, other researchers also give their study of models in 

different a situation which works on security and on sensitive data. Eleftheriadis et al. 

[17] presented different ways to make DNNs improve model robustness. They said 

that defenses method that use a single method are not enough and suggested that 

multiple attack methodologies be explored for adversarial data. Rong et al. [18] 

proposed multi-resolution training, which gives downsampling and upsampling 

during training to manage the effects of adversarial changes. Although it is not a 

hybrid attack-based method, but it suggests that modifying the way the model learns 

might help it better protect from different kinds of attacks. Kafali et al. [19] discussed 

DATNS framework with Non-Sequential Adversarial Epochs, which adversarial data 

are added to some training phase only. This approach help training process most 

effective and keep models stable and fast as generating samples itself taken lots of 

resources and need GPU. Villegas-Ch et al. [20] tested FGSM, PGD, and C&W 

against different defense strategies and came to the conclusion that hybrid and multi-

strategy methods are needed to make systems more robust in practical applications. 

In the overall literature review we saw that CNN based model is affected by even 

small changes. FGSM is basic method[21] for generating samples as it is easy to use 

and fast, which make it a base for adversarial training. In contrast to other attacks 

DeepFool, PGD, and C&W attack method are iterative based method. They are very 

optimized method which uncover the weaknesses in neural networks but have higher 

computational costs[22]. These study highlight the basic adversarial training 

methodologies, especially FGSM-based methods which is used in practical 

applications in the field of security of ML based model. 

3. Adversarial Training Methodology 
As the security of machine learning models is a crucial concern, many critical 

decisions rely on machine learning models, so the main motive of this study is to 

enhance capacity of convolutional neural networks to learn patterns against gradient-

based adversarial attacks. To do this, FGSM-based adversarial training is very 

effective way to do this. FGSM method make changes as per the  direction of the 
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gradient of the loss function with respect to the input. This make adversarial samples 

to utilize computing power required. 

The proposed methodology integrates FGSM-generated adversary samples into the 

training process with clean data. Exposing the model to both types of data enables it 

to develop feature representations that are less sensitive. Different clean-to-

adversarial data ratios and multiple epsilon values are explored to analyze their 

impact on model robustness and generalization. This FGSM-based adversarial 

training approach improves resistance against gradient-based attacks while 

maintaining competitive performance on clean data. 

3.1      Dataset Preparation 

Two benchmark datasets are used to evaluate the impact of FGSM-based adversarial 

training. 

● MNIST consists of 60,000 training images and 10,000 test images of 

handwritten digits (28×28 grayscale, 10 classes)[23]. 

 

● CIFAR-10 includes 50,000 training and 10,000 testing color images 

(32×32×3, 10 classes)[24]. 

 

All images are normalized to [0, 1] range to ensure stable gradient computation 

during FGSM generation. No additional augmentation is applied to isolate the effects 

of adversarial training. 

3.2      CNN Model Architecture 

A standard convolutional neural network (CNN) is used for training of both the 

datasets, consisting of: 

● Optimizer: Adam [25]  
● Convolutional layers activated with ReLU to introduce nonlinear 

transformations[26] 

 

● Max-pooling layers used for spatial downsampling for feature maps.  
● Dense layers is used for representation learning next flattening the data.  
● A final fully connected layer producing logits for classification.  

The architecture differs slightly for MNIST and CIFAR-10, adjusted to match input 

dimensionality, but the overall design and training principles remain consistent. 

3.3      FGSM Attack Generation 

FGSM used method generates adversarial examples using[2][27]. 

                               (             (             )) Equation(1)  
where: 

● x_input is the original sample  
● y_t denotes the true class label  
● Loss represents the loss function  



● θ stands for the model's parameters  
● The perturbation intensity is controlled by ϵ.  
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FGSM is used to produce adversarial instances for multiple ε values. 

ϵ ={0.05,0.08,0.1,0.12,0.15,0.18,0.2,0.3,0.4,0.5} 

Evaluation of both weak and extreme attack scenarios is made possible by stronger 

disturbances produced by higher ε. 

3.4     Evaluation Metrics 

Three points are chosen to assess the impact of adversarial training: 1. Clean 

Accuracy on test images that have not been manipulated. 2. Accuracy of FGSM 

against suspicious test images produced with the same ε. 3. Combined Accuracy 

(Primary Metric) Accuracy on suspicious and clean data using the same ratio as 

training.  Additionally, the Attack Success Rate (ASR) is also calculated.  It shows 

the proportion of adversarial inputs that are successful in forcing incorrect 

classification.  An attack is more successful if the ASR is higher . 

3.5      Experimental Setup 

● Training is conducted for 5–10 epochs depending on dataset.  
● Batch size is 128.  
● Optimizer: Adam   
● Loss function: Sparse Categorical Crossentropy (from logits)  
● All experiments use fixed random seed.  

This given experimental setup allows a detailed comparison across multiple ε values 

and given training ratios. 

4. Experiments and Results 
The experimental analysis focuses on evaluating how FGSM attack based adversarial 

training influences the performance of convolutional neural networks on the MNIST 

dataset and CIFAR-10 dataset[28]. FGSM-based adversarial training is implemented 

by mixing clean samples and FGSM-perturbed samples during training. The 

following clean-to-adversarial ratios are explored: 

● 50% Clean – 50% FGSM  
● 30% Clean – 70% FGSM  
● 25% Clean – 75% FGSM  
● 60% Clean – 40% FGSM  

For each mini-batch during training, a subset of clean samples is selected, and an 

equal-sized subset is perturbed using FGSM with chosen perturbation strength (ε). 

The clean and adversarial samples are then combined to form a mixed batch, which is 

used to update the CNN parameters. 
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The experimentation was conducted on two benchmark datasets. CIFAR-10 contains 

50,000 colored training images and 10,000 test images across ten object categories. 

MNIST consists of 60,000 grayscale digit images for training and 10,000 for testing.  

A simple three-layer convolutional neural network is implemented for both datasets. 

The model is trained for 5–10 epochs using the Adam optimizer and cross-entropy 

loss, depending on dataset complexity. 

4.1     FGSM Vulnerability Analysis (MNIST) 

Experiments were conducted for a wide range of perturbation strengths (ϵ) and 

multiple clean-to-adversarial training ratios. Metrics such as Clean Accuracy, FGSM 

Accuracy, and Attack Success Rate (ASR) were computed for CNN model as well as 

after adversarial training.  

The Clean model achieved 97.35% accuracy on MNIST. Before adversarial training, 

FGSM attacks were applied to the clean model using ε ϵ{0.05, 0.5}. As shown in Fig. 

1, accuracy showed a sharp decline under FGSM perturbations. 

Fig.1: FGSM Accuracy vs Epsilon 

The Attack Success Rate shown in Fig. 2 curve clearly shows that even small 

perturbations significantly degrade accuracy, confirming that MNIST models remain 

highly vulnerable to FGSM without defenses technique. 
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Fig. 2: FGSM Attack Success Rate vs Epsilon  

4.2     FGSM Adversarial Training (MNIST) 

Adversarial training was performed for each epsilon across the following mixing 

ratios: 

● 50% Clean – 50% FGSM  

● 30% Clean – 70% FGSM  

● 25% Clean – 75% FGSM  

● 60% Clean – 40% FGSM  

The Combined Accuracy (mixed on clean and FGSM test data) is shown in Fig.3. 

Key Observations 

1. Lower epsilons (0.05–0.1) significantly improves from adversarial training 

Combined accuracy remains 85–97% depending on ratio. 

At ϵ = 0.05 

● 50/50 ratio → 96.05% FGSM accuracy  

● 30/70 ratio → 95.90%  

● 25/75 ratio → 95.95%  



 

 

 

        155Adversarial Training Using FGSM Attack for Convolutional Neural …     

Training on more adversarial samples does not drastically reduce clean accuracy for 

low ϵ. 

Fig. 3: Accuracy vs Epsilon of Adversarial Training on MNIST Dataset 

2. Mid-level epsilons (0.12–0.18) show partial robustness 

At ϵ = 0.15 

● FGSM accuracy ranges from 61% to 75%, depending on ratio.  

Overly adversarial ratios (25/75) degrade clean accuracy more drastically. 

3. High epsilons (0.3–0.5) remain extremely challenging 

● FGSM accuracy falls below 10% for nearly all ratios.  

● Even after adversarial training, ASR ≈ 90–99%.  

This confirms that FGSM at very large epsilons steps outside the perceptually 

acceptable region, making classification a challenge. 

4.3     CIFAR-10 FGSM Analysis 

The CIFAR-10 dataset on FGSM evaluation shows much higher vulnerability due to 

the high-dimensional, colorful inputs: 

As shown in Fig. 4, even an epsilon of 0.01 reduces accuracy by 50%, showing 

CIFAR is far more sensitive to adversarial noise than MNIST. 
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Fig. 4 : Attack Success rate on CIFAR-10 

4.4     CIFAR-10 Adversarial Training Performance Analysis 

The combined accuracy on Clean and FGSM for CIFAR-10 across different 

adversarial training ratios (50/50, 30/70, 25/75 and 60/40) and a wide range of FGSM 

perturbation strengths (ϵ = 0.05–0.5) shown in Fig. 5. The combined accuracy 

reflects how well the model performs when evaluated on combination of clean 

samples and FGSM generated adversarial samples using the same ratio as used for 

training. 

Key findings include: 

1. CIFAR-10 behaves differently from MNIST 

Unlike MNIST, where accuracy generally decreases with higher epsilon, CIFAR-10 

shows a non-monotonic behavior. For small epsilons (ϵ = 0.05–0.1), accuracy is low 

across all ratios (10–20%), indicating extremely high vulnerability. However, 

accuracy increases significantly for medium to high epsilons (ϵ = 0.2–0.5). 

2. 50/50 Ratio Performs the Most Consistently 

The blue curve (50/50) shows: 

● Strong improvement from 46% → 63% (ϵ = 0.05 → 0.1)  

● Peak performance at ~71% accuracy for ϵ = 0.5  



● Smooth, stable trend across all epsilons  

● No sudden drops compared to 25/75  
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This makes 50/50 the most balanced and stable ratio for CIFAR-10 adversarial 

training. 

 3. 30/70 Ratio Peaks at Medium Epsilons 

The orange curve (30/70): 

● Low accuracy at small epsilons (17–20%)  

● Sharp rise at medium epsilons (ϵ = 0.15–0.25)  

● Reaches 70% combined accuracy at ϵ = 0.2  

● Slight drop at high epsilon (65–68% at ϵ = 0.4–0.5)  

This suggests that training with more adversarial samples improves robustness for 

mid-range perturbation. 

 

Fig. 5: Accuracy vs Epsilon of Adversarial Training on CIFAR-10 Dataset 

4. 25/75 Ratio is highly Unstable 

The green curve (25/75): 

● Extremely low accuracy (10–12%) at ϵ = 0.05–0.1  

● Sudden spike (63%) at ϵ = 0.18  

● Drops again at ϵ = 0.2 (35%)  

● Then rises to 60–67% at high epsilons  



 

 

The red curve (60/40): 
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5. 60/40 Ratio Preserves Clean Accuracy but Has Slightly Lower FGSM 

Robustness 

● Best performance at small epsilons (53–60%)  

● Smooth rising trend  

● Peaks at ~69% around ϵ = 0.3–0.4  

● Slight decline at ϵ = 0.5  

4.5     CIFAR-10 FGSM Attack Success Rate (ASR) Analysis 

The Attack Success Rate (ASR) of FGSM was trained on CIFAR-10 dataset on 

model across a wide range of perturbation strengths (ϵ = 0.05 to 0.5) and four 

training ratios (50/50, 30/70, 25/75, 60/40) shown in Fig. 6.  

Fig. 6: ASR vs Epsilon of Adversarial Training on CIFAR-10 Dataset 

Key Observations from the ASR Curves:

1. All ratios show extremely high ASR at low epsilons (0.05–0.1) 

● 50/50 → 47–55% ASR  

● 30/70 → 80–82% ASR  

● 25/75 → 88–90% ASR  

● 60/40 → 40–47% ASR  

This confirms that CIFAR-10 models remain highly vulnerable to FGSM even after 

adversarial training, especially for shallow perturbations. This is consistent with prior 
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work showing that single-step attacks exploit linearity in high-dimensional space, 

making CIFAR significantly more vulnerable to adversarial noise than MNIST. 

 2. ASR drops sharply for mid-range epsilons (0.15–0.3) 
All curves show a distinct downward crash, indicating that: FGSM adversarial 

training becomes more effective when epsilon increases. 

For example: 

● For 50/50, ASR drops from 39% → 30%  

● For 30/70, ASR drops from 57% → 37%  

● For 25/75, ASR plummets from 87% → 40  

Thus, higher ASR means stronger attack success, while lower ASR means better 

model robustness. 

5.       Conclusion 
This study demonstrated the effectiveness of FGSM based adversarial training in 

enhancing robustness. It also demonstrates how convolutional neural networks using 

gradient based adversarial attacks method evaluated on the MNIST and CIFAR-10 

datasets improve model robust. Training with a mixture of clean and FGSM-

perturbed samples across different ε values, the proposed approach enables CNNs to 

learn more stable and robust feature representations with consistent performance. The 

experimental results also show that the choice of clean-to-adversarial data ratio plays 

a critical role in achieving balance between adversarial robustness and clean 

accuracy. Ratios such as 50/50 and 60/40 were particularly effective in balancing 

clean accuracy with adversarial accuracy. Although FGSM is a gradient-based attack 

strategy, adversarial training with FGSM significantly reduces vulnerability of the 

model, as its computational efficiency makes it well suited for practical applications. 

From the observed study, FGSM-based adversarial training remains limited in its 

ability to defend against stronger multi-step adversarial attacks. Future work can 

involve exploring multi-step adversarial training and exploring additional defense 

techniques to further enhance model accuracy and robustness. 
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