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Abstract. The social sphere of the financial world is becoming increasingly 

exposed to cyber threats, and therefore defense systems must be developed to 

work independently and be intelligent and capable of expanding automatically.  

This research paper considers how the artificial intelligence-powered runs of 

Microsoft Sentinel SIEM scopes can be combined with low-code automation and 

recent technology in Power Automate to improve cyber resilience. It was a 

qualitative test on around 50,000 actual and simulated security violations within 

the financial industry that focused on phishing, privilege escalation, abnormal 

logins, and fraudulent access.  Some of the most important measures of 

performance included Mean Time to Detect (MTTD), Mean Time to Respond 

(MTTR), accuracy of detection, false positive rate (FPR) and false negative rate 

(FNR).  The results were pretty impressive: MTTD, MTTR and accuracy were 

improved 64 percent, 69 percent and 88.5 percent to 96.2 percent, respectively.  

This was confirmed through comparisons and benchmarking to Splunk and IBM 

QRadar, and activities performed to determine that the load and the cost/incident 

to the analysts was minimized.  At least at the 95 percent level, statistical tests 

revealed that such changes were significant.  The article demonstrates how 

artificial intelligence could be used to monitor and track cryptocurrencies with 

the help of automated processes in order to base decisions taken by the financial 

security operations on statistical information.  The findings show that the Sentinel 

Power Automate system appears as an affordable, viable and scalable solution to 

guard financial institutions against growing cyber threats, and it meets the 

requirements of the regulations. 

Keywords: Cybersecurity, Microsoft Sentinel, AI, Finance, Low-Code, Public 

sector, Automation. 
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1 Introduction 

Increased attention to cybersecurity in the public financial sector is explained by 

growing numbers of cyber-attacks on sensitive financial information, online transac-

tions, and regulatory processes, which are increasingly sophisticated.  However, in 

conventional security information and event management (SIEM), often many events 

are common, which makes success in balancing real-time detection and rapid re-

sponse difficult. It is because of this issue that it becomes easier for enemies to attack 

and this may give rise to data breach, fraud and loss of your reputation.  In this paper, 

the authors analyze how to combine Microsoft Sentinel, an AI-based cloud-native 

SIEM, with Power Automate, a low-code automation program designed to complete 

adaptable response procedures, to address these issues. Sentinel supports machine 

learning to identify suspicious activity, and Power Automate has made it free and 

inexpensive to plan actions following events such as account lockouts, fraud detection 

and blocking transactions.  The development of such functionalities is founded on a 

goal to minimize the Mean Time to Detect (MTTD) and Mean Time to Respond 

(MTTR), excellent detection specifications are expected to be preserved. They uti-

lized a quantitative approach and simulated real financial industry threat conditions, 

comparing the results with well-known SIEM services, such as Splunk and IBM 

QRadar.  This introduction gives background of the research explaining the back-

ground and purpose as well as the importance of the research. It shrouds the research 

with the veil of the factual description of the AI-powered cybersecurity to strengthen 

the working threat and the regulation with the rules of the governmental part of the 

financial market. 

2 Literature Review 

2.1 AI-Driven Cybersecurity 

Utilizing artificial intelligence (AI) in cybersecurity systems has become a vital field 

of study, especially in the financial civilian sector, where response speed and timely 

identification are vital.  The Microsoft Sentinel is a cloud-based Security Information 

and Event Management (SIEM) solution, around which research on its potential to 

support cyber resilience through AI-powered analytics and automation is developing. 

As we are able to see from one of its sources, Sentinel developed the concept which 

enables Logic Apps to create automated playbooks with human factor analysis and 

which significantly reduces the time required for human interaction and reaction [1]. 

It provides examples such as blocking accounts automatically and isolating virtual 

machines to demonstrate that sentinel can evolve to block attacks that are as sophisti-

cated as cyber threats can be.  Sentinel supports Azure-based environments and hy-

brid environments more seamlessly than other SISM solution providers such as 

Splunk and IBM QRadar. However, there are scalability issues with it [1]. Additional 

literature also explores AI use in IT forensics to improve investigations in Microsoft 

Azure.  Anomaly detection is a type of AI that has been demonstrated to be effective 
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in preserving digital evidence, as well as in processing and analyzing large log vol-

umes using Azure-native and 3rd party forensic tools [7]. These types of integrations 

entail the application of Kusto Query Language (KQL) to deconstruct unformatted 

data and identify state-of-the-art cyber threats. They have introduced new cyber fo-

rensic models in financial ecosystems and financial clouds [7]. One study has demon-

strated the potential in generative AI within the cyber security system particularly the 

capability to make autonomous responses and detecting anomalies proactively in 

augmenting the capabilities of human beings despite the concerns over the issues of 

abuse, bias and the high costs involved in AI computing [11]. This information proves 

that AI-produced SIEM systems can create opportunities to find other, but available 

possibilities to avoid finances proactively to governmental levels. 

2.2 Low-Code Automation 

One of the latest additions is the rise of low-code solutions, specifically Microsoft 

Power Automate, giving people lacking the required technological skills the chance to 

construct reconfigurable workflows to conduct meaningful financial activities.  Con-

ventional robotic process automation (RPA) lacked the power to make decisions dy-

namically, but with the integration of deep learning models into Power Automate it is 

now possible to respond dynamically for fraud detection, anomaly detection, and 

intelligent document processing [2]. The Power Automate processes can be done 

using AI builder and Azure machine learning [2].  They have been utilized in various 

forms and applications can include fraud detection in the financial services sector, 

predictive maintenance in the manufacturing sector, and automated processes based 

on customer sentiments in the retail sector. Recent research into hyper automation 

indicates that an AI coordination-based technology and workflow, in combination 

with shared data, and coordination may result in significant savings and productivity 

gains [3]. Apps such as fraud control, compliance control, credit risk control, and 

others have been mini-fintech (low-code platform) in the banking/financial industry 

[4].  With such systems, the detection of violations to the compliance process can be 

accelerated, and clients could access the services they need more easily because man-

ual activities become computerized and automated. Research reveals that low-code 

automation has the potential to speed up digital transformation and can help keep 

processes afloat and regulate them accordingly [4].  However, real time inference 

deployment issues still persist, as do latency problems, and communication with cloud 

AI services [2]. Given the need to persuade more individuals to use these systems 

within the public sector, these issues should be corrected through the adoption of 

scalable architectures and optimization techniques. 

2.3 AI Adoption in Financial Services 

Financial applications are another field where AI has been one of the biggest fields of 

implementation, due to advancements in deep learning, cloud computing, and pre-

trained models.  These tools can be used for a variety of use cases, including fraud 

detection, compliance management, customer assistance, and financial monitoring. 
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According to IBM, reports, document summaries, and writing code can also be writ-

ten by AI and other large language models (LLMs). Such technologies also create 

new weaknesses such as dependency on others, concerns about the effectiveness of 

online and face-to-face privacy provisions, and marketplace risks. It is also clear that 

the countries that need to collaborate went through very tough times where they need 

to always be aware of such threats and governments had undertaken measures in en-

suring that they are not threatened in any way [5]. It is among several changes that 

artificial intelligence has produced in the government sector rendering business and 

government more responsible. This might be predictive data analytics, predictive 

fraud and automated reporting. But to a more limited extent, they have to be brought 

into more circumscribed financial systems in order to make options easier (the same 

must be said of Estonia, Singapore and Finland). Complaints raised through this as-

pect appear to include direct prejudice through algorithms, inequality, a right to priva-

cy of information, which is symptomatic of a requirement to smear the role and usage 

of technology in government business and tours [6]. What we need is intelligent tech-

nology that will not interfere with the rights of people to access and obtain new tech-

nology and technology that will ensure that the government remained non abusive and 

non-tyrannical. 

2.4 Explainable AI 

Cybersecurity has become safer thanks to AI approaches, yet there remain significant 

issues with their functionality and reliability that are tricky to consider when working 

with restricted environments such as finance.  It was found that many other AI-based 

security systems are viewed as black boxes; therefore, preventing analysts from un-

derstanding the mechanisms used to detect anomalies and identify their threats [8]. In 

order to lower this barrier, it has been proposed that explainable AI (XAI) can con-

tribute to simplifying deep learning and machine learning models without negatively 

affecting their potential to detect information accurately [12].  One of them performs 

zero-shot learning within interpretability framework of SIEM-based alarms flooding 

to label attacks and convert the term names of the incoming threat classes [9]. These 

techniques also enable analysts to be more comfortable because they are provided 

with explanations of how models work properly. A newer system, Cyber Sentinel and 

others, demonstrated the possibility of explainable and actionable AI to collaborate in 

a task-oriented dialogue format [10]. Cyber Sentinel is putting website security con-

straints on the use of GPT based models to alert people about the potential threats and 

implement security checks in the process. They unite the faculty of being able to 

comprehend and the power of getting things done in a hurry [10]. There has been a 

tendency towards changes in the direction of not only technically advanced, but also 

convenient systems. This makes individuals using AI confident enough to trust this 

information and take immediate action upon it. 
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3 Methodology 

This research study uses the quantitative approach to evaluate the effectiveness of 

embedding Windows Microsoft Sentinel AI SIEM as integration for low code auto-

mation in Power Automate in strengthening Cybersecurity within the financial public 

sector.  The methodology follows 4 major steps: information collection, system im-

plementation, and performance measurement and performance comparison. 

3.1 Data Collection 

Both actual and fabricated information within the financial industry such as log rec-

ords, user history, attacker attempts, and compliance audit history is used in the work. 

In a three-month period, approximately 50,000 security incidences were registered 

also. They were phishing attacks, privilege escalation attacks, and fishy logins. To 

model the analysis, we could end up with any of the scenarios that made up such fre-

quently-occurring threat vectors as credential compromise, distributed denial-of-

service (DDoS) attack and insider threat.  Structured system event logs of systems 

tracking financial transactions, Microsoft 365, and Azure Active Directory were also 

included in the dataset. 

3.2 System Implementation 

In Microsoft Azure, a testbed was developed and Sentinel considered the main SIEM 

site.  In order to detect the threats, predefined and custom analytics rules were config-

ured.  Because Power Automate had the capability to run pre-defined response rou-

tines on account locking and transaction blocking, as well as account incident ticket 

generation, based on automated playbooks. It was implemented through the integra-

tion of Ai-based anomaly detection models and workflows in Power Automate using 

Azure machine learning and AI builder. This provided the opportunity to make real-

time decisions to understand frauds and provide compliance alerts. 

3.3 Performance Measurement 

This was analyzed considering three numerical indicators: 

Mean Time to Detect. The average length of time before Sentinel analytics detects a 

threat occurring. 

Mean Time to Respond. The mean duration of time it requires to run Power Auto-

mate workflows to fix a problem automatically. 

Accuracy of Detection. It concerns the relation between the number of ground labels 

and the number of correctly identified threats. 

We tested our baseline with Sentinel-Power Automate integrated framework with-

out automation. In order to give assurance that it was sufficiently reliable, more quan-
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titative measures were inspected such as a false positive rate (FPR) and negative rate 

(FNR) as shown in below in Table 1. 

Table 1. Threat Detection Accuracy 

Scenario MTTD MTTR  Improvement  

Accuracy (AD) 88.5 96.2 Accuracy (AD) 

False Positive Rate (FPR) 7.4 3.1 False Positive Rate (FPR) 

False Negative Rate (FNR) 4.1  0.7 False Negative Rate (FNR) 

3.4 Comparative Evaluation 

We also tested the performance of the integrated structure against industry standard 

SIEM software and solution such as Splunk and IBM QRadar in the same test envi-

ronments.  To determine whether the increases in MTTD and MCTR were actual or 

not at a 95 percent confidence level, we used statistical tests such as paired t-tests and 

analysis of variance. There was also quantitative information about the increase of the 

efficiency of the processes which was showing the improvement of the number of 

things which the manual analysts were to work or the costs which were related to 

automation. It is a systematic process of ensuring that findings rely on data and that 

they can be replicated time and again by those in the government considering intelli-

gent AI-driven Cybersecurity systems. 

4 Findings 

4.1 Response Efficiency 

The experiment demonstrated the significant impact of the combination of Microsoft 

Sentinel and Power Automate on embedding detection and response efficiency as 

shown in Fig. 1. The average Mean Time to detect (MTTD) and average Mean Time 

to respond (MTTR) of the manual triage baseline scenario were 14.3 minutes and 27.8 

minutes respectively.  Integrated had a lower MTTD of 5.1 minutes and 8.7 minutes 

MTTR, equal to 64.3 percent and 68.7 percent more, respectively.  This means that 

automated playbooks can be used to manage all forms of incident repetition such as 

credential compromise or any form of unusual login activity. The results of a compar-

ison of the functioning of the integrated and baseline framework are quantified in 

Table 2. 

Table 2. Average MTTD and MTTR 

Scenario MTTD MTTR  Improvement  

Baseline (Manual) 14.3 27.8 — 

Sentinel + Power Automate 5.1  8.7 64–69% 
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To establish the statistical significance, paired t-test was performed and the p value of 

<0.01 showed that both the reaction time and response time changes were significant. 

It is related by MTTD, MTTR and the time it is taking to fix the incident that overall 

look like: 

IRT=MTTD+MTTR                                                     (1) 

IRT will be the sum of the time that it takes to solve an incident.  Applying this equa-

tion to the scenario at the baseline level provided IRT = 42.1 minutes, whereas appli-

cation of the integrated framework reduced IRT to 13.8 minutes. 

 

Fig. 1. MTTD & MTTR comparison 

4.2 Accuracy and Reliability 

Another important finding was to see how accurate the detection was versus the fake 

cyber threat.  An integrated system can detect in a dataset of 50,000 tagged events 

96.2% of the events, in contrast to 88.5% for a manual analysis as shown in Fig . 2.  
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Fig. 2. Accuracy in Baseline 

The false positive (FPR) lies between 5.30 and 0.14 and the false negative (FNR) of 

AMFE, and MODIA are 0.17 to 0.84.As shown in Fig. 3. All these insights explain 

why AI-based process anomaly detection should be used on Power Automate to iden-

tify any form of fraud or malicious behavior before it occurs. 

 

Fig. 3. Threat detection metrics 

4.3 Comparative Evaluation 

We compared Microsoft Sentinel with Splunk and IBM QRadar, and determined Mi-

crosoft Sentinel was better used in Azure as shown in Fig. 5. A more complex hybrid 

setting with several platforms that could be abstracted simultaneously suited better to 

Splunk. Sentinel fitted a reportedly less complex case that required a flexing buffer. 

IBM QRadar was pretty effective behind the wall, but once an organisation started 
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using cloud-native workloads, it became even slower to locate things as shown below 

in Table 3. 

Table 3. Comparative benchmarking 

Platform MTTD MTTR Detection Accuracy  

Sentinel 5.1 8.7 96.2 

Splunk 6.3 11.4 95.1 

QRadar 7.9 13.6 93.4 

The results computed that the best incident resolution time and the highest detection 

accuracy were achieved in cloud-native settings with the implementation of Sentinel 

and Power Automate. The comparative findings support the hypothesis assumption 

that velocity of native assimilation of the skew blue do multiply as shown in Fig. 4. 

 

Fig. 4. Incident resolution timeline 

The difference in performance is: 

𝛥𝑃𝑒𝑟𝑓𝑜𝑟𝑚𝑎𝑛𝑐𝑒 =
(𝑀𝑒𝑡𝑟𝑖𝑐_𝐵𝑒𝑛𝑐ℎ𝑚𝑎𝑟𝑘 – 𝑀𝑒𝑡𝑟𝑖𝑐_𝑆𝑒𝑛𝑡𝑖𝑛𝑒𝑙)

𝑀𝑒𝑡𝑟𝑖𝑐_𝐵𝑒𝑛𝑐ℎ𝑚𝑎𝑟𝑘 × 100
                              (2) 
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Fig. 5. SIEM comparison 

4.4 Cost Efficiency Gains 

The integrated framework made things much easier in not only a technical way, but 

also an efficient way in how things worked.  An automated system reduced the aver-

age number of hours an analyst spent on work per week by half (42 to 28), through 

automation of regular responses and by reducing the number of hours an analyst spent 

writing out work by hand. Productivity increased by 33 percent because of this.  Other 

ways to save on costs through automation is that it would not be as necessary to justi-

fy paying out time and getting external security guards to contain incidents as shown 

below in Table 4. 

Table 4. Operational efficiency indicators 

Indicator Baseline Value Integrated Framework Improvement(%)  

Analyst Hours  42 28 33 

Average Incidents 35   52 48 

Cost per Incident 112 74 34 

According to these findings, technical resiliency and cost effectiveness are not bad 

things.  Perhaps, with the added automation option, an analyst can focus on a greater 

share of higher priority, more difficult to examine threats instead of routine threat 

management. This increased the overall security posture. 
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Fig. 6. Operational efficiency 

The implementation of both Microsoft Sentinel and low-code Power automate 

workflows were shown to apparently have quantitively benefits in the application of 

cybersecurity in the public sector.  More than 50% of the time was saved in finding 

things, nearly 70% of the time was saved in responding, and it was more than 96% 

accurate as shown in Fig. 6.  

 The benchmarking showed that Sentinel performed even better than the other 

SIEM vendors when used on Azure-native platforms. Operational and financial 

measures showed a significant improvement in productivity and cost efficacy. 

 The results show that AI-based low-code frameworks can be used to generate cy-

bersecurity defenses that were scalable, accurate, and cost-effective. This makes them 

particularly applicable to public financial institutions who are required to keep confi-

dential data and comply with rules. 

5 Conclusion 

As evidenced in this research paper, the use of Microsoft Sentinel to Power Automate 

greatly improves third party Cybersecurity within general financial sector where AI is 

used to monitor and automate low-code.  Quantitative data compared with the base 

operation showed that a significant reduction in detection and response time and an 

improvement of MTTD and MTTR (more than 60 percent) occurred. It resulted in a 

low false positive and false negative and a high detection. This increased the reliabil-

ity of the system and reduced fatigue amongst the analysts.  
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 Compared to the framework which is being promoted to clients having Splunk or 

IBM QRadar, it satisfies the need of the business and goes further which leads to the 

apparent change in the way of functioning and financial performance. The results 

statistically proved, were also important improvement and made people determine 

even better in the results they could get. 

It is also not possible to mention the framework without mentioning enhancing per-

formance, apart from making regulations more affordable and scalable, and digitizing 

financial institutions. When it comes to the shifting cyber threat environment, you can 

address both the automated processes and the AI-related analytical ones. 

Increasing focus on the Cybersecurity infrastructure and reducing it on fewer peo-

ple would be a good idea as would modernizing it and updating it to make neo-threats 

more challenging in entering. It timely needs to attract more attention of the public 

financial organization. In the future it can be done with cross sector deployment case 

studies and longitudinal deployment case studies. 
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