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Abstract. This study presents a feature selection methodology designed to
improve the efficacy of Deep Neural Network (DNN)-based intrusion detection
systems (IDS). The suggested method uses a statistical fusion strategy that
combines variance thresholding and pairwise correlation analysis to find a small
but useful set of network traffic features. The method improves model
interpretability and performance by concentrating on features that demonstrate
significant variability and minimal redundancy. The proposed approach is
examined using three established datasets: NSL-KDD, UNSW-NB15, and CIC-
IDS2017. Before training the model, one-hot encoding is used to encode
categorical features, and standard normalisation is used to make sure that all the
features are scaled the same way. The statistical methods create smaller groups
of features, which are then used as inputs for a multilayer DNN classifier.
Experimental results show that accuracy, precision, recall, F1-score, and false
positive rate (FPR) have all improved a lot compared to traditional feature
selection methods like Recursive Feature Elimination, Chi-Square, and Random
Forest. The suggested method also cuts down on execution time, even when it
uses more features in some cases showing that it is more computationally
efficient. The results show that the suggested feature selection strategy could
greatly improve the performance and reliability of IDS in different network
environments.

Keywords: Intrusion Detection, Statistical Fusion, Feature Selection, Deep
Learning.

1 Introduction

A Network Intrusion Detection System (NIDS) is important for keeping networks safe
because it watches traffic to find unauthorized access, bad behavior, or policy
violations. Generally, NIDS are categorized in two central -categories:
signature-based, which are quick and work well for attacks that are already known,
and anomaly-based, which can find new threats but often give false positives [1]. As
networks become more complicated and cyber threats become more sophisticated,
Deep Learning (DL), especially Deep Neural Networks (DNN), has been used to
enhance the capabilities of IDS by automatically extracting features and making them
more generalized to attacks that have never been seen before [2]. Despite these
benefits, key challenges persist, including handling imbalanced datasets, achieving
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real-time detection, coping with evolving threats, and defending against adversarial
attacks.A major limitation is the scarcity of high-quality current datasets. To address
these issues, research is advancing toward hybrid models using CNNs, RNNs, and
attention mechanisms, along with techniques like ensemble learning, federated
learning for data privacy, and explainable Al (XAI) to improve scalability, accuracy,
interpretability, and adaptability of IDS [3].

This study proposes a DNN-based ID that incorporates a hybrid combination of
feature selection methods. Since DNNs require large datasets for effective training,
publicly available intrusion detection datasets are used, captured via tools like
Wireshark and Nmap, and processed from pcap/tcpdump files to extract header and
payload features. However, these datasets often include redundant or irrelevant
features that may hinder classification performance. To address this, a filter-based
feature selection technique is proposed that statistically interprets features,
independent of the learning algorithm. The proposed approach focuses on identifying
significant features through a hybrid method of Variance Threshold Feature Selection
and Pairwise Correlation Feature Selection, aiming to enhance DNN performance.

Feature selection is defined as the process of recognizing and selecting the most
relevant feature within the data set in order to improve the performance of the
machine learning model. It is an important step in the machine learning process [4].
Feature selection is used to remove unnecessary information in the data set in order to
improve the accuracy of the model, prevent overfitting, reduce training time, and
improve the interpretability of the results. In the intrusion detection and classification
problem domain, there are three main feature selection techniques used to identify and
utilize the most relevant feature in the data set in order to improve the precision,
effectiveness, and robustness of intrusion detection systems. As shown in Figure 1,
feature selection techniques include filter methods, wrapper methods, and embedded
methods.
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Filter Methods.These approaches do not use machine learning models; instead, they
assess feature relevance using statistical methods. The correlation between each
feature and the target variable is used to evaluate each one separately. ANOVA,
mutual information, chi-square tests, and correlation coefficients are common
methods. Although these techniques are quick and helpful for preprocessing, they
might retain redundant features and overlook feature interactions.

Wrapper Methods.These techniques assess various feature subsets using machine
learning models, choosing the best one based on model performance. This includes
methods such as recursive feature elimination (RFE), backward elimination, and
forward selection. They are computationally costly and may overfit, particularly on
small datasets, even though they capture feature interactions and frequently produce
better accuracy.

Embedded Methods.These techniques combine the benefits of filter and wrapper
methods to perform feature selection during model training. LASSO, Ridge, and
tree-based models like Random Forest or XGBoost are a few examples. These are
usually model-specific but provide a good trade-off between efficiency and accuracy.

Outcomes of this work highlight:

e A statistical feature selection method for IDS based on fusion of Variance
Threshold Feature Selection and Pairwise Correlation Feature Selection.

e Using the reduced feature subset, DNN is applied for classification.

Evaluation on NSL-KDD, UNSW-NB15, and CIC-IDS2017 datasets.

e Evaluation of performance using metrics like recall, accuracy, precision, F1-score,
and false positive rate (FPR).

The article's remaining sections are organized as follows: Literature Study of current
feature selection techniques are examined in Section 2, both generally and in
connection with IDS. The suggested hybrid approach used is described in Section 3.
In Section 4, the experimental procedure is described and the data obtained from
various evaluation criteria is examined. The paper concludes with conclusive
observations and future directions in Section 5.

2 Literature Study

This section explores a deep analysis of the previous work performed by researchers
in the domain of NIDS pertaining to statistical feature selection. Optimization of
NIDS by statistical feature analysis has increasingly been researched upon in recent
times. These methods have shown progressive research related to precision, accuracy
and applicability.

A method by Kumar et al. [6] proposes an ML-based IDS using statistical ranking
method. Their work focuses on network traffic data analysis for malware detection.
Their method of IDS using statistical analysis identifies 9 traffic features for intrusion
detection, ranked using the T-test for unequal variances. The top 7 features were more



Statistical Feature Fusion Driven Enhanced Network Intrusion ... 283

effective than all 9 features. The Naive Bayes algorithm evaluates these features,
achieving a maximum accuracy of 95.69% by removing the two features with the
lowest‘t’ values.

Lan et al. [7] offer the 'quantitative logarithmic transformation-based intrusion
detection system (QLT-IDS)', which examines network behavior through a statistical
methodology, excluding machine learning or deep learning techniques. It can identify
a broad spectrum of malicious attacks with high accuracy and is effective for both
real-world and simulated network traffic without requiring extensive data gathering or
training, hence improving real-time detection performance. Their method achieves
detection accuracy of 93.1% for SSH intrusion attacks, 92.4% for RDP intrusion
attacks, and 95.7% for port scanning assaults.

The use of statistical measures, particularly Information Gain, for feature selection
in IDS is emphasized in a method by Adhao et al. [8]. This method lowers false
alarms and computational complexity in flow-based IDS while increasing detection
rates by identifying informative features. They employ ensemble techniques which
improves detection rate, reduces false alarms and computation time. The proposed
bio-inspired “Krill Herd Algorithm” with statistical measures enhances flow-based
IDS performance.

Heryanto et al. [9] propose a correlation-based feature selection (CFS) to enhance
IDS. Their correlation-based feature selection improves IDS performance with high
accuracy. The proposed CFS-based IDS achieves high accuracy, recall, specificity,
precision, Fl-score, true positive rate, and true negative rate.It highlights high
performance metrics such as accuracy and precision to improve detection efficiency
and reduce false alarms.

A Novel IDS model using statistical processing techniques and machine learning
algorithms is proposed by Veeranna et al. [10] which employs statistical features such
as correlation and Joint Entropy, which are used to discover and remove duplicate
connections and features in the data, enhancing the efficiency of the IDS model. The
proposed method utilizes Fuzzy C-means and Support Vector Machine (SVM) for
classification and obtains accuracy of 97.6% and false alarm rate of 0.7% which beats
many other proposed methods.

Research by Sharma et al. [11] identifies key statistical features for IDS, utilizing
ANOVA and Chi-Square tests. Notably, "Bytes Sent" ranks highest in ANOVA, while
"Bytes Sent" and "Bytes Received" are top ranked in the Chi-Square test for normal
and malware data. The study aims to distinguish normal traffic from intrusion
network traffic using statistical techniques. ANOVA and Chi-Square tests rank
features for effective intrusion detection.

Umair et al. [12] presents a statistical methodology for IDS, employing a
multilayer convolutional neural network for feature extraction and selection,
succeeded by a softmax classifier for classification, and attaining good accuracy in
identifying network intrusions. Their approach utilizes a hybrid deep learning model
that incorporates multilayer CNN for feature extraction, classified via softmax and
DNN, achieving 99% accuracy on benchmark datasets.

A work by Imrana et al. [13] presents chi-square BILSTM IDS which utilizes the
chi-square statistical model for ranking and selecting features based on their y2 test
scores. It integrates the chi-square model with BiLSTM for intrusion detection for
effective feature selection. The proposed method optimizes feature subsets to enhance
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classification accuracy, reduce complexity in network intrusion detection and reduce
false alarms.

3 Methodology

This section will highlight the methodology followed in detail. The section will throw
light on the background of associativity between type of intrusion and selection of
features. It will also discuss the conceptualization of the performed work
incorporating statistical features, fusion of features etc.

3.1 Dataset Description

The efficacy of the proposed methodology is validated using three intrusion detection
system datasets: UNSW-NB15, NSL-KDD, and CIC-IDS-2017. The datasets are
diverse in terms of network characteristics and are created under various network
environments. Moreover, the datasets include real and synthetic network traffic.
Hence, the efficacy of the proposed approach can be justified through the analysis of
various network traffic using these three different datasets. A brief description of each
of the three datasets is provided in the subsections below.

NSL-KDD Dataset.This dataset [14] is a refined version of the KDD CUP 99 dataset,
created by removing duplicates and missing values. It includes network features and
samples from four attack types along with normal traffic. The dataset provides
separate training and test sets with 125,973 and 22,544 samples, respectively.

UNSW_NB-15 Dataset.This dataset [15] was generated using the IXIA Perfect
Storm tool to simulate network traffic, including both normal behavior and various
attacks. Features were extracted using Argus and Bro-IDS tools. It includes 175,341
training samples and 82,332 test samples.

CIC-IDS-2017 Dataset.This dataset [16] is a recent and extensive intrusion detection
dataset built by capturing real-time traffic over five days. It covers diverse network
services, protocols, and modern attack types. Features were extracted using the
CICFlowMeter tool.

3.2  Data Preprocessing

Preprocessing of the intrusion detection datasets is done to make it easier to
experiment and train models [17]. There are two main steps in this process: feature
encoding and normalization. As the datasets have attributes which are categorical in
nature like protocol type, service, and flag status, these are first changed into numbers
using one-hot encoding, which is a common way to show categorical variables [18] in
binary format. After encoding, normalization is done to make sure that all of the
feature scales are the same. This is important because the value ranges of the features
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can be very different. Standard scaling is used to do this. It subtracts the mean and
scales the values to unit variance, which lets the model treat all features equally
important during training.

3.3 Feature Selection

Feature selection is employed to extract a compact set of informative features from
each intrusion detection dataset, ensuring the elimination of redundant and irrelevant
data. The proposed selection method, detailed earlier, is implemented on the
NSL-KDD, UNSW_NB-15, and CIC-IDS-2017 datasets. As a result, the original
feature sets are reduced to 21 features (from 41) for NSL-KDD, 21 features (from 42)
for UNSW_NB-15, and 64 features (from 79) for CIC-IDS-2017. These refined
subsets are then used as input for the deep learning model, enhancing both learning
efficiency and detection accuracy.

Variance Threshold Feature Selection.lt is a widely used filter-based feature
selection technique. It deletes all features whose value of variance doesn't equal to a
certain threshold. The core idea is that features with low variance are unlikely to be
informative for machine learning models, as they don't provide much distinguishing
power. Variance is calculated using Equation (1), where o? denotes the, N is the
quantity of data instances, X, stands for the individual values of the feature, and u

represents the mean of that feature.Features with very low variance (i.e., almost
constant values) across samples don’t contribute much to the model’s ability to
discriminate between outputs

o =—3 Q)

Pairwise Correlation Feature Selection.lt is a filter-based, unsupervised feature
selection method that identifies and removes redundant features based on the
correlation between them. The idea is to keep only one feature among a group of
highly correlated features, as they carry similar information. When two features are
highly correlated, they are linearly dependent. This implies that one feature can be
approximated as a linear transformation of the other. Therefore, keeping both doesn’t
add meaningful new information to the feature space. This helps reduce
dimensionality, potentially improving model performance and interpretability by
removing features that offer little new information. Correlation Coefficient, denoted
by ‘r’ is used to measure the correlation between two variables x and y, denoted in
Equation (2).

()= (E0)Ey)
r= )

2 2
\/ [nExz—(ZX) 1Sy~ ]




286 A. Verma and M. Khari

The result of the feature selection procedure is a collection of pertinent features that
are significantly associated with class output labels and enhance the extraction of
patterns from data. Fig. 2 illustrates the overarching methodology employed for the
statistical feature selection approach aimed at improving network intrusion detection.
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Fig. 2. Proposed Methodology

3.4 Intrusion Detection & Classification using Deep Neural Network

A multilayered Deep Neural Network (DNN) architecture is constructed to perform
the intrusion detection and classification task [19]. The input layer’s size is configured
to match the number of selected features: 64 for CIC-IDS-2017 and 21 for both
NSL-KDD and UNSW_NB-15. The network comprises three hidden dense layers
with 1024, 768, and 512 neurons, respectively, to facilitate hierarchical feature
learning. A dropout layer comes after each dense layer to lessen overfitting and
encourage generalization. Non-linear transformations are made possible by applying
the ReLU activation function to each hidden layer. Binary classification is made
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possible by the output layer's use of the sigmoid activation function. The binary
cross-entropy loss function is used to assess the model's performance after 300 epochs
of training with a batch size of 1024.

4 Results and Discussion

We tested the suggested approach using Python on Google Colaboratory. The
computer had 12.7 GB of RAM, 15 GB of GPU memory, and an NVIDIA T4 GPU.
The experiments use pre-processed intrusion detection datasets and a reduced feature
subset that is obtained from the suggested feature selection technique. The
performance analysis entails a comparison of the proposed feature selection approach
with current methodologies.

4.1 Evaluation Metrics

These evaluation criteria are used to evaluate the proposed approach. The criteria are
the Confusion Matrix, which specifies true positives (TP), true negatives (TN), false
positives (FP), and false negatives (FN). Accuracy (Acc) is defined as the ratio of
correct predictions to the total number of instances, as shown in Equation (3).
Precision (P) is the proportion of true positives among all the true and false positive
predictions and is given by Equation (4), which represents the proportion by which
the proposed approach minimizes the inclusion of false data. Recall (R) is the
proportion of true positives among all true and false positive cases and is shown in
Equation (5), which represents the proportion by which the proposed approach is able
to identify relevant cases. The F1 score (F-score) is the harmonic mean of precision
and recall and is shown in Equation (6). The False Positive Rate (FPR) is the
proportion of false positives and is used to measure the proportion of negative cases
that are incorrectly identified as positive in the proposed approach and is shown in
Equation (7).

TP+TN

ACC = TorTN—RPTEN. @)
P = TPTFP )

R = prw )

F1 Score = 2 X ﬁfrﬁ (6)
FPR = —"— (7)

4.2 Results

The results of the experiments on the CIC-IDS2017 NSL-KDD and UNSW_NB-15
datasets, which are shown in Tables 1, 2, and 3, show that the proposed feature
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selection method works well. This method consistently outperformed conventional
feature selection techniques when combined with a DNN-based Intrusion Detection
System (IDS) across all three datasets. The optimized feature subset led to a peak
accuracy of 99.93% in the CIC-IDS2017 dataset, which is an improvement over the
previous best accuracy. The proposed method achieved an accuracy of 99.61% for the
NSL-KDD dataset. The UNSW_NB 15 dataset also received an accuracy score of
89.50%.

We have also investigated the performance of the model based on precision and
recall, which indicate the efficiency and sensitivity of the classifier model. The
proposed technique performed extremely well on all the datasets. On the
CIC-IDS2017, the proposed technique achieved 99.75% correctness and 98.81%
recall values. Precision and recall values on the NSL-KDD dataset were 99.84% and
98.71%, respectively. The precision and recall values of the UNSW_NB-15 dataset
were 95.10% and 98.90%, respectively.

The F-score is used for evaluating the performance of the imbalanced data. The
F-score of the CIC-IDS2017 dataset was 99.93%, the F-score of the NSL-KDD
dataset was 99.50%, and the F-score of the UNSW NB-15 dataset was 95.62%. The
proposed methodology had a lower false positive rate compared to other approaches.

Also, the execution time of all datasets was considered in terms of preprocessing,
feature selection, training, and classification. The proposed method of DNN-based
IDS took smaller time for execution, even when it considered more features than other
methods. This shows how efficient the derived feature subset is.

Table 1. Performance of proposed method on CIC-IDS-2017 dataset

Method # Selected Accurac Precisio Recall f-Score FPR
Features y n

Recursive Feature 5 97.86  97.00  97.55 98.50  0.047

Elimination

Chi-Square 13 96.80 97.65 98.50 97.90 0.061

Random Forest 37 98.44 98.13 98.10 97.68 0.060

Proposed Method 64 99.93 99.75 99.81 99.93 0.011

Table 2. Performance of proposed method on NSL-KDD dataset

Method # Selected Accuracy Precisio Recall f-Score FPR
Features n

Recursive Feature 5 98.06 9740 9723 9880  0.012

Elimination

Chi-Square 13 97.54 97.79 97.63  98.21 0.012

Proposed Method 21 99.61 99.84 98.71  99.50 0.011
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Table 3. Performance of proposed method on UNSW_NB-15 dataset

Method # Accur Precisio Recall f-Score FPR
Selected acy n
Features
Recursive Feature 5 8336  79.77 95.60  86.44 0.013
Elimination
Chi-Square 13 82.41 78.22 97.85  87.90 0.013
Random Forest 17 82.69 7940 98.57 87.62 0.050
Proposed Method 21 89.50 95.10 98.90 95.62 0.011

The suggested method for choosing features is very good for use in real-time IDS
that work with data streams that are always changing. Its practical strength comes
from the fact that the training phase, which is very computationally intensive, is
separate from the detection phase, which is very light and happens in real time. The
statistical fusion approach is a filter-based method that combines variance
thresholding and pairwise correlation. This means that the feature selection process
happens offline, before the model is put into use, and is not part of the model training.
The live IDS only needs to do a little bit of work once the best, smaller set of features
has been found. It needs to extract the specific, pre-determined features from network
packets, use pre-calculated normalization parameters, and send the small feature
vector to the trained DNN for a prediction that happens almost instantly. This
operational model avoids the big overhead of running complicated selection
algorithms on live traffic. This makes sure that modern networks can be monitored
effectively without becoming a bottleneck.

The main problem to solve in order to keep practical relevance in a changing threat
landscape is "concept drift." This is when the statistical properties of network traffic
and attack patterns change over time. A static model, no matter how accurate on its
training data, will see its performance degrade as new threats emerge. So, a
production-level implementation would need a strong MLOps (Machine Learning
Operations) framework that includes regular retraining. This involves consistently
gathering new network traffic data and labelling them, as well as repeating the whole
process offline, from selecting statistical features to building the DNN model, in order
to construct a new model. By employing these new models without any difficulties, it
is ensured that the IDS is able to adapt to new threats, as well as maintain its high
detection rate, ensuring it is operational in a successful manner for a long time in
security-related tasks.

5 Conclusion and Future Scope

This paper proposes a feature selection method in conjunction with statistical
significance tests based on standard deviation and absolute difference of mean and
median, with the aim of improving intrusion detection and classification. The
proposed method is based on selecting a small subset of features with high variance.
Then, a Deep Neural Network (DNN) model is used to learn from these features. The
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effectiveness of this model is evaluated by using three datasets for intrusion detection,
NSL-KDD, UNSW_NB-15, and CIC-IDS-2017. The evaluation of these datasets
demonstrates that the proposed model is better than other traditional feature selection
methods. The evaluation also reveals that computation time is reduced. Therefore, it is
concluded that the proposed feature selection method is effective in selecting a feature
subset that improves the efficiency of intrusion detection systems based on a DNN
model. In future, this feature selection method could be improved to be applicable to
real-time data. The model could be extended to learn in real-time, enabling it to
respond to changes in intrusion patterns. The model could be made robust against
evasion attacks by integrating adversarial defense techniques. For applications like
power grid management or financial transactions, it is of utmost importance to ensure
robustness. At the same time, it is imperative to integrate techniques like Explainable
Al (XAlI) into this model to gain the trust of security analysts. XAl techniques could
be used to provide justification for alerts beyond a simple black box model. The
coupling of adversarial robustness with XAI could lead to the development of this
model as a reliable tool for protecting valuable digital resources. The model could be
extended to other domains like IoT, cloud computing, etc.
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