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Abstract. Deepfake technology has progressed rapidly, accelerating the creation of 
synthetic media that challenges traditional understandings of authenticity and ethical 
standards in digital communication. The spread of deepfakes, particularly in gender-

oriented and non-consensual contexts, has emerged as a pressing concern for media 
trust, regulatory adequacy, and social harm. This paper offers an integrative ethical 
and policy-oriented review of deepfake technologies, drawing on secondary 
quantitative data and comparative regulatory analysis. Prevalence figures and 
detection performance metrics are reported from prior published studies; the 
qualitative component examines legislation across leading jurisdictions and 
professional codes of ethical practice. Deepfake content has grown dramatically since 
2019, with the majority of non-consensual cases targeting women, evidencing a 
structural gender-based harm. Current detection systems exhibit notable 

generalization failures, and regulatory responses remain fragmented. Media literacy 
interventions show promise but reach vulnerable communities unequally. The 
findings indicate that existing detection and governance mechanisms are insufficient 
to address the scale and complexity of the deepfake threat, necessitating adaptive 
detection, coordinated regulation, and broad-based education programs. 

Keywords: Deepfake, Media Ethics, Detection, Regulation, Digital Trust, Gender 
Violence. 

1  Introduction 

The digital age has produced powerful tools for manipulating audio-visual content, making 

synthetic media increasingly indistinguishable from genuine recordings. Deepfake 

technology, built on advances in deep learning, enables the automated creation of realistic 

fabricated videos and voice recordings. While the technology carries legitimate creative and 

commercial applications, its misuse poses substantial risks to personal privacy, public trust, 

and democratic discourse [1]. 
The term “deepfake” derives from “deep learning” neural networks and “fake,” referring 

particularly to Generative Adversarial Networks (GANs) used to produce synthetic media 

[2]. Unlike traditional manipulation, which typically required specialist expertise, modern  
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deepfake tools have democratised realistic forgery creation, placing this capability within 

reach of anyone with modest computing resources. 

The proliferation of deepfakes has proceeded at a rapid pace. Evidence compiled by 

Deeptrace (2019) documents substantial growth in online deepfake content since 2019, with 

98% of non-consensual deepfakes targeting women [3]. This gender disparity is not merely 

a technical observation; it reflects a broader ethical crisis at the intersection of technology, 

sexual violence, and media integrity. Non-consensual deepfake pornography functions as a 

form of image-based abuse, instrumentalized to harass, coerce, and damage the reputations 

of its predominantly female victims. 

Beyond individual harms, deepfakes pose systemic societal risks: the erosion of evidentiary 

standards in legal proceedings, political manipulation through synthetic video, and a 

broader collapse in epistemic trust. Scholars have described this confluence as an 

“infocalypse” [4]. In a political environment characterised by “post-truth” dynamics [5], 

deepfakes represent a further escalation that may collectively undermine the public capacity 

to distinguish authentic from fabricated content. 

These dynamics give rise to what Chesney and Citron [6] term the “liar’s dividend”: the 

mere existence of deepfake technology enables bad actors to dismiss genuine evidence as 

potentially fabricated, thereby undermining the evidentiary value of authentic recordings. 

This weaponisation of epistemic uncertainty has significant implications for journalism, 

legal proceedings, and public discourse. 

Current responses focus on detection technologies, legislation criminalising malicious use, 

and media literacy initiatives. Yet fundamental questions remain: Are current detection 

techniques keeping pace with generative advances? Do existing legal frameworks 

adequately protect victims? Can public education meaningfully raise capacity to identify 

synthetic media? This study addresses these questions by scrutinising the state of deepfake 

technology, evaluating detection effectiveness, and assessing regulatory and educational 

responses. 

2  Literature Review 

2.1 Technological Foundations 

The core of deepfake technology lies in GANs, proposed by Goodfellow et al. [2]. The 

method involves two adversarial neural networks—a generator and a discriminator—

whereby iterative competition produces increasingly lifelike synthetic output. Advances 

have extended the technology from static images to video and audio. Using transfer 

learning, limited voice samples can generate convincing voice replicas [7]. Advances in 

facial reenactment enable real-time manipulation of emotion and movement. The global 

market for deepfake technology has grown dramatically and shows no sign of abating [8]. 

2.2 Prevalence and Patterns of Misuse 

Research has documented alarming patterns of deepfake misuse. Deeptrace [3] found that 

96% of detected deepfakes were pornographic, with almost none featuring consenting 

subjects. The scale has since grown substantially, with reported figures indicating 
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approximately 550% more deepfake content compared to 2019 [9]. Deepfake victimisation 

is heavily gendered; technology-facilitated gender-based violence studies classify 

deepfakes as a form of image-based abuse with severe psychological, social, and career 

consequences [10, 11]. Beyond individual harm, deepfakes have been weaponised for 

political manipulation and financial fraud [12, 13]. 

2.3 Detection Technologies and Challenges 

Deepfake detection has become a critical research priority. Mirsky and Lee [14] survey 

detection approaches categorised by reliance on facial feature artefacts, temporal 

inconsistencies, or physiological signal anomalies. Despite progress, detection efficacy 

remains limited. Leading systems achieve precision of approximately 0.72 and recall of 

0.68 on benchmark datasets [15]. When presented with novel generation techniques, 

performance degrades substantially [16]. Industry initiatives including Meta’s Deepfake 

Detection Challenge [15], Google’s SynthID watermarking [17], and the Content 

Authenticity Initiative [18] represent collaborative efforts to advance the field. 

2.4 Regulatory Responses 

Legal and regulatory responses have emerged across multiple jurisdictions. In the United 

States, state-level action has led the way, with California enacting legislation against 

electoral deepfakes and non-consensual intimate images [19]. Recent federal action 

includes the Take It Down Act (2025), which mandates removal of non-consensual intimate 

deepfakes [20]. The European Union’s AI Act (2024) classifies several deepfake 

applications as high-risk and establishes transparency obligations [21]. Significant gaps 

persist, including lack of cross-jurisdictional coordination and conflicts between anti-harm 

measures and free speech principles [22]. 

2.5 Media Literacy and Educational Interventions 

Educational approaches to building public resilience against deepfake manipulation have 

attracted growing interest. Evidence indicates that media literacy interventions can enhance 

individuals’ capacity to discern and resist misinformation [23]. Inoculation theory provides 

a useful framework: exposing people to attenuated misinformation combined with 

refutation strategies provides a prophylactic effect [24]. However, limitations are 

significant. Quality education is unequally distributed, and even media-literate audiences 

remain susceptible to high-quality misinformation that confirms prior beliefs [25]. 

2.6 Research Gaps and Theoretical Framing 

Although many scholars have explored these issues, several areas remain underexamined. 

There are few longitudinal studies tracking the evolution of public perception as deepfake 

prevalence increases. Cross-cultural research on how different societies comprehend and 

regulate deepfakes is still in its early stages. Research on intersectional vulnerabilities—

how race, class, and gender interact to produce differential exposure to deepfake harm—

remains limited. Studies integrating technological, regulatory, and educational 

interventions within a unified analytical framework are needed. 

Theoretically, this paper is anchored in three complementary frameworks. First, media 

ethics provides the normative foundation for evaluating how deepfakes challenge 

journalistic standards of authenticity and editorial responsibility [1]. Second, epistemic 

justice theory [26] informs the analysis of how deepfakes are used to discredit testimony 
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and erode the credibility of targeted individuals, particularly women. Third, feminist 

technology studies [27, 10] frames deepfake-enabled abuse as a manifestation of pre-

existing gender power dynamics mediated through new technical affordances. The present 

paper extends these traditions by applying them jointly to a contemporary, rapidly evolving 

technological context, and by synthesising regulatory and educational evidence within the 

same analytical frame. 

3 Methodology 

This paper offers an integrative ethical and policy-oriented review of deepfake 

technologies, drawing on secondary quantitative data and comparative regulatory analysis. 

The methodology combines quantitative synthesis of prevalence and detection data reported 

in the existing literature with qualitative analysis of regulatory frameworks and educational 

interventions. 

3.1 Quantitative Analysis 

This study cites and synthesises published secondary data; it does not collect primary data 

independently. The Deeptrace (2019) report (n > 95,000 content items analysed) is used as 

the primary baseline source, providing data on deepfake volume, content categories, and 

victim demographics. This is supplemented by more recent figures cited from Deepstrike 

(2025) and Sumsub (2024) to provide a longitudinal perspective. Table 1 summarises the 

key secondary data sources used in this review. 

Detection performance figures cited in this paper are drawn from published benchmarks, 

principally Meta’s Deepfake Detection Challenge (2020) and peer-reviewed academic 

studies. The precision (p=0.72) and recall (r=0.68) values cited represent state-of-the-art 

performance as reported in those prior studies, not measurements conducted by the authors. 

Descriptive statistics on prevalence trends are synthesised from the cited secondary sources. 

Key figures include the reported growth in deepfake content from 2019 to the present and 

the documented gender distribution of non-consensual deepfake victimisation. These 

figures are cited from prior studies and are not independently verified by the authors. 

Table 1. Key secondary data sources used in this review. 

Source Year Method Key Limitation 

Deeptrace (2019) 2019 Online content

scan (n > 95,000) 

Platform 

coverage 

incomplete; 

dated 

 

Meta DFDC (2020) 2020 Detection 
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May not

generalise to

newer models 
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Source Year ey Limitation 

Deepstrike (2025) 2025 ethodology 

ot fully

isclosed 

Method 

Industry tr

aggregation 

Sumsub (2024) 2024 Identity 

incident r

fraud 

 eport

ndustry-

ourced; 

otential bias 

3.2 Qualitative Analysis 

A systematic review of legislation and policy documents from California, the European 

Union, and the US federal government was conducted. Analysis focused on prohibited 

conduct, enforcement mechanisms, disclosure requirements, platform obligations, and 

penalties for non-compliance. Professional codes of conduct from journalism organisations, 

technology corporations, and universities were also examined to identify emerging ethical 

guidelines for synthetic media. An assessment of media literacy programmes and 

curriculum resources informed the educational intervention analysis. 

3.3 Limitations 

Several limitations merit acknowledgment. This review is limited to secondary data 

sources; sampling procedures and confounding variables in the original studies cannot be 

independently verified. Deepfake technology evolves rapidly, and any synthesis is 

necessarily a snapshot that may become outdated. The regulatory analysis focuses on 

official legislation and may not capture informal norms. Media literacy assessments rely 

primarily on self-reported outcomes. 

4 Results 

4.1 Prevalence and Growth Patterns 

Analysis of available data reveals significant growth trajectories. Reported figures indicate 

that deepfake content grew by approximately 550% between 2019 and 2023, following an 

exponential rather than linear trajectory [9] (Fig. 1). This expansion has been driven by 

reductions in the computational cost of generation and the emergence of accessible 

production tools. Ninety-eight per cent of non-consensual deepfakes target women, and the 

overwhelming majority are pornographic [3] (Fig. 2). This gender imbalance indicates that 

deepfakes function disproportionately as instruments of gender-based violence. 
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Fig. 1. Growth of Deepfake Content (2019–2023). 

 

Fig. 2. Gender Distribution in Non-Consensual Deepfakes. 

4.2 Detection Technology Performance 

State-of-the-art detection systems achieve precision of 0.72 and recall of 0.68 when tested 

on diverse datasets [15]. While these figures represent meaningful discriminability, they 

also entail significant error rates; large numbers of deepfakes will pass undetected, and 

authentic content may be misclassified. When presented with novel generation methods 
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absent from the training dataset, performance degrades substantially, highlighting a 

fundamental generalisation failure and the adversarial arms race between generation and 

detection [16] (Fig. 3). 

 

Fig. 3. Deepfake Detection Performance Metrics. 

4.3 Regulatory Landscape 

The regulatory landscape is complex and characterised by high jurisdictional variability. In 

the United States, state-level legislation has proceeded ahead of federal action, with 

California leading on comprehensive provisions. The Take It Down Act represents 

significant federal progress, though implementation details remain to be established. In the 

European Union, the AI Act introduces a broad regime covering synthetic content 

disclosure and accountability, though enforcement mechanisms are still being developed 

(Fig. 4). 
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Fig. 4. Regulatory Strength Comparison Across Jurisdictions. 

Common regulatory approaches include: criminalisation of creating and 

distributing non-consensual deepfakes; mandatory disclosure of political deepfakes 

prior to elections; platform liability for facilitating access to harmful fabricated 

content; and civil remedies enabling victims to seek compensation. Significant gaps 

in international co-operation impede enforcement against perpetrators operating 

across borders. 

4.4 Media Literacy and Educational Interventions 

Review of media literacy initiatives confirms the growing recognition of education as a 

complementary approach. Programmes range from brief awareness campaigns to full 

curricular courses. Empirical evidence indicates that well-designed interventions improve 

deepfake detection performance; however, effect sizes vary and absolute performance 

remains imperfect (Fig. 5). Access to quality education is unequal, and vulnerable 

populations often receive the least exposure to deepfake awareness programmes. 
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Fig. 5. Effect of Media Literacy on Deepfake Detection Accuracy. 

4.5 Integrated Assessment 

A synthesis across domains indicates that existing responses are valuable but insufficient to 

combat deepfake threats comprehensively. Detection techniques show promising results but 

exhibit substantial generalisation limitations. Regulatory frameworks have proliferated but 

remain fragmented and lack international harmonisation. Educational interventions 

demonstrate potential but are not a panacea. These findings support rejection of the null 

hypothesis of adequacy: existing detection and governance mechanisms, while representing 

genuine progress, remain insufficient against the growing deepfake threat. 

5 Discussion 

5.1 The Arms Race Dynamic 

The process of deepfake generation and detection constitutes an adversarial arms race: 

improved detection reveals artefacts in existing deepfakes, which in turn drives 

development of new generative methods that reduce or eliminate those artefacts. This 

dynamic produces continued but temporary instability rather than convergence. The 

asymmetry is compounded by economics: generating realistic deepfakes requires minimal 

computational power, while reliably detecting them demands sophisticated and resource-

intensive systems. 
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5.2 Gender-Based Violence and Structural Inequality 

The overwhelming gender imbalance in deepfake victimisation—98% of non-consensual 

deepfakes target women—indicates that deepfakes represent expressions of systemic 

gender inequality rather than neutral technological artefacts. This pattern mirrors other 

online harassment and image-based abuse ecosystems. A feminist technology studies 

perspective reveals the entanglement of technical capability with pre-existing power 

dynamics [27, 10]. Solutions that do not confront the structural social conditions that enable 

and normalise this exploitation are likely to remain inadequate. 

5.3 Epistemic Challenges and Institutional Trust 

Beyond individual harms, deepfakes pose fundamental epistemic challenges. The “liar’s 

dividend” [6] weaponises uncertainty: bad actors can dismiss authentic evidence as 

potentially fabricated. This undermines the evidentiary foundations of journalism, legal 

proceedings, and democratic accountability. Viewed through Fricker’s framework of 

epistemic justice [26], deepfakes constitute a form of testimonial injustice—systematically 

eroding the credibility of specific individuals, disproportionately women, through technical 

means. 

Deepfakes also amplify broader “post-truth” tendencies [5], in which shared 

epistemic frameworks weaken and all truth-claims become increasingly contested 

along political lines. In an environment where the boundary between authentic and 

fabricated content is rendered uncertain, the epistemological preconditions for 

meaningful democratic deliberation are placed under strain. 

5.4 Regulatory Challenges and Policy Gaps 

Several structural problems undermine current regulatory effectiveness. Jurisdictional 

fragmentation hampers enforcement, as perpetrators, victims, and platform operators may 

reside in different legal systems. Anti-harm measures must be balanced against free speech 

pr inciples. Shifting regulatory burdens to platforms raises complex liability and content 

screening questions. International coordination remains a critical gap; the transnational 

nature of deepfake harm requires correspondingly international responses. 

5.5 Media Literacy: Potential and Limits 

Media literacy interventions constitute a valuable complementary approach, though they 

carry inherent limitations. Education can develop critical evaluation skills, but human 

perceptual capacity is unlikely to surpass the technical sophistication of state-of-the-art 

deepfakes. The cognitive overhead of sustained critical vigilance can itself impair normal 

content consumption and communication. Unequal access to media literacy education 

reproduces existing vulnerabilities, with marginalised communities often the least served. 

5.6 Toward Integrated Approaches 

Effective responses will require multifaceted integrated approaches. Authentication 

systems—cryptographic signatures, blockchain provenance tracking—deserve particular 

attention, as verifying content origin may outperform detection-centric approaches by 

shifting the burden of proof. Platform governance reforms, international cooperative 
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mechanisms, and normative change around consent and digital ethics are each likely to be 

necessary components of a durable response. 

6 Conclusion 

This paper has examined the multidimensional challenge of deepfake technology through a 

review of prevalence patterns, detection performance, regulatory responses, and educational 

interventions. The findings present a concerning picture in which the spread of synthetic 

media outpaces collective capacity to identify, govern, and build resilience against it. 

The substantial growth in deepfake content since 2019—with documented figures 

indicating a predominance of non-consensual cases targeting women—illustrates 

the technology’s rapid adoption for exploitative purposes. Current detection 

systems exhibit persistent generalisation failures, with precision of 0.72 and recall 

of 0.68 as benchmarked in the literature. The adversarial dynamic between 

generation and detection creates a structural instability in which technological 

detection alone is unlikely to offer a lasting advantage. 

Regulatory frameworks have expanded across multiple jurisdictions, yet they 

remain fragmented and lack consistent international coordination. Media literacy 

interventions offer complementary value, though unequal access limits their 

effectiveness in reaching the most vulnerable populations. These findings 

collectively indicate that existing detection and governance mechanisms are 

insufficient to address the scale and complexity of the deepfake threat. The 

sophistication and volume of synthetic media content is advancing more rapidly 

than the combined capacity of current countermeasures. 

Going forward, effective responses require integrated approaches: improved 

detection mechanisms and secure authentication systems; comprehensive and 

coordinated regulatory action; universal access to media literacy education; 

platform governance reform; and normative changes in digital ethics and consent. 

The preservation of digital trust is a foundational challenge for democratic 

societies, and meeting it demands multi-stakeholder coordination across 

technological, policy, educational, and cultural domains. 

7 Recommendations 

For Policymakers: Develop comprehensive frameworks criminalising malicious deepfake 

use while safeguarding legitimate expression; establish international cooperation 

mechanisms; invest in authentication infrastructure; guarantee victim support funding; and 

introduce platform accountability mandates. 

For Technology Platforms: Implement scalable detection processes; establish 

swift reporting and takedown procedures; create robust account verification 

infrastructure; guarantee policy transparency; and fund external research 

partnerships. 
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For Educational Institutions: Integrate media ethics across educational levels; 

develop age-appropriate programmes; ensure equitable access; provide 

comprehensive teacher training; and publish programme evaluation results. 

For Researchers: Advance detection technology with emphasis on generalisation; 

develop practical authentication systems; pursue interdisciplinary approaches; and 

document public incidents systematically. 

For Civil Society: Advocate for comprehensive protections; promote responsible 

social norms; ensure platform and policy accountability; and direct resources to 

vulnerable communities. 
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