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Abstract. Fake news is the creation of intentional and deceptive information to 

shape the opinion of people, and the rate at which it has gone viral on social 

media has caused severe consequences: Social, Political and Economic issues. 

Consequently, fake news detection has been automatically made a significant 

field of research. The current research paper shows a comparative analysis of 

various machine learning and deep learning algorithms to detect fake news using 

four publicly available datasets: CodaLab, ReCOVery, FARN, and GossipCop. 

Initially preprocessing of the text is carried out and then feature extraction is to 

be implement by Bag of Words (BOW), Frequency Inverse Document Frequency 

(TF-IDF), and Word2Vec. Naive Bayes, Logistic Regression, Random Forest, 

Support Vector Classifier, and Multilayer Perceptron are some of the 

classification models that are tested based on accuracy, precision, recall, and F1-

values score. It has been experimentally demonstrated that in most cases, 

frequency-based feature representations are better, perfectly predict semantic 

embeddings. Specifically, Random Forest coupled with BOW has the best 

accuracy of 98.8% on the FARN data, and TF-IDF offers stable inter-dataset 

performance. These observations demonstrate the significance of proper 

selection of features-classifier in the detection of fake news. 

Keywords: Optimization, CNN, Classification model, Computation, Deep 

learning. 
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1 Introduction 

The fast growth of online news media and the social media has contributed greatly to 

the fast proliferation of false and deceptive information. This kind of content tends to 

go viral, affecting the popular opinion and provoking significant concerns associated 

with the governance of the country, its population health, and economic welfare. The 

large amount and rate of information generation and sharing have rendered the manu-

al verification mechanisms ineffective and inefficient [1]. In order to reduce this prob-

lem, machine learning and deep learning-based automated fake news detection sys-

tems have attracted more and more attention. These methods examine linguistic pat-

terns and statistical forms of news to distinguish between a true and a fake news. Bag 

of Words, Term Frequency Inverse Document Frequency and distributed word em-

beddings can be mentioned as the important methods of feature extraction that deter-

mine the effectiveness of the models [2]. In spite of this great advance, the available 

literature usually shows inconsistency in the level of performance, which is mostly 

due to the differences in datasets, features representations and choice of classifiers. 

Most of the works involve a small number of models or assess the performance using 

one dataset and it is hard to extrapolate the results to different news sources [3]. This 

paper is a thorough comparative analysis of various machine learning and deep learn-

ing classifiers on 4 publicly available datasets, i.e., CodaLab, ReCOVery, FARN, and 

GossipCop. The paper compares the results of the various feature extract methods in a 

single experimental design and the performance of classifiers in terms of conventional 

measures of evaluation [4]. The task is to find efficient combinations of features and 

classifiers which can be effectively used to detect fake news in different data distribu-

tions reliably. 

2 Previous Work 

The current body of literature on the issue of fake news detection has encompassed a 

wide range of methods which differ in the feature representation aspect, learning algo-

rithm and sources of data. The previous systems were primarily analytical using the 

traditional machine learning categorizers which were taught using custom-made text 

features. Decision tree and probabilistic classifier models have demonstrated good 

performance, particularly when trained with labeled data [5], although in most cases, 

the models have suffered in terms of performance because of platform-related con-

straints to data access (data access latency), as well as because of data availability 

latency. Several studies had found high accuracies in benchmark collections such as 

FakeNewsNet and PHEME but these accuracies were usually data-specific and did 

not apply across various domains of news. In some works, feature selection tech-
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niques were applied to systematically eliminate weak predictors, and gave superior 

ROC-AUC statistics, yet mediocre performance on complex rumor data with the fur-

ther evolution of the deep learning, researchers began to apply the following neural 

models to obtain the contextual and sequential news text pattern: CNNs, GRUs, and 

attention-based models [6]. These strategies were more solid particularly in the multi-

lingual and noisy social media space. 

However, increased computation cost and vulnerability towards typographical varia-

tion were also identified to be among the key problems. More recently, multimodal 

fake news detection through both textual and visual as well as social context infor-

mation has been explored. Though these systems could provide quantifiable perfor-

mance benefits, they were too difficult and too demanded too many data modalities to 

be scaled and used in practice. Under these developments, the existing study is in-

clined to being biased on a limited range of datasets or classifiers. This motivates the 

present paper to systematically compare different machine learning and deep learning 

models using four widely used datasets in order to have a better understanding of the 

way in which feature extraction strategies can be connected with the performance of 

the classifier. DNN consumes the additional memory as compared to other models - it 

nevertheless reaches 91% accuracy. Its main drawback? Several times high memory 

usage in comparison with similar tools. The experiment of [7] performed experiments 

to select the more efficient vectorizer between the Count and TF-IDF spotting of fake 

news. A set of Kaggle was used in their work, consisting of approximately 13k entries 

in social media. TF-IDF increases accuracy continuously reaching the highest results 

92.8% when using SVM. Not only written, but also headlines, where it is published, 

the extent of people interaction will help determine whether news is real or not. Ac-

cording to study [8], deep learning is more effective when compared to the older 

methods, particularly with the use of tools such as CNNs, deep Boltzmann machine, 

regular deep networks or autoencoders. Full conversation patterns are explored in 

paper [9], with the author utilizing deep learning to identify false and genuine stories. 

The results were achieved through an infrastructure that was premised on a GRU-

powered dependency tree. It scored 74.62 percent hits, and a good 76 percent F1 

score. To achieve a higher performance, blending of models or experimenting with 

structural adjustments could come in handy. In reference [10], work presents Spot-

Fake - a means of detecting deceptive stories through the use of multiple types of 

data. Rather than a single piece, it works based on three components: stories through 

the use of multiple types of data. Rather than a single piece, it works based on three 

components: Full conversation patterns are explored in paper [9], with the author 

utilizing deep learning to identify false and genuine stories. The results were achieved 

through an infrastructure that was premised on a GRU-powered dependency tree. It 

scored 74.62 percent hits, and a good 76 percent F1 score. To achieve a higher per-

formance, blending of models or experimenting with structural adjustments could 
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come in handy. In reference [10], work presents SpotFake - a means of detecting de-

ceptive stories through the use of multiple types of data. Rather than a single piece, it 

works based on three components: borrowing information through words, taking the 

details through pictures and uniting both. The team scored higher than the current 

models by 3.27 percent and 6.83 percent on Twitter and data on Weibo, respectively. 

MMFD, the system which has been presented in Paper [11], verifies fake news among 

numerous sources simultaneously. Rather than more ancient methods, it applies 

CNN/LSTM to retrieve features automatically and MDF identifies fakes, improving 

the lift by 8.83% on LIAR. Even up to the present moment, few studies ventured into 

this angle. Besides that, the diversity of the way features are pulled or models trained 

remains rather limited. The present study is aimed at identifying the fake news 

through the evaluation of various Machine Learning and Deep Learning algorithms 

using four popular datasets. This is what we have included: our team conducted com-

parisons based on the information of different sources, experimenting with seven 

different ML models, rather than a few. Contrary to the previous researches having 

been content to hang on to one or two algorithms - we went the extra mile to apply 

more classifiers to each set. Previous attempts were much more narrow in scope, but 

ours broad and more comprehensive and checks the compatibility of various tools 

with particular data types. Through this, it will be easier to tell which is effective with 

which type of data. 

3 Proposed Methodology 

Our method consists of data set collection, extraction of features, our procedure as to 

how we constructed the model, and what we discovered during testing. 

3.1 Data collection 

We scraped our fake news data in various open-source locations - part of it was col-

lected by people, and other parts were by small groups that tagged every article. Ra-

ther than employing the word and, we employed terms such as 0 or 1 to indicate false 

or true stories respectively. The following is what we used:  

i)

b

p

CodaDb [12]: This collection retrieves posts on such a platform as Twitter, Face-

ok - or even Instagram. It contains approximately 10,700 records, mostly in English 

sts concerning Covid -19 rumors. 

 

o

o

ii) ReCOVery [13]: This contains 2,013 items sampled at Twitter - also samples 

newspaper articles. 

iii) Made-up vs. Genuine News [14] of Clement Bisaillon (FARN): This collection 

contains 44,920 arrives in the form of news pieces. 

iv) FakeNewsNet [15] (Gossipcop): This is a collection of 22,140 items and news 

titles. 
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 Fig 1. Overall fake news detection system architecture 

In addition to the organizing of the info we cleaned it first, this makes the models 

efficient, run quicker, eliminates unnecessary bits of information and reduces the 

number of repetitions. Each dataset was converted to a CSV file with a set of four 

columns only. 

3.2 Data Cleaning 

i)ID - It was taken in the CSV file of the first dataset. Serves as a reference point. 

ii) raw_text - This is the actual text of the news or the news headline, the text pulled 

directly out of the source CSV file, with no added styling or modifications, as is. 

iii) text - the raw text field remodeled as clean versions (described below) and the 

formatted data of the raw text field. 

iv) label - Accepts a number, 1 or 0; 1 indicates the news won't be fake, and 0 dis-

plays fake materials. 

Additional information such as names, dates or origin was omitted. To optimize the 

Feature Vector, the data underwent many steps to clean it: a) There was a removal of 

punctuation symbols - symbols like @, numbers and numbers, marks were removed 
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using the pattern matching tools known as regex [16]. b) Filler words that are com-

mon were discarded - they consist of the, a or is - their elimination will not only re-

duce the length of texts, but will also improve emphasis on key words, as well as 

increase speed. c) reduced word roots - with help of a program called 'Porter 

Stemmer' [18], which cuts off the end of words, what might be a word such as "run-

ning" or "runs" will be reduced to only "run." The step helps in the smoothing of simi-

larities between the similar words in search setups. 

3.3 Feature Extraction 

 Here we chose three methods to extract features: Bag of Words, followed by TF-IDF 

- Word2Vec was also included in the list. 

i) Bag of Words (BOW) [19]: 

 In this method, the text is converted into a list of words, with the grammar and order 

being thrown away but the frequency of a word being remembered. It is not focused 

on order, but rather on quantity i.e. repeats. The numbering of each doc is determined 

by the frequency of occurrence of terms in the set. It does not require any syntax, just 

crude count pushes the representation. 

ii) TF-IDF [20]: 

The frequency of terms, TF-IDF, assists to indicate the significance of a word in a 

collection of texts. As such we used the same to construct vectors of single words, 

pairs and triples in each file based on weight. However, we did not simply count 

them, but paid attention to relevance across the documents. 

iii) Word2Vec [21]: 

A simple two-level network which is used to identify the way words relate. Rather 

than text, it transforms them into number vectors in many dimensions - meanings are 

bits of math you can manipulate. 

3.4 Classifier Models 

Now that the data was cleaned and the feature pulled out, eight simple machine learn-

ing models were trained on four different sets. In each set, pieces were separated - 

two-thirds to test one-third to train. In the majority of cases the seven algorithms were 

run concurrently; just six in the case of Word2Vec. Here's what we used: 

i) Multinational Naive Bayes (MNB) [22]: 

This is based on simple ontological laws to make guesses about tags by examining 

their frequency of occurrence in data, and then choosing the one that is most likely to 

be applicable - it is the highest scoring one when tested. 

ii) MNB plus Hyperparameter (MNBH) [23]: 

MNB but with a parameter that is used to control how it learns. 

Gaussian Naive Bayes (GNB) [24]: 

iii)A probability-based prediction method, based on the Naive Bayes method, which 

assumes that each feature has no influence on the rest. 
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iv) Passive-Aggressive Classifier (PA) [25]: 

A learning classifier that gradually changes its configuration over time as it receives 

new data, adjusting its configuration whenever errors are identified on new samples of 

data or individual records. 

v) Random Forest (RF) [26]: 

Lots of decision trees are constructed using random segments of the data- this method 

improves precision and minimizes errors incurred due to complexity; decision trees 

vote and all the trees work together to form the final decision. 

vi) Logistic Regression (LR) [27]: 

It is a method of predicting outcomes with either one possible result or two possible 

results using a special S-shaped curve. It does not provide direct answers but provides 

the likelihood of all the results, depending on the input factors. This approach associ-

ates predictors with opportunities using mathematics that ensures values do not ex-

ceed 0 or 1. Due to such an arrangement, it can be practical when the output should be 

probabilities. 

vii) Multilayer Perceptron (MP): 

An architecture with numerous layers connected through neurons in which the data 

flows only in one direction. The approach applies backpropagation thus learning 

through errors in the training process. 

viii)A Support Vector Classifier (SVC): 

it is a classifier that is used to divide data into categories using known labels by a line. 

It does not consider them as a single thing, but as dots in space - it tries to separate the 

dots of different classes as much as possible. This approach aims at maximizing the 

distance between such groups. It does not aim at being complex, but simply distinc-

tively divided with smart positioning. 

4 Experimental Analysis and Result 

The performance of each of the classifiers, on 4 datasets with 3 different feature ap-

proaches, is in tables (1-12). In Word2Vec, MNB was substituted by GNB since 

negative values confound the assumptions of the MNB. There were four performance 

metrics used, which included AC, PR, RE - and F1. The approach also applies tough 

checks in establishing a good test set up to ensure that results are reliable. Things such 

as correctness, exactness, how much it catches, and balance score judge all the mod-

els, rather than just one. Besides that, the charts with wrong guesses provide an in-

sight into the areas in which models fail. Seeing a large number of scores prevents 

possibilities of overemphasizing on a specific number. Statistics, experiments on a 

range of data, and verification of the functionality of features on models provide the 

complete picture of the effectiveness of the functioning of the systems. 
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SK-Learn was used to construct a TF-IDF vector, capturing 1-Gram, 2-Gram, and 

also 3-Gram items - the most common 5,000 of them were used as features. Output 

was verified with MNB instead of other alternatives like MNBH, PA, or RF but LR 

was used in combination with MP and SVC results were presented in tables (Table 1 

to Table 4). 

Table 1. Classification using TF-IDF on codalab 

 

 

 

 

 

 

 

 

 

 

 

  Table 2. Classification using TF-IDF on Recovery 

 

 

 

 

 

 

 

 

 

 

 

Table 3. Classification using TF-IDF on Farn 
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Table 4. Classification using TF-IDF on Gossipcop 

 

             
 

 

Ensuring that the results are verified, one can notice that RF, LR, or SVC work better 

with the assistance of TF-IDF. All of the three perform well - but they are better kept 

together. Almost as much is not provided in other mixes. The advantage is given the 

fact that TF-IDF transforms the input conveniently. 

B. arranging with BOW in different arrangements. 

In (V)-(VIII) table tests were BOW - a word list has been generated by SK-Learn on 

1-Gram, 2-Gram and also 3-Gram, but only the 5,000 most frequent n-grams were 

employed to the features as in TF-IDF steps. These created properties were joined to 

the likes of MNB, MNBH, PA, RF, LR, MP, or SVC - all Python 3.8.  

Table 5. Classification using Bow on codalab 
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Table 6. Classification using Bow on Recovery 

 

 
 

Table 7. Classification using Bow on Farn 

 

 
 

Table 8. Classification using Bag of words on Gossipcop 

 

From the above experiment, it is clear that Random Forest (RF) presents the best re-

sults when paired with Bag-of Words (BOW), with Logistic Regression (LR) close 

behind. 
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C. Classification using Word2Vec on different classifiers. 

In tables (Table 9 to Table 12), Gensim [31] powered the Word2Vec setup, forming a 

two-layer neural net. Words showing up fewer than 40 times got left out, while the 

span between target and context words was set to 10. Training ran for 20 passes 

through the data, then tokenizing turned texts into 300-part number arrays. Those 

numerical patterns fed into different models - GNB, PA, RF, LR, MP, plus SVC - for 

classification. 

Table 9. Classification using word2vec on codalab 

 

 

 

Table 10. Classification using word2vec on Recovery 

 

 
 

Table 11. Classification using word2vec on Farn 
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Table 12. Classification using word2vec on Gossipcop 

 

 
 

 

From the above experiment, it is clear that Multilayer Perceptron (MP) presents the 

best results when used with Word2Vec, with Random Forest (RF) showing strong 

detection capabilities as well. 

5 Conclusion 

Finally, we examined a number of machine learning techniques that utilize the same 

data to distinguish between real and fake news. Moreover, the options of shaping 

features were also tested with diverse classifiers, not only one, and their results were 

displayed in tables during part 4. Among all datasets, FARN was the most effective in 

teaching models with the average hit of 0.972, whereas CodaLab achieved the same 

with 0.926, ReCOVery with 0.887 and Gossipcop with 0.824 only. In extracting clues 

in text, TF-IDF scored 0.903; BOW scored 0.900, which is better than Word2vec 

which scored 0.868. The best in identifying false stories proved to be Logistic Regres-

sion followed by the Random Forest and then Multilayer Perceptron. Logistic Regres-

sion performs averagely in terms of accuracy, whereas Random Forest reached the 

highest point of - 98.8% - with the FARN data with BOW. At the moment all this is 

done in terms of English texts only. Due to that fact, the future studies may extend it 

by introducing the multilingual data sets. Such a change can result in solutions to 

specific areas. Above that, more powerful approaches such as Doc2Vec or GloVe 

might be used to extract meaning in text in a wiser way - they are deep learning mod-

els that are specifically designed to do so. Other deep learning models - such as deci-

sion trees or neural nets - would be a good idea. Experimenting with mixed types of 

data, such as images and sound, could be beneficial in revealing previously unknown 

things. 
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6   Performance Summary 

Table 12 brings together top outcomes from every mix of features, models, and da-

tasets tried using a 67/32 split for training and testing. 

Key Findings: 

● FARN data hits top results - 97.2% on average - for every feature tested  

● Frequency-based features (BOW/TF-IDF: 90.1% avg.) outperform semantic 

embeddings (Word2Vec: 86.8%) 

 

● Random Forest works best because it combines many models that balance 

each other out while staying stable when faced with noisy data 

 

● All top setups keep F1 above 0.97, which shows solid balance between 

catching true cases and avoiding false alarms 

 

The light BOW/TF-IDF setup allows instant use - yet keeps up with top-tier precision. 
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