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Abstract 

Static zero-trust policies frequently fall short of offering adequate defense 

against changing threats in cloud-native microservices’ highly dynamic and 

distributed environments. An AI-powered zero-trust security framework that 

incorporates real-time anomaly detection straight into the policy-enforcement 

loop is presented in this paper. The framework continuously monitors inter- 

service communication, uses a hybrid model that combines supervised and 

unsupervised techniques to generate anomaly scores, and modifies least-privilege 

rules in response to changes in traffic conditions. We set up the system in a 

Kubernetes testbed and used common intrusion datasets to train the models in 

order to assess the method. According to experimental findings, the framework 

maintains acceptable latency and resource overhead for microservice operations 

while increasing detection accuracy and decreasing false positives when compared 

to a static rule-based baseline. The results indicate that combining lightweight 

AI models with zero-trust enforcement can provide a more flexible and useful 

defense for cloud-native architectures, even though the intrusion datasets intro- 

duce some limitations in terms of generalization. More sophisticated learning 

techniques, larger datasets, and more thorough mitigation workflows are possible 

future additions. 
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1 Introduction

Because they provide scalability, modular deployment, and resilience, cloud-native
microservices have emerged as the predominant architecture for contemporary dis-
tributed systems. But the same decentralization that makes microservices appealing
also increases the attack surface. Once an attacker establishes an initial foothold,
there are numerous opportunities for lateral movement due to the frequent and fre-
quently high-velocity service-to-service communication. In these kinds of situations,
traditional perimeter-based strategies that depend on fixed trust boundaries are inad-
equate. Zero-trust security models, in which each request needs to be authenticated,
authorized, and continuously verified, have consequently attracted a lot of interest.
Despite this change, the majority of real-world zero-trust implementations still rely
on manually created policies or set rules. The dynamic traffic patterns and chang-
ing threat behaviors common in microservice workloads are too much for these static
or semi-static configurations to handle. Artificial intelligence (AI) has shown great
promise for anomaly monitoring and intrusion detection, but current AI-based sys-
tems typically function outside of the policy decision-making process. They detect
abnormalities but do not modify least-privilege rules or directly affect authorization
outcomes. As a result, organizations are left with a partial solution: strict oversight
but little enforcement in real time.
This paper proposes an AI-driven zero-trust framework that integrates anomaly detec-
tion directly into the policy-enforcement loop to address this deficiency. Instead of
treating AI as a separate monitoring layer, the system uses model-generated anomaly
scores in trust calculations. This lets authorization policies change as service behav-
ior changes. The goal of this design is to make cloud-native systems safer in a more
flexible way, especially in places where traffic patterns can change quickly.

1.1 Contributions

The main contributions of this work are summarized as follows:
• An integrated enforcement loop, where AI-generated anomaly scores directly influ-
ence real-time authorization decisions rather than being isolated from the policy
engine.
•
b
A hybrid detection module increases sensitivity to both known and unknown attack
ehaviors by combining supervised and unsupervised learning.

• The proposed framework is implemented in a Kubernetes environment, demonstrat-
ing its feasibility in real-world microservice deployment scenarios.
• When compared to a static zero-trust baseline, a comparative analysis with a con-
trollable performance overhead shows improvements in detection accuracy and fewer
false positives.
The rest of the paper is set up like this. Section II looks at other studies on AI-
driven intrusion detection, zero-trust architectures, and cloud-native security. Section
III shows how the suggested framework should look. Section IV talks about the exper-
imental setup and how it was done. Section V talks about the results and analytical
insights about performance trade-offs. Section VI wraps up the paper and suggests
areas for future research.
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2 BACKGROUND AND RELATED WORK

2.1 Security for Cloud-Native Microservices

Scalable and fault-tolerant, cloud-native microservices can be deployed in portions.
These advantages also make them easier to attack. Microservice-based designs have
several services with their own APIs and communication routes. Unlike monolithic
systems, where a perimeter firewall protects the entire application. This distribution
adds extra entry points, making system-wide security rules harder to apply.
API gateways, Kubernetes network policies, and service meshes like Istio or Linkerd
are some of the tools that already exist that can provide isolation and some level of
access control. But most of these systems depend a lot on static settings. Static rules
can become outdated or incomplete in environments that change quickly and where
containers often scale up, down, or move. Lateral movement within the cluster is
possible because of misconfigurations, missed communication paths, and unmonitored
side channels. Numerous studies have indicated that these gaps continue to pose a
significant challenge in the security of cloud-native architectures.

2.2 Zero-Trust Security

Zero-trust principles, which are often summed up as ”never trust, always verify,” are
a popular way to deal with security problems that are always changing and spread
out. In a zero-trust model, every request must be verified, approved, and checked, no
matter where it came from. Some well-known examples of architecture are Google’s
BeyondCorp and the NIST Zero Trust Architecture (ZTA). Both of these focus on
strong identity, least-privilege access, and continuous verification.
But a lot of the zero-trust systems that are already in use were made for business
networks, not cloud-native microservices. When these systems are used directly in
microservice environments, they often add a lot of extra work. Microservices have
very dynamic communication patterns, and static policies often don’t keep up with
how services are actually working in production. As a result, strict but inflexible
enforcement may not be able to keep up with the complex and quickly changing
interactions that are common in today’s distributed workloads.

2.3 AI and Machine Learning for Security

People have looked into using AI and machine learning for intrusion detection, anomaly
detection, and behavioral monitoring systems. Autoencoders and clustering are exam-
ples of unsupervised methods that can find changes in traffic patterns without needing
clear attack labels. Supervised methods that were trained on benchmark datasets like
CICIDS2017 or UNSW-NB15 have done a great job of finding known threat classes
using models from Random Forest to deep neural networks. Recent studies encompass
reinforcement learning for adaptive access-control decisions, wherein policies adapt
according to observed system states[2].
AI-driven methods have a lot of benefits. For example, they can cut down on false posi-
tives, find new attack patterns, and adjust to changing workloads. These features make
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them good choices for improving zero-trust enforcement, especially in microservice
deployments where traffic patterns may change often.

2.4 Comparison with Existing Approaches and Research Gaps

A number of different integrations of zero-trust principles and monitoring technologies
have been investigated in recent research; nonetheless, there are still a number of
significant limits. There are also research that combine zero-trust concepts with service
mesh designs; however, these studies often focus on identity verification and encryption
rather than behavioral analysis. Some AI-based security systems can find strange
things in cloud traffic, but they usually work as separate parts of intrusion detection
systems that don’t talk directly to policy enforcement engines.
In general, current solutions separate monitoring from giving permission. They either
use static least-privilege rules or AI-based anomaly detection, but they can’t change
policy decisions in real time. It is quite evident that there is a dearth of frameworks
that are expressly designed for cloud-native microservices and that combine AI-based
anomaly detection with dynamic zero-trust policy adaptation. The main reason for
the framework proposed in this work is to close this integration gap.

3 PROPOSED FRAMEWORK

The proposed framework has the goal of enforcing zero-trust principles within a
cloud-native microservice environment, while at the same time avoiding the rigidity
that is typically found in static policy systems. A component of the design that is
driven by artificial intelligence and facilitates continuous adaptation in response to
changes in service behavior is incorporated into the design rather than relying solely on
predetermined rules. Figure 1 illustrates a conceptual view of the overall architecture.

3.1 Framework Design

The framework consists of four core components that operate together to maintain
adaptive zero-trust enforcement.
• Authentication: Every service-to-service request must be authenticated using strong
identity materials, such as service account certificates issued by the cluster. No inter-
nal network segment is assumed to be trusted, and identity verification occurs at each
request regardless of source.
• Authorization and Policy Engine: After authentication, requests are evaluated
against least-privilege access rules. Unlike traditional zero-trust deployments where
policies remain static during runtime, the policy engine in this framework can modify
or refine rules when it receives signals from the AI module, allowing it to react to
evolving traffic patterns.
• AI-Driven Monitoring: All inter-service traffic is monitored in real time. Relevant
features—such as request rate, size, target endpoint, and service provenance—are
extracted and processed by the anomaly detection models. The monitoring module
generates an anomaly score that reflects how closely current traffic aligns with previ-
ously learned patterns. This score is later consumed by the policy engine to support
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adaptive trust evaluation.
• Communication Security: Through the use of the service mesh, mutual TLS (mTLS)
is implemented in order to guarantee both secrecy and integrity. By establishing a
strong connection between communication security, identity assurances, and anomaly
feedback, this framework makes it possible to implement a multi-layered protection
system in which encryption, identification, and artificial intelligence signals all oper-
ate together rather than performing their functions alone[3].

3.2 AI-Driven Module

The AI part uses both supervised and unsupervised methods to make the system more
stable in a wider range of traffic conditions. To find known types of attacks, we use a
Random Forest classifier that was trained on labeled samples from the CICIDS2017
dataset. An autoencoder is utilized in order to acquire the baseline features of typical
interactions across microservices. This is done in order to deal with behaviors that are
either unfamiliar or novel. Any changes from this baseline are marked as strange.
This work only lets AI do anomaly scoring and signaling, even though reinforcement
learning or more advanced architectures could make policy optimization even bet-
ter. The goal is to keep the inference path light and easy to use in real time inside
Kubernetes clusters, where too much processing power can slow down the whole
system.

3.3 Zero-Trust Principles Applied

The design of the system is based on three important zero-trust principles that guide
the enforcement process:
• Identity First: Before starting or receiving communication, each service must prove
who it is. No one is automatically trusted just because of where they are on the net-
work.
•
t
e

Least Privilege: Access permissions are set up so that each service can only talk to
he parts it needs to work. This limits the attack surface and keeps people from being
xposed to things they don’t need to be.

• Continuous Monitoring: You can’t always trust someone. It is still possible to exam-
ine all interactions, and the AI module’s anomalous signals are taken into consideration
when making decisions regarding who can continue access the system. Instead of rely-
ing on static or preconfigured expectations, this lets the system respond more quickly
to strange or suspicious behavior [1].

3.4 Novelty of the Framework

The main new thing is that AI-generated anomaly scores are directly added to the
zero-trust enforcement loop. In the majority of current research, anomaly detection
functions externally as a monitoring or intrusion-detection layer, without impacting
policy decisions during runtime. The proposed framework, on the other hand, lets the
policy engine change its least-privilege rules on the fly based on real-time telemetry.
This makes security more flexible because policies change as microservices change
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how they work. Such close ties between AI monitoring and authorization logic are
still mostly missing from modern microservice security models.

fig 1:Conceptual view of the overall architecture

Conceptual design of the AI-driven zero-trust framework. Incoming requests are
authenticated, evaluated by the policy engine, monitored by the AI module for
anomalous behavior, and protected through mTLS to support continuous and adap-
tive enforcement.

4 METHODOLOGY

The evaluation of the suggested framework is carried out in accordance with a method-
ological framework that involves the selection of datasets, the training and validation of
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models, and the development of a test environment that is compatible with cloud com-
puting. The aim is to examine both the detection capability of the AI module and the
operational overhead introduced when integrating it into the zero-trust enforcement
loop.

4.1 Dataset

Two publicly available benchmark datasets, CICIDS2017 and UNSW-NB15, were used
to train and test the anomaly detection components. These datasets contain a mixture
of benign traffic and several categories of attacks such as denial-of-service, brute-
force attempts, and botnet activity. CICIDS2017 focuses particularly on capturing
modern application-layer threats, whereas UNSW-NB15 encompasses a wider variety
of network-level exploits. Despite the fact that these datasets are extensively used
and offer trustworthy ground truth labels, they continue to represent controlled traffic
conditions and, as a result, they are unable to adequately capture the variability of
actual microservice workloads. This dataset bias is acknowledged as a limitation, and
it may affect the generalizability of the learned models when deployed in environments
with different communication patterns[7].

4.2 Training and Validation

The supervised component of the AI module, based on a Random Forest classifier,
was trained using an 80/20 training–validation split from both datasets. In order for
the unsupervised autoencoder to acquire a typical behavioral baseline for microservice
interactions, it relied solely on benign data during its training process. The goal was
not to optimize for maximum accuracy; rather, it was to assess whether or not the
hybrid model could give anomaly scores that were stable enough to be incorporated
into the zero-trust process.
Hyperparameters were chosen using a lightweight grid search. To reduce inference
cost, the Random Forest model modified tree depth and estimators within a restricted
range. Adjusting the size of the hidden layer allowed for the autoencoder architecture
to be fine-tuned until a reasonable reconstruction error was achieved without an exces-
sive amount of computational resources being required. These choices were made to
guarantee model inference was viable for real-time assessment in Kubernetes clusters,
where CPU or memory overhead can affect service performance[6].

4.3 Experimental Setup

In order to create an environment that is similar to a cloud-native microservice envi-
ronment, the framework was deployed on a Kubernetes cluster that was first developed
using Docker containers. Each microservice instance ran within its own container and
used a distinct service account identity. Mutual TLS (mTLS) was enabled through
the service mesh to provide confidentiality and integrity of communication.
A traffic replay tool was used to inject both attack traffic and benign traffic into
the cluster. The traffic was taken from the benchmark datasets. This allowed the AI
module to observe and classify traffic in near-real-time conditions. The policy engine
was implemented as a sidecar controller that enforced authorization decisions using
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a combination of static least-privilege rules and anomaly scores provided by the AI
module.

4.4 Evaluation Metrics

In order to evaluate the capabilities of detection, conventional metrics for intrusion
detection were utilized. Accuracy, precision, recall, and F1-score were measured. Addi-
tionally, system-level metrics were collected to assess operational overhead. These
included monitoring and policy components’ request delay, throughput under varied
loads, and AI-driven module CPU and memory consumption[5].

5 RESULTS AND DISCUSSION

The assessment centers on two primary facets of the proposed framework: the efficacy
of anomaly detection and the operational burden associated with the integration of
AI into the zero-trust enforcement loop. The results show that detection ability has
gotten better, but analysis also shows that there are some trade-offs.

5.1 Detection Accuracy

The Random Forest classifier did a great job on the CICIDS2017 dataset, getting an
accuracy rate of almost 97% and precision and recall rates of more than 0.95. Due to
the fact that supervised models that have been trained on labeled datasets often
perform exceptionally well in recognizing known attack signatures, this finding is to
be anticipated. The autoencoder behaved differently because it was only trained on
benign samples. Even though it was less accurate than the supervised model, it
found many differences related to unexpected service interactions that the supervised
model missed. When this occurs, the autoencoder becomes more responsive to new
patterns, but it becomes less effective when it comes to subtle attacks that imitate
usual traffic[9].
When the outputs of the two models were combined into the hybrid anomaly-scoring
mechanism, the ROC characteristics (Fig. 2) showed a more balanced performance
profile. The baseline anomaly detection approach has 0.92 AUC, while the hybrid
model had 0.98. The improvement is mostly because the supervised and
unsupervised parts work well together: the supervised model picks up on known
attack behavior, while the autoencoder makes the model more sensitive to changes in
expected traffic baselines.

Table 1: Detection Accuracy and AUC for Different Models

Model Type Dataset Accuracy Precision Recall F1-Score AUC
Random Forest (Supervised) CICIDS2017 0.97 0.96 0.95 0.96 0.95
Autoencoder (Unsupervised) CICIDS2017 0.91 0.88 0.90 0.89 0.92
Hybrid (RF + Autoencoder) CICIDS2017 0.98 0.97 0.96 0.97 0.98
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Table 1:Summarizes the detection accuracy and AUC values for the supervised
model, unsupervised model, and the hybrid approach. The hybrid model provides

the most balanced performance, improving over both standalone methods.

Fig 2: Detection Accuracy & AUC Comparison

5.2 Latency and Overhead

Adding the monitoring and policy modules to the request path added some overhead
that could be measured, but it was still manageable for microservice deployments.
The extra latency seen in the Kubernetes test environment was less than 6 ms per
request on average (Fig. 3). Throughput dropped by less than 4% compared to a
deployment that didn’t have zero-trust rules. These results show that adding
AI-driven monitoring won’t cause too much trouble.
Utilization patterns of resources allow for the provision of additional information.
The reconstruction calculations performed by the autoencoder are principally
responsible for the approximately eight percent increase in CPU consumption that
occurs when the system is under heavy stress. The memory overhead was kept to a
minimum when the models were designed with the purpose of being lightweight. Due
to the fact that these measurements indicate that more complex deep learning models
may result in considerably higher costs, the decision to use simpler architectures for
real-time evaluation within the service mesh is supported by this data[8].
Table 2: Performance Overhead Introduced by the AI-Driven Monitoring Module

Metric Baseline (No AI) Proposed Framework Overhead
Average Latency (ms) 14.2 19.9 +5.7 ms
Throughput (req/s) 100% baseline ∼96% –4%
CPU Usage (%) 42% 50% +8%

Memory Usage (MB) 512 528 +16 MB

Table 2 shows the latency and resource overhead introduced by the monitoring
module. While the additional cost is measurable, it remains within acceptable limits

for microservice environments.
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Fig 3: Detection Accuracy & AUC Comparison

5.3 Comparison with Baseline Approaches

The suggested approach detected 18–22% more attack attempts than a static policy-
only zero-trust configuration during testing. The adaptive authorization method
allows anomaly scores to affect access decisions in real time, enabling this update.
This upgrade has been made possible. Anomaly-driven rules, on the other hand, led
to the emergence of false positives on occasion, particularly during brief periods of
legal traffic. This was especially the case during the execution of these policies. Due
to the aforementioned factors, there is a chance that the autoencoder will consider
even momentary variations in load to be anomalous. The autoencoder is sensitive to
fluctuations in the frequency of requests, which is the reason why this effect occurs.

Table 3: Comparison Between Policy-Only Zero-Trust and the Proposed AI-Assisted
Framework

Evaluation Aspect Policy-Only ZT Proposed Framework Improvement
Attack Detection Rate 0.76 0.93 +17%
False Positive Rate 0.14 0.09 –5%

Response to Lateral Movement Slow/Reactive Adaptive/Proactive —
Policy Adaptation Static Dynamic —

Table 3 compares the proposed architecture with a policy-only zero-trust baseline.
The AI-assisted approach significantly improves detection and reduces false
positives, while also offering dynamic policy refinement.

5.4 Security Improvements

From a security point of view, the combination of adaptive policy enforcement and
continuous monitoring strengthens the protection against lateral movement and
unauthorized access. Additional protection is provided against lateral movement.
The policy engine was able to limit communication before an attacker could escalate
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access in a number of test scenarios because anomalous behavior was identified
within a small number of request attempts. Static zero-trust configurations, which
only rely on pre-established rules and do not respond to unexpected runtime
patterns, are fundamentally different from this behavior. Thus, the experiments
validate the idea that a more dynamic and robust security posture can be achieved
by combining least-privilege enforcement with AI-derived anomaly scores[4].

5.5 Analytical Discussion

All things considered, the results demonstrate that AI can be integrated into the
zero-trust enforcement loop with significant security advantages and manageable
operational overhead. When paired with adaptive authorization logic, the hybrid
detection strategy increases sensitivity to a variety of attack behaviors. However, the
framework has trade-offs: real-time inference adds latency, supervised models are
highly dependent on dataset quality, and the autoencoder may overreact to
variations in typical traffic.
Despite the fact that the framework extends beyond the concept of static policy
enforcement, these data demonstrate that it is still challenging to establish the optimal
balance between overhead, accuracy, and responsiveness. In subsequent generations,
it is likely that these problems will be able to be resolved by including innovations.

6 CONCLUSION

In order to secure cloud-native microservices, this paper proposed an AI-driven
zero-trust framework that incorporates anomaly detection directly into the
authorization process instead of treating monitoring as an external component.
When compared to static policy-based enforcement, the hybrid detection module can
increase accuracy and decrease false positives, according to the evaluation conducted
in a Kubernetes environment. The findings also suggest that integrating AI outputs
with zero-trust principles offers a more responsive and resilient approach to
microservice security, as adaptive policy adjustment offers stronger resistance against
lateral movement and unexpected service interactions.
It’s important to recognize a few limitations. The utilization of benchmark datasets,
such as UNSW-NB15 and CICIDS2017, results in the introduction of bias towards
controlled traffic conditions and may not fully reflect the behavior of actual
production workloads. Despite the fact that they are effective, the lightweight
models used in the study are not capable of expressing the full potential of more
complex systems. Furthermore, in order to prevent needless disruptions, policy
adjustments continue to be conservative, and false positives continue to occur under
abrupt but legitimate variations.
To increase the stability of dynamic policy adaptation, future research may
investigate more expressive learning techniques like graph-based models or
reinforcement learning. Reducing dataset bias and improving model generalization
would also be achieved by adding realistic microservice traffic traces to the training
data. The creation of automated mitigation workflows that support quarantine,
dynamic trust revocation, or service-level isolation in addition to detection is another
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exciting avenue. For large-scale cloud-native systems, these extensions might make
AI-assisted zero-trust security even more feasible.
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