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Abstract. The amount of heterogeneous services and users deployed on cloud
computing systems is soaring at an extremely fast rate and hence, the concern of
secure service selection and access control has become a fine-grained access
control that is more and more complex. This paper proposes a Hybrid Deep
Learning-based Privacy-Preserving Service Selection and Fine-Grained Access
Control (HDL-PPSS-FAC) model on cloud platforms in order to address such
challenges. The proposed framework involves Deep Neural Network (DNN) to
the smart choice of the cloud services based on the condition of the user, the
nature of the service, and its reliability, and a Long Short-Term Memory (LSTM)
network to arrive at access control decisions. The experimental evaluation
conducted on the datasets of cloud services demonstrates that the proposed model
can offer up to 18% in terms of improvement in the accuracy of service selection
and a decrease in the decision latency compared to the conventional models.

Keywords: — Cloud Computing, Secure Service Selection, Access Control,
Security Breaches, Deep Learning, Privacy-Preserving, Deep Neural Network,
Long Short-Term Memory.

1 Introduction

The growing use of cloud computing in the context of any industry has resulted in the
growing need of strong and smart security tools, especially in terms of service selection
and fine-grained access control [1]. This increased dependency on cloud systems,
which is being marked by an increase in heterogeneous services and consumers, comes
with enormous challenges in the need to safeguard access to the cloud and the privacy
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of data [2]. According to industry reports, cloud services have been consumed by over
90 percent of businesses with over 60 percent of cloud security breaches being caused
by insufficient access control and poor service choice [3], prompting the urgent urgency
to enhance more sophisticated and privacy-conscious security systems [4].

The current traditional cloud service selection and access control systems, including the
rule-based and role-based models, are characterized by low adaptability [5], strict pol-
icy implementation, and low scalability in the dynamic multi-tenant cloud systems [6].
Moreover, such models usually do not respect user privacy, and the decision to access
sensitive information and result in unjustified access is usually made [7]. With the de-
velopment of cloud ecosystems, users are increasingly expected to choose the right ser-
vices to access a large and heterogeneous pool of services with guarantee of secure and
privacy-sensitive access [8]. The conventional cloud service selection processes tend
to be based on the fixed policies and the lack of the contextual information [9], so they
are not enough to address the dynamically changing user behavior, the changing secu-
rity threats, and the context-specific access needs [10]. Privacy preservation has be-
come a major issue with cloud platforms especially with the risk of disclosing sensitive
user attributes, access patterns and service usage histories [11]. Traditional access con-
trol systems like Role-Based Access Control (RBAC), and the Attribute-Based Access
Control (ABAC) offer minimum security [12], and fail to accommodate real-time be-
havioral variations and advanced insider or impersonation attacks [13]. Moreover, the
choice of service selection without taking into account time-related user behavior and
past access behavior may result in the absence of security vulnerability and may result
in resource wastage [14].

Recent developments in the field of deep learning have shown that it can be very useful
in the context of modelling high-level patterns on the large-scale intensity of data [15,
16]. Specifically, Deep Neural Networks (DNNs) can be useful in nonlinear service
selection relationship learning; Long Short-Term Memory (LSTM)[17,18] networks
can be useful in sequences of access logs [19]. In order to reduce such challenges, this
paper proposes a Hybrid Deep Learning-based Privacy-Preserving Service Selection
and Fine-Grained Access Control framework on cloud platforms.

2 Literature survey

L. Golightly et al. in their survey article [1] offered an extensive overview of the
techniques of access control implemented to distributed systems, cloud computing,
blockchain, Internet of Things (IoT), and Software-Defined Networking (SDN). The
models of classical access control analyzed in the systematic review by the authors
include RBAC and ABAC and the emerging policy-based and trust-based models.
Some of the important issues that were brought out in their work are scalability, dy-
namic policy enforcement and interoperability in heterogeneous environments. R.
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Sarma et al. in the work [2] proposed the PAC-FIT which is an efficient privacy pre-
serving access control framework that can be used to address the problem of unauthor-
ized access in distributed systems. The suggested architecture focused on the reduction
of privacy leakage when making authorizations and enhanced the efficiency of enforce-
ment.

M. S. Rahman et al. suggested a privacy preserving service selection model based on
fully homomorphic encryption (FHE) in untrusted cloud services providers in [3]. Their
approach provided confidentiality because sensitive user preferences and the service
attributes were encrypted throughout their service selection. W. J. Huang et al. [4] con-
ducted the research on deep learning based on QoS prediction in cloud services. The
authors also used neural networks to learn the complex nonlinear associations between
the service attributes they had and were able to better predict than the traditional statis-
tical models.

3 Proposed model

The suggested Hybrid Deep Learning-based Privacy-Preserving Service Selection and
Fine-Grained Access Control (HDL-PPSS-FAC) model of cloud services. The model
is meant to be intelligent in the choice of secure cloud services and dynamically imple-
ment access control decision making whilst maintaining the privacy of users. The sug-
gested solution combines a Deep Neural Network (DNN) to select the services and a
Long Short-Term Memory (LSTM) to learn temporal access behavior, which allows
making adaptive and privacy-aware security decisions in dynamic cloud environments.
The DNN module chooses the most appropriate cloud service where the LSTM module
determines the legitimacy of access depending on their learned temporal patterns of
behavior [20]. The decision engine is the last stage in which the two outputs are com-
bined in order to produce a secure access response. The proposed model architecture is
shown in Figure 1.

User Request (U) | Cloud Services (S) | Access Logs (H)
User Attributes | Service Attributes Historical Access Data
Feature Vector Construction
X=[U,s]
Deep Neural Network (DNN) LSTM Module
Service Selection Temporal Behavior Analysis

Decision Module
(Allow / Deny / Restrict)

l

Secure Cloud Service Access

l

Fig. 1. Architecture of the proposed HDL-PPSS-FAC model
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Let a user request be represented as a feature vector:
U= [uq, Uy, oo, Uy

where each u;corresponds to a normalized user attribute such as role, time, or device
type.
Similarly, cloud service attributes are represented as:

S = [51,52, ) Sn]

where s;denotes QoS parameters including availability, response time, and trust score.

Historical access behavior is modeled as a temporal sequence:
H= {hl' hz, ey hT}

where each h;represents an access event at time t.
The combined input feature vector is given by:
X=[U,S]

The DNN module is responsible for selecting the optimal cloud service based on user
context and service characteristics. The network consists of multiple hidden layers with
nonlinear activation functions.

The forward propagation of the DNN is defined as:

20 = f (W(z)z(l—1)+b(z))
where:
e W®and bWare the weight matrix and bias vector of layer

e  f(-)denotes the activation function (ReLU)
[ ) Z(O) = X

The output layer produces a service selection probability:
95 = Softmax(W,z® + b,)

The cloud service with the highest probability score is selected for further access eval-
uation.
To model temporal access behavior, an LSTM network is employed. Given the histor-
ical access sequence H, the LSTM updates its internal states using the following equa-
tions:

ft = o(Wr[he—y, x¢] + by)

it = o(W;[ht—1, xc] + by)

¢ = tanh W.[he—q, x¢] + bc)

Ce =fOc 1+t OC

0t = o(Wp[h¢-1, x¢] + bo)

h¢ = 0, O tanh (¢;)

where:
o f;, 1, o,represent forget, input, and output gates
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e c;is the cell state
e  h.is the hidden state

The final hidden state encodes the access behavior pattern and is used to classify the
request as legitimate or anomalous.

The HDL-PPSS-FAC framework preserves privacy by avoiding direct use of raw user
data. Instead, all decisions are based on abstracted feature representations and learned
behavioral patterns. The final access decision is computed as:

D = g(¥s hr)

where:
e ) is the selected service output from the DNN

e  hgis the final LSTM hidden state

e g(-)is adecision function producing:

1. Allow
2. Deny
3. Restrict

The novelty of the suggested model is in the fact that it combines privacy protection,
smart service choice, and fine-grained access control in one hybrid deep learning
model. The proposed approach is a dynamic learner of both contextual attributes and
historical behavior, unlike traditional access control mechanisms, which, based on
some hard rules or a set of predetermined policies, make adaptive and behavioral deci-
sions.

4 Results

The HDL-PPSS-FAC framework was considered in an attempt to tackle the prior chal-
lenges, which were proposed in the Introduction, i.e. a secure and accurate choice of
cloud services, fine-grained access control and privacy-preserving decision making in
changing cloud environments. In order to critically evaluate the usefulness of the pro-
posed hybrid deep learning technique, comparative experiments were made against two
popular baseline models, Role-Based Access Control (RBAC) and Attribute-Based Ac-
cess Control (ABAC). Each experiment had been confirmed with hidden test data with
injected noise to provide scientific realism. The results of this evaluation in quantitative
and graphical format are discussed below.
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Fig. 2. Service Selection Accuracy Comparison

The comparison results of service selection accuracy between RBAC, ABAC and the
proposed HDL-PPSS-FAC model are compared in Figure 2. As noted, RBAC model
performed with an accuracy of 64.00 and ABAC also performed with a low accuracy
of 52.89 which represents the weakness of the decision mechanisms that are mostly
static and run on policies in dynamic clouds. The proposed HDL-PPSS-FAC model, on
the contrary, reached much higher accuracy of 89.56, which is much greater than the
two baselines. This improvement in performance not only demonstrates the usefulness
of the DNN-based service selection module, but also shows that it is capable of acquir-
ing complex associations between user context and service QoS characteristics. In con-
trast to RBAC and ABAC, which are based on the set of rules and attributes, the given
model dynamically adjusts to the changes in service behavior and user needs and leads
to more credible and context-sensitive selection of services.
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Fig. 3. Unauthorized Access Rate Comparison
Figure 3 shows the rate of unauthorized access of the three modelized frameworks.
RBAC and ABAC models have a fairly high unauthorized access rate of 36.00 and
47.11, respectively. This is not surprising, because the mechanisms of the statical ac-
cess control do not have the capability of learning access trends over time, and of iden-
tifying subtle changes in the behavior of the user. Conversely, the offered HDL-PPSS-
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FAC framework decreases the rate of unauthorized access to 10.44 per cent, which is a
notable security enhancement. The findings evidently show that with the integration of
a temporal behavior learning, it is possible to proactively identify and prevent unau-
thorized access attempts even in the presence of noisy and realistic conditions.

5 Conclusion

The performance of the proposed HDL-PPSS-FAC is balanced and strong, and the F1-
Score of 0.943 is a good trade-off between accuracy (0.894) and recall (0.997). Full
recall suggests that the system is successful in identifying attempts to access the device
unauthorized, whereas the value of the precision allows stating that the false positive
rate remains rather reasonable in a real-life setting of the experiment.On the whole, the
findings confirm that the combination of deep learning-based service selection and tem-
poral access control based on behavior can greatly improve cloud security without neg-
atively affecting the performance of cloud operations. The steady increase in the levels
of accuracy, unauthorized access rate, and F1-score is evidence that the proposed HDL-
PPSS-FAC model is appropriate to be used in cloud platforms possessing high security
and avoidance of privacy.
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which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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