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Abstract The paper provides a deployable banking transaction fraud detection
system, written in Python and Streamlit, which uses a pre-trained supervised
machine learning classifier as an interactive web-based dashboard. Structured
transactional data is also processed in the system in seven engineered features
groups: Transaction Details, Cardholder Information, Device and Network
Information, Historical Data, Behavioral Data, Security Features, and External
Data. At runtime a serialized classification model is loaded and used on
processed inputs with categorical labelling and feature scaled with a stored
scaler with the aim of preserving inference consistency. The probabilistic
output of the model is extracted and synthesized together to arrive at scores
representing probability of fraud, the score is converted to binary counts of
prediction according to a decision logic using a threshold. The application
enables the batch analysis of transactions through CSV upload, real-time and
manual entry of transaction the simulation of constant flow of transactions to
be operated under the continuous monitoring. Interactive visualizations of
probability distribution of frauds, statistics of their rate, and their trend over
time made in Plotly are displayed. It is contrary to the completely theoretical
studies of fraud detection, as the study deals with practical implementation of
combining the stages of preprocessing, prediction, alerting and visualization
within the same interface. The system provides an idea of how machine learning
inference dashboards would be projected into effective prototype of a fraud
monitoring function that could be implemented as a working financial analytics
atmosphere.

Keywords: Keywords: Fraud Detection, Machine Learning, Banking
Transactions, Streamlit, Data Preprocessing, Real-Time Monitoring,
Visualization.

1. Introduction

The number of fraudulent financial operations has grown tremendously with the
popularization of digital banking, which is why the automated and smart fraud
detection measures are necessary. Financial ecosystems in modern contexts
handle many electronic transactions at once, and in such a scenario the manual
monitoring is not feasible. Due to this, artificial intelligence and machine
learning have become the keys to enhancing the performance of fraud detection
and proactive security. Earlier researchers focus on the transformational
character of the Al in enhancing fraud detection systems and secure financial
business processes of both the conventional and modern banking industries [1],
[2], [3]- Models of machine learning, especially classification of patterns in
transactional data, have demonstrated significant advancements in detecting
unusual actions that do not correspond to the usual profiles of their behavior [4],
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The adopted structure of fraud detection in the given project is in line with these
research tendencies as a pre-trained machine learning model is embodied in an
interactive dashboard created using Streamlit. The system is set to process
transaction information and identify possible frauds and real time tracking. Its
top functions are user authentication, CSV batch analysis, numerical and
categorical attributes preprocessing, computing probabilities in order to predict
frauds, and the production of risks-driven alerts. Each of these elements is based
on the project implementation directly and constitutes a full work process to
allow analysts to consider the transaction legitimacy. The same researchers note
that Al-based fraud detection systems can assist financial institutions in
preventing losses and making sure that the threats posed by online transactions
are controlled more efficiently [6], [7].

On the architecture of the project, data preprocessing plays very important role
in the sense of preparing the input features to be used in the model inference. In
these techniques, label encoding of categorical variables and scaling of
numerical attributes are used, and therefore it is compatible with the trained
classifier. These are in line with the generally accepted machine learning tricks
of fraud detection where preprocessing is a requirement to improve on the
predictive accuracy [8]. The model that is adopted estimates the amount of fraud
and labels the results that could be identified as a probable fraud by the users
through visual and textual information displayed on the dashboard. Other
characteristics of the interpretability and usability of the system are the
introduction of the performance metrics, badges and insights contexts.

One of the major aspects of the project is that it simulates streaming transactions
in real time. This module creates various false alarms, computes chances of a
sensational fraud upon application of a specified risk-biased instinct, and
maintains the control board with real-time display metrics. The capabilities to
perform real-time analysis are gaining growing prominence in the fraud
detection studies, especially in the cases where responding in time can
potentially save money or unauthorized access to information [9]. This
requirement is reflected in the simulation engine of the project as it provides the
continuous monitoring of the project and dynamically updates the visualizations
to assist in the quick assessment. Studies also recognize the applicability of real-
time analytics in enhancing the reactivity and responsiveness of the fraud
detection systems [10].

In general, the project provides a working prototype of a fraud detection system
combining machine learning, data preprocessing, real-time simulations with
interactive visualization into one application.

The system development provides a lot that aligns with the current aims
described in the literature available, namely automation, accuracy, scalability,
and enhanced decisions based on Al-driven systems. The combination of the
technical aspects based on the code of the project and assistance availed by
already available research enables this implementation to be a useful addition to
the knowledge of the operation of fraud detection mechanism under a financial
context.

In contrast to the ensemble-based strategy, as described in the literature, the
current implementation strives to condition on one trained probabilistic
classification model implemented into a deployable Streamlit stack. It focuses
on operational deployment and preprocessing integration of decisions and
probability based decision logic and interactive fraud monitoring support as
opposed to comparative multi-model experimentation.

2. Literature Survey
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2.1 Fraud Identification using Machine Learning algorithm in Banking

Banking security and fraud prevention mechanisms are increasingly enhanced
by recent research on the role of artificial intelligence. Johora et al show how Al
techniques can boost traditional banking controls by learning complex
transactional patterns and native risk assessment processes [1]. Similarly, the
importance of well-designed analytics pipeline and integrated workflows to
develop efficient Al-based fraud detection architectures in banking and financial
systems has been highlighted by Dash et al. [2]. Collectively, these works
highlight the observation that AT has become an integral part of banking security
infrastructure that enables predictive modelling, real-time alerts, and human-in-
the-loop decision support (instead of being a choice and upgrade).

2.2 Machine learning models for Transactional Fraud

Several studies are dedicated to the development of predictive models with the
aid of machine learning classifiers to detect fraudulent behaviour in digital
banking. Thar and Wai put forward the efficacy of supervised learning models
trained with transactional datasets for fraud identification [3]. Swathi et al. re-
affirm this by illustrating how machine learning technologies aid better decision-
making and risk scoring and fraud prevention in banking systems [4]. All these
contributions imply the relevance of feature engineering, labeled data sets and
that such selection of classifiers is a significant component of an effective fraud
prediction system.

2.3 Uptake, scalability, and applicability of Al in the financial institutions

In addition to the performance of the algorithms, it also researching to have
practical challenges in the execution and the ability to act more towards the better
understanding demographically and transculturally in the organizational
preparedness and ease in the real world applications. In their article, Ayeni et al.
address the reasons, limitations, and operational issues that the deposit money
banks faced when implementing the Al-based fraud detection systems [5].
Mishra et al. also compare different classifiers in banking cyber security by
noting that they are scalable, they can work with a large volume of transactions
in real-time, and the scale of transactions that requires correction does not
decrease the accuracy of the classifiers [6]. Such results showed that it is as
important as raw model accuracy to consider the feasibility of deployment,
throughput and infrastructure considerations in the construction of fraud
detection solutions.

2.4 Deep learning and sophisticated fraud detection technology

Recent trends indicate that the adoption level of deep learning approaches to
capture complex fraud patterns is increasing. Alarfaj and Shahzadi propose a
hybrid architecture for real-time credit card fraud detection by combining deep
learning, graph neural network, and autoencoders [7].

On the same note, Mary and Sudha come up with a deep learning-based model
that is more effective than the traditional approaches to detecting fraudulent
transactions [9]. These works are perhaps a potentially significant step to more
expressive structures capable of learning complicated connections in
transactional data - tasks which do have increased computational arrangements,
and architecture which is more complicated to put up.

Further researches expand the deep learning vision involving advancements,
obstacles and applications of deep learning in the domain of financial fraud [11],
systematic literature reviews on developments of deep learning [12], and
quantum federated neural networks of deep learning [13] to secure and
distributed fraud identification. Tests on machine learning algorithms under
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varying banking conditions have given the additional dimensions on the insight
into the model behavior and its applications [14]. There is also the rise of
bibliometric analyses with respect to their ability to establish emerging trends of
fraud and susceptible groups in the digital era [15].

2.5 Fraud detection, Cyber security and Risk management with.

There are a number of works that have the fraud detection within bigger frames
of cybersecurity and financial risk management. Khan et al. investigate Al-based
fraud prevention strategy and provide an insight into the current approaches and
further research in the field of digital banking [8]. The additional complication
is introduced by Dharmireddi et al. in identifying Al-based fraud detection since
the authors investigate how Al-based fraud detection can be deployed to the
cybersecurity systems in regard to digital finance ecologies [10]. All these
studies together have only confirmed the statement that a fraud-detecting
problem is not merely a problem of classification, but of considerable
significance with regard to risk sensitive monitoring and regulation, machinery
of regulatory compliance.

Novelty of the Project

This project is extensively comprehensive and operational in comparison to the
existing literature because this project presents a comprehensive and fully
working implementation of an interactive and easy to use web dashboard, which
addresses a pretrained machine learning model. This system provides end to end
functionality, i.e. user authentication, CSV based batch analysis, manual entry
of transactions, simulated real time transaction streaming and visualisation of
fraud probabilies, unlike many studies that are highly descriptive of model
architectures or datasets. The application demonstrates to integrate the fraud
detection logic directly into a Streamlit application with the preprocessing,
making the predictions, and revealing the risk-based alerts and a review of
historical transactions integrated into a single easily deployable tool that can be
used by analysts or banking staff.

Research Gap Addressed

While previous studies extensively talk about the performance of algorithms,
architectures of deep learning, and the adoption of Al by organizations [1]-[15],
there are limited works that come out with lightweight and fully deployable
prototypes capable of gathering all the operational processes in one tool. This
project is a response to this lack of an end-to-end working system by showing a
functioning system, coded and end-to-end, by coding and demonstrating all these
interactions from a user login and transaction input to data preprocessing,
probability scoring, alert generation, real-time monitoring and visual analytics
of these predictions and measurements. It gives a good proof of principle of how
to turn fraud detection research into something you can actually use instead of
just putting forward a model or testing one.

3. Proposed Methodology

3.1 User Authorisation and- Session Management.

The system also retains it by having password-based authentication scheme
based on hashing of passwords in SHA-256 guarantee that it will not have any

plain-text credentials. The function

H(password) = SHA256(password)
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is used on both the accounts and logins. Streamlit contains user authentication
information and usernames and other user data as session state variables. Session
state also controls the navigation between various application pages by keeping
a variable known as current page which will ensure that a user moves is
monitored and maintained during the entire session. The state of the session also
controls the prediction results, real-time simulated data, streaming flags and
password hashes in which the system could be used without a database.

3.2 Data Preprocessing Pipeline.

The system identifies a fixed set of required features that are specified in the
code: before prediction, the system extracts these features.

Transaction Details, CardholderInformation, DeviceandNetworkInformation,
historical data, Behavioral, External Data.

Equally Distributed Classes
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Figure 1. Balanced Class Distribution Used for Model Training

Fig. 1 presents a bar chart describing the distribution of classes, which are evenly
distributed (samples in each of the two classes, say Class 0 and Class 1, are very
close in number). This balance also helps ensure that the model is trained without
bias, avoids learning towards one category or another, and helps in fairly
evaluating the model performance of both the categories.

Label Encoder of scikit-learn is used to encode categorical variables by means
of converting category of each string into the value of an integer. The project has
a pre-trained scaler that is used to scale numerical columns in the form of:

Xscaled = scaler. transform(X)

In case of an error in any of the preprocessing, the system will produce fallback
random numerical values in the same size so that the system should not
malfunction. This preprocessing makes the input to be in the exact format that
the trained model is expecting.
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Figure 2. Class Distribution of the Dataset Showing Imbalance Between Fraud and
Non-Fraud Classes

Fig. 2 illustrates a highly imbalanced dataset where the non-fraud class
overwhelmingly dominates the fraud class. This imbalance can model-learn with
bias, alleviate fraud detection, and require resampling or a combination of
special methods in order to guarantee a faithful classification achievement.

3.3. Machine Learning Model Specification

The system has an offline-trained supervised probabilistic classification model
that is stored in a serialized form as a pkl file. The model allows the estimation
of the probability with the help of predict proba() function.

For an input feature vector X, fraud probability is computed as:

P(fraud | X) = model.predict_proba(X)[:,1]

The predicted class label is derived using threshold-based classification:

$ ={1if P(fraud | X) > 7 0 otherwise
where Tis the decision threshold adjustable in manual mode.
3.4 Real-Time Transaction Simulation and Monitoring

The system contains an internal generator of simulation engine which
continually/periodically produces synthetic transactions when streaming mode
on. Every synthetic transaction includes random items like amount, cardholder
verification status, device/network state and external risk items. The probability
of fraud is calculated based on a rule-based heuristic found in the function
simulatefraud_probability which must adjust a base risk value based on risk-
proportional field values. The probability of fraud computed falls under a range
of 0 and 1 as:

P =min (1, max (0, base_prob))
These pseudo-outputs are added to a permanent list of sessions which allow the
dashboard to be used and show in real-time feeds, alerts, and graphs that update

with the next transaction.

3.5 Visualization and Generation of Outputs.
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The system applies the Plotly Express to create line graphs, prediction outputs
or streaming data, with the help of histograms, bar charts, and line graphs. The
probability distribution of fraud, probability of fraud by category, and trends of
fraud by age are directly calculated based on dataframes processed. Interactive
pictorial items can enable customers to access both the outputs of the model and
risk patterns. CSV downloading is also available in the system that turns the
dataframes into the encoded CSV value. The visualization services are closely
bound to session state so that the plots that are displayed are the up to date
processed or simulated data.

__| Streamlit pages: Login, Home,
Visusalization, Visusizating, History,
Hisstory, Manual Input, About

4

Authentitation Module

SHA-226 hashing, session handling,
Real-Time Sinnulation Engine

) 4

Procpesssing Module

Feature selection, label encoding, scaling:
scaling: X_scaled = scaler.transform()

fraud_proablity = model.predict.proba(X[1]
fraud_label = model.predict()

L 4

Output & Visuuizating Model (pkl)

] Alerts, insights, metrics, Plotly charts,
transaction histonn, history, CSV export

Fig 3: System Architecture Diagram
3.6 Model Evaluation

The evaluation metrics reported in the dashboard are operational indicators such
as total transactions processed, fraud count, and fraud rate.

The application itself does not recompute model training metrics during
deployment. Instead, it performs inference using a pre-trained model. Therefore,
traditional evaluation metrics such as accuracy, precision, recall, F1-score, and
confusion matrix must be computed during the training phase and reported
separately.

The inference system is module-oriented in terms of performance and likelihood
estimation, as well as real-time tracking instead of retraining the model or
benchmarking the experimental performance.

3.7 Dataset Description

The model training data is designed in the form of organized records of banking
transactions stored in comma-separated value (csv) format in the project
repository. It includes several variants of datasets including balanced and

imbalanced datasets, synthetic fraud datasets and labelled transaction records.

The binary target variable represents:

1021
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® (0 — Legitimate Transaction
e | — Fraudulent Transaction
The dataset includes seven engineered feature groups:
1. Transaction Details
2. Cardholder Information
3. Device and Network Information
4. Historical Data
5. Behavioral Data
6. Security Features
7. External Data

Class imbalance was also taken care of by using balanced dataset variants to
train. Preprocessing categorical encoding was performed with the help of scikit-
learn.LabelEncoder and feature scaling with StandardScaler. To achieve
consistency, the trained scaler is stored and reused on inference.

4. Results and Discussion

4.1 Batch Fraud Prediction Performance
The batch prediction module takes into consideration uploaded CSV sets of
transactions with the necessary set of features. When it is uploaded, the system
determines the presence of features, categorical encodes and scales features
using the scaler object stored and inferences using the pre-trained classifier.
For each transaction, the model produces:

e  Fraud probability score

e Binary fraud prediction (0 = legitimate, 1 = fraud)

e  Alert indicator

o Recommended user action
The system dynamically computes operational statistics including total
transactions processed, fraud count, and fraud rate percentage.

Table 1.
Structure of Batch Prediction Output
Field Name Description
Fraud_Probability Probability score
returned by
predict_proba()
Predicted_Fraud Binary  output after
threshold comparison
Alerts_and_Notifi Risk-based alert
cations message
User_Actions Suggested follow-up
action
Performance_Met Operational ~ summary
rics indicator

This confirms correct execution of the inference pipeline and post-processing
workflow.
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Fraud vs Legitimate Transaction Distribution
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Figure 4. Fraud vs Legitimate Transaction Distribution

The following bar graph in fig 4 shows the distribution of the legitimate and
fraudulent transactions expected to occur upon batch processing. It gives a clear
explanation on the separation of classes according to model inference outputs.
The visualization assist to gauge the general fraud detecting behaviour over
uploaded datasets.

4.2. Manual Transaction Evaluation

The manual input module enables a user to input the feature values directly in
the dashboard mode. Actually, a slider allows configuring a fraud sensitivity
dynamically.

The decision rule applied is:

9 = {1if P(fraud) > 7 0 otherwise
This module embodies real-time decision control and classification in

probabilistic logic.
Table 2. Threshold-Based Prediction Behavior

1023

Threshold Fraud Predicted

(1) Probability Output

0.50 0.72 Fraud (1)

0.70 0.72 Fraud (1)

0.80 0.72 Legitimate
0

The table illustrates how threshold variation impacts classification outcomes.

4.3 Real-Time Transaction Streaming Simulation
The streaming element mimics the creation of transactions at a periodical basis.
Risk attributes generated with each transaction generated are:

e Transaction amount

e Cardholder verification status

e Device/network state

e  External risk indicators
A rule-based function adjusts base fraud probability values to produce simulated
risk outputs within the range:

P = min (1, max (0, base_prob))

Streaming transactions are appended to session memory and displayed
dynamically.
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Fraud Probability Trend Over Streaming Transactions
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Figure 5. Fraud Probability Trend Over Streaming Transactions

This line graph in figure 5 will show the variation in the scores of probable frauds
basis in the streaming transactions in a sequence. It depicts the correlation
between the amount of risk over time during the simulation of real-time
monitoring. The trend visualization enables the unitary capability of tracking

frauds.
Table 3. Example Streaming Transaction Output
Transaction ID Fraud Predicted Label | Alert
Probability Level
TXNOO01 0.83 Fraud High
Risk
TXNO002 0.34 Legitimate Low
Risk
TXNO003 0.67 Fraud Medium
Risk

This demonstrates continuous monitoring capability and session-based tracking.

4.4 Visualization and Dashboard Metrics
Plotly Express Basics Visualization modules This implementation offers:
e Fraud probability distribution histograms
e  Fraud vs non-fraud distribution charts
e Time-based probability trend plots (streaming mode)
Dashboard summary measures are:
e Total transactions processed
e Fraud count
e  Fraud rate (%)
These metrics are computed dynamically as:
Fraud Count

Fraud Rate = ———— X X X %X 100
Total Transactions

The system ensures real-time updates of visual elements based on current session
data.

Fraud Probability Distribution

Frequency

04 06
Fraud Probability
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Figure 6. Fraud Probability Distribution Histogram

The histogram in the figure 6 the distribution of the fraud score produced by the
classifier. It provides the distribution of transactions between low risk
probability range and high risk probability range. The interpretation of
probabilistic model output behavior is made possible by this abstraction of the
model.

4.5 Operational Evaluation and System Behavior

The provision that is given in the deployment is the manner of operational
correctness as a substitute to experimental benchmarking. The application
verifies:

Correct preprocessing flow

Consistent feature scaling

Probability-based model inference

Threshold-based classification

Session state persistence

Exportable prediction reports

Fraud detection pipeline is very effective in terms of batch, manual and
streaming. The results confirm the appropriate integration of machine learning
inference in a user-friendly environment of fraud monitoring.

5. Conclusion And Future Work

The provided assignment concerns a working prototype of a fraud-detecting
application that uses a trained supervised machine learning classifier integrated
into a web app that is interactive on the basis of the Streamlit functionalities. The
system presents a complete inference chain of structured feature extraction,
categorical encoding, and scale of features, probabilistic prediction and
threshold based fraud classification. In addition to the batch transaction analysis
through CSV uploading of the file, the service also supports manual entry of the
transactions and the simulation of the real-time streaming to show the continuous
monitoring behaviour. The graphical designs that are interactive and alert
systems render data interpretative with the presentation of the likelihoods of
frauds, trends within distributions and broadly operation statistics in a simple
understandable manner. The value addition of the study, instead of being done
through an algorithmic comparison only, is the operationalisation of machine
learning inference on a deployable fraud monitoring platform. The possibility of
integrating predictive models, preprocessing logic, and visualization modules in
simulated real-world game digital banking frauds procedures is emphasized
through its operationalization.

Future Work

Going forward this can be improved by considering a larger number of classifiers
to give comparative evaluation, cross validation scores to evaluate precision,
recall, Fl-score and confusion Matrices, and replace placed scores with
experimentally tested scores. Further scalability, hardening and usefulness of the
system to real-life application would be improved with the addition of persistent
storage, API connection to live transactions feeds, and adaptive thresholding, in
addition to improved encoding consistency.
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