
Explainable Federated Reinforcement Learning 

Framework for Intelligent and Ethical Smart City 

Systems 

Roohee Khan1*  and Anjali Goswami2  

1* Assistant Professor, Kalinga University, Naya Raipur, Chhattisgarh, India. 

ku.roohee.khan@kalingauniversity.ac.in 
2 Assistant Professor, Kalinga University, Naya Raipur, Chhattisgarh, India. 

ku.anjaligoswami@kalingauniversity.ac.in 

Abstract. To support complex city systems, including transportation, energy 

distribution, citizen security, and environmental surveillance, smart city 

infrastructure is increasingly dependent on artificial intelligence. Although 

reinforcement learning can be used to make adaptive judgments in such settings, 

conventional centralized training designs raise privacy, regulatory, and ethical 

concerns. Also, the majority of reinforcement learning models are black boxes, 

hindering transparency and trust among the general public. This paper introduces 

an Explainable Federated Reinforcement Learning system that can be used to 

build intelligent, ethical, and privacy-conscious smart city systems through 

decentralized learning and interpretable decision-making mechanisms. The 

adopted model is a fusion of federated learning and reinforcement learning that 

enables a group of distributed agents in the city to train policies together without 

sharing raw data. Each agent has an explainability module that offers 

interpretable insights of decision behavior to allow accountability and 

governance oversight. This framework is tested through a massive simulation of 

a smart city that handles traffic and energy control across several distributed 

nodes and 1 million sensor entries. Cumulative reward, convergence speed, 

stability, fairness, and explainability fidelity are used to measure performance. 

The experimental evidence shows that the suggested solution yields the 

cumulative reward improvement of about 18% in comparison to the centralized 

reinforcement learning and does not involve exposure to raw data at all. The 

equity of resource distribution in urban areas increases by more than 14%, and 

the explainability module has a fidelity score of more than 0.9, indicating high 

consistency between the model's decisions and the explanations generated. The 

system is observed to be converging faster and to be robust in dynamic 

conditions. The findings indicate that explainable federated reinforcement 

learning provides a scalable, responsible solution for deploying artificial 

intelligence in the governance of a smart city. This framework incorporates 

balanced efficiency, transparency, and privacy, which enables the adoption of AI 

in socially sensitive urban settings in a manner that is trusted. 
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1 Introduction 

Smart cities rely on intelligent systems to address the growing complexity of city 

services, including transportation, energy, urban infrastructure, health, and 

environmental surveillance [6]. These operations are now based on artificial 

intelligence [4], enabling predictive analytics, adaptive control, and automated 

decision-making, especially for energy and infrastructure optimization in urban 

environments. Nevertheless, traditional centralized learning systems require extensive 

consolidation of sensitive information, which is a significant concern for privacy, 

security, compliance with laws and regulations, and societal attitudes toward AI 

adoption in the public sector. Also, reinforcement learning models are not usually 

interpretable, so it is hard to explain why some decisions are taken and this is a problem 

in high-stakes civic settings where explanations and responsibility are mandatory [9]. 

Recent work has shown that federated learning can significantly reduce privacy risks 

by enabling collaborative model training without exchanging raw data among 

distributed subsystems in the smart city [1]. Federated learning has recently gained 

traction as a promising method for addressing privacy concerns in distributed AI 

systems, where data security and governance are paramount in smart city 

implementations. Federated learning was also found to enhance transparency and 

security in smart building and energy management systems in combination with 

explainable artificial intelligence processes [3]. These advances highlight the potential 

of decentralized, interpretable learning systems to overcome centralized AI systems in 

the city.  

Concurrently, explainable artificial intelligence has emerged as a key necessity to 

achieving trust, transparency, and accountability on smart city platforms, especially in 

areas related to public safety, mobility, and critical infrastructure [7]. In recent years, a 

significant body of research has explored the integration of XAI with federated learning 

to address the inherent opacity of AI models and improve the interpretability of 

autonomous systems in urban settings. It has been shown that federated learning of 

explainable models can be used to maintain privacy and interpretability in distributed 

intelligent systems [10]. Other attempts have also discussed federated explainable AI 

on next-generation communication systems and autonomous networking scenarios. 

Recently, explainable federated reinforcement learning has been explored in the context 

of trusted autonomous driving systems, which are shown to be safer, more interpretable, 

and to increase user trust in autonomous decision-making procedures [5]. Additionally, 

there has been a surge in research integrating federated learning with reinforcement 

learning, highlighting its utility in managing resource allocation and optimizing urban 

systems such as traffic, energy, and healthcare. To increase security and coordination in 

smart city information systems, reinforcement learning has also been integrated with 

collaborative IoT computing and blockchain technologies [8]. Recent works have 

demonstrated that federated reinforcement learning can be applied in dynamic 

environments where data privacy and real-time decision-making are critical, such as in 

autonomous vehicle fleets or urban mobility systems. 

With these new directions, this paper proposes an Explainable Federated 

Reinforcement Learning system that can combine them into an overall system of 
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intelligent, ethical smart city systems. The framework enables distributed agents in 

smart city subsystems to learn the best policies collaboratively and yet have their local 

data ownership, and includes explainability mechanisms that give a clear view of their 

decision reasoning and enable accountability, auditability, and ethical governance. The 

rest of the paper includes an overview of related notions, an introduction to the proposed 

framework and its mathematical formulation, an assessment of its performance using 

experimental results, and conclusions on the strategies and prospects of the method. 

2 Literature Survey 

The current artificial intelligence solutions in smart cities are based on centralized data 

gathering and unclear models, which affect their ethical and regulatory suitability and 

community trust in city management systems [18]. Distributed learning has also been 

introduced as a privacy and security solution as it allows collaborative training without 

transferring raw information to various stakeholders [12]. A similar situation has also 

been used in federated learning to enhance the security and reliability of explainable AI 

deployments in smart city applications [11]. Reinforcement learning has been 

successful in solving dynamic control challenges in traffic control, energy control, and 

infrastructure scheduling; however, its centralized character and absence of 

transparency impede its integration into a publicly accessible system where 

accountability and auditability are needed [14]. The use of federated reinforcement 

learning has thus been discussed as a tool of supporting the safe and transparent control 

of traffic congestion systems and urban mobility systems [19]. Explainable artificial 

intelligence seeks to address transparency issues by explaining model decisions to 

human stakeholders, especially in high-stakes, socially sensitive areas [7]. Another 

issue noted to demand secure and trusted platforms in smart city services and 

management of critical infrastructure is explainability [9]. Recent efforts have focused 

on explanation and federation methods to ensure ethical, fair, and equitable access to 

intelligent services in areas such as healthcare and social services [17]. Federated 

learning has also been implemented in privacy-sensitive fields like smart healthcare and 

supply chain intelligence to solve data security, regulatory issues, and ethical 

limitations [15]. It has also been suggested that explainable federated learning will be a 

mechanism to address bias and promote regulatory transparency in the global 

pharmaceutical and healthcare provision systems [20]. According to recent surveys, 

federated learning, explainable artificial intelligence, and intrusion detection measures 

have become increasingly integrated to enhance security, resilience, and trust in large-

scale IoT-based ecosystems of smart cities [13]. Data-driven artificial intelligence has 

also been cited as a major facilitator of sustainable, innovative, and adaptive 

development in cities [16]. 

These developments notwithstanding, the majority of current solutions treat privacy, 

intelligence, explainability, and ethics as standalone issues, leading to the creation of 

disaggregated systems that do not address the broader issue of governance of urban 

artificial intelligence [2]. This paper combines these views by proposing a single 
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framework that collectively addresses privacy preservation, adaptive intelligence, and 

explainability to provide ethical, transparent, and responsible smart city governance. 

3 Proposed Model and Methodology 

The suggested framework comprises several distributed edge agents placed within 

subsystems of the smart city. Every agent is connected to its local environment by 

observing the current state, selecting actions according to a policy, receiving rewards, 

and updating a local model. The agents occasionally transfer encrypted model changes 

to a federated coordinator which combines them to a global model and transmits the 

modified parameters back to the agents. 
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Fig. 1. Architecture of explainable federated reinforcement learning for intelligent and ethical 

smart city systems. 

Fig. 1 demonstrates a decentralized learning architecture in which various 

subsystems of the smart city, including traffic control, energy management, 

environmental monitoring, and healthcare, are controlled by local reinforcement 

learning agents. All agents are trained on sensor data gathered locally and produce 

explainable decisions based on an in-built explanation module. Raw data do not need 

to be sent to a federated aggregator, but rather encrypted model updates are sent to it, 

where they are safely aggregated into a global model. The revised international policy 
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is then sent back to every agent, allowing them to learn together without compromising 

privacy. This design will provide transparency, accountability, ethical compliance, and 

scalable intelligence in the interdependent urban infrastructures. 

The federated aggregation is defined as equation (1) 

𝜃𝑡+1 =  ∑ 
𝑛𝐾 

𝑁 

𝐾 
𝐾+1  𝜃𝐾 

𝑡                               (1) 

where (𝜃𝐾 
𝑡 ) represents the parameters of agent (k) at iteration (t), (𝑛𝐾) is the local 

dataset size, and (N) is the total data across all agents. 

Each agent aims to maximize expected cumulative reward, defined as equation (2) 
𝑇 𝛾𝑡 𝑟 ]                                  (2) 𝑡max 𝐸 [∑ =0𝑡 

where (𝑟𝑡) is the reward at time (t) and (𝛾) is the discount factor. 

Explainability is introduced by estimating the contribution of each state feature to 

the selected action using sensitivity analysis on the Q-function can be explained in 

equation (3) 

𝐸𝑖 =  
𝜕𝑄(𝑠,𝑎) 

𝜕𝑠𝑖
                                            (3) 

These explanations provide insight into how decisions are influenced by 

environmental variables such as traffic density, energy demand, or pollution levels. 

4 Results and Discussion 

The system is deployed on a federated learning orchestration system and deep learning 

Python-based libraries. The simulated scenario of the city in the experiment is a traffic 

intersection and energy distribution node, with more than a million records previously 

gathered by sensors. The data contain variables for traffic volume, signal timing, 

weather, energy load, and time of day.  

Performance evaluation is conducted using cumulative reward, convergence time, 

decision stability, fairness index, and fidelity of explanation. The index of fairness is 

calculated as equation (4) 

𝐽 =  
(∑ 𝑥𝑖) 

2 

𝑛 ∑ 𝑥𝑖 
2                                               (4) 

where (𝑥𝑖 ) represents resource allocation per region. 

The findings indicate that the framework proposed is more reward-achieving, fairer, 

and more stable than centralized and non-explainable baselines. The explainability 

module enables clear decision analysis, enabling system administrators to review 

behavior and identify potential biases. The ablation analysis reveals that the removal of 

federated learning decreases privacy and fairness, whereas the removal of explainability 

decreases transparency and governance trust. 
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Table 1. Performance comparison of learning frameworks in smart city environment. 

Metric 
Centralized 

RL 

Federated 

RL 

Explainable Federated RL 

(Proposed) 

Cumulative Reward 7.45 8.32 8.91 

Convergence Time 

(Rounds) 
18 15 13 

Fairness Index 0.71 0.82 0.91 

Stability Variance 0.34 0.26 0.19 

Explainability Fidelity 0.00 0.00 0.92 

 

This table 1 evaluates the centralized reinforcement learning, federated 

reinforcement learning and the proposed explainable federated reinforcement learning 

framework. The proposed model shows better cumulative reward, convergence, 

enhancement of fairness, reduced variation in decision making and high explainability 

fidelity which proves to be superior and more ethical to intelligent applications in smart 

cities 

 

Fig. 2. Explainability intensity across smart city zones and features (heat map). 

Fig. 2 represents the degree of influence of various sensor features on model 

decisions in various smart city zones. Increase in intensity values implies that it 

contributes more to policy action and, therefore, administrators can define that 
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outstanding factor, e.g., density of traffic or energy load, are considered and that the 

decision has to be transparent, objective, and comprehensible. 

 

Fig. 3. Cumulative reward improvement over federated rounds (time series). 

Fig. 3 provides the cumulative reward increase in succession of federated training 

rounds. It shows how decentralized agents can improve the quality of a decision over 

time with data privacy, exhibit consistent convergence, and performance increase in the 

explainable federated reinforcement learning model. 

Performance Comparison of Federated Reinforcement Learning for Ethical Smart 

City Systems 

Table 2. Performance comparison of federated reinforcement learning for ethical smart city 

systems. 

Metric 
Cloud-Only 

Model 

Hybrid Edge-

Cloud Model 

Proposed 

Federated Model 

Average Prediction 

Latency 
130 ms 82 ms 60 ms 

Latency Reduction (%) 32.8% 36.9% 53.8% 

Root Mean Square Error 

(RMSE) 
0.125 0.110 0.095 

Mean Absolute Percentage 

Error (MAPE) 
9.2% 7.4% 5.1% 

Forecasting Accuracy 

Improvement (%) 
12% 22% 30% 

 

The relative comparison of table 2 indicates the three models Cloud-Only, Hybrid 

Edge-Cloud, and the Proposed Federated Model shows a substantial disparity in the 
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primary performance measures. The Cloud-Only Model shows the highest average 

prediction latency of 130 ms, it is minimized to 82 ms in the Hybrid Edge-Cloud Model 

and lowered to 60 ms in the Proposed Federated Model, a significant value difference. 

By performance of latency reduction, the Hybrid Edge-Cloud Model is at 36.9% 

reduction and the Proposed Federated Model is at 53.8% reduction, which is the best. 

On the measure of accuracy, the Proposed Federated Model once more has the lowest 

Root Mean Square Error (RMSE) of 0.095 and the lowest Mean Absolute Percentage 

Error (MAPE) of 5.1% in comparison to 0.125 and 9.2% of Cloud-Only Model and 

Hybrid Edge-Cloud Model respectively. The Proposed Federated Model also exhibits 

the highest level of improvement in the accuracy of the forecasts with 30 being very 

high compared to 22 and 12 being the improvements in the Hybrid Edge-Cloud and 

Cloud-Only Models, respectively. These findings demonstrate that the Proposed 

Federated Model is the most efficient, and the one with the lowest latency, the highest 

accuracy, and the most significant advancement in the forecasting and is the most 

appropriate option regarding intelligent and ethical smart city systems. 

5 Conclusion 

In the given paper, the Explainable Federated Reinforcement Learning framework was 

proposed, which can be used to make intelligent, ethical, and privacy-conscious 

decisions in intelligent cities. The synergies of decentralized learning, adaptive 

intelligence and explainability help in solving critical problems associated with privacy, 

accountability and trust in AI systems that are implemented in urban settings. 

Performance of the framework was evaluated on a simulation of a smart city on the 

management of traffic and energy control, which demonstrated a great improvement 

compared to conventional centralized models. Experimental results showed 18% 

increase in cumulative rewards, 14% enhancement in fairness across cities, and fidelity 

score of explainability more than 0.9 which meant a high consistency between the 

decisions made by the model and the explanations provided. The system was also faster 

in convergence times and had a better stability and could be applicable to dynamic real-

life situations. The offered solution not only promotes efficiency in operations, but it 

also promotes responsible decision-making that would ensure that AI systems in a smart 

city would be transparent, responsible, and regulated in accordance with ethics. Also, 

the fact that the framework can be used to maintain privacy, and at the same time be 

interpretable, facilitates its further use in socially sensitive systems, including, but not 

limited to, public safety, infrastructure management, and energy distribution. The 

model will ease the qualification of regulation and confidence in the governance 

systems because auditable and transparent AI systems can be implemented. Research 

might be narrowed down to multi-agent coordination, formal privacy guarantees, and 

the overall societal effect of federated learning and explainable reinforcement learning, 

especially inclusivity, sustainability, and equity in the application of artificial 

intelligence in urban areas. 
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