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Abstract. The rapid growth of the IoT has led to the development of highly in-
terconnected smart environments in which secure and reliable communication is 
crucial. `Trust management has proven to be an effective approach to evaluating 
the reliability of nodes in IoT environments while mitigating malicious interac-
tions. However, existing trust models have failed to consider dynamic adversarial 
behaviors in which on-off attacks can occur. In on-off attacks, malicious nodes 
can exhibit both cooperative and adverse behaviors to escape detection. These 
behaviors can lead to an increase in trust value, which can undermine the relia-
bility of the network. In this paper, we develop a coverage reliability-aware trust 
model that can improve the reliability of IoT networks while resisting on-off at-
tacks. The proposed model incorporates cooperative trust, adverse trust, and en-
ergy-based trust to improve its reliability. To prevent trust value inflation that can 
result from on-off attacks, an exponential penalty is incorporated in the model. 
The efficacy of the proposed model is demonstrated in this paper using intensive 
simulations of dynamic IoT environments. The results obtained from the experi-
ments show that the proposed model can quickly degrade the trust of malicious 
nodes while maintaining stable trust for legitimate nodes. Compared to existing 
trust management approaches, the proposed model has demonstrated improved 
reliability, achieved higher precision and recall while resisted on-off attacks. 

Keywords: Internet of Things (IoT), Trust Management, Coverage Reliability, 

On-Off Attack, Trust, IoT Security, Malicious Node Detection. 

1 Introduction 

The Internet of Things (IoT) refers to a system of physical objects, or “things,” that are 
equipped with sensors, software, and network connectivity, allowing them to collect 
and exchange data over a network [1]. IoT devices, with intelligent communication 
capabilities, can communicate between each other and make decisions independently 
for various applications, such as healthcare monitoring systems, smart homes, smart 
agriculture [2], smart parking systems, and intelligent traffic management systems. 
These intelligent systems are largely dependent on autonomous communication mech-
anisms to ensure efficient functioning by IoT devices. Security is crucial in ensuring 
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the efficiency and reliability of IoT systems [3]. The IoT system is defined by hetero-
geneous systems, wireless communication systems, battery-powered systems, and di-
verse protocols, making it difficult to implement security solutions for various applica-
tions in the IoT system. Thus, ensuring secure communication systems for IoT devices 
is a challenging area of research. 
Trust management has been identified as a powerful security solution for IoT systems 
by evaluating the behavior of IoT devices over a period of time for detecting malicious 
activities while facilitating efficient communication among IoT devices [4]. Through 
continuous monitoring of interactions among nodes in a network, a trust management 
system can differentiate between nodes based on their reliability in a network. In spite 
of tremendous research efforts on developing efficient security systems for IoT appli-
cations through trust management systems, these systems still suffer from various lim-
itations associated with dynamic adversarial behavior in IoT networks. Among these 
limitations is the On-Off attack, in which nodes can change their behavior from mali-
cious to cooperative or vice versa [5]. Malicious nodes can accumulate sufficient trust 
in a network by behaving in a cooperative manner while evading detection by a trust 
evaluation system in a network. Once sufficient trust is accumulated in a network, these 
nodes can perform malicious activities in a network. 
In this paper, we propose an improved trust evaluation mechanism for IoT networks to 
effectively detect malicious nodes in these networks. Existing trust evaluation models 
[6] are found to be inefficient in detecting On-Off attacks, in which nodes are found to 
maintain their trust values above a certain threshold by showing cooperative behavior 
in an intermittent manner. To overcome this drawback of existing trust evaluation 
mechanisms, we propose to improve cooperative trust evaluation and incorporate en-
ergy trust in the evaluation of trust. 
The major contributions of this paper are as follows: 

1 Improved cooperative trust evaluation for IoT networks. . 
2 Multiplicative evaluation of energy trust for accurate results. . 
3 Improved detection of On-Off attacks in IoT networks. . 
4 Performance evaluation of the proposed model using simulation. . 

The structure of this paper has been defined as follows: the next section discusses the 
existing literature on the Internet of Things (IoT) networks and the security mechanism 
for the purpose of ensuring high reliability in the network. After this, the methodology 
followed in this paper is discussed in the following sections. Accordingly, the simula-
tion methodology followed in this paper is discussed in Section 4, followed by the re-
sults in Section 5. Finally, the conclusion is presented in Section 6. 

2. Related work 

The management of trust has received significant research attention as an essential ap-
proach to improve the security and reliability of distributed systems and IoT environ-
ments, where frameworks such as [4] evaluate trust using both qualitative and quanti-
tative parameters. The essential steps included in the framework are information gath-
ering, trust computation, trust dissemination, and trust maintenance. In [7], the authors 
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identified trust as an essential component in the development of secure computing, em-
phasizing the importance of trust management as a unique module that is responsible 
for the establishment of relationships, credentials, and authorizations based on prior 
experiences. Other related works, such as [8] and [9], focus on the incorporation of 
direct observations and recommendations in the assessment of trust in a distributed en-
vironment. In [10], the authors presented a direct trust approach based on parameters 
such as the success rate, user satisfaction, and node credibility in the IoT environment. 
However, the main disadvantage is that the approach does not incorporate recommen-
dations and has a higher energy consumption, which is not desirable in IoT networks. 
To incorporate the dynamic behavior of IoT nodes, the authors in [11] proposed the 
integration of the SMART multi-attribute rating method and the Long Short-Term 
Memory (LSTM) network approach. However, the disadvantage is that the proposed 
approach does not consider the energy cost incurred in the computation of trust in IoT 
networks. 
Recommendation Aggregation is another significant issue in TMS, especially in IoT 
networks, which are characterized by memory and energy constraints. Storing and pro-
cessing high amounts of recommendation data may compromise the overall scalability 
and energy efficiency of IoT networks. In order to reduce the overall computation as-
sociated with trust management in IoT networks. Authors in [12] presented a certifi-
cate-based approach in which nodes are issued trust certificates from a central authority 
and can communicate without the computation of trust values. Blockchain-based trust 
management frameworks are also emerging as an alternative solution to traditional trust 
management approaches in IoT networks. The lightweight blockchain-based trust man-
agement scheme presented in [13] is designed to support trust evaluation in Social IoT 
networks. Similarly, the T-RCIC model presented in [14] integrates trust management 
with confident information coverage (CIC) for categorizing nodes as malicious, critical, 
and trustworthy and limiting their activities accordingly. 
Despite the progress, the problem of the standardization of the trust metrics is still open, 
as discussed in [15], where the authors proposed a comprehensive IoT trust framework. 
Dynamic mechanisms for managing the trust in industrial scenarios are critical, consid-
ering the dynamic nature of the IIoT, where the composition of the network is con-
stantly changing, i.e., devices join or leave the network, as discussed in [16]. Trust, 
apart from security, is also used to perform reliability analyses in WSNs. For instance, 
the area coverage reliability (ACR) metric, proposed in [17], relies on Monte Carlo 
simulations to evaluate the sensing reliability. D-S evidence theory-based approaches, 
as discussed in [18], also estimate the sensing belief degrees to calculate the coverage. 
Trust-based frameworks, such as TrusDet, proposed in [19], utilize the trust metrics to 
perform intrusion detection and faulty node detection. Coverage-based intrusion detec-
tion is also discussed in [20]. 
Trust-based approaches are also used to perform industrial anomaly detection scenar-
ios. For instance, the approach proposed in [21] discusses the abnormal behavior de-
tection in industrial scenarios, but the applicability is limited to uniform anomaly pat-
terns. For fog-based cyber-physical systems, the authors proposed a lightweight multi-
factor trust management model based on the random forest regression algorithm, as 
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discussed in [22]. Decentralized trust computations have been proposed, and the au-
thors have derived trust values based on first-hand experiences and second-hand obser-
vations in heterogeneous IoT environments, as mentioned in [23]. In socially connected 
IoT environments, social IoT trust models have been proposed, wherein social aspects 
have been included, as mentioned in [24]. NOTRINO is a hybrid trust model that con-
siders the trust value at the transport layer as well as the application layer and has been 
proposed for the Internet of Vehicles, as mentioned in [25]. In order to solve the prob-
lem of scalability, adaptive trust models have been proposed. In the adaptive IoT trust 
protocol mentioned in [26], peer evaluation is used in conjunction with collaborative 
filtering for the accuracy of the trust model, but the protocol is applicable only for on-
off attacks. 

3. Proposed Methodology 

In this paper, an advanced framework of trust management for IoT networks is intro-
duced to mitigate on-off attacks and improve the reliability of network coverage. The 
framework considers an exponential penalty in cooperative trust evaluation and intro-
duces an energy-aware aspect by using multiplicative trust aggregation. Unlike existing 
additive trust definitions in [6], in this framework, artificial inflation of trust caused by 
on-off attacks is avoided to prevent the risk of misclassifying energy-constrained nodes 
as trustworthy nodes. 

3.1 Conventional Trust Metrics 

An Existing Internet of Things (IoT) trust model [6] uses the following three major 
metrics to determine the reliability of the nodes in the network: 
•  Cooperative Trust  
• Adverse Trust  
• Energy Trust  

3.1.1 Conventional Trust Metrics 

This metric measures the extent to which a node participates in and contributes to net-
work operations through successful interactions. Each interaction outcome is classified 
into three categories: successful cooperation (𝑅𝑒𝑠_𝐺), malicious behavior (𝑅𝑒𝑠_𝑀) or 
no response at all (𝑅𝑒𝑠_𝑁). 
The cooperative trust value of a node 𝑠𝑖, denoted as 𝑇𝑐𝑜𝑜(𝑠𝑖), is calculated as: 

		𝑇$%%(𝑠&) =
∑ ∑ (!,#
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where	𝑁,!  represents the total number of neighboring nodes of node 𝑠𝑖, and Ki,j denotes 
the number of interactions between nodes 𝑠𝑖 and 𝑠𝑗. The function 𝐹𝑖,𝑗𝑘 (𝑟𝑒𝑠)	indicates 
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the interaction outcome, while  𝐼𝑖,𝑗
𝑘 (ω) represents the corresponding weight assigned to 

that interaction based on its importance. 

The function 𝐹(𝑟𝑒𝑠)	is defined as: 

		𝐹(𝑟𝑒𝑠) = 2
1						𝑖𝑓		𝑟𝑒𝑠	 = 	𝑅𝑒𝑠_𝐺
0.0			𝑖𝑓		𝑟𝑒𝑠	 = 	𝑅𝑒𝑠_𝑁
0.5				𝑖𝑓		𝑟𝑒𝑠	 = 	𝑅𝑒𝑠_𝑀

 

3.1.2 Conventional Trust Metrics 

Adverse trust [6], quantifies the proportion of negative interactions and is defined as: 
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where 𝑄𝑖,𝑗
𝑅𝑒𝑠_𝑀, 𝑄𝑖,𝑗

𝑅𝑒𝑠_𝑁 and 𝑄𝑖,𝑗
𝑅𝑒𝑠_𝑅 denote malicious, no-response, and refusal interac-

tions, respectively. 

3.1.3 Conventional Trust Metrics 

Energy trust [6], ensures that a node has sufficient residual energy to sustain commu-
nication and routing operations: 

		𝑇+F+(𝑠&) = 	 ?
1							𝑖𝑓			𝐸,*A < min𝐸&,9 	 :𝑗 ∈ 𝑁,!=
0						𝑒𝑙𝑠𝑒																																																

			                          (3) 

where 𝐸𝑠𝑖#represents the residual energy of node 𝑠𝑖, and  𝐸𝑖,𝑗 represents the energy re-
quired for transmission from node 𝑠𝑖 to its neighboring node 𝑠𝑗. If the residual energy 
is lower than the minimum required transmission energy, the node is considered energy 
infeasible and is given a trust value of 0. Otherwise, it is given a trust value of 1. 

3.2 Limitations of Existing Trust Models 

Conventional trust models [6] use a weighted additive model to aggregate trust as fol-
lows: 

		𝑇(𝑠&) = µ?𝑇$%%(𝑠&) + µG:1 − 𝑇678+*,+(𝑠&)= + µH𝑇+F+(𝑠&)            (4) 
Although it is a balanced integration of all trust types, it is still vulnerable to on-off 
attacks. The weighted average used to calculate cooperative trust makes it easy for a 
node to manipulate trust by alternating between adversarial and cooperative behavior. 
Moreover, incorporating energy trust as a component of trust could allow a node to 
have a certain level of trust even if it is energy infeasible. 

3.3 Data Preprocessing 

To address the problem of trust inflation caused by intermittent malicious activities, the 
exponential penalty is introduced to the cooperative trust calculation process, given by: 



																																			

 

																												

 

   
An On-Off Attack Resilient Trust Framework for IoT             487 

		𝑇$%%(𝑠&) =
∑ ∑ (!,#

$ (*+,)
%!,#
$&'

()!
#&' ⋅/!,#

$ (0)

∑ ∑ /!,#
$ (0)

%!,#
$&'

()!
#&' ⋅+

,-'./!,#
$ (12))4

	 (5) 

where P ≥ 2 is the penalty factor. 
The above equation shows that the exponential penalty function is used to exponentially 
increase the value of the denominator, thereby reducing the value of the cooperative 
trust for the malicious node. This is unlike the linear penalty function, which cannot 
prevent the rapid recovery of the malicious node. 

3.4 Sentiment Analysis 

To ensure the logical correctness of the proposed trust model, the energy trust is inte-
grated into the final trust value calculation process, given by: 

		𝑇(𝑠&) = K𝛽?𝑇$%%(𝑠&) + βG:1 − 𝑇678+*,+(𝑠&)=N ⋅ 𝑇+F+(𝑠&)            (6)  

where 𝑇(𝑠&) represents the final trust value of node 𝑠&. The terms𝑇$%%(𝑠&), 
𝑇678+*,+(𝑠&), and 𝑇+F+(𝑠&) denote the cooperative trust, adversarial trust, and energy 
trust of the node, respectively. 

The above equation shows the multiplicative relationship between the cooperative trust, 
the adversarial trust, the energy trust, and the final trust value. The parameters 𝛽1 and 
𝛽2 are weighting coefficients that determine the relative contribution of cooperative 
and adversarial trust components in the overall trust computation. These coefficients 
satisfy the condition	𝛽1+ 𝛽2=1, ensuring a balanced contribution between the two fac-
tors. 

3.5 On-Off Attack Case Analysis 

To ascertain the efficacy of the developed framework, a simulated analysis was con-
ducted to test the on-off attack case where nodes exhibit both cooperative and malicious 
behavior. In accordance with the additive model, it was found that malicious node trust 
levels remained higher than the decision threshold despite continuous adversarial be-
havior. However, by employing the exponential penalty function and multiplicative en-
ergy integration, it was found that the trust levels remained below the threshold value. 
These results affirm that the developed framework is effective in countering intermit-
tent adversarial behavior while preventing trust inflation. 

4. Experimental Setup 

The proposed trust evaluation model was evaluated using simulations carried out using 
the MATLAB environment. The MATLAB environment is a powerful tool that can be 
used to simulate the dynamic behavior of the network and is commonly used to evaluate 
IoT systems using the simulation approach. The simulation was carried out using a 
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Windows 10 operating system with an Intel Core i5 processor running at 2.50 GHz and 
8 GB RAM. 

4.1 Simulation Environment 

To emulate a realistic IoT network environment, sensor nodes were randomly distrib-
uted over a two-dimensional plane of size 100 x 100 m². Although initial experiments 
were conducted by varying the number of nodes between 50 and 100, all results re-
ported in this work are based on a network consisting of 100 nodes, ensuring con-
sistency in comparative evaluation. Among these, 50% of nodes were configured as 
malicious nodes (𝑝𝑚𝑎𝑙𝑖) exhibiting dynamic attack behavior, with an initial energy level 
of 100 units and a trust value of 0.5. The communication range was set at 30 m, while 
the sensing range was set at 15 m. In addition, node mobility was taken into account 
with a constant average velocity of 5 m/s. The calculation of trust values occurs peri-
odically based on interactions with neighboring nodes and the response received from 
them. Each node in this network observes the behavior of its neighboring nodes based 
on three parameters: cooperative trust, adverse trust, and energy trust. The values ob-
tained from these parameters are further used by combining them with weighted pa-
rameters and comparing them with a threshold value in order to determine the trust 
values for all nodes in the network. Nodes in this network having a value higher than 
the threshold are classified as trustworthy nodes, while nodes having a lower value than 
the threshold are classified as malicious nodes. 

The parameters used in this simulation scenario were taken from references [15], [6], 
and [27]. The details of the parameters used in this scenario are presented in Table 1. 

Table 1. Simulation Parameters 

Variable Value 
Field dimensions (∆) 100 m × 100 m 
Number of nodes (𝑛) [50-100]  
Initial energy (𝐸) 100 units 
Node velocity (𝑣) 5 m/s 
Sensing radius (𝑅,) 15 m 
Communication radius (𝑅$) 30 m 
Duty cycle (α) 0.8 
Probability of communication unit operational (𝑝$%N) 0.95  
Probability of sensing unit operational (𝑝,+F) 0.8 
Link stability probability (𝑝O&FP) [0.1-1] 
Weight (β?) 0.6 
Weight (βG) 0.4 
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4.2 Simulation Evaluation 

Table 1 The simulation experiments have been performed to measure the effectiveness 
of the suggested trust model in differentiating trustworthy nodes from malicious nodes 
in a dynamic Internet of Things environment. In addition, the evaluation focuses on the 
impact of the nodes’ behavior, energy consumption, and the dynamic nature of the 
nodes on the computation of the trust value. At the start of the simulation environment, 
the nodes are distributed uniformly at random in the specified region. An initial trust 
value of 0.5 is assigned to all nodes. In addition, the nodes’ connectivity is determined 
based on the specified communication radius. Moreover, the stability of the links during 
the simulation is determined based on the probability parameter 𝑝O&FP. During the sim-
ulation period, the nodes may react in different ways, including cooperative response, 
malicious response, and non-response.  

Energy consumption for nodes in a network is tracked in a simulation environment 
for different types of activities, including sensing, sending, receiving, and abnormal 
activities performed by nodes in a network. Therefore, on the basis of these activities, 
cooperative trust values, adversarial or malicious trust values, and energy trust values 
can be determined for nodes in a network. In addition, different states for nodes in a 
network, including ACTIVE, RELAY, SLEEP, and FAIL states, can be dynamically 
determined based on trust values and duty cycle values in a network. 
In the proposed framework, nodes with trust values above the threshold are considered 
trustworthy and that nodes are allowed to continue participating in network operations. 
On the other hand, malicious nodes tend to exhibit abnormal behavior, which leads to 
higher energy consumption which lead to a gradual decline in their trust values. When 
a node’s trust value falls below the trust threshold, it is identified as malicious and is 
subsequently suspended from further participation in network activities Discussion 
The key components contributing to the improved performance of this system are (a) 
the thorough preprocessing of data prior to analysis and (b) the decision to combine 
two separate sentiment analysis tools [5], [8]. By doing so, noise in the text is effec-
tively reduced, and more reliable drug rankings are produced, regardless of the total 
number of reviews available. The set of drug rankings has been validated against both 
variations in population characteristics and the number of reviews submitted, giving a 
robust ranking system [9]. Clinicians can also rely on the transparent and traceable na-
ture of the drug recommendation process since recommendations are based solely on 
sentiment scores [7]. 

5. Results 

To evaluate the effectiveness of the suggested trust evaluation mechanism, two attack 
behaviors were simulated: On-Off type of attack behavior and the gradual transition of 
nodes from cooperative to malicious behavior. The simulation results are presented to 
compare the performance of the suggested OOA-resilient trust model with the existing 
T-ITCR trust, which is implemented using the same simulation parameters and trust 
computation framework as described in [6]. The value of trust threshold is fixed at 0.6 
based on analysis of results generated from multiple simulations. Low trust thresholds 
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led to increased number of false positives, and high thresholds resulted in difficulty in 
identifying malicious nodes. Nodes with trust value greater than or equal to 0.6 are 
trusted, while those Nodes below than 0.6 are malicious. 

5.1 Accuracy Evaluation of the Trust Model 

To For evaluating accuracy of the suggested model, simulations are performed using a 
network of 100 nodes, 50 nodes belong to trustworthy behavior and 50 malicious nodes 
within an IoT environment. The results obtained using the simulations in relation to the 
classification performance of the algorithm were then examined through a confusion 
matrix, providing a well-structured representation of the correct and erroneous classifi-
cations made using the model. Using the confusion matrix, the conventional perfor-
mance measures like Precision and Recall were calculated in relation to both models 
being considered. The confusion matrix represents the number of both accurately and 
erroneously classified data, allowing a deeper understanding of the algorithm’s perfor-
mance. In particular, Recall (true positive rate) is the proportion between the number 
of correctly identified malicious nodes and the total number of actual malicious nodes 
in the network, while Precision is the ratio between the number of correctly identified 
malicious nodes and the total number of all nodes recognized as malicious. [28] 

These performance measures are formulated in the following way: 

		𝑅𝑒𝑐𝑎𝑙𝑙	 = 	
𝑇𝑟𝑢𝑒	𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒	

𝑇𝑟𝑢𝑒	𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒	 + 	𝐹𝑎𝑙𝑠𝑒	𝑁𝑒𝑔𝑎𝑡𝑖𝑣𝑒
																														(7) 

	𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛	 = 	
𝑇𝑟𝑢𝑒	𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒	

𝑇𝑟𝑢𝑒	𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒	 + 	𝐹𝑎𝑙𝑠𝑒	𝑃𝑜𝑠𝑖𝑡𝑖𝑣𝑒
																													(8) 

Whereas True Positive is the number of identified malicious nodes (malicious nodes), 
False Negative represents malicious nodes recognized as trustworthy, while False Pos-
itive represents the number of trustful nodes wrongly classified as malicious nodes. 

As seen values obtained are presented in Table 2, the proposed model performs bet-
ter than T-ITCR with regard to both Recall and Precision. Namely, whereas Recall 
equals 0.84 for the proposed model, for the T-ITCR model this measure is lower (0.76), 
indicating a better ability to correctly detect malicious nodes. Furthermore, while Pre-
cision is equal to 0.89 for the proposed model, its value for the other model is 0.81.   

Table 2. Confusion matrix 

Model  Malicious Actual Trustworthy
Actual 

 

Proposed Model Malicious 
Predicted 

42 5  

 Trustworthy 
Predicted 

8  45  
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T-ITCR Model Malicious  
Predicted 

38  9 

 Trustworthy  
Predicted 

12  41 

5.2 Accuracy Evaluation of the Trust Model 

Fig. 1 illustrates the variation in trust components under the On–Off attack model. In 
this fig, the x-axis represents the total iterations, while the y-axis represents the values 
of trust components ranging from 0 to 1. In this fig, the trust parameters include coop-
erative trust (𝑇$%%), calculated using both the OOA-resilient model and the T-ITCR 
model, along with adverse trust (𝑇QRSTUVT), and energy trust (𝑇+F+). From the Fig. 1, it 
is observed that the T-ITCR model maintains a high level of cooperative trust, even in 
the presence of malicious activities by the node, since the trust value is always greater 
than or equal to the threshold in most iterations, except in the malicious iterations. This 
shows that the model is not significantly affected by the On–Off attack model. 
In contrast, the OOA-resilient trust model maintains a low level of cooperative trust, 
always keeping the trust value below or at the threshold in the presence of malicious 
activities by the node, thereby showing the effectiveness of the model in penalizing the 
nodes that exhibit On–Off attacks. In addition, the adverse trust level is also high in the 
presence of malicious activities, thereby resulting in a low trust level for the attacking 
node. 

        

Fig. 1. Trust component variation under the On–Off attack scenario. 
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5.3 Trust Value Comparison Under On–Off Attack 

As shown in Fig. 2, it represents the trust value of the nodes under the On-Off attack 
scenario. In this fig, the x-axis represents the simulation time in terms of iterations, and 
the y-axis represents the trust value of the nodes. Additionally, the dashed line repre-
sents the threshold for the trust value, which is set to 0.6. Based on the results, it is 
evident that the T-ITCR model is able to maintain the trust value of the nodes above 
the threshold for most of the simulation time, even when malicious behavior is observed 
in the network. This allows the malicious node to continue with its malicious behavior 
as it is still considered trustworthy in the network. However, in the case of the proposed 
OOA-resistant trust model, it is evident that the trust value of the malicious node is 
significantly reduced when malicious behavior is observed in the network. Further-
more, as the simulation time progresses, the trust value of the malicious node is reduced 
significantly below the threshold and approaches zero, indicating the accuracy of the 
proposed model in detecting malicious nodes performing On-Off attacks and ensuring 
they cannot maintain a high trust value in the network. 

 

Fig. 2. Trust value comparison under On–Off attack behavior. 
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5.4 Gradual Shift from Cooperative to Malicious Behavior 

The second experiment focuses on a scenario where a node exhibits initial adherence 
to a cooperative model, followed by the adoption of malicious behaviors. Fig. 3 illus-
trates the time progression of trust components within this scenario. On the x-axis, the 
time of the simulation process is indicated, while the values of different trust compo-
nents are indicated on the y-axis. Initially, the values of the cooperative trust of both 
models are close to unity, reflecting the normal behavior of a node. However, as the 
node begins to exhibit malicious behaviors, the values of the OOA resilient trust of a 
node diminish significantly, reflecting the sensitivity of the model to changes in node 
behaviors. In contrast, the values of the T-ITCR trust diminish gradually, potentially 
masking the detection of a malicious node. At the same time, the adverse trust values 
increase, reflecting the detection of a node’s malicious behaviors. This detection of a 
node’s transition in behaviors allows the proposed model to better capture this transi-
tion. 

 

Fig. 3. Trust component evolution during gradual transition from cooperative to malicious be-
havior 
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5.5 Trust Evaluation During Behavioral Transition 

Fig. 4 shows a comparison of the total node trust values during the gradual transition 
of nodes from a cooperative state to a malicious state. In this fig, the x-axis represents 
the simulation time, and the y-axis represents the trust values of the nodes. The results 
show that the proposed trust model for OOA resiliency results in a significant reduction 
in trust values when a node transitions to a malicious state. This means that the trust 
value will reduce rapidly and go below the threshold, thus identifying the malicious 
node. In contrast, the T-ITCR model shows a gradual reduction in trust values, which 
could allow malicious nodes to stay in the network for a long time. The significant 
difference in the trust values of the trustworthy and malicious nodes shows the effec-
tiveness of the proposed model in maintaining reliable trust evaluation in dynamic IoT 
environments. 

 
Fig. 4. Trust value variation during behavioral transition of a node. 

6. Conclusion 

In this study, a new trust evaluation mechanism has been presented, which aims to im-
prove the detection of malicious nodes, especially under adverse conditions such as On-
Off attacks and gradual changes in node behavior. This new mechanism combines as-
pects of cooperative trust, adversarial trust, and energy trust to improve the accurate 
assessment of node behavior in the IoT network. The results of this study show that this 
mechanism more effectively decreases the trust values of malicious nodes compared to 
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the current T-ITCR method, detecting the malicious nodes more quickly and achieving 
higher Precision (0.89) and Recall (0.84) compared to 0.81 and 0.76, respectively. In 
this mechanism, under On-Off attacks, the nodes are not able to sustain a high trust 
level during the intervals of cooperation, while a gradual change in node behavior from 
cooperative to non-cooperative results in a more rapid reduction in trust values. 

7. Future Work 

Although the proposed framework demonstrates strong resilience against dynamic at-
tacks, several extensions can further enhance its applicability in real-world IoT systems. 
First, future work will explore the integration of indirect trust mechanisms, enabling 
nodes to incorporate recommendations from neighboring devices. This will be particu-
larly useful in large-scale IoT environments where direct interactions are limited. Sec-
ond, scalable and secure trust storage mechanisms will be investigated to support de-
ployment in distributed IoT ecosystems. Emerging technologies such as blockchain or 
distributed ledgers can be leveraged to ensure transparency, tamper resistance, and de-
centralized trust management. Finally, future research will focus on validating the 
framework in real-world IoT testbeds and extending it to heterogeneous environments 
involving mobile nodes, edge computing, and federated learning scenarios. These en-
hancements will further strengthen the robustness, scalability, and practical applicabil-
ity of the proposed trust management framework. 
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