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Abstract. The misuse of deepfake technology in the pornography sector has
evolved from isolated technical pranks into targeted digital sexual violence
against specific individuals. Its essence lies in the unauthorized use of artificial
intelligence to produce and disseminate false pornographic imagery, thereby
imposing psychological coercion and personal dignity violations within virtual
spaces. Such acts inflict multiple harms on individual psychological trauma, the
foundation of social trust, and legal order. Traditional criminal charges like
defamation and dissemination of obscene materials for profit exhibit clear limi-
tations in their applicability. Drawing from the non-contact harm model estab-
lished in “remote indecent assault” cases, the legal protection of sexual autonomy
should extend from physical safeguards to the protection of digital personas. This
paper proposes a three-dimensional regulatory framework: interpretatively, ex-
panding the purpose-based scope of the legal interest protected by the crime of
insult to incorporate core wrongful acts into existing norms; legislatively,
drawing on international experience to establish specialized criminal offenses;
and institutionally, building coordinated domestic and international governance
mechanisms. This approach aims to strike a balance between safeguarding per-
sonal dignity and promoting technological innovation.

Keywords: Deepfakes; Digital Sexual Violence; Sexual Autonomy; Criminal
Regulation; Non-Contact Sexual Assault

1 Introduction

The rapid advancement of generative artificial intelligence has transformed “deepfake”
technology from a theoretical concept in laboratories into a tangible reality with broad
practical applications. However, this technology—originally intended for film pro-
duction, digital art, and historical reenactment—has spiraled out of control in the
production of pornographic content, morphing into a Damocles' sword hanging over
the public, particularly women. In China, according to an investigation by the Legal
Daily, a gray-market industry has emerged offering “complete tutorials for 8 yuan” and
“20-second face-swapping services.” Countless individuals—from ordinary women to
prominent public figures—have had their control over their own images stripped away
by technology, all without their knowledge or consent.
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The core argument of this paper is that deepfake pornography does not constitute
traditional defamation or public indecency offenses. Rather, it represents a form of
“digital sexual violence” targeting specific individuals through technological means.
Its essence lies in the systematic erosion of individual autonomy and the fundamental
degradation of personal dignity. Therefore, classifying such acts as sexual offens-
es—achieved through interpretive expansion of existing purposes and legislative cre-
ation of distinct criminal charges—represents an inevitable response to the legal chal-
lenges of the digital age, enabling a transformative upgrade of criminal regulatory
paradigms.

The article first examines the underlying technology and its rampant prevalence,
revealing deepfake pornography’s nature as “digital sexual violence” and its structural
harm to individuals, society, and legal order. Subsequently, it examines the application
challenges of traditional offenses—such as defamation, dissemination of obscene
materials for profit, and infringement of citizens’ personal information—from a doc-
trinal perspective, dissecting their deep-seated issues of “evaluation blind spots” and
“regulatory inadequacy.” Building on this foundation, it draws upon the non-contact
harm model established in “remote indecent assault” cases to argue for the legal justi-
fication of extending the protection of sexual autonomy rights from physical safeguards
to digital image protection. Finally, it proposes a systematic legal response framework
from three dimensions: interpretive theory, legislative theory, and international col-
laborative governance. Currently, both domestic and international academia have
initiated preliminary discussions on criminal regulation of deepfakes. Professor Liu
Xianquan advocates adding an “illegal use” category to the crime of infringing on
citizens’ personal information!'l. At the same time, Professor Chen Ran emphasizes
shifting the regulatory focus to “protecting genuine sexual privacy” rather than com-
bating “false information.” (2] These studies provide crucial theoretical foundations for
the arguments presented in this paper. However, existing work either focuses narrowly
on the interpretation and application of single offenses or remains at the level of
macro-level legislative advocacy, failing to develop a systematic discourse spanning
from the justification of legal interests to the construction of norms. This paper seeks to
fill this gap by systematically constructing the concept of “digital sexual violence” and
designing multi-level regulatory pathways, thereby providing an analytical framework
for the criminal governance of deepfake pornography that combines theoretical depth
with practical validity.

2 Behavioral Characteristics and Multiple Harms of
Deepfake Pornography

2.1  The Generative Logic of Deepfake Pornography and the Nature of
Legal Rights Infringement

The term “deepfake” originated from communities on the Reddit platform B, Although
early related chat groups have since disbanded, the technology continues to proliferate
in the realm of fabricated pornographic videos . Within cyberspace, this form of
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abuse—mediated by technology and aimed at sexual humiliation—is an inevitable
product of the evolution of violence in the digital age. While the anonymity afforded by
digital technology grants individuals greater autonomy, it has also catalyzed the “dig-
ital transformation” of violent acts, giving rise to “digital sexual violence.” Digital
sexual violence refers to acts perpetrated by individuals using technological means
within cyberspace to target specific persons with the intent of sexual humiliation,
infringing upon sexual autonomy and personal dignity. Requiring no physical contact,
such acts can achieve precise and persistent harm through borderless dissemination,
posing far greater dangers than ordinary harmful online content. Among these, virtual
sexual assault centered on deepfakes represents the most typical manifestation.

Deepfake pornography can be categorized into two types: first, pornographic videos
featuring fictional characters without specific targets; second, videos explicitly tar-
geting specific individuals as victims. The former undermines social order and public
morality, while the latter directly infringes upon citizens’ personal legal rights. This
article focuses solely on virtual sexual assaults targeting specific individuals. Such
precise digital violations necessitate redefining “individual sexual autonomy” in the
digital age. Fundamentally, this act deprives individuals of control over their sexual
image. Natural persons possess the exclusive right to decide the disclosure and
presentation of their own sexually related images. Deepfakes illegally bind facial
features to obscene scenarios, effectively “stealing” and “redrawing” an individual’s
digital body. This goes beyond simple portrait infringement; it forcibly defines victims
as sexual objects to be gazed upon and consumed, completely stripping them of control
over their self-image. At a deeper level, such acts erode the autonomy of sexual narra-
tive—the core right to interpret and express one’s own sexual experiences and identity.
Deepfake videos function as implanted false erotic memories within cyberspace,
making it difficult for victims to clarify their experiences. This leads to confusion in
self-perception and damage to the integrity of their personality.

Since the emergence of self-referential face-swapped pornographic videos abroad,
deepfake pornography has rapidly spread globally. According to the 2023 Deepfake
Report by U.S. cybersecurity firm Security Hero, the number of deepfake videos online
increased by 550% from 2019 to 2023, reaching over 95,000 instances. Among these,
98% were pornographic content, with 99% of victims being women. Countless women
have been subjected to illegal synthetic imagery without their knowledge or consent.
This form of “digital sexual assault” poses harm comparable to physical sexual as-
sault®, and due to its uncontrollable dissemination, it inflicts more enduring and severe
damage.

2.2 Structural Damage to Individuals, Society, and Legal Order
Caused by Deepfake Pornography

Professor Tian Hongjie pointed out in an interview with People’s Procurator that
“deepfake facial technology” possesses characteristics such as high realism, high
efficiency and automation, data dependency, scalability, immediacy, and widespread
accessibilityll. It is precisely because of its technological nature, distinct from tradi-
tional crimes, that the harm caused by deepfake pornography spreads from the indi-
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vidual level to the structural level of social trust and legal order, exhibiting an ines-
capable systemic nature.

For victims, deepfake pornography directly violates sexual autonomy and personal
dignity. Unlike traditional sexual assault that relies on physical coercion, this act em-
ploys “psychological coercion” by fabricating and disseminating false sexual imagery.
Without physical contact, it forcibly fixes victims’ sexual choices—choices they never
made—within public spaces, completely nullifying their right to sexual
self-determination. Victims consequently suffer severe degradation of their personal
dignity, experiencing psychological trauma equivalent to that of actual sexual assault.
This includes feelings of stigmatization, PTSD, depression, and even suicidal tenden-
cies, making them highly susceptible to “social death.”

Through online dissemination, individual violations can escalate into assaults on
public legal interests. In South Korea’s 2024 “Nth Room 2.0” incident, numerous
participants digitally superimposed familiar female faces onto obscene content, creat-
ing a form of digital “gender terrorism” targeting women. This intensified gender
polarization and undermined the societal foundation of gender equality!’l. Simultane-
ously, highly realistic fake content subverts the cognitive principle of “seeing is be-
lieving,” undermining “digital trust” in the information society, increasing the cost of
social interaction, and eroding the bonds of trust within the social community™®!. From a
legal order perspective, when citizens’ core personal rights suffer severe digital in-
fringement, existing criminal laws prove ineffective due to a mismatch between ele-
ments of offense and lagging legal interest assessments. This deprives victims of dual
safeguards—control over their identity and legal protection—erodes public trust in the
law, weakens legal authority, and risks societal disorder™’.

3 Blind Spots in Evaluating Traditional Criminal
Offenses and Regulatory Challenges

As discussed in Part I, deepfake pornography inherently constitutes digital sexual
violence with severe consequences. However, under the current criminal law frame-
work, traditional criminal charges exhibit significant “evaluation blind spots” and
“regulatory inadequacies.” This stems from the fundamental disconnect between the
behavioral patterns and legal interests defined by traditional offenses and the novel
nature of this illegal activity.

Judicial practice often classifies it as defamation, yet defamation centers on “fabri-
cating facts.” Traditionally, ‘facts’ refer to falsifiable declarative information, whereas
deepfakes are algorithmically synthesized electronic visual symbols. Directly labeling
them as “fabricated facts” deviates from their essence. From the perspective of pro-
tected legal interests, defamation protects reputation rights, whereas deepfake por-
nography primarily infringes upon sexual autonomy and privacy. The psychological
trauma and personal degradation suffered by victims far exceed the scope of “lowered
social evaluation.” Regulating such acts under defamation fails to reflect their nature as
sexual offenses. The establishment of an independent criminal offense in Taiwan to
address these behaviors further underscores the limitations of defamation law.
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Classifying this act as the crime of producing and disseminating obscene materials
for profit misaligns the legal interests at stake. This offense protects public interests and
public morals, whereas deepfake pornography targeting specific individuals uses ob-
scene content as a weapon to perpetrate precise sexual assault and psychological tor-
ment, where dissemination serves merely as a means rather than an end. Evaluating
such acts solely under this offense overlooks the direct assault on individual sexual
autonomy, downgrading the infringement of exclusive personal legal interests to mere
disruption of public order. This approach fails to fulfill the function of criminal pun-
ishment.

Could we then shift our perspective and classify facial biometric information as
sensitive personal data, thereby seeking regulatory grounds under the crime of in-
fringing upon citizens’ personal information? This crime regulates the illegal acquisi-
tion, sale, and circulation of personal information. However, the core illegality of
deepfakes lies in the technical manipulation and character defamation using publicly
available or legally obtained facial information—an act that transcends the scope of
information crimes and directly infringes upon personal dignity and sexual autonomy.
Particularly when such abuse involves complex “technical manipulation™ rather than
mere “provision,” applying this crime becomes strained.

4 The Criminal Law Implications and Protective
Boundaries of Sexual Autonomy in the Digital Age

Traditional criminal charges prove ineffective in regulating deepfake pornography,
necessitating an extension of the legal doctrine of sexual autonomy. Conventional
sexual offenses are grounded in the “contact theory,” which ties sexual autonomy to
physical bodies and real-world coercion. Deepfakes subvert this framework, demand-
ing that protection extend beyond physical bodily safety to encompass control over
digital sexual imagery. This extension possesses both legal justification and practical
support!!’l. Whether perpetrated through physical violence or digital technology, acts
aimed at sexual humiliation or psychological control infringe upon an individual’s
sexual autonomy and personal dignity!''l.

Traditional criminal law recognizes three tiers of sexual autonomy: the autonomous
formation of sexual intent, the specific choice of sexual conduct, and the self-control of
one's sexual image and narrative!'?. Deepfake pornography circumvents the consent
process, systematically undermining the latter two tiers of rights through illegal syn-
thesis and dissemination. Unlike conventional defamation offenses, it does not pri-
marily aim to diminish external reputation. Instead, it instrumentalizes victims as
sexual objects, imposing profound psychological coercion and personal dignity viola-
tions. The resulting trauma is structurally equivalent to sexual assault, rendering it
difficult to fully assess under traditional defamation statutes.

This pattern of abuse shares a highly similar legal framework with “remote sexual
molestation.” Both abandon the requirement of “physical contact,” establishing
“causing sexually related psychological harm” as the standard for criminal liability.
Guiding cases from the Supreme People’s Court explicitly state that non-physical,
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online remote molestation can constitute the crime of molesting a child, shifting the
criteria for recognizing sexual offenses from physical contact to the sexual significance
of the act and its harmful consequences. Deepfake pornography represents a techno-
logical evolution of non-contact molestation. It operates with zero barriers to entry, has
a broad scope of harm, and causes irreversible damage. Once posted online, such
content persists permanently, creating an indelible “digital scar.”

Extending the protection of sexual autonomy to the digital realm has become a
global legislative trend. Countries such as South Korea and the United Kingdom have
independently criminalized non-consensual deepfake pornography, explicitly recog-
nizing it as a direct violation of sexual autonomy rather than merely defamation or
obscenity. In contrast, domestic cases often lack specific criminal charges, resulting in
penalties limited to civil or public order offenses, with regulatory measures proving
significantly inadequate.

Of course, upholding the principle of restraint in criminal law requires clarifying that
criminal law targets malicious abuse, not the technology itself. Deepfakes hold positive
value in legitimate domains, and criminal law should only penalize acts targeting
specific individuals with intent to humiliate or demean their character. A reasonable
regulatory framework should establish exemption mechanisms for consensual crea-
tions, news reporting, academic research, and similar uses, rigorously scrutinize sub-
jective intent, and strike a balance between protecting personal dignity and fostering
technological innovation.

5 Collaborative Governance Approaches from Criminal
Law Interpretation to Legislation

Therefore, seeking a way forward inevitably requires a systematic response, forming a
clearly structured and mutually reinforcing normative matrix that balances the flexible
application of hermeneutics, the prudent construction of legislation, and the strength-
ening of international collaborative governance.

5.1 The Hermeneutic Approach

Article 246 of China’s Criminal Law defines the crime of insult as requiring “publicly
insulting another person under serious circumstances.” Traditionally, “insulting”
conduct has been understood as direct verbal abuse, defamation, or offensive gestures.
However, the Supreme People’s Court, Supreme People’s Procuratorate, Ministry of
Public Security, and Ministry of Justice explicitly included “using Al deepfakes™ as a
circumstance constituting “serious circumstances” for online insults in their “Guiding
Opinions on Lawfully Punishing Online Violence Crimes.” In response, the author
proposes a “purposive expansion” of the legal provision. This would extend the pro-
tection afforded by this crime—which safeguards “personal dignity” and ‘reputa-
tion’—to encompass the intrinsic core dignity of an individual’s sexual autonomy and
privacy. Unlike the “analogy interpretation” prohibited in criminal law, this expansion
constitutes a reasonable extension within the scope of legal principles. First, from a
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textual perspective, the core meaning of “insult” lies in “causing damage to another
person’s dignity or reputation, or subjecting them to disgrace.” The manner of such
conduct is open-ended, not confined to specific forms like verbal abuse or physical
assault, and should accommodate new manifestations as society evolves!'3l. Second,
from a policy perspective, the “Guiding Opinions on Lawfully Punishing Online Vio-
lence Crimes” issued by the Supreme People’s Court, Supreme People’s Procuratorate,
and Ministry of Public Security explicitly lists “using generative Al technologies like
‘deepfakes’ to disseminate illegal information” as a circumstance warranting heavier
penalties for online insult. The existing judicial stance precisely demonstrates the high
degree of alignment between deepfake pornography and the core unlawful essence of
the crime of insult.

5.2 The Legislative Approach

Although interpretive approaches may offer a temporary solution, they remain con-
strained by the limitations of existing criminal frameworks and struggle to fully capture
the nature of such conduct. These limitations manifest primarily in three aspects: First,
the determination of “publicly” within the elements of the offense. If perpetrators send
fabricated videos only to the victim themselves or their close relatives and friends, or
disseminate them within small encrypted groups to carry out psychological coercion or
extortion, yet cannot be held accountable because they fail to meet the “publicly”
requirement, does this leave a gap in criminal liability? Second, the core illegality of
deepfake pornography lies in its direct violation of an individual’s sexual autono-
my—an intrinsic core legal interest. Classifying such acts under defamation essentially
disguises “sexual autonomy infringement” as “reputational harm,” failing to reveal its
essence as digital sexual violence. Third, focusing on sentencing frameworks, the insult
crime—as a private prosecution offense—carries a maximum statutory penalty of three
years' imprisonment. This sentencing range proves inadequate when confronting the
systemic harm inflicted by deepfake pornography.

The existence of these limitations means that interpretive approaches can only serve
as transitional solutions rather than fundamental remedies. Globally, specialized leg-
islation targeting such conduct has become a prominent trend. The U.S. federal Take It
Down Act, passed in 2025, explicitly requires platforms to establish no-
tice-and-takedown mechanisms. At the state level, over thirty states have enacted laws
either incorporating Al-generated intimate images into existing “revenge porn” statutes
or establishing new offenses. While the EU’s Artificial Intelligence Act adopts a hor-
izontal regulatory approach, it also prioritizes transparency and accountability for
deepfake technologies. These legislative practices distinguish “the creation or dis-
semination of sexually explicit false images without consent” from traditional offenses
like defamation or distribution of obscene materials. By establishing independent
provisions explicitly criminalizing such acts, they achieve direct and robust protection
of the legal interests of “sexual privacy” or “sexual autonomy.”

Regarding the proposed new criminal offense, the author recommends analyzing it
through the lens of four essential elements. First, objectively, the law should explicitly
define the conduct as “using deepfake technology or other artificial intelligence tech-
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niques to create or disseminate false sexual acts or sexually explicit images incorpo-
rating another person’s genuine facial features, voice, or other biometric characteris-
tics.” Second, regarding the subjective element, the law should require that the perpe-
trator knowingly acted without the victim’s consent and with malicious intent to hu-
miliate, degrade, or harass. This distinction clearly separates the offense from general
misuse of technology or unintentional dissemination. Third, regarding aggravating
circumstances, drawing from international experience and China’s practical needs,
factors such as “committing the act for the purpose of extorting property,” “targeting
minors,” “causing the victim's suicide or severe mental illness,” “causing severe social
repercussions through widespread dissemination via information networks,” and
“forming a black industrial chain” should be established as considerations for in-
creasing statutory penalties!'¥). Fourth, when deepfakes are used in conjunction with
subsequent crimes such as extortion or fraud, the relationship between offenses should
be determined based on the nature of the legal interests infringed. If multiple acts
violate distinct legal interests, they should be treated as either a single offense under the
principle of imagined concurrence with punishment for the more severe offense, or as
multiple offenses subject to cumulative punishment, ensuring that the total penalty
aligns with the overall harm caused !,

29 ¢¢

5.3 Institutional Synergy Pathway

Of course, we must also extend our reach to the very origins of technology generation
and expand outward into the vast domains of platform operations and international
collaboration, building a collaborative governance network that equally emphasizes
prevention, oversight, and accountability.

The primary focus of this network is to strengthen administrative oversight at the
source of technology. The key to governance lies in significantly enhancing the en-
forcement rigor of these regulations: For service providers committing their first vio-
lation, with minor circumstances and prompt rectification, reputation penalties such as
warnings or public censure may be imposed as deterrents; For those failing to fulfill
labeling obligations or security assessment responsibilities as required but without
causing severe consequences, corrective actions within a specified timeframe should be
mandated alongside corresponding fines; For enterprises that refuse to rectify viola-
tions, generate content infringing upon others' rights, or cause severe social repercus-
sions, qualification penalties such as suspension of relevant services or revocation of
licenses must be imposed according to law.

The scope of platform liability should be appropriately expanded by establishing a
tiered liability system for online service providers and strengthening technical gov-
ernance obligations. For large platforms, drawing on the regulatory approach for
“gatekeeper” platforms under the EU’s Digital Markets Act, they should be required to
deploy deepfake content detection systems. For small and medium-sized enterprises,
however, given their practical constraints in terms of funding and technical expertise, it
is inappropriate to demand the same level of proactive review as large platforms.
Instead, compliance efforts should focus on fulfilling the entity information verification
obligations stipulated in the E-Commerce Law and establishing and implementing the



200 J. Zhao

cybersecurity incident emergency response mechanisms required by the Cybersecurity
Law. In response, China's Regulations on the Management of Deep Synthesis in In-
ternet Information Services explicitly mandate that deep synthesis service providers
establish robust fact-checking mechanisms. Those who use deep synthesis technology
to create, publish, or disseminate false information must promptly take corresponding
measures to refute such claims.

However, we must also recognize that the industrial chain and servers of deepfake
crimes are often distributed across different jurisdictions. Therefore, the scope of
institutional coordination must be elevated from the domestic to the international level.
Countries can actively promote and leverage multilateral legal frameworks such as the
United Nations Convention on Cybercrime at the international level. This includes
streamlining judicial assistance procedures for cross-border electronic evidence col-
lection, establishing standardized request formats, and clear response timelines. Sim-
ultaneously, regional cooperation should explore the creation of specialized joint in-
vestigation and rapid response mechanisms targeting cyber sexual violence crimes.
Through close law enforcement collaboration, this approach ensures that criminal
activities in the virtual world cannot evade legal prosecution due to physical geo-
graphical boundaries.

6 Conclusion

The criminal regulation of deepfake pornography fundamentally addresses how law in
the digital age responds to new infringements on personality rights arising from tech-
nological alienation. Beginning with the conceptual definition of “digital sexual vio-
lence,” this paper demonstrates how such acts systematically erode individual sexual
autonomy—including control over one’s sexual image, freedom to choose sexual
conduct, and even the right to self-narrate one’s sexuality—while structurally under-
mining gender equality, the foundation of social trust, and the legal principle of reliance
interest. Through doctrinal examination of defamation, dissemination of obscene ma-
terials for profit, and infringement of citizens’ personal information, it reveals the
traditional criminal framework’s triple predicament: mismatched elements of offense,
inaccurate assessment of protected interests, and inadequate penalty configuration.
Building upon this foundation, drawing from the non-contact harm model established
by “remote indecent assault,” this study provides a legal justification for extending the
protection of sexual autonomy from physical safeguards to digital image protection. It
also lays a solid theoretical groundwork for incorporating deepfake pornography into
the evaluation framework of sexual crimes.

Faced with this new form of crime spawned by technological alienation, clinging to
traditional regulatory paradigms is tantamount to carving a mark on a boat to find a
sword. The systematic response framework proposed in this paper addresses the current
regulatory vacuum through interpretive expansion of purpose—by extending the legal
interest of “personal dignity” in defamation offenses, it incorporates the core unlawful
acts of deepfake pornography into the evaluative scope of existing norms; Legisla-
tively, it addresses long-term institutional needs by establishing a distinct criminal
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offense—drawing from international precedents such as the U.S. TAKE IT DOWN
Act, the EU AT Act, and South Korea’s Special Act on Punishment of Sexual Violence
Crimes. This involves adding provisions to China's criminal law specifically regulating
non-consensual deepfake pornography, with elements and aggravating circumstances
precisely calibrated to the severity of the harm; Establish a collaborative governance
network emphasizing prevention, oversight, and accountability through a
three-pronged approach of administrative supervision, platform responsibility, and
international cooperation.
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