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Abstract. The rapid proliferation of artificial intelligence systems across critical
societal domains has intensified concerns about their ethical, social, and technical
implications. This comprehensive review synthesizes recent scholarly literature
on Responsible Artificial Intelligence (RAI), examining the multidimensional
landscape of frameworks, principles, and practices that guide the development
and deployment of trustworthy Al systems. Through systematic analysis of 30
recent publications (2024-2025), we identify and critically evaluate nine core
dimensions of responsible Al: ethical frameworks and principles, fairness and
bias mitigation, transparency and explain ability, accountability and governance,
trustworthy Al systems, safety and robustness, privacy preservation, human-
centered design, and regulatory approaches. Our analysis reveals significant
progress in conceptual framework development and technical methods, yet
identifies persistent challenges including the generalization gap in defenses
against evolving threats, inadequate real-world evaluation protocols, fragmented
regulatory landscapes, and the tension between theoretical principles and
practical implementation. We synthesize emerging best practices, highlight
critical research gaps, and propose an integrated research agenda that bridges
technical rigor with social responsibility. This review contributes to the field by
providing a holistic understanding of the responsible Al landscape and
identifying pathways toward Al systems that are not only technically robust but
also ethically aligned, socially beneficial, and publicly trustworthy.
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1 Introduction

Artificial intelligence (Al) has come a long way back into the niche of computer sci-
ence research. It is now a potent and pervasive technology that is involved in major
decision-making in numerous industries, such as in healthcare, criminal justice, bank-
ing and finance, employment and staffing, education, and even in autonomous vehi-
cles and robotics [1]. Although the introduction of Al into these vital spheres has
caused significant benefits, including the enhancement of efficiency, automation of
large scale, and the ability to solve problems, it has also presented serious issues.
These issues are associated with the issues of ethics, social impact, privacy, safety,
and the safeguarding of the basic human rights. The more the Al systems will affect
the lives of actual people, the more they can destroy the democratic processes and
breed distrust should they be not developed and implemented in a responsible manner
[2]. To solve these emerging issues, a concept of Responsible Artificial Intelligence
(RAI) has appeared. RAI is a general and universal solution to make sure that Al
technologies are created and implemented in a manner that is ethical, fair, transparent,
accountable, safe, and focused on the human values and social expectations [3]. Re-
sponsible Al provides a comprehensive perspective unlike small technical approaches
that only solve a single issue - e.g., accuracy improvement or bias reduction. It
acknowledges that people put their faith in Al not only based on the level of perfor-
mance of the system, but also on whether it adheres to societal norms, fairly treats
people, keeps them safe, and can be comprehended and managed by humans [10].
Responsible Al has increasingly become a central concern of scholarly publications,
political and governmental policy, and commercial practice over the past few years.
This payoff of attention has been promoted in large part by a series of high profile
instances of Al systems acting in unexpected manners, or favoring specific popula-
tions, abusing personal information, or making opaque and inexplicable decisions [4].
Consequently, various ethical codes of conduct, regulation policies, and technical
standards have been designed by international organizations, governments, and tech-
nology corporations with a view to facilitate the responsible development of Al [5].
Although responsible Al practices are growing at a very fast pace, there are still criti-
cal issues. Most of the programs are still disjointed, employ high-level principles that
can hardly be implemented, and base on poor evaluation procedures that cannot repre-
sent real world risks. There is also still a significant disparity between the purported
practice and reality in Al development and deployment [6].

This review mentions these concerns by summarizing the recent 20242025 studies to
provide a full perspective of the responsible Al situation. It frames the field in terms
of nine dimensions that describe responsible Al: moral grounding in terms of ethical
frameworks, mitigation of bias and fairness, transparency and explainability, govern-
ance and accountability, trustworthy AI, which implies reliability and value align-
ment, safety and resilience, preservation of privacy, human-centered design, and regu-
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latory and policy frameworks [7]. Figure 1 shows multidimensional framework of
responsible Al

The review is valuable as it provides: (1) a synthesized summary of all of the major
approaches and findings to date, (2) a critical assessment of existing strengths, weak-
nesses, and underdeveloped areas, (3) a sense of the gaps in research, as well as an
integrated agenda in regard to the technical, ethical, and societal perspectives, and (4)
practical recommendations that can help policymakers, researchers and industry pro-
fessionals adopt the principles of responsible Al successfully. The rest of this paper
will be organized as follows: Section 2 will introduce the origins and foundations of
responsible Al; Sections 3 will explore each major dimension in detail; Section 4 will
identify Future Directions and Recommendations; Section 5 will conclusion of re-
sponsible Al

MORAL,
VALUES, GOODS

ETHICAL
PRINCIPLES

ROBUSTNESS

RESPONSIBLE Al ACCOUNTABILITY

TRANSPERANCY

EXPLAINABILITY

Fig.1. Multidimensional Framework of Responsible Al [5].

2 Background and Theoretical Foundations

Responsible Al has grown considerably over the last decade- a scant attention on
algorithmic fairness to a wide sociotechnical paradigm which acknowledges the inter-
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action among technical systems, organizational tasks, rules, and social values [8]. The
initial research has focused on technological issues like bias detection and its mitiga-
tion in machine learning models [9]. Nevertheless, with the introduction of Al sys-
tems into the center of high-stakes decision-making, it was obvious that technical
solutions did not suffice in regard to countering the ethical, social and governance
issues at hand [10]. According to recent studies, the transition to dynamic context-
specific and ongoing practice of responsible Al, operationalized through sociotech-
nical systems instead of being a compliance activity, is advocated instead of passively
working through some fixed ethical checklists. This change brings about the necessity
of a not only technical but also organizational change, regulatory aid, stakeholder
engagement, and continuous oversight and adjustment [11]. The following are the
main principles of the modern responsible Al frameworks: fairness, transparency,
accountability, privacy, safety, human oversight, and social or environmental well-
being A holistic model proposed by Jiang et al. [1] is the one that covers three interre-
lated pillars: Intrinsic Security (robustness), Derivative Security (real-world harm
mitigation), and Social Ethics (value alignment and accountability) to capture value-
additional technical, preventive and ethical aspects of responsible Al [12]. Equally,
Gunasekara et al. [S] note that ethical considerations, fairness, transparency and ac-
countability, privacy, safety and human-centered design are important and requires
combined methodologies, but not single methods. In the literature, responsible Al is
often considered to be multidimensional, which involves coordinated technical, ethi-
cal, organizational, and regulatory work [13]. Nevertheless, there are still serious
problems in terms of principles operationalization, resolving the conflicting values,
and changing the abstract regulations into practice [14]. The subsequent sections will
look at these dimensions individually, and generalize existing knowledge and pinpoint
important challenges and opportunities. Figure 2 shows evolution of responsible Al
(2010-2025). The philosophical grounds of responsible Al systems are consequential-
ism, deontology, virtue ethics, and care ethics [2], [19]. According to Sridhar [2],
fairness, accountability, and transparency are particularly important in situations
where Al is used in high-stakes scenarios and this has to be underpinned by existing
ethical theories.

2010/2014 2015/2018 2019/2022 2023/2025
Early Ethics Guidelines Sociotechnical Regulatory & Safety
Phase Phase) Phase Phase
Bias detection EU HLEG, IEEE EAD Fairness + governance EU Al Act

Fairness metrics Google, Microsoft Al principles Explain ability National Al policies

Fig.2. Evolution of Responsible AI (2010-2025) [19]

The key issue, however, is how abstract moral values can be translated in technical
and organizational practices [15]. Recent efforts seek to fill this gap with more practi-
cal models, including the detailed model by Karras [6], trying to combine ethical the-
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ory and technological approaches and focusing on interdisciplinary cooperation be-
tween ethicists, technologists, policy makers and domain specialists [2], [15]. Con-
temporary systems are progressively incorporating equity, openness, responsibility,
confidentiality, and security into coherent systems that acknowledge diplomacy and
inter-relationships [12], [15], and are dynamic and context-sensitive, as opposed to
fixed universal regulations [24]. However, the operationalization of these models is
still a challenge, as it is a symptom of consistent discrepancy between ambivalent
principles and practical application, as well as, lack of clarity of organizational pro-
cesses [17], [19]. One of the most reported issues with responsible Al is algorithmic
bias, which can be caused by biased training data, the poor model design, or inade-
quate deployment settings and may occur at any point of the Al lifecycle [18]. There
are records of demographic inequalities in facial recognition [19], discrimination in
predictive policing [29], and discriminated credit and hiring practices. Technical
methods of fairness, like pre-processing, in-processing and post-processing methods,
are also in development, such as fairness-conscious algorithms [20] and application-
specific fairness requirements in fields such as banking. The biggest current challenge
is the need to choose between mathematically incompatible concepts of fairness, in-
cluding demographic parity and equalized odds, and such decisions are to be made
depending on context [28]. Reasonableness in sequential decision-making also finds
increasing popularity, whereby new approaches such as the fairness shields of Cano
[30] have been implemented to measure cumulative effects with time, but this field is
not as advanced as fairness in making a static prediction [21]. Another fundamental
problem is transparency and explainability where complex models, especially deep
neural networks, are usually not transparent, making it hard to hold people accounta-
ble, or to trust them, and fix errors efficiently [22]. Such ambiguity is particularly
hazardous in high stakes industries like healthcare, finance and criminal justice areas
where the direction of decision-making should be interpretable. True transparency
that lets users and regulators challenge and review system decisions is necessary to
have a trustworthy Al, as Liu [25] argues.

3 Explainable AI Methods and Tools

To resolve this problem of ambiguity in Al decision-making, scholars have pro-
posed numerous explainable Al (XAI) methods that promote greater levels of trans-
parency and interpretability by both intrinsically interpretable models and post-hoc
explanations of complex black-box systems [2]. Explainability is also emphasized by
Sridhar [2] as a necessity of responsible Al, since it facilitates human control and
responsibility, whereas more recent advances are mentioned by Majjate et al. [15]
(attention mechanisms, saliency maps, and counterfactual explanations), Selvam [27]
and Sanka [28] demonstrate how XAl tools can be adapted to the needs of a particular
domain. Nevertheless, most XAl approaches are incomplete or inaccurate with the
most complex models, performance-interpretability trade-offs have not been eliminat-
ed, and different forms of explanations must be offered to various stakeholders [29].
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In addition to the technical approaches, it has been suggested that transparency is also
based on the practices of the organization, and Tabaghdehi et al. [12] suggest imple-
menting a circular model where the transparency and accountability are treated as
well as inclusivity, which could involve record-keeping, data and model limitations
documentation, and communication with stakeholders [28].

Responsible Al has the principle of accountability and balances between innova-
tion and trust and benefit mechanisms [12] and includes causal responsibility, role
responsibility, and legal liability [30], and Cano [30] suggests formal tools to assess
agency in autonomous systems. Accountability is still hard to enforce because of the
convoluted Al lifecycle, which consists of data providers, developers, deployers, and
users, and adaptive system behavior that makes assigning responsibility more chal-
lenging [1].

Governance structures thus become very important whereby technical, organiza-
tional, and policy elements must be encouraged to foster transparency, accountability,
and trust [9] with governance being used as a design principle and not as an auxiliary
[16]. The current literature emphasizes multi-level governance (organizational to
international) with the help of ethics committees, impact assessments, audits, and
stakeholder engagement [23] and states that the use of the static compliance checklists
is ineffective in the context of the fast-paced Al environment, which requires dynamic
and adaptive forms of governance based on sociotechnical practice [11].

Explainable Al (XAl)

Ll

Intrinsic Interpretability Post-Hoc Explainability
Decision trees Feature attribution

v v

Example-based explana-
tions

v v

Rule-based learners Model visualization \

Linear models

Generalized additive
models (GAMs) SHAP Prototypes Counterfactuals
LIME Attention_ maps
Saliency maps Layer activations

Fig.3. Taxonomy of Explainable Al (XAI) Approaches [26]
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Table 1. Limitations of Current XAI Methods [28].

Limitation Explanation Example

The saliency maps are easy to ma-
Misleading sali- nipulate or it can represent back- A heatmap of the irrelevant areas in an
ency maps ground noise instead of the actual image that was classified.

important features.

Linear models

The relative change in features can
be small and occasionally give a
proportionately large change in
predictions.

One small variation in the aspects of the
input causes a drastic change in the
model prediction.

With minor perturbations in the

The introduction of some random pixels

Non-robl.jst input data, explanations may vary in an image alters the results of the ex-
explanations .

greatly. planation.

In the case of feature attribution,
SHAP / LIME issue might result in volatile or SHAP/LIME runs giving slightly dissim-
limitations unreliable explanations with regard ilar explanation to the same prediction.

to the sampling strategy.

Trade-off: Ac-

Deep learning models and models

Deep neural network offers higher accu-
racy, and low explainability in loan
approval decisions.

that are highly accurate are not
always interpretable, unlike simpler
models.

curacy vs Inter-
pretability

To roll out the responsibility of responsible Al, it is necessary to commit resources,
train the workforce, and integrate responsible Al practices into the development pro-
cesses [8] but interdisciplinary collaboration, which is a critical requirement, is chal-
lenged by the use of different disciplinary languages, methods, and priorities among
the technologists, ethicists, policymakers, and domain experts [2]. Figure 3 shows
taxonomy of explainable Al (XAI) Approaches. Bach et al. [11] present a systematic
review of the literature on proposed responsible Al practices in practical environ-
ments and find multiple gaps between ideal philosophy and concrete practice. The
concept of reliability has expanded in the field of responsible Al to include technical
performance, ethical alignment, transparency, accountability, and competence [14].
Trust has been applied not as an individual property but as a result of joint system
properties and stakeholder beliefs [17], where the experts are more interested in ro-
bustness whereas the end users, in fairness and transparency [24]. Jiang et al. [1] con-
sequently state that credible Al entails the combination of technical integrity and so-
cial responsibility, which reflects its conformity to societal norms, which is a note-
worthy change in the perception of trust as a technical aspect that used to be applied
in the past [23], [24]. The measurement of trustworthiness is still challenging because
there are insufficient evaluation processes and restrictions of the accuracy-based
measures, which are incapable of considering fairness, robustness, transparency, and
value alignment [1], [15]. Reuel et al. [17] suggest a global maturity model that can
assist organizations in determining the responsible Al use though creating extensive,
fully validated tools is still difficult [11]and researchers point to the necessity of creat-
ing evaluation tools that capture actual risks or real-life consequences, stakeholder
responses, and system controls instead of laboratory standards [24]. Responsible Al is
centred on providing the highest level of safety and robustness given that vulnerabili-
ties, including bias, adversarial attacks, and malfunctioning in distribution shifts may
result in misinformation, inequity, breaches of security, physical harm, and destroyed
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trust as shown with adversarial examples, emergent behaviour, and fragile perfor-
mance. In order to enhance robustness, researchers have come up with defensive
mechanisms, including safety shields, adversarial training, certified defenses, and
ensemble mechanisms Cano [30] demonstrates how deterministic shielding can bene-
fit real-world applications by keeping systems within safety constraints, especially in
high-stakes environments such as autonomous vehicles [1], [14], [30]. Nonetheless,
defenses usually do not generalize to new threats, and there is always a gap between
the newest attack and the current defenses, which means that emerging attacks are
always faster than the newest protection mechanisms and they must be adjusted con-
tinuously [1].

4 Future Directions and Recommendations

According to the literature, some of the main research priorities in responsible Al,
where the generalization gap in safety and robustness needs to be closed by adaptive
defenses, meta-learning and formal verification, able to react to evolving threats, is
[1], [14], [30]. The challenge of fairness in sequential decision-making has not been
adequately addressed, and new definitions and mitigation measures are needed to
consider the cumulative effects [15], [30]. Better explainability is also required since
much of the existing XAI methods offer partial or misleading information, requiring
faithful, understandable and practical explanations [2], [12], [14], [28]. The other
priority is the creation of holistic assessment frameworks, which will quantify fair-
ness, transparency, safety and social impact beyond technical accuracy per se [1],
[11], [14], [17]. The literature on policy and governance underlines the necessity of
harmonization of international regulations, better accountability and enforcement
systems and capacity building of institutions through guidelines, training and commu-
nities of practice [1], [9], [11], [16], [18], [26]. Inclusive governance should also be
included, which requires the inclusion of the marginalized groups and websites of
different values of the society [12], [24], [26]. Last but not least, the interdisciplinary
cooperation is viewed as a key to the development of responsible Al in technical,
ethical, social and legal spheres with the assistance of common frameworks, institu-
tionalized systems and awareness of various forms of expertise [2], [7], [9], [10], [11],
[17], [24], [26].

5 Conclusion

This review summarizes the new 20242025 literature on Responsible Artificial Intel-
ligence along nine key dimensions, which are fairness, transparency, accountability,
safety, privacy, human-centered design, and regulation. Although significant progress
has been achieved in bias reduction, explainability, robustness strategies, privacy-
sensitive and other privacy-protecting approaches, as well as novel governance ap-
proaches (like the EU Al Act), significant obstacles remain. Some are the generaliza-
tion gap in Al safety where defenses do not work against current threats [1], weak and
limited evaluation protocols that do not consider the real-world effects [14], disjointed
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regulations that create inconsistent control [23], and the persistent loophole between
principle and application in organizations [11], [17]. The above issues occur because
responsible Al is perceived as a checklist, but not as a sociotechnical practice [1],
[16]. To help solve them, it is essential to integrate responsible Al into the system
lifecycle, build context-dependent strategies, and enhance accountability, interdisci-
plinary working group, and stakeholder involvement. The way forward in the future
should be to develop technical research on fairness in sequential decision-making,
robust and generalizable safety techniques, faithful and comprehensible explainabil-
ity, and holistic assessment frameworks [1], [15], [30], and in the policy realm, regu-
latory harmonization, greater enforcement, building organizational capacity, and in-
clusive governance [9], [23], [26]. Finally, accountable Al should guarantee that Al
systems benefit human well-being and democratic principles through incorporating
technical integrity and social accountability [24], [1], [25], offering a basis of devel-
oping Al systems that win and retain people's confidence.
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