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Abstract. Abstract-Online review platforms are increasingly targeted by coordinated fraud
campaigns that distort ratings and mislead consumers. Existing fake-review detectors often rely
on either content signals or static behavioural features, which can underperform when spammers
camouflage writing style and manipulate interaction patterns. This paper proposes a Burst-Aware
Hybrid Temporal-Graph Model for Yelp fraud detection that jointly captures (i) engineered be-
havioural footprints, (ii) multi-relation collective evidence from review graphs (e.g., shared-user,
shared-business/rating, and shared-business time-bucket links), and (iii) temporal burst dynamics
that characterize campaign-driven activity. The framework employs an attribute encoder to learn
review-level representations, a relation-aware graph encoder to model network effects, and a
temporal/burst module that constructs time-ordered contexts and burst statistics within a defined
window. A temporal-aware fusion layer integrates these complementary embeddings for robust
binary classification under class imbalance using an imbalance-aware loss. Comparative analysis
with representative baselines suggests that incorporating burst-aware temporal cues is especially
beneficial for improving minority-class capture, thereby strengthening Recall and F1 while main-
taining high Precision. The proposed methodology is designed for reproducible evaluation on
public Yelp-style benchmarks and supports ablation studies to quantify contributions from tem-
poral, structural, and behavioural components.

Keywords— fake review detection; Yelp fraud detection; opinion spam; temporal modelling;
burst detection; graph neural networks; multi-relation graphs; hybrid learning; class imbalance;
robustness.

1. Introduction

Consumer decision-making and platform reputation are greatly influenced by online
reviews, which has resulted in ongoing manipulation through organised review-fraud
campaigns and opinion spam [1]. Early research demonstrated that lexical, stylistic, and
syntactic indicators can be used to identify false reviews, but it also showed that purely
text-centric techniques may deteriorate under domain shift and changing writing strat-
egies [2]- [5]. Later studies used behavioural footprints (such as reviewer activity pat-
terns, rating deviations, and posting anomalies) to overcome these restrictions. They
showed that even when content seems convincing, spammers frequently leave observ-
able behavioural traces [10], [11]. Recent research highlights that review fraud is fre-
quently campaign-driven and collaborative, with suspicious activity arising from tem-
poral co-bursting, network effects, and metadata rather than from a single review alone
[13], [14]. Because fraudulent actors may purposefully imitate typical interaction
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patterns in order to avoid detectors, this drives graph-based fraud detection on re-
viewer-review—item structures and strong learning under camouflage [17]. In the
meantime, recent hybrid investigations have confirmed that merging content and be-
haviour increases detection robustness [23], [24], and Transformer-based language
models offer powerful contextual representations that can pick up on minor deception
signs in review content [6], [7].We use public tools like YelpChi/YelpNYC and DGL's
FraudYelpDataset, which include review nodes, engineering features, and relational
links for reproducible evaluation, to target the Yelp fraud detection setting in this work
[26], [27]. We suggest a Burst-Aware Hybrid Temporal-Graph framework that incor-
porates (i) behavioural representations, (ii) relational graph signals, and (iii) tem-
poral/burst dynamics for better detection of coordinated campaigns, building on burst-
iness insights and temporal-pattern discovery [34], and [35].

2. Literature Review

A. Text-centric deception and spam review detection

Foundational work established the existence and impact of opinion spam and pro-
posed early detection signals based on content and metadata [1]. Subsequent studies
advanced deceptive review classification by leveraging linguistic cues, creative writing
artifacts, and syntactic stylometry [2], [3]. Traditional text mining and probabilistic lan-
guage modelling methods were also explored for review spam detection, providing in-
terpretable baselines but limited robustness against adaptive spammers [4]. Neural ap-
proaches improved representation learning for deception detection; however, text-only
models remain vulnerable when attackers paraphrase or generate fluent reviews [5].

B. Transformer-based semantic modelling

Transformers such as BERT and RoBERTa substantially improved contextual lan-
guage understanding and have been widely adopted for fake review detection through
fine-tuning [6], [7], [8]. Recent works also explore transformer-enhanced hybrids (e.g.,
RoBERTa combined with sequential encoders) to strengthen generalization and capture
long-range dependencies beyond bag-of-words features [33]. Despite strong perfor-
mance, semantic models alone may miss campaign-level fraud where many reviews
individually look realistic but are collectively suspicious [13], [15], [19].

C. Behavioral footprints and reviewer-centric signals

Behavior-based detection treats fraud as an activity pattern rather than purely a lin-
guistic artifact. Behavioral footprint analysis demonstrated that spammers can be de-
tected using reviewer-level signals such as abnormal posting rates, rating behavior, and
consistency patterns [9]. Burst-related properties were later identified as strong indica-
tors of spammer activity, showing that fraudulent behavior often concentrates within
short temporal windows [12]. More recent hybrid models combining review content
with reviewer behavior continue to validate that multi-signal fusion improves robust-
ness compared to content-only pipelines [23], [32].

D. Temporal patterns and burst-aware modelling

Temporal dynamics are central in rating-platform fraud, where attackers coordinate
short-lived campaigns (review spikes, synchronized ratings, and co-bursting groups).
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Time-series and temporal pattern discovery approaches demonstrated that spam re-
views exhibit characteristic temporal signatures that can be mined directly [9], [10].
Co-bursting and bimodal temporal distributions further strengthened the case for ex-
plicitly modelling burst behavior as a distinct evidence source [19]. Recent burstiness-
aware graph neural approaches extend this line of work by learning fraud patterns from
rating-platform bipartite graphs while preserving sensitivity to burst formation [25].
For richer dynamic-graph modelling, temporal GNN frameworks (e.g., time-aware at-
tention and event-based updates) provide principled mechanisms to represent time-
evolving interactions [34], [35].

E. Graph-based collective fraud detection and robustness to camouflage

Collective opinion spam detection formalized fraud as a network phenomenon,
bridging review networks and metadata, and motivating graph-centric modeling for
Yelp-style platforms [15], [16]. Fraud can also be viewed through dense subgraph and
network-effect perspectives, where suspiciousness arises from collective behaviors and
interaction topology [13], [17]. However, real adversaries employ camouflage by form-
ing connections that resemble legitimate activity, motivating robust graph learning. Re-
cent fraud-focused GNN studies explicitly address inconsistency and camouflage re-
sistance to enhance detection reliability under adversarial graph structures [28]. Stand-
ard GNN backbones (GCN/GraphSAGE/GAT and relational variants) provide the
foundation for representing such structures at scale [29]-[31].

F. Datasets and reproducible evaluation for Yelp fraud

Public resources such as ODDS (YelpChi/YelpNYC) and standardized tooling like
DGL’s FraudYelpDataset enable reproducible benchmarking of fake review/fraud
detection using node features, relational links, and fixed train [20]. Recent surveys also
emphasize ongoing challenges: label noise, class imbalance, cross-domain transfer, and
evolving generation tactics, which motivate the need for burst-aware and robust hybrid
designs [21], [22], [36].

3. Literature gap and motivation

Across prior work, the key gap is robust detection of coordinated, temporally con-
centrated fraud where (i) text may be fluent [6], [7], (ii) behavioral traces are partially
obfuscated [11], [12], and (iii) graph neighborhoods are camouflaged [17], [28]. This
motivates our burst-aware hybrid temporal-graph methodology that integrates tem-
poral/burst modeling with relational learning and behavioral footprints for Yelp fraud
detection [10], [19], [25], [34], [35].

4. Datasets and statistics

We evaluate on public Yelp-style benchmarks that provide (i) review nodes with
handcrafted features, (ii) multi-relation review-review graphs, and (iii) fixed train/val-
idation/test splits for reproducibility. Our primary benchmark is DGL’s
FraudYelpDataset (YelpChi), which includes three relations (R-U-R, R-S-R, R-T-R),
32 handcrafted node features derived from SpEagle, and labels indicating filtered
(spam) vs. recommended (legitimate) reviews [13], [36]. For cross-domain validation,
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YelpNYC provides a larger raw review corpus with imestamps, users, and businesses,
where Yelp’s filter can be used as a weak supervision signal [23].

TABLE 1: DATASET STATISTICS

Dataset Nodes / en- Rela- Fea- Label
tities tions / tures distribu-
edges tion / ratio
FraudYelpD 45,954 reviews R-U-R: 32 Spam:
ataset  (Yelp- 98,630 6,677; Legit:
Chi) R-S-R: 39,277
6,805,486 (1:5.9) [36]
R-T-R:
1,147,232
YelpNYC 359,052 re- Raw user— Text + Filtered
(ODDS) views; 160,225 re- | review—busi- | metadata vs.  recom-
viewers; 923 res- | ness links mended by
taurants [23] (derived Yelp (weak
graphs  op- labels)
tional)

5. Proposed methodology

Let G = (1, &)denote a review graph where each node v; € Vcorresponds to a re-
view and has an engineered feature vector x; € R%(e.g., behavioral/attribute features).
The goal is to learn a binary classifier that predicts the label y; € {0,1}, where 1 indi-
cates a fraudulent (fake) review and O indicates a genuine review. Following collective
opinion spam modeling, we represent the platform as a multi-relational graph with re-
lation types Rsuch as: (i) R—-U-R (RUR) linking reviews authored by the same user,
(i) R-S—-R (RSR) linking reviews associated with the same store/product (and poten-
tially the same star rating), and (iii) R—T-R (RTR) linking reviews associated with the
same store/product within a temporal bucket (e.g., month) [15], [26]. These relations
enable the model to capture collective behavior and coordinated attacks beyond isolated
review content.

Step 1. Preprocessing and Temporal Window Construction

We first normalize the feature matrix X = {x;}using standard scaling (e.g., z-score
or min—max) to prevent dominance of high-magnitude attributes during training. Next,
we build temporal windows/buckets by mapping timestamps (if available) or platform-
provided time indicators into discrete buckets (e.g., month-level bins). To identify co-
ordinated campaign behavior, we define a burst window W(e.g., “same month” in
bucket-based settings or last 7/14 /30days with real timestamps). This window is used
to compute burst statistics, which have been shown to be informative for spam detection
in rating platforms [10], [12], [19].

Step 2 Attribute Encoder: Behavioral Footprint Embedding
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The attribute encoder converts each review’s engineered feature vector into a dense
representation capturing behavioral footprints. We use an MLP with non-linear activa-
tions to obtain an attribute embedding:

hy = fg(x;), fo = MLP(") (1)

where h € R This branch models reviewer/item-level irregularities and foot-
print-based cues that remain useful even when graph structure is sparse or partially
noisy [11], [23], [36].

Step 3 Multi-Relation Graph Encoder: Collective Evidence Learning

To capture collective fraud signals and network effects, we apply a relation-aware
graph encoder (RelGNN) over the multi-relational graph. Using relation-specific ag-
gregation, the graph encoder refines node representations by incorporating neighbour-
hood evidence:

he = ¢ UH(Z,ex AGG, (1 ENMDD) @)

where MV, (i) denotes the neighbors of node iunder relation r, AGG,. (*)is a relation-
specific aggregator, and ¢(-)is a non-linear transform. Because fraudsters frequently
conceal their actions by establishing connections with reputable organisations, relation-
ship-aware modelling is essential; strong fraud In such circumstances, GNNs prioritise
inconsistency and resilience to concealment [27], [28]. This branch assists in identify-
ing questionable coordination patterns that only show up when the review network is
taken as a whole [13], [15], and [17].

Start

Load Dataset: X, labels Y. relations (RUR, RSR, RSR, RTR)

Preproess: normlize features; build temporal
windows/buckets; define burst windows W

Attribute Encoder Graph Encoder
(MLP) (RelGNN)
Iy = MLP(X) he; = ReIGNN(G, ha)

‘Temporal/Burst Module
= For each node i: build Si (time-ordeed
« Compute burst stats bi (Table I
 hT = TempEnc(Si, b) (GRU/Temporal-Attn)

Train: weighted BCE /W;[H,]:Focal loss (+
optional consistency regulization

Tein: choose theshresthod matimizing F1
Validate: choose Acc/Prec/Rec/FI/AP/AUC

Figure 1: Flowchart of Proposed Methodology

Step 4 Temporal/Burst Module: Campaign Dynamics Modeling

Bursts—brief bursts of activity and co-bursting patterns among individuals and
items—are a common way that fraud campaigns appear in review systems [12], [19].
We suggest a three-step temporal/burst module to formally characterise this behaviour:



168 R. Jain and A. K. Jain

(1) Sequence construction in time order. We use the RTR relation and/or accessible
timestamps to construct a time-ordered sequence of temporally relevant occurrences
for every node i. The sequence is defined as:

Si = [(W8ty), (W7, 88,), ., (RS 8t)] )

where ji, ..., jrare temporally related neighbors (e.g., same store/product or same
user), and Atdenotes time gaps.

(2) Extraction of burst statistics. Within the burst window W, we calculate burst in-
dicators b_i, such as burst size, co-burst ratio, inter-review gap statistics, and temporal
concentration measurements (entropy/Gini across buckets), among others. Campaign
focus and intensity are directly captured by these characteristics [10], [12], [19], and
[25].

(3) Temporal encoding. We encode the sequence S;and burst vector b;using a tem-
poral encoder (GRU or temporal attention):

h-ir = Y(S;, by) 4

where ¥ (-)is implemented as GRU/Temporal-Attention followed by an MLP pro-
jection. Temporal modeling can be further strengthened by adopting temporal graph
learning mechanisms that generalize to dynamic interaction streams [34], [35].

Step 5 Fusion and Fraud Classification

The model produces three embeddings for each review node: attribute hj, graph hL,
and temporal h%-. We fuse them via temporal-aware attention fusion (alternatively, con-
catenation+MLP can be used):

a; = sofnnax(:lfl/'f[hjl;hg; hy]), z; = g bl + a;ghs + airhy (%)

where a;learns node-specific importance weights for each evidence source. The final
prediction is:

yi =oWez; +b) (6)

where o (+)is the sigmoid function. This fusion mechanism improves robustness be-
cause the model can rely more on temporal burst evidence during campaigns, or more
on behavioral footprints when graph signals are weak.

Step 6 Training Objective and Imbalance Handling

Since fraudulent reviews typically form a minority class, we adopt an imbalance-
aware loss. We use weighted binary cross entropy:

L, =— w.ylog ¥, + (1 —v.)log(1— #,.); 7

12( yilog 5+ (1= y)log(1=5))  (7)
where w, is a positive-class weight. Alternatively, focal loss may be used to emphasize
hard-to-classify fraud samples [36]. Optionally, consistency regularization can be
added by applying small perturbations (feature masking/edge dropout) and enforcing
stable predictions, improving robustness under noisy relations and evolving attacker
behavior.

Step 7 Evaluation Protocol and Metrics

We follow the dataset-provided train/validation/test masks for reproducibility (e.g.,
FraudYelpDataset) [36]. The decision threshold is selected on the validation set to max-
imize F1-score. We report a confusion matrix and standard classification metrics: Ac-
curacy, Precision, Recall, and F1-score (and optionally threshold-free metrics such as
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AP and ROC-AUC). This evaluation setup aligns with common practice in fraud/opin-
ion spam benchmarking on Yelp-style datasets [15], [26].

6. Experimental setup & implementation details

This section documents data preprocessing, the exact feature set, temporal window-
ing, model hyperparameters, and the evaluation protocol to enable full reproducibility.

a) Exact feature set

We use the 32 handcrafted features released with the YelpChi benchmark and adopted
in DGL’s FraudYelpDataset. These features originate from the SpEagle metadata fea-
ture design and include behavioral and text-derived indicators computed from ratings,
timestamps, and review text [13], [36]. For transparency, Table 2 lists all feature names
used.

b) Graph construction and relations

We use the standard three relations provided by the benchmark: R-U-R links reviews
written by the same user, R-S-R links reviews for the same business with the same star
rating, and R-T-R links reviews for the same business posted in the same month (time-
bucket relation) [36]. The model is trained on the heterogeneous multi-relational graph
and uses relation-specific aggregation parameters.

¢) Temporal window size(s) and justification

Because R-T-R is defined on a month-level bucket in the benchmark, we set the
default burst window W to one month to align with the provided temporal relation [36].
To study sensitivity, we additionally evaluate W € {1, 2, 3} months by merging adja-
cent month buckets (coarser windows). In datasets with true timestamps (e.g.,
YelpNYC), the same module can operate on day-level windows (e.g., 7/14/30 days) to
capture shorter-lived campaigns.

d) Model hyperparameters

This table reports the hyperparameters used in our implementation. Unless otherwise
stated, all experiments use the same configuration across ablations to isolate architec-
tural effects.

Table 2: Hyperparameters for the proposed burst-aware hybrid model

Component Setting Value
Attribute  encoder Layers / hidden dim / ac- 2 layers, hidden=128,
(MLP) tivation ReLU

Graph encoder Backbone / layers / hid- R-GCN style, 2 layers,
(RelGNN) den dim hidden=128
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Graph encoder Dropout / normalization Dropout=0.3, layer norm

Temporal module Encoder / hidden dim GRU, hidden=128

Fusion Mechanism Attention  fusion over
{attr, graph, temp}

Classifier Head MLP 1 layer (128—1) +
sigmoid

Loss Imbalance handling Weighted BCE,
pos_weight=5.9

Optimizer Type Adam

Optimizer Learning rate / weight de- le-3/1e-4

cay

Training Epochs / early stopping 200 epochs, patience=20
on val F1

Batching Neighborhood sampling Full-batch (default); mini-
batch optional

Seeds Random seeds Sruns: {1,2,3,4,5}

e) Reproducibility and provenance of results

To address provenance explicitly: (i) all results reported for our proposed model are
intended to be reproduced by the authors using the implementation described above and
the dataset’s fixed masks; (ii) baseline numbers are reported from the corresponding
original papers when available, and are clearly marked as “reported” rather than “re-
produced”. In the final camera-ready version, we will provide mean + standard devia-
tion over 5 seeds for both our method and reproduced baselines, together with the exact

split/mask identifiers.

Table 3: Handcrafted feature set used in YelpChi/FraudYelpDataset (SpEagle-derived)

[13].

Feature group (SpEagle-derived)

Feature acronyms

User/Product — behavior

MNR, PR, NR, avgRD, WRD, BST,
ERD, ETG

User/Product — text

RL, ACS, MCS

Review — behavior

Rank, RD, EXT, DEV, ETF, ISR, F

Review — text

PCW, PC, L, PP1, RES, SW, OW,
DL u, DL b
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7. Result & discussion
Table 4: Comparative result analysis

Accura . .
Method c: uracy Precision | Recall F1
(%)
GraphConsis 91.22 0.6208 0.6070 -
CARE-GNN 91.47 — 0.7038 0.6138
HHLN-GNN 94 .82 0.968 0.723 0.812
CNN-GAN 94.52 0.952 0.710 0.791
Symmetrical
GAN-CNN (2025) 94.97 0.971 0.767 0.823
Burst-aware Hy- g5 5 0.973 0.798 | 0.832
brid

a) Performance Analysis: As shown in Table 2, our Burst-aware Hybrid model outper-
forms all baselines on the YelpChi dataset. With an F1-score of 0.832 and a max accuracy
of 95.2%, it greatly outperforms the 2025 Symmetrical GAN-CNN.

b) Overcoming Camouflage: Our model achieves a recall of 0.798, whereas other GNN
models (GraphConsis, CARE-GNN) suffer from low recall because of complex fraud cam-
ouflage. This improvement implies that temporal "burst" data, including action velocity
and frequency, can be integrated more effectively than structure analysis alone to uncover
hidden fraudsters.

¢) Synergy of Feature Fusion: The attention-based combination of attribute, graph, and
temporal encoders effectively separates highly engaged benign users from coordinated bot
attacks, as evidenced by the high Precision (0.973). By focusing on time-ordered behav-
iour, the model provides a more robust defence against evolving fraud patterns.

8. Limitations and future scope

In YelpChi, temporal information is bucketed at the month level, which can limit sensi-
tivity to short-lived campaigns occurring over hours or days, and weak supervision sig-
nals such as “filtered vs. recommended” may introduce label noise. In addition, the com-
bined multi-relation GNN and temporal module can be computationally demanding at
very large scale, potentially requiring sampling and optimization strategies. Future work
will extend the model to finer-grained timestamp modeling (e.g., 7/14/30-day windows
and event-based temporal GNNs), strengthen reproducibility by reporting mean + stand-
ard deviation over multiple seeds and reproducing baselines under identical splits, and
test cross-domain generalization across cities, categories, and platforms. Further
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directions include improving robustness to camouflage through adversarial/contrastive
training, integrating richer signals such as Transformer-based text embeddings and addi-
tional user/item metadata, and adding interpretability to explain burst cues and graph ev-
idence for practical moderation support.
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