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Abstract. The rapid proliferation of generative artificial intelligence has
fundamentally transformed the threat landscape of online social
platforms, enabling adversaries to fabricate convincing fake profiles
through synthetic face generation, automated text production, and
coordinated inauthentic behaviour at scale. Conventional detection
systems examine visual, textual, or behavioural signals in isolation
through static rule-based pipelines, making them inherently fragile
against accounts that manipulate one modality while appearing plausible
in others. This paper proposes a multi-agent agentic solution for fake
social media profile detection that treats the problem as a coordinated,
intent-driven analytical task. The framework activates four specialised
autonomous agents in parallel: a Vision Agent performing GAN-face
detection through DCT frequency analysis, an NLP Agent combining
rule-based scam pattern recognition with GPT-40 semantic reasoning, a
Behavioural Agent applying Z-score profiling and Isolation Forest on
posting cadence and engagement ratios, and a Social Graph Agent
computing Sybil-indicative structural metrics using NetworkX. An Intent
Classification Agent first interprets the analyst's query classifying it as
bot detection, impersonation, scam, or general audit and dynamically
redistributes agent weights before orchestrating parallel execution. with
a gate at U > 0.35 that overrides verdicts requiring human review. A
dedicated Explainability component produces structured JSON audit logs
compliant with EU Al Act Article 13 alongside plain-language
moderator reports. Evaluated on TwiBot-20 (229,573 accounts) and an
Instagram benchmark (12,628 accounts), the proposed solution achieves
F1-scores 0f 0.913 and 0.891 with AUC-ROC values of 0.961 and 0.944
respectively, at a mean inference latency of 1,820 ms per profile.
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Introduction

Social media platforms have become foundational infrastructure for public
discourse, commercial exchange, and political communication, drawing billions of
active users across Twitter/X, Instagram, and LinkedIn. This scale has simultaneously
made these platforms high-value targets for coordinated inauthentic behaviour. Fake
profiles accounts that systematically misrepresent their identity, origin, or intent now
serve as the operational backbone of adversarial activities ranging from automated
disinformation campaigns and scam distribution to large-scale identity impersonation
and Sybil-based manipulation. The problem has grown considerably more challenging
with the rise of generative artificial intelligence. GAN-based face synthesis tools now
produce photorealistic profile images visually indistinguishable from genuine
photographs [6], while large language models enable the construction of contextually
coherent biographical text and fully automated posting behaviour at a scale previously
unachievable by human operators [25]. Recent empirical measurement confirms that Al-
powered bot networks already operate across major platforms, combining synthetic
faces, LLM-generated text, and coordinated posting to evade platform moderation
systems [25].

Detecting next-generation fake accounts is a fundamentally harder problem than prior
work has acknowledged. A benchmark study of 229,573 Twitter accounts reveals that
state-of-the-art models fail to sustain their reported performance against diverse real-
world bot populations, precisely because they rely on isolated signal modalities and
static feature pipelines [1]. A systematic review spanning 2010 to 2024 reinforces this
finding, showing that single-modal detection consistently breaks down when adversaries
adapt even one dimension of their behaviour, since the pipeline has no mechanism to
compensate by drawing more heavily on uncompromised signals [30]. The realistic
threat landscape now includes accounts that simultaneously abuse all four detectable
modalities: Al-synthesised profile images, automated natural language generation, bot-
timed posting cadences, and structurally anomalous follower networks [6]. An emerging
direction yet to be applied to this problem is agentic Al. Multi-agent systems that
decompose analytical tasks across specialised coordinated agents have demonstrated the
ability to outperform static pipelines by adapting their strategy to each case [19].
However, no prior work has instantiated such an architecture for fake profile detection
that integrates all four modalities under a unified evidence fusion model with explicit
uncertainty propagation and human-in-the-loop escalation — a gap the proposed
framework directly addresses.
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1. Related Work

1.1  Fake Profile Detection using Machine Learnin

Early efforts to detect fake social media profiles relied on hand-crafted features
derived from account metadata, including follower-to-following ratios, account age,
posting frequency, username character patterns, and profile completeness indicators.
Chakraborty et al. [8] demonstrated that a combination of these behavioural and
structural metadata features, processed through classical classifiers such as Random
Forest and Support Vector Machines, could distinguish fake from genuine accounts with
reasonable accuracy on constrained laboratory datasets. Sarhan and Mattar [24] went
down a similar road, experimenting with hybrid machine learning models that combined
content-level signals with account-level statistical features. Their takeaway? No single
feature category could carry the weight on its own — and perhaps more tellingly,
performance took a real hit the moment models were tested outside the distribution
they'd been trained on. That generalisation gap is a persistent headache in this space.
Habib et al. [26] zoomed out further, surveying a wide sweep of modern algorithmic
approaches to fake profile detection. The headline finding was encouraging on the
surface supervised ML methods can hit strong precision numbers on curated benchmarks
— but the cracks show up fast when those same models face adversarially crafted
accounts.

The scalability limitation of purely feature-engineered systems was further
demonstrated by Yang et al. [28], who showed that bot detection performance
generalises poorly across time periods and platform changes unless the feature selection
process is explicitly designed to prioritise temporally stable signals. Goyal et al. [3]
extended this line of work to Instagram, applying multiple ML classifiers to profile
metadata and reporting an accuracy of 83.84%, while acknowledging that accounts using
realistic images and coherent bios consistently evaded detection.Sample Heading
(Third Level). Only two levels of headings should be numbered. Lower level headings
remain unnumbered; they are formatted as run-in headings.

1.2 Deep Visual Forensics and GAN-Based Face Detection

The growing use of generative adversarial networks to synthesise photorealistic
profile images has driven a parallel research effort focused on visual forensics. Rossler
et al. [16] The FaceForensics benchmark, introduced around this time, became the go-to
standard for evaluating face manipulation detection and it's still the most widely used
today. What made it particularly useful was the ground-truth labelling across four
distinct forgery types: DeepFake, Face2Face, FaceSwap, and NeuralTextures. Having
that kind of structured coverage gave researchers a common yardstick to measure
against. Working within that benchmark, Suganthi et al. [7] put forward a deep learning
model that paired convolutional neural networks with a GAN-based classifier to tell real
faces apart from synthetic ones. Under controlled compression conditions, the results
were strong though, as with many approaches in this area, controlled conditions are
doing a lot of heavy lifting in that sentence.
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Guo et al. [15] tackled a more specific problem: faces generated by GANs. Their
solution was an attentive deep neural network built around an attention mechanism that
zeroes in on high-frequency artefact regions the subtle telltale traces that GAN
generators consistently struggle to render convincingly. It's a clever angle, exploiting a
structural weakness in how generative models work rather than trying to classify the
whole image at once. Chen and Huang [29] proposed a global-local facial fusion strategy
that simultaneously analyses macro-level face geometry and micro-level texture
inconsistencies, demonstrating improved generalisation across multiple GAN
architectures including StyleGAN and ProGAN. Tolosana et al. [27] provided a
comprehensive survey of face manipulation and detection methods, identifying
frequency-domain analysis particularly DCT and FFT-based artefact detection as among
the most computationally efficient approaches applicable to real-time screening of
profile images at platform scale.

1.3  NLP and Textual Analysis of Inauthentic Accounts

Natural language processing approaches to fake account detection have undergone
significant transformation since the introduction of large pre-trained transformer models.
Liu et al. [18] introduced RoBERTa, a robustly optimised variant of BERT trained on
substantially larger corpora with dynamic masking, which established a new
performance ceiling for text classification tasks and became the foundation model of
choice for downstream fake content detection applications. Aljabri et al. [9] conducted
a comprehensive literature review of machine learning-based bot detection with
particular attention to NLP-based methods, finding that transformer models consistently
outperform classical NLP pipelines on bio and caption analysis but remain vulnerable to
accounts whose textual content is generated by modern LLMs and is therefore
grammatically and semantically indistinguishable from genuine human writing. Aditya
and Mohanty [4] pulled features from profile attributes, text, and activity patterns — and
their ablation work showed something telling: textual features delivered the biggest
single-modality boost, but that advantage eroded quickly once adversarial accounts
switched to template-driven posting. A useful signal, until bad actors figured out how to
neutralise it.

Chakraborty et al. [23] focused on Twitter, combining network representation
learning with NLP. Merging semantic text embeddings with structural account features
beat text-only baselines by a meaningful margin reinforcing the now-familiar lesson that
no single modality is enough on its own. Bokolo and Liu [20] narrowed in on Instagram
scam profiles, finding that certain linguistic patterns urgency cues, prize language,
nudges to move off-platform formed a reliable signal when paired with account
metadata. The catch? Scammers using subtler language slipped through consistently,
exposing the brittleness that still plagues pattern-matching approaches.

1.4  Behavioural and Temporal Anomaly Detections

Behavioural analysis represents a complementary detection axis that examines not what
accounts say but how they act over time. Hayawi et al. [5] proposed DeeProBot, a hy-
brid deep neural network that combined user profile metadata with temporal behav-
ioural features including posting cadence and follower accumulation trajectory, demon-
strating that accounts exhibiting clock-like regularity in posting intervals were reliably
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identifiable as automated even when their content appeared human-authored. Feng et
al. [2] demonstrated through large-scale evaluation on the TwiBot-22 benchmark that
bot accounts exhibit statistically distinguishable patterns in their interaction behaviours
including lower reciprocity ratios, sparse but targeted engagement, and anomalous fol-
lower-to-following dynamics that persist even when content-level signals have been
deliberately obfuscated. Mughaid et al. [11] combined machine learning classifiers with
face recognition to produce a hybrid detection system, finding that behavioural features
such as posting frequency and engagement rates contributed substantially to detection
accuracy independent of image quality. Wang et al. [13] proposed an unsupervised deep
contrastive graph clustering approach that detected bot communities through structural
behaviour patterns without requiring labelled training data, achieving competitive de-
tection rates on Twitter benchmarks. Wang and Zhao [21] addressed the specific chal-
lenge of camouflaged social bots accounts designed to blend into genuine user commu-
nities using multi-level aggregation over behavioural and content features, finding that
temporal consistency of behaviour was the signal most difficult for adversaries to con-
vincingly fabricate.

1.5 Graph-Based Detection and the Multi-Model Rearch gap

Graph-based detection takes a different angle altogether — instead of looking at what
an account posts, it looks at who it's connected to. By modelling follower-following
relationships as a directed graph, these methods hunt for structural anomalies that set
Sybil clusters apart from the messier, more organic patterns of real communities. Feng
et al. [10] pushed this further with relational graph convolutional transformers built
around Twitter's heterogeneous social graph. Their attention mechanism sweeps across
multiple relation types simultaneously, flagging accounts whose network
neighbourhood just doesn't look like anything a genuine user would have.

Pham et al. [12] proposed Bot2Vec, a community-aware graph embedding approach
that identifies bots whose community membership is inconsistent with their stated
identity. Yang et al. [14] developed SeBot, which applies structural entropy-guided
contrastive learning to the multi-view social graph, achieving state-of-the-art results on
TwiBot-22 by modelling the information-theoretic irregularity of bot-dominated
communities. Lo et al. [22] advanced explainability through XG-BoT, providing node-
level attribution that identifies which graph neighbours most strongly influenced a bot
classification — a critical property for moderation workflows requiring justifiable
verdicts. Goyal et al. [17] extended this direction by combining visual features with
network signals using deep learning, improving performance over single-modality
baselines on Twitter data. Despite these advances, no existing graph-based method
dynamically adjusts structural analysis weights based on detection intent, nor integrates
graph signals with visual and behavioural evidence under a unified agentic framework a
gap the proposed solution directly addresses.
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Table 1. Comparison of state-of-the-art techniques
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Table 1 presents a comparative analysis of six representative existing methods for
fake social media profile detection, selected to span the major research categories
surveyed in this section. DeeProBot [8] demonstrates strong performance using LSTM
with GLoVe embeddings on profile metadata, achieving an AUC-ROC of 0.970, yet it
relies solely on text and metadata without visual or graph signals. SGBot [24] offers
scalability through a lightweight Random Forest approach but is limited to metadata
features and lacks explainability. Dong et al. [15] address GAN-generated profile image
detection using spectral domain analysis, reporting 89% accuracy, but operate
exclusively on the image modality with no textual or behavioural context. Duki¢ et al.
[4] apply BERT-BASE tweet encoding to achieve an Fl-score of 0.861, yet remain
confined to textual signals alone. He et al. [13] advance behavioural modelling through
a Dynamic Graph Transformer, reaching F1 of 0.872 on TwiBot-20, but do not
incorporate visual features or provide decision transparency. RGT [14], the strongest
prior graph-based method, achieves F1 of 0.887 on TwiBot-20 by leveraging
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heterogeneous relational graph transformers across text, metadata, and graph modalities,
yet still lacks explainability.

2. Proposed Agentic AI Framework

The proposed framework addresses fake social media profile detection as a coordi-
nated, intent-driven multi-agent analytical task. Rather than routing a profile through a
fixed sequential pipeline, the system first interprets the nature of the analyst's investi-
gative query, dynamically allocates detection resources across four specialised autono-
mous agents, fuses their evidence through a formally grounded mathematical model,
and produces an auditable decision with full traceability. The architecture comprises
six interacting components: an Intent Classification Agent, an Orchestrator, four paral-
lel Detection Agents (Vision, NLP, Behavioural, Social Graph), an Evidence Fusion
Agent, a Decision Agent, and an Explainability Agent. Fig. 1 illustrates the complete
system architecture.

2.1 Input Layer Profile Schema

All profile data whether ingested from the Twitter v2 API via Tweepy or supplied as
structured JSON is normalised into a canonical ProfileData schema before any agent
receives it. This schema captures the profile image URL, username, biography text,
post captions, follower and following counts, account creation date, posts per day,
average post interval variance, a follower network sample of up to 100 accounts, and a
set of available modalities flags that explicitly declare which data dimensions are
present. If the data isn't there, the agent doesn't run the Orchestrator checks these flags
before building its execution plan.

2.2 Intent Classification Agent

The Intent Classification Agent accepts either a natural-language analyst query or a
direct intent flag and maps it to one of four canonical intent labels: bot check,
impersonation_check, scam check, or general audit. Classification operates in two
layers. The primary layer submits the query to GPT-40 with a structured JSON prompt
that returns the intent label, confidence, and reasoning chain. When the OpenAl API is
unavailable, a deterministic keyword-scoring fallback activates using pre-defined term
lists per intent class. The intent label is the sole input to the Orchestrator's weight
computation step, making it the architectural pivot that distinguishes this system from
all static multimodal pipelines.
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2.3 Behavioural Agent

The Orchestrator constructs an ExecutionPlan that specifies which agents to activate,
in what priority order, and with what effective weights. This is the key novelty claim of
this work. Prior multimodal systems apply fixed per-modality weights uniformly
regardless of investigative context [17]. This framework computes effective weights
through a two-step process. First, base weights (Vision: 0.25, NLP: 0.30, Behavioural:
0.25, Graph: 0.20) are multiplied by intent-specific overrides drawn from Table I.
Second, the resulting raw weights are renormalised to sum to 1.0 across only the active
agents. A bot investigation therefore automatically emphasises Behavioural and Graph
signals; an impersonation case emphasises Vision and NLP; a scam audit prioritises NLP
and Behavioural.

2.4 Detection Agent

Vision Agent analyses the profile image for GAN-generated face artefacts through
DCT frequency-domain analysis, perceptual hash comparison against a known stock-
image database, default avatar detection, and resolution anomaly scoring. The
architecture is designed to accept a fine-tuned ResNet-50 FaceForensics checkpoint as a
drop-in replacement for the heuristic layer [16].

NLP Agent analyses biography text, username character patterns, and post captions
through two layers: a rule-based scam keyword scorer operating on lexical pattern lists,
and a GPT-4o structured semantic analyser that returns a score, confidence, and
reasoning chain. The two scores are blended with a 0.35/0.65 weighting when both are
available [18].

Behavioural Agent computes six anomaly signals follower/following ratio, posts per
day, like-to-follower ratio, post interval variance, follower spike pattern, and account
age consistency each Z-scored against platform-specific baselines derived from TwiBot-
20 verified human accounts (Twitter) and the Goyal et al. [3] Instagram dataset. An
Isolation Forest model fitted on synthetic normal-distribution data anchored at these
baselines produces a final anomaly score.

Social Graph Agent constructs a directed ego-graph from the follower/following
network sample using NetworkX and computes six structural metrics: reciprocity ratio,
follower quality score, network concentration, verified follower ratio, ghost follower
ratio, and clustering coefficient. Each metric is scored against empirically established
Sybil thresholds from prior graph-based detection work [10].

The fig 1 provides a proposed framework approch and core novelty of our
orchestrator is that it does not treat all profiles the same way. Every prior system runs
the same fixed pipeline on every input. Ours asks "what is the analyst actually trying to
find?" before running a single agent, and then reshapes the entire pipeline around that
answer.

This works in three concrete steps that no prior work combines: Intent Classification
before any detection begins. Before the four detection agents are invoked, the Intent
Classification Agent reads the analyst's natural language query.
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Intent-driven dynamic weight recomputation. The Orchestrator reads the intent label
and applies multipliers from a predefined override table before any agent runs. For
bot check, the Behavioural and Graph agents each receive a x2.0 multiplier because
bots are best exposed by temporal patterns and follower network anomalies. For
impersonation_check, Vision and NLP each receive x2.0 because stolen identity is best
detected through avatar analysis and username/bio semantics. After multipliers are
applied, weights are re-normalised so they always sum to 1.0.

[ Input layer - Twitter Profile ]

Intent classification/Profile data

ORCHESTRATOR
Intent-Driven Execution Planner

DETECTION AGENT LAYER
(Parallel Multi-Agent Execution)

EVIDENCE FUSION AGENT

[ DECISION AGENT ]

Fig. 1. A Proposed Agentic Framework Architecture

3. Proposed Reasearch Methdology

3.1 Evidence Fusion- Mathematical Formulation

After all active agents complete their individual analyses, their outputs are passed to the
Evidence Fusion Agent, which combines multiple independent signals into a single
coherent verdict. Rather than treating every agent equally, the fusion mechanism is built
on a key principle: an agent that expresses high confidence in its finding should
contribute more to the final decision than one that is uncertain.
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Each active agent produces three outputs an inauthenticity score, a confidence value,
and a set of detected flags. The Evidence Fusion Agent weights each agent's score by
two factors simultaneously: the normalised weight assigned by the Orchestrator based
on the detected intent, and the agent's own reported confidence. This means that if the
Vision Agent produces a low-confidence result, its contribution to the final score is
automatically reduced regardless of how high its raw inauthenticity score was.
Conversely, an agent reporting both a high score and high confidence exerts a
proportionally stronger influence on the fused result.

3.2 Decision Agent and Threshold Logic

The Table 2 shared a details of decision Agent maps FF F to one of three verdict classes
using the following threshold logic. For impersonation check, a stricter lower threshold
of 0.55 replaces 0.42, reflecting the higher harm potential of identity fraud cases. If the
uncertainty gate has fired, the verdict is overridden to Suspicious with human\ review =
True.

Table 2. Decision Threshold Configuration

Suspicious Genuine Uncertainty
Intent Fake Threshol
nten ake Threshold Range Threshold Gate
<F<
bot_check F>0.72 042<F F<042 U>0.35
- 0.72
impersona- 0.55<F<
> < >
tion_check F>0.72 072 F <0.55 U>0.35
<F<
scam_check F>0.72 0(;%2_ F F<042 U>0.35
general au- S 042<F< - -
dit F>0.72 072 F<042 U>0.35

3.3 Explainability and Regulatory Compliance

Every verdict from the Explainability Agent produces two outputs. A structured
JSON audit log captures everything — per-agent scores, weights, confidence values,
triggered flags, thresholds, configuration snapshots, and a compliance header citing EU
Al Act Article 13. A plain-language moderator report then translates all of that into
readable prose, covering the verdict, signal breakdown by contribution, uncertainty
level, and recommended action no technical background required.

What's nice is how cleanly this maps to the two regulated-Al requirements reviewers
flagged. Decision traceability? You've got complete score provenance right there in the
JSON. Audit logs? SHA-256 hashed with atomic writes. Appeal workflows? The
moderator report includes a ranked evidence table so reviewers can challenge decisions
case by case. And for legal review, the EU Al Act Article 13 compliance header comes
with a reproducibility guarantee baked in.It's a lot of infrastructure, but each piece is
there for a reason.
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4. AGENTIC APPROCH AND EXPERIMENTAL
RESULTS

4.1 Datasets

Two public benchmarks were used for evaluation. The TwiBot-20 dataset [used in
methodology section] comprises 229,573 Twitter accounts with full profile metadata,
tweet histories, and follow relationships, labelled as human or bot. Goyal et al. [3],
comprising 12,628 accounts across genuine, fake, and scam categories. Both datasets
were split 70/15/15 for training, validation, and testing.

4.2 Baseline Specification

Baselines were evaluated to isolate the contribution of each architectural component,
directly addressing the reviewer requirement for ablation and baseline specification.

TABLE 3: Baseline and Ablation System Definition

SI}]';tem Description

UNI-V Unimodal: Vision Agent only, no fusion

UNI-N Unimodal: NLP Agent only, no fusion

UNI-B Unimodal: Behavioural Agent only, no fusion

UNI-G Unimodal: Graph Agent only, no fusion
F[F}z;fgg_ All 4 agents, static equal weights, early feature concatenation

TABLE 4: Performance on TwiBot-20 (229,573 accounts)

Preci- F1- AUC-
System sio::c Recall Score R OléC Latency (ms)
UNI-V 0.741 0.683 0.711 0.774 312
UNI-N 0.798 0.762 0.779 0.821 284
UNI-B 0.812 0.794 0.803 0.848 198
UNI-G 0.784 0.751 0.767 0.812 423
EARLY-
FUSION 0.841 0.823 0.832 0.881 894
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TABLE 5: System Output on Validation Profiles

Plat- F Ver-
Username a Intent U . e Human Review
form Score Score dict
Twit-
(@fake bot 999 tor bot_check 0.7252| 0.188| Fake No
techdeal - Twit- Gen-
@techdeals mar-| - Twit o check|  0.0500] 0.187] 9™ No
cus ter - uine

To evaluate the proposed framework rigorously, a structured set of baseline and
ablation systems was defined as summarised in Table 3. These range from four unimodal
systems that isolate individual agents, through static early and late fusion baselines, to
targeted ablation variants that selectively disable intent routing, confidence-weighted
fusion, the uncertainty gate, and the explainability module. Quantitative results on
TwiBot-20 across 229,573 accounts presented in Table 4 demonstrate that the proposed
framework achieves a Precision of 0.921, Recall of 0.906, F1-score 0of 0.913, and AUC-
ROC 0f 0.961, consistently outperforming all baselines and ablation variants. Notably,
removing intent routing alone causes a drop of 4.9 F1 points, confirming that dynamic
weight redistribution is the single largest contributor to performance gain. The practical
validity of these results is further supported by Table 5, which presents qualitative
verdicts on four real validation profiles spanning both platforms and all four intent types.
The system correctly identifies an automated Twitter account as Fake with a high fused
score, flags a suspected impersonation account as Suspicious triggering human review
due to elevated uncertainty, classifies a scam-pattern account appropriately, and assigns
a Genuine verdict to a legitimate travel profile with low uncertainty — demonstrating
that the framework performs consistently across diverse real-world detection scenarios.

CONCLUSION

Fake social media profiles aren't a new problem but the tools built to catch them
have, for a long time, been frustratingly limited. Most relied on a single type of data, or
used fixed weights that couldn't flex depending on what you were actually looking for.
This paper takes a different approach entirely. What's being proposed here is a multi-
agent framework where four specialised agents Vision, NLP, Behavioural, and Graph
work in concert, guided by an intent-driven orchestrator. And the orchestrator isn't just
traffic control. A lot of systems will force a verdict even when the evidence is shaky
which is arguably worse than admitting you don't know. Here, low-confidence signals
get downweighted automatically, and genuinely ambiguous cases get handed off to a
human reviewer instead of being shoved into a binary outcome. It's a smarter, more
honest design. Performance-wise, the numbers are convincing. The framework scored
0.913 on TwiBot-20 clearing the previous best graph-based method by 2.6 F1 points.
Full decision traceability through structured audit logs and readable moderator reports
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keeps everything aligned with EU AI Act Article 13. As automated moderation faces
more legal scrutiny, that's not a nice-to-have anymore.
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