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Abstract. Machine learning has become a widely used approach for malware 

detection due to its strong performance on benchmark datasets. However, in real-

world environments malware continuously evolves through the emergence of 

new malware families, obfuscation techniques, and behavioural modifications, 

which cause changes in the underlying data distribution. Such distribution shifts 

can significantly affect the generalization ability of machine learning models and 

often create a gap between laboratory evaluation results and real-world 

deployment performance. This paper investigates the impact of distribution shift 

on malware detectors built using static executable features. A Random Forest 

classifier is trained using the EMBER-2018 dataset, a large-scale dataset 

containing static features extracted from Windows Portable Executable (PE) 

files. The model is evaluated under three experimental settings: standard 

independent and identically distributed (IID) evaluation, mild distribution shift 

created using temporally separated training and testing data, and strong 

distribution shift simulated through artificial feature corruption. Experimental 

results show that although the model achieves near-perfect performance under 

IID conditions (ROC-AUC = 0.996), its performance degrades under mild 

distribution shift (ROC-AUC = 0.990) and significantly collapses under strong 

distribution shift (ROC-AUC = 0.700). To mitigate this degradation, a noise-

augmented training strategy is introduced, which improves robustness and 

increases the ROC-AUC to 0.780 under strong shift conditions. These findings 

demonstrate that benchmark accuracy alone is not a reliable indicator of real-

world malware detection performance and highlight the importance of evaluating 

detection systems under realistic distribution shift scenarios. 

Keywords: Machine learning, Generalization Modelling, Malware Detection, 

Data Analysis. 

1 Introduction 

 Malware poses a great risk to the current computing systems, individuals, organiza-

tions and infrastructure. Conventional signature-detection techniques find it very hard 

to keep up with the dynamic character of mal-ware, in which new forms can evade a 

set of rules that represent the pattern-matching rule-book very easily. Consequently, 

malware detection through machine learning has received significant attention because 
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it can acquire complex patterns through the input of data, and detect previously un-

known malware samples that were not covered by fixed signatures. 

Most malware detection systems run on machine learning are tested under the ideal 

conditions, with the training and testing data having the same distribution despite prom-

ising results being reported in many studies. These independent and identically distrib-

uted (IID) conditions normally give very high accuracy to the models and seem to be 

very reliable. Nonetheless, this type of evaluation environment does not reflect the ac-

tual deployment environment accurately, where malware keeps on developing to avoid 

detection mechanisms. New malware family, advanced obfuscation methods, as well 

as the evolution of the software ecosystem may cause the underlying data distribution 

to change significantly. This effect is usually known as distribution shift, and it may 

significantly achieve the performance of models trained on past data. 

Distribution shift is the most problematic issue in the context of malware detection spe-

cifically due to the existence of attempts by attackers to invoke countermeasures. Mal-

ware writers keep changing the code structure, behavior and appearance so as to evade 

the available classifiers. As a result, the model that is effective on previous datasets 

might not support this performance when faced with new malware samples. That gives 

an important research question: how far machine learning-based malware detectors can 

be generalized in cases where the underlying data distribution is different. 

The overall aim of this research is to explore the problem of distribution shift on 

malware detection systems relying on machine learning and objectively measure the 

degradation in the detection performance. Instead of introducing a new classifier, the 

work is devoted to the assessment of the generalization behavior of known models in 

realistic distribution shift conditions. The Random Forest classifier is a popular baseline 

model used to remove the impact of distribution shift on model architecture complexity. 

The experiments are carried out based on the EMBER-2018 dataset, comprising of the 

static features of the Windows Portable Executable (PE) files. Three assessment situa-

tions are taken into account. The first standard IID assessment is a test based on a ran-

dom division of the data. Second, a scenario of mild distribution shift is presented 

through the training and testing on temporally independent data splits. Third, the sce-

nario of strong distribution shift is simulated by corrupting test features artificially to 

simulate drastic changes due to obfuscation or feature drift. Comparisons of results ob-

tained in such settings are made to measure the generalization gap between the ideal 

laboratory conditions and more realistic deployment settings. 

2 Literature Review 

Malware detection has been heavily embraced to machine learning since it is capable 

of learning complicated patterns with the data and detecting threats that have never 

been seen before. The initial systems were predominantly signature-based, which are 

only useful in identifying known malware but inefficient in most cases where attackers 

update the existing samples. In order to address this shortcoming, numerous machine 

learning and deep learning-based malware detection models have been suggested and 

trained on benchmark datasets with many claiming very high accuracy. But in these 
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studies, the majority of them will assume that training and test data is identical and this 

is rarely the case in real world conditions. Abusnaina et al. [1] revealed the weakness 

of machine learning-based malware detection in the concept drift. Their findings re-

vealed that their models that are trained with historical data quickly become inaccurate 

as malware is evolved with time. Kan et al. [2] analyzed label-less drift adaptation and 

showed that, in case the underlying data distribution was switching and the labelling 

information was not evident malware detectors failed to sustain performance. Darem et 

al. [3] has suggested adaptive learning through sequence deep learning to address con-

cept drift, in which continuous model adaptation is highlighted to address evolving 

threats in dynamic environments. It was also demonstrated by Maillet and Marais [4] 

that even optimized deep learning models experience massive performance drop during 

concept drift, which necessitates drift-aware evaluation and training approaches. Ro-

bustness during adversarial and distribution shift conditions is also under broad study. 

Al-Dujaili et al. [5] have shown that machine learning-based detectors can be circum-

vented with minimal modifications to the original samples when adversarial modifica-

tion is done on malware. In their study, Wang et al. [6] examined intrusion detection 

systems in both adversarial and non-adversarial distribution shift and demonstrated that 

even natural changes of distribution can radically impact the detection results.  

Abusnaina [7] explored the resistance of malware detection models and discovered 

that most features used are weak to varying distributions. Doan et al. [8] demonstrated 

that Bayesian learned models are more successful in detecting adversarial malware, 

which implies that uncertainty-conscious learning may enhance the dependability of 

adversarial conditions. Recent studies have also investigated domain adaptation and 

domain generalization methods to solve distribution shift. Xiong et al. [9] developed a 

deep learning system in detecting Android malware through domain adaptation of var-

ious distributions. Shin et al. [10] were also interested in creating generalizable malware 

detectors in their studies and showed that the cross-domain malware detectors typically 

showed much worse performance compared to the within-domain malware detectors. 

Wang et al. [11] proposed the use of meta-learning to enhance domain generalization 

to develop malware classification. Whilst these techniques enhance robustness, they 

may depend on complicated structures, data augmentation or retraining, which is im-

practical to implement. Cybersecurity is not the only area where distribution shift is 

found.  

Roland et al. [12] demonstrated that domain shifts have a catastrophic impact on the 

reliability of machine learning systems in medical diagnosis, meaning that the issue is 

intrinsic to most of the areas of application. This confirms the hypothesis that when 

models are assessed in an IID, this gives them an overly optimistic impression of their 

practical performance. Even after these findings, most studies that investigate malware 

detection focus on high accuracy when conducting IID assessment. In the case of mal-

ware detection works on deep learning-based malware detection [13] and more broadly 

general machine learning-based malware detection, the benchmark results are fre-

quently emphasized without a thorough examination of how the models will act in the 

case of distribution shift. Chukwuani et al. [15] suggested real-time malware classifi-

cation systems but mostly based on classical evaluation procedures, without much em-

phasis on resiliency to changing data distributions. Based on the literature reviewed, it 
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is evident that concept drift, adversarial robustness and domain adaptation is studied, 

whereas the systematic analysis of the deterioration of performance due to the growing 

strength of distribution shift has not been conducted yet. From the reviewed literature, 

we observe majority of studies focus on two aspects of temporal drift or adversarial 

setting and rarely compares different levels of shift in a single experimental design. In 

addition, most robustness techniques are sophisticated and not easily applicable to prac-

tice. We fill this gap by offering a systematic analysis of generalization when presented 

with various levels of distribution shift when machine learning-based malware detec-

tion is involved. Rather than suggesting a new complex model, it concentrates on eval-

uation methodology and generalization behavior, and in a systematic manner, compares 

IID, mild shift and strong shift conditions in one setting and evaluates the extent to 

which simple robustness strategies can lessen the resultant generalization gap. 

3 Problem Definition 

The malware detection task formulated based on machine learning is defined as a 

binary classification problem where 𝑋 ∈ ℝ𝑑is the feature vector of each executable, 

and 𝑌 ∈ {0,1}, is the label of an executable, 0 corresponding to benign software, and 1 

to malware. An instance of a classifier would be to ask a user to specify a decision 

function 𝑓: 𝑋 → 𝑌, which learns a decision function based on samples generated by a 

training distribution 𝑃train(𝑋, 𝑌).The majority of the evaluation methods that have been 

developed are under the assumption that the training and testing data belong to the same 

distribution i.e. 𝑃train(𝑋, 𝑌) = 𝑃test(𝑋, 𝑌). In this IID assumption, data are split randomly 

into training and testing, and performance measurements of accuracy and ROC-AUC 

are considered to measure the generalization. Practically this is an unrealistic assump-

tion in malware detection. Evolution of malware takes place in terms of new families, 

code additions, and bypass techniques, which changes the statistics of the data that is 

being met in the deployment process. This causes the testing distribution to usually be 

different to the training distribution, causing distribution shift, which is 𝑃train(𝑋, 𝑌) ≠
𝑃test(𝑋, 𝑌). This change can be as a result of alterations in the feature distributions, al-

terations in the correlation of features and labels or deliberate alterations in the features 

to avoid detection.  

Our effort is to quantify the sensitivity of malware detection models to such altera-

tions in the data distribution. Instead of making the assumption that the conditions are 

stable, we assess the performance of these models as the difference between training 

and testing data grows. Performance on the IID test and performance on the distribution 

shift test is denoted by 𝑀IID and 𝑀shift  respectively. The generalization gap is given by 

the difference Δ = 𝑀IID − 𝑀shift and measures the reliability of a model when it be-

comes used in varying conditions. In order to evaluate this effect in a controlled way, 

three evaluation settings are characterized. The first one is the IID setting, in which 

both training and testing data are of the same distribution. The second one is a less 

severe shift system, in which the training and testing data are separated in time to show 

how malware changes naturally. The third one is a severe change setting, in which the 

test features are deliberately distorted by adding noise and removing features to mimic 
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drastic changes due to obfuscation or drift in features. Our aim is to apply a standard 

classifier to isolate the impact of distribution shift on generalization. Through testing 

the same model at more challenging conditions, we experiment up with an accurate 

quantification on how reliability diminishes as the data varies and whether simple ro-

bustness methods can alleviate this decline. 

4 Methodology 

The methodology comprises four primary aspects, including the baseline model, the 

design of distribution shift scenarios, strong distribution shift simulation, and the robust 

training strategy. 

4.1 Baseline Malware Detection Model 

We use Random Forest Classifier to detect baselines for the malware model. The 

randomly selected object is a Random Forest classifier because the model is highly 

effective with high-dimensional tabular data and finds extensive application in the 

study of malware detection. The classifier is comprised of a group of decision trees that 

vote on the eventual prediction, enhancing stability and minimizing overfitting. 

The executable files are each represented as a fixed feature vector derived out of 

Windows PE files. Such characteristics define statistical and structural attributes of ex-

ecutables, such as distributions of bytes, characteristics of sections, as well as attributes 

of headers. With labeled training samples, the model is learned to predict feature vec-

tors to binary labels of benign or malicious files. Experiments have fixed random seeds 

and default hyperparameters to provide reproducibility. 

4.2 Evaluation Settings 

Three assessment environments are outlined, which reflect progressively larger de-

grees of distribution discrepancy between training and evaluation data: 

1 IID Setting: In this case, training and testing samples are selected randomly and 

are based on the same dataset, which is the common case of evaluation bench-

mark. 

. 

2 Mild Distribution Shift: The source of training and testing data comes from a 

temporal partitioning of the dataset, which is equivalent to assuming malware 

evolution. 

. 

3 Strong Distribution Shift: Test stimuli are carefully manipulated to be very differ-

ent to the training stimuli, a case of extreme feature drift due to obfuscation or ar-

chitecture alteration. 

. 
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4.3 Strong Distribution Shift 

Strong distribution shift is emulated by changing the features of the test data. There 

are two transformations, which are: A randomly chosen batch of characteristics is dis-

turbed through the addition of Gaussian noise to model unreliable characteristic values 

induced by obfuscation or alterations in compilation behavior. The other group of fea-

tures is designated to zero as missing or unusable features. Where 𝑋test refers to the 

original test feature matrix. These transformations are then applied to create a corrupted 

version 𝑋shift  with labels being kept constant. This forms a testing distribution that 

highly varies with the training distribution. 

4.4 Robust Training Strategy 

In order to enhance strength, a noise-augmented training strategy is adopted. A training 

data is perturbed by introducing Gaussian noise to randomly chosen features. The re-

sulting noisy data is then added to the original training data to make an augmented 

training set. 

Random Forest model is trained on this augmented data in such a way that it is 

trained to learn decision boundaries that would not change easily when feature values 

vary slightly. This methodology does not involve extra labeled information and does 

not necessitate the modification of the architectural model. 

The strong model is tested in the three different settings IID, mild shift and strong 

shift and its performance is compared to the baseline model to measure the improve-

ments in generalization in the case of distribution shift. 

5 Experimental Setup 

5.1 Dataset 

Experiments are run on all experiments with EMBER-2018, which is a high-scale 

dataset of malware detection in its rest state. The dataset is in the form of feature vectors 

of Windows Portable Executable (PE) files whose values were decomposed through 

the use of static analysis. Each of the samples is modeled by 2,381 numerical charac-

teristics that reflect the statistical, structural and content-based features of executables, 

including the distributions of bytes, section attributes, and the information in the header. 

All the samples are identified as benign or malicious. 

The data is given in two major partitions such as a training partition and an exami-

nation partition, which are time disconnected. This renders this dataset very appropriate 

in the context of distribution shift research, since the training section can be considered 

older data and the testing section as newer section of data. Part of the training part is 

known as unknowns, and the samples in the training part are not used in any experi-

ment, to make sure that only test samples that are labeled as benign and malicious are 

used. 
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Following the elimination of unknown labels, the training set has an approximation 

of 600,000 samples whereas the test set has approximately 200,000 samples. The base-

lines and robust models are trained using the training set and the performance of the 

models is tested on the test set under mild distribution shift. In the case of IID evalua-

tion, the training set is randomly divided into a training and a validation subset. 

5.2 Data Preprocessing 

The EMBER dataset has all the characteristics that are numerical, and do not need 

categorical encoding. Training occurs prior to the separation of the label column and 

the feature matrix. Unknown samples are thrown out. There is no intricate feature en-

gineering done, since what is being studied in this work is the evaluation methodology 

and the generalization behavior and not feature design. 

To obtain strong training, a corrupted version of the training data is created by the 

introduction of Gaussian noise to randomly selected group of features. This noisy data 

is then added to the initial training data to create an augmented training set. Standard-

ized procedure of preprocessing is administered to all the experiments so that the com-

parison between a baseline and robust model can be fair. 

5.3 Evaluation Metrics 

Several standard classification metrics are used to assess model performance: they 

include accuracy, precision, recall and F1-score. Nevertheless, in most cases of mal-

ware detection, the classes are not balanced and the decision thresholds are not the 

same, the main measure applied in this research is Area Under the Receiver Operating 

Characteristic Curve (ROC-AUC).  

ROC-AUC is a metric that determines the model rating of the malicious samples to 

the benign ones at all potential thresholds and is commonly applied in security-related 

classification problems. In order to measure the impact of a distribution shift, the gen-

eralization gap is defined as the difference between IID evaluation performance and 

distribution shift performance. The greater the difference between the generalization, 

the greater is the sensitivity of the model to alterations in the data distribution and, 

consequently, the more unreliable the model is in changing settings.  

5.4 Evaluation Protocol 

During the experiments, three scenarios of evaluation are employed. Within the IID 

context, the purged training sample is randomly divided in training and validation com-

ponents in 80:20 proportion and the model are trained and evaluated on data that is 

selected under the same distribution. In the mild shift environment, the model is trained 

using the purged training split and evaluated using the temporally discontinued test 

split, which is indicative of malware naturally changing with time. Under the strong 

shift condition, the initial test feature matrix is deliberately altered through noise addi-

tion to a group of features and zero setting of a different group of features. A simulation 

of extreme obfuscation and feature drift is then performed using this corrupted dataset 
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to assess the trained model. The Baseline and robust model are tested in all three sce-

narios using the same protocol and direct comparison of their generalization behavior 

is enabled. All the experiments are done in Python and standard machine learning li-

braries are used. Data splits and noise creation steps have a fixed random seed, so that 

results could be reproducible. 

6 Results and Analysis 

6.1 Performance Under IID Setting 

Under IID setting, performance is expected to be constrained by time as demon-

strated below:  

Within IID environment, both training and testing data are through the same distri-

bution with random split data. This is the typical benchmark assessment situation. The 

baseline model has a very high performance of about 97 percent and ROC-AUC value 

of 0.996. Precision, recall, and F1-score are also almost equal to 0.97, which means a 

high ability to discriminate between malware and benign files. The strong model 

demonstrates almost the same performance in the case of IID, which proves that ro-

bustness training has no negative effect on performance in the absence of a distribution 

shift. 

Table 1.  IID Performance Comparison 

Model Accuracy Precision 
Re-

call 

F1-

score 
ROC-AUC

Base-

line 
0.97 0.97 0.97 0.97 0.996 

Robust 0.97 0.97 0.97 0.97 0.996 

6.2 Performance Under Mild Distribution Shift 

Performance in the case of mild distribution shift. In mild shift case, the model is 

trained with older data and tested with newer data, which imitates the evolution of mal-

ware in the natural condition. The small performance of the baseline model is reflected 

in the decline in the accuracy to approximately 95 percent and ROC-AUC to 0.990. 

This means that slight modifications in the features of malware decrease generalization. 

The strong model works a little better with the accuracy of approximately 96% and 

ROC-AUC of 0.991. This demonstrates that noise-enhanced training is more stable in 

the case of moderately changed data. 
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Table 2.  Shifted Distribution Performance (Mild Shift) 

Model Shift Type Accuracy F1-score ROC-AUC

Baseline Mild 0.95 0.95 0.990 

Robust Mild 0.96 0.96 0.991 

6.3 Performance Under Strong Distribution Shift 

Strong simulates extreme drift in features introduced by extreme obfuscation or sig-

nificant malware advancement. In this setting the base model fails and has an accuracy 

of approximately 62 percent and ROC-AUC of 0.700. This demonstrates that the base 

is strongly dependent on delicate features patterns. The strong model works much better 

as accuracy is improved to approximately 68% and ROC-AUC is 0.780 which demon-

strates that robust training adversely impacts sensitivity to extreme distribution shifts. 

Table 3.  Shifted Distribution Performance (Strong Shift) 

Model Shift Type Accuracy F1-score ROC-AUC

Baseline Strong 0.62 0.60 0.700 

Robust Strong 0.68 0.67 0.780 

6.4 Generalization Gap Analysis 

Generalization gap is used to measure performance degradation during IID to shifted 

conditions. In the case of the baseline model, the drop in ROC-AUC is 0.996 to 0.700 

with the difference of 0.296. In the case of the strong model, the ROC-AUC of 0.996 

(IID) decreases to 0.780 with a difference of 0.216. This indicates that strong training 

lessens the generalization difference by an enormous proportion. 

Model IID 

ROC-AUC 

Mild Shift 

ROC-AUC 

Strong Shift 

ROC-AUC 

Gap  

(IID →

Strong) 

Baseline 0.996 0.990 0.700 0.296 

Robust 0.996 0.991 0.780 0.216 
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6.5  ROC Curve Analysis 

 

Fig. 1.  ROC curve under IID setting for the baseline model 

ROC curves are plots which show the separation efficiency of malware and benign 

files of the models at varying thresholds. The baseline model in the IID testing shown 

in Fig. 1 has a high AUC of 0.996 and the discrimination process is almost perfect. 

 

Fig. 2.  ROC curves under mild distribution shift comparing baseline and robust model. 

In a situation of mild distribution shift, performance is slightly degraded. Fig. 2 

demonstrates that with a robust model, AUC = 0.991 is obtained, whereas in Fig. 2, the 

baseline model yields AUC = 0.990, which is more stable. 
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Fig. 3.  ROC curves under strong distribution shift comparing baseline and robust model 

Fig. 3. ROC curves at strong distribution shift between the baseline and robust 

model. In extreme distribution shift, the performance is terrible. In Fig. 3, the baseline 

model declines to AUC = 0.700 whereas the robust model advances to AUC = 0.780, 

which is a clear indication of the advantage of robustness training. 

7 Future Work 

Future research in this topic can be done by including other model families (gradient 

boosting, deep neural networks, hybrid architecture) should also be tested to reach a 

conclusion on whether various classifiers are more or less sensitive to distribution shift. 

Second, more powerful and more realistic shift scenarios can be generated with real 

obfuscation tools or malware packing methods rather than feigned features corruption. 

Third, further enhancement of generalization in the changing threat environment can 

be investigated based on various advanced techniques of robustness and adaptation, 

such as domain adaptation, continual learning, and uncertainty-sensitive learning. The 

following guidelines will make malware detection systems closer to the real-life imple-

mentation. 

8 Conclusion 

The current study examined generalization in distribution shift in machine learning-

based malware detection. Applying the EMBER-2018 dataset and the Random Forest 

classifier, the performance of the models was very high when the data were evaluated 
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by using IID but when the data distribution is altered, the degradation of the model 

becomes obvious. A small amount of distribution shift resulted in a significant loss in 

performance and overwhelming amount of distribution shift resulted in a complete fail-

ure, proving that benchmark accuracy is not a clear predictor of actual performance. It 

proposed a basic robustness approach that is based on noise-augmented training that 

was demonstrated to make strong-shift performance much better, which grows ROC-

AUC by a factor of 0.700 to 0.780. These results indicate that training with realistic 

evaluation protocols and robustness awareness is prerequisite to development of relia-

ble malware detection systems in changing environments. 
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