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Abstract. The landscape of cybercrime in the digital age has significantly
changed due to the rapid development ofartificial intelligence (AI). Novel crim-
inal paradigms, including automated hacks, deepfake-based deceptions, algorith-
mic manipulations, and extensive data exploitation, have emerged as a result of
Al-driven technologies. These developments put pressure on established legal
frameworks, which were designed to address classic cyberthreats. The regulatory
obstacles to controlling AI and cybercrime within Indonesia's criminal law sys-
tem are examined in this study. It examines current laws on cybercrime, digital
oversight, and emerging Al technologies using a normative juridical approach
with statutory and conceptual lenses. The analysis incorporates perspectives from
academics such as Luciano Floridi and Lawrence Lessig, who highlight the in-
creasing influence of digital architectures and algorithms over human behavior
and legal accountability. The findings show that Indonesia's current legislative
framework, particularly those pertaining to electronic information and transac-
tions, is insufficient to handle the complexities of cybercrime driven by artificial
intelligence. There are still significant gaps in defining criminal responsibility,
assigning blame for algorithmic choices, and addressing international digital vi-
olations. Therefore, in order to create robust regulatory frameworks that are sen-
sitive to the dynamic nature of cybercrime in the context of Al spread, criminal
law reform is essential.
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1 Introduction

The quick development of artificial intelligence (AI) has drastically changed the dy-
namics of cybercrime by making it possible for more complex, automated, and wide-
spread types of digital crime, such as deepfake-based fraud, large-scale personal data
exploitation, Al-assisted hacking, and algorithmically driven disinformation campaigns
[1]. These innovationsraise difficult issues about purpose, causality,and the distribu-
tion of liability in human-machine interactions because they put pressure on established
criminal law concepts that were created for human-centered behavior and traditional
cyber offenses in many countries [2]. This conflict is especially evident in the area of
cybercrime within the Indonesian legal system, where Al is being utilized more and
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more to both commit crimes and assist law enforcement, but the underlying regulatory
framework is still disjointed and only partially responsive to concerns unique to Al [3].

The Law on Electronic Information and Transactions (Undang-Undang Informasi
dan TransaksiElektronik, UU ITE) and its implem enting regulations, which are Indo-
nesia's principal cyber-related legal instruments, were drafted in response to early-gen-
eration cyberthreats like online defamation, data interference, and unauthorized access
[4]. While these provisions offera fundamentallegal framework for combating cyber-
crime, they do not fully account for Al-driven harms like deepfakes created by Al,
autonomous malware, and sophisticated algorithmic systems whose outputs could
cause serious harm without direct or ongoing human control[5]. Therefore, there are
still significant gaps in the identification of the pertinent subject of criminal liability,
the attribution of culpability to Al system developers, providers, and users, and the
handling of cross-border, platform-based offenses that are enabled by globally dis-
persed digital infrastructures [6].

The emergence of Al and algorithmic systems calls into question long-held beliefs
about how the law governs behavior, according to current theoretical discussions in
cyber law and digital ethics. The regulatory potential of digital architecture and soft-
ware design is highlighted by Lessig's concept that "codeis law," which contends that
technical artifacts can serve as normative restraints on par with or even more success-
fully than formal legal regulations [7]. Simultaneously, Floridi's research on infor-
mation ethics and Al governance highlights the necessity of accountability frameworks
thatacknowledge the multi-layered nature of responsibility in socio-technical systems,
where human a gents, institutions, and autonomous or semi-autonomous systems inter-
act in intricate ways [8]. These viewpoints offer a helpful conceptual framework for
examiningIndonesia's present strategy for combating Al-related cybercrime, which fre-
quently relies on general laws while the underlying social and technological realities
change quickly [9].

The current legal structure does not yet offer sufficient legal certainty or efficient
accountability mechanisms for Al-based offenses, as recent Indonesian scholarship on
Al, cybercrime, and criminal responsibility has started to map these issues more me-
thodically [3]. Studies on criminal culpability for the use of Al in Indonesia contend
thatas Al is an electronic system, it cannotberegarded as a traditional legal topic and
thatthose who create, implement, or run Al systemsare still primarily responsible [1].
Additional studies on Al and criminal law reform emphasize howurgent it is to update
cybercrime laws in order to make it clearer who is responsible for what, improve the
definitions of offenses,and create more flexible legal guidelines forcrimes enabled by
Al [10]. At the same time, comparative studies with the EU and new evaluations of
Indonesian cybercrime policy in the context of Al abuse showhow risk-based and tech-
nology-sensitive approachesshould guide future changes to Indonesia's criminal code
[91.

In light of this, this paperexplores the difficulties in regulating cybercrime and arti-
ficial intelligence within Indonesia's criminal justice system and makesthe case forthe
need for conceptually sound and technologically advanced criminal law reform. The
study examines current Indonesian rules on cybercrime, digital governance, and Al -
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related activities using a normative juridical method ology with a statutory and concep-
tual approach. It then places these regulations within larger theoretical discussions on
digital regulation and Al governance [4]. The ultimate goalis to develop fundamental
ideasand strategies for criminal law reform that can betteraddress Indonesia's changing
Al-driven cybercrime landscape, bolster legal accountability and certainty, and im-
prove the criminal justice system's ability to adapt to new technological advancements.

2 Literature Review

In modern legal study, both internationally and in Indonesia, the connection between
artificial intelligence and cybercrime has grown in importance. Early research on cy-
bercrime and criminal law in the Al era highlights how Al canbe used to perform in-
creasingly sophisticated and automated cybercrimes as well as to improve cybersecu-
rity. These studies highlight how Al-driven cybercrime exposes the limitations of cur-
rent doctrinal and regulatory approaches by challenging traditional criminal law ideas
based on direct human activity, individual perpetrators, and territorially confined of-
fenses [9].

The implications of Al on criminal law policy and cybercrime regulation are the
subjectof anincreasing amount of Indonesianscholarship. The Electronic Information
and Transactions Law (UU ITE) is currently insufficient to address developing Al-
related threats, notably autonomous or semi-autonomous forms of digitalharm, accord-
ing to Novrianto's review of Indonesia's criminal law strategy on Al-based crimes [4].
In addition to recommending the creation of specific legislation on Al to supplement
current cybercrime rules, his report highlights flaws in the definitions of offenses, the
extent of regulated action, and the distribution of criminal liability [4]. In addition, Sen-
jaya and others contend that Al-based cybercrimesreveal a more widespread "crisis of
criminal responsibility" in Indonesian law since current paradigms that focus on indi-
vidual offenders and traditional intent are becoming less and less equipped to account
for digitally mediated wrongdoing [11].

The issue of criminal culpability forthe use of Al in Indonesia is the subject of other
studies. According to Purnomo's normative legal research, Al cannotberegarded as an
autonomous legal subject within the current Indonesian criminal law framework since
it lacks moralblameworthiness, willpower, and an awarenessofnorms [1]. As a result,
naturalandlegal persons who create, manage,and implement Al systems are nonethe-
less held accountable, which presents complex issues regarding the allocation of culpa-
bility amongdevelopers, system providers, and end users [1].

Related research on the lack of criminal accountability standards for Al further em-
phasizesthatthe lack of clear regulations regarding Al asa source of risk and an object
ofregulation createslegal uncertainty, especially when Al systems operate with a high
degree of autonomy orhave unintended negative consequences [12]. Accordingto these
studies, Indonesia has a normative gap when it comes to determining who should be
held responsible and under what circumstances when Al systems are connected to crim-
inal activity [1].
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However, Indonesian literature on the legal ramifications of Al for digital rights and
personaldata security expands the conversation beyond principles of criminal law. The
application of Al in industries like finance, governance, and digital services increases
therisks of widespread data misuse, profiling, and privacy violations,accordingto anal
yses of Al and personaldata protection. This puts pressure on regulatory tools like the
Personal Data Protection Law (UU PDP) [13]. These studies emphasize thata sectoral,
compartmentalized approach is insufficient to address the cross-cutting nature of Al
threats and that Al-related harms frequently appear as a continuum of administrative,
civil, and criminal wrongs [13]. The results support the claim thatany changesto Indo-
nesia's criminal code pertaining to Al and cybercrime must be coordinated with more
comprehensive frameworks on digital governance,consumer protection, and data pro-
tection [13].

An essential conceptual framework for these Indonesian discussions is provided by
theoreticaland internationalliterature. Digital architectures, including Al and algorith-
mic systems, are framed by Lessig's seminal concept that "code is law" as regulatory
frameworksthat,along with laws, markets,and social conventions, shape and regulate
behavior[7]. This viewpoint hasbeen used extensively to explain how design, default
settings, and technical affordances allow Al systems to successfully govern users and
embed normative choices [7]. Simultaneously, Floridi and otherscholars of information
ethics have created frameworks for the governance of Al that emphasize the necessity
of "soft ethics" and layered accountability mechanisms to supplement hard law, partic-
ularly in situations where traditional legal categories fall behind technological com-
plexity [14]. These theoretical approaches have started to be used in Indonesian legal
academia to support the idea that criminal law reform in the context of Al should ad-
dress the design and governance of digital architectures as well as modify the defini-
tions and penalties of offenses [5].

In order to address Al-driven cybercrime in a more methodicaland technologically
aware way,nationalcriminallaw must be reformed, accordingto recent Indonesian and
comparative studies. The fragmentation of current rules, the absence of precise stand-
ards on Al safety and transparency, and the poorintegration between criminal law and
sectoral regulations are all highlighted in works on cybersecurity and Al regulation in
Indonesia [3]. To ensure effective enforcement and legal clarity, research on cyber-
crime law reform including evaluations of Al misuse and comparisons to European
Union approaches suggests that risk-based regulation, more precise attribution regula-
tions, and updated evidentiary standards are required [15]. These conclusions are sup-
ported by more recent research on "cyber crime and criminal law in the era of Al,"
which emphasizes the necessity of elucidating the legal status and responsibilities of Al
within the nationalcriminal law system and suggests doctrinal and policy avenues for
future change [16].

When considered collectively, the literature shows that: (i) Al increases the scope
and complexity of cybercrime; (ii) Al-specific risks havenotyetbeen fully anticipated
by Indonesian positive law, especially UU ITE and related instruments; (iii) there is a
substantialnormative gap regardingthe attribution of criminal liability for conduct me-
diated by AI; and (iv) theoretical insights on code, architecture, and Al governance
offer helpful guidance for creating more flexible and cohesive criminal law reforms.
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By methodically analyzinghow Indonesia's criminal code might be changed to combat
Al-driven cybercrime, this paper places itself inside these discussions by referencing
both domestic research and foreign theoretical contributions.

3 Methodology

In order to analyze law as a normative system made up of norms, principles, and doc-
trines, this study uses the normative juridical technique, which is frequently employed
in Indonesian legalstudies. This viewpoint approacheslawasdas sollen ratherthan das
sein, so the main emphasis is on the internal coherence, systematic structure, and nor-
mative consequences of positive legal norms rather than empirical conduct or social
practices [17]. Given thatthe primary goals of this study are to evaluate the effective-
ness of current Indonesian rules in combating Al-driven cybercrime and to develop
recommendations for criminal law reform, the selection of a normative juridical ap-
proachis appropriate [18].

This study's primary analytical frameworks are a statutory approach and a concep-
tualapproach,both of which are in line with the normative juridical tradition. The Law
on Electronic Information and Transactions (UU ITE), its amendments, implementing
regulations, sectorallegislation, and otherpertinent legal instruments governing cyber-
crime, electronic information and transactions, personaldata protection,and related as-
pects of digital governance in Indonesia are examined usingthe statutory approach [19].
By using this method, the research methodically determines the extent of regulation,
important legal definitions, offense definitions, and sanction structures, as well aspos-
sible normative gaps, overlaps, and inconsistencies with regard to Al-based behavior
[15]. The examination also takes into account how well or poorly these statutory pro-
visions reflect current advancements in Al technology and cybercrime enabled by Al
[31-

Artificial intelligence, cybercrime, criminal responsibility, mens rea, autonomy, and
accountability are just a few of the legal and theoretical conceptsthatare crucial to the
topics under study and are clarified and critically evaluated using the conceptual
method. According to Indonesian conceptual legal research, this method examines
terms' meaning, structure, and significance for legal reasoning and regulation design
rather than just describing them [20]. In order to place Indonesian law within larger
scholarly discussions, the research engages with both Indonesian and internationaldoc-
trinal and theoretical literature, including works on information ethics and Al govern-
ance as well as classic theories on the regulatory role of code and digital architecture
[14]. A moreaccurate and logical framework for evaluatinghow the Indonesian crimi-
nal justice system should handle Al-driven cybercrime is constructed using this con-
ceptualapproach [21].

This study uses primary, secondary,and tertiary legal literature as its sources. Leg-
islation, government rules, and other legally binding documents pertaining to cyber-
crime, electronic information and transactions, personal data protection, and criminal
procedure in Indonesia are examples of primary legal resources [19]. Academic books,
journal articles, research papers, and policy documents that address Al, cybercrime,
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criminal culpability, and legal reform in Indonesia and othercomparable countries are
examples of secondary legal materials. Legal dictionaries, encyclopedias,and reliable
online databases are examples of tertiary legal resources that are used to promote ter-
minology clarification and cross-check interpretations of importantideas[17]. By me-
thodically locating, choosing, and evaluatingpertinent legal textsand scholarly works
from libraries, official government websites, and reliable academic databases like
Google Scholar and journalportals,data is gathered through literature study and docu-
ment analysis. Qualitative normative analysis is the method of analysis employed in
this study. The gathered legal resources are first arranged and categorized using topical
categories, such asmodels of criminal law reform, forms of Al-driven cybercrime, reg-
ulatory scope of Al, and attribution of criminal liability [22].

The consistency, adequacy, and policy orientation of the current regula tory frame-
work arethen assessed by interpreting the materials using legal reasoning, particularly
systematic, teleological, and comparative interpretations [20]. In order to demonstrate
alternative regulatory models for Al and cybercrime that could guide Indonesian legal
change, the study also, when appropriate, draws on comparative lessons from foreign
and international instruments [15]. The analysis's findings are given in a descriptive-
analyticalstyle that combines normative reasoning, critical evaluation,andpositive law
exposition to suggest guidelines and principles for Indonesia's criminal law reform in
response to Al-driven cybercrime [9].

4 Discussion

4.1 Limitations of Indonesia’s Existing Cybercrime Framework for AI-Driven
Offences

The Electronic Information and Transactions Law (UU ITE) and its implementing reg-
ulations serve asthe foundation forIndonesia's current cybercrime law, which was writ-
ten with an emphasis on traditional cybercrimes like online defamation, data interfer-
ence, and unauthorized access rather than risks unique to artificial intelligence [15].
The normative framework of UU ITE is more appropriate fortraditionaltypes of hack-
ing, data theft, and online fraud than for autonomous or semi-autonomous Al-driven
operations since it requires direct human supervision over the relevant conduct,as mul-
tiple studies have demonstrated [15]. When Al systems produce dangerous outputs like
deepfakes, automated phishing, or self-learning malware without constant human in-
volvement at the time the harm manifests, this results in a structural mismatch [3].
This mismatch leads to substantial normative gaps in the definition and scope of
offenses,accordingto research on Al-based cybercrime in Indonesia. Forinstance, Pak-
pahan'sanalysis of cybercrime laws pertaining to Al misuse finds that current regula-
tions do not specifically acknowledge Al-generated content and autonomous Al behav-
ior as separate regulatory objects, creating ambiguity regarding whether specific Al-
mediated harms are covered by current offence formulations [15]. Similar to this, Ang-
graeny's work on the urgency of cybercrime law reform demonstrates that UU ITE is
still fragmented and reactive, handling problems one at a time rather than offeringa
cogent, forward-looking framework forthreats associated with Al. As a result, in order
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to classify Al-mediated behaviorwithin standard offense categories, law enforcement
officials must "stretch" established norms or rely on analogical reasoning, which may
jeopardize legal certainty and the legality principle [9].

The restriction is especially evident when cross-border Al-driven cybercrime is in-
volved. While Indonesian lawis still founded on territorial concepts of jurisdiction and
infrastructure-based links, Al systems can be deployed in one jurisdiction, hosted in
another, and harm many others at the same time. Many civil law systems, including
Indonesia, have not yet completely adapted their cooperation and jurisdictional pro-
cesses to therealities of global, platform-based Al operations,accordingto comparative
studies on criminal responsibility for Al-based cybercrime. In actuality, this means that
technical, institutional, and jurisdictional constraints not fully foreseen by the current
regulatory framework frequently limit the ability to investigate, attribute, and punish
Al-related offenses, even in cases when harm occurs within Indonesia [23].

4.2  The Crisis of Criminal Responsibility in AI-Related Cybercrime

The challenge of assigning criminal responsibility for Al-driven cybercrime is one of
the main problems mentioned in the introduction. As a result of the conflict between
conventionalfault-based doctrines and the technological features of Al, Indonesian re-
search is increasingly characterizing this as a "crisis of criminal responsibility” [24]
According to Purnomo's research on criminal liability for Al use in Indonesia, the cur-
rent framework treats Al only as an electronic system or tool rather than asa separnate
legal entity with criminal accountability. Therefore, even when the negative result is
partially caused by autonomous system behavior or intricate machine learning pro-
cesses, human developers, operators, or users who design, program, or install Al sys-
tems are held accountable [1].

When Al systems function in ways that are opaque, unpredictable, or substantially
disconnected from the original human input, this human-centered concept of liability
becomes problematic. According to studies on the lack of Al criminal accountability
standards, it is challenging to fit the resulting harm into the traditional concepts of intent
(dolus), negligence (culpa), and causation as understood in Indonesian criminal law
when Al operates with a high degree of autonomy orproduces emergent behavior. Both
offenders and victims may have legal confusion as a result of the lack of clear guide-
lines aboutthe distribution of liability in such circumstances, which may lead to gaps
where no party may be held completely liable under current doctrines [12].

Several potential models to address this dilemma are suggested by recent doctrinal
work on the legal culpability of Al in criminal law. Some authors support a more so-
phisticated human-centered strategy that combines classic fault-based liability with
ideas like strict liability for high-risk Al operations, vicarious liability, or risk manage-
ment duties placed on developers and operators. Others propose investigating restricted
functionalor "quasi-subject" status for Al in particularregulatory circumstances, not to
grant Al full legal personhood but ratherto better organize accountability and insurance
mechanisms [25].
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Nonetheless, the majority of Indonesian observers concur that the current lack of
precise normative guidelines on Al's place in the criminal law system causes inconsist-
encies in reality, with prosecutors and judges coming up with solutions on a case-by-
case basis [26]. This supports the claim that explicit legislative action is necessary to
address the criminal culpability dilemma in Al-related cybercrime rather than relying
just oncase law [27].

4.3  Digital Architecture, “Code as Law,” and the Limits of Existing Regulatory
Paradigms

Additionally, theoretical stances that stress the regulatory function of algorithmic sys-
tems and digital architecture were stressed in the introduction. In addition to formal
legal regulations, markets,and social norms, Lessig's well-known theory that "code is
law" views software design, platform architecture, and Al models as regulatory tools
thatinfluence and limit behavior. This implies that many pertinent "choices" regarding
whatis feasible, acceptable, or avoidable in the context of Al-driven cybercrime are
integrated into the development and implementation of Al systems rather than being
solely foundin legal documents [7]. Building on this understanding, Floridi and other
information ethics experts contend that multi-layered accountability systems that incor-
porate organizational rules, legal norms, and technical standards are necessary for ef-
fective Al governance [14].

The traditional"codeis law" approach, however, has limitations in the era of sophis-
ticated deep learning systems and generative Al, according to more recent research on
Al governance. Judge and colleagues contend that behavior cannot be fully specified
or controlled ex ante through code alone for opaque, data-driven models, undermining
the notion that legal requirements can be easily converted into technical limitations.
Becauseit is frequently impossible to link errors to specific code-level decisions or to
prove complete compliance with normative specifications, the "black box" nature of
modern Al hampers regulatory tactics that mainly rely on specification, auditing, and
testing. This suggests that any attempt to control Al-driven criminality in Indonesia
through design-based duties or ex post criminal fines is likely to be ineffective and
reactive [28].

Indonesian legal study is starting to be influenced by these theoretical discussions.
The existing framework does not systematically incorporate architecture-based regula-
tion, such as technicalnorms for Al safety,transparency,or logging, into the criminal
law response to Al-related offenses, according to authors discussing cybersecurity and
Al legislation in Indonesia. Rather,the heart of regulation continues to be centered on
human actors and ex post punishments, with architecture and code being viewed pri-
marily asevidential or operationalissues. This suggests thata more integrated strategy
integrating criminal law, regulatory norms, and technical governance mechanisms is
required because thereis a gap between how Al systems really structure cyber risk and
how the law conceptualizes control and responsibility [3].
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4.4 Directions for Criminal Law Reform in Indonesia

The need for comprehensive criminal law change to combat Al-driven cybercrime is
becomingmore widely acknowledged in Indonesian academics due to these constraints
and doctrinal conflicts. According to studies on theurgency of cybercrime law reform,
it is crucial to update UU ITE and related provisions in order to establish distinct lia-
bility regimes for differentactorsin the Al lifecycle (developers, providers, deployers,
and users), provide clear attribution rules, and improve offense definitions to cover
harms caused by Al [9]. The benefits of a more structured, risk-based approach that
categorizes Al applications based on their degree of risk and adjustsregulatory obliga-
tions accordingly including in the criminal law domain forhigh-risk or prohibited prac-
tices are highlighted by Pakpahan's comparison with the European Union [15].

Simultaneously, current research on Al's legal liability in criminal law suggests a
hybrid paradigm that blendsrisk-based and preventive regulation with human-centered
criminal culpability. Criminal law would continue to target corporate and human actors
under such a model, but it would be supplemented by regulatory tools that impose ex
ante responsibilities of care, security, and transparency on those who create and imple-
ment Al systems that pose serious cyber dangers. In addition to encouraging improved
risk management and compliance, violations of these obligations may result in criminal
culpability in situationsinvolving significant harm [14]. Floridi's proposalto combine
hard law with "soft ethics" and governance tools is in line with this strategy, which
acknowledges that while law cannot completely regulate sophisticated Al systems, it
may shapeincentives and accountability in the larger socio-technical context [28].

Additionally, a number of scholars stress that broader reforms in data protection,
consumer protection,and digital governance should be synchronized with criminal law
reform. Siloed reforms are unsuccessfulbecause Al-related harms frequently cross ad-
ministrative, civil, and criminal domains, according to research on the legal implica-
tions of Al for personal data protection in Indonesia. A more complete and cohesive
response to Al-driven cyber dangers could be achieved by upgrading the criminal law
framework and incorporating Al considerations into sectoral regulations and the Per-
sonalData Protection Law (UU PDP) [29]. In order to restore legal certainty and guar-
antee sufficient victim protection, doctrinal work on the lack of Al accountability nomms
emphasizes the need for explicit legislative clarification of Al's place in the criminal
law subject system, whether as an object of regulation, a risk-generating system, or a
limited "quasi-subject" for allocation purposes [27].

This study backsthe idea that Indonesia should adopta more comprehensive, risk -
aware, and technologically advanced model of criminal law regulation for Al-driven
cybercrime in light of these discussions. Incorporating Al-generated and Al-mediated
harmsinto the scope and content of cybercrime offenses; establishing clear guidelines
for assigning liability to corporateand human actorsinvolved in the Al lifecycle; inte-
grating risk-based and architecture-based regulatory tools to supplement ex post crim-
inal sanctions; and harmonizing criminal law reforms with data protection and digital
governance frameworksare all possible under such a model [30].

These guidelines explicitly address the issues raised in the introduction: the need for
adaptive criminal law reform in the age of artificial intelligence, the shortcomings of
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the current legal framework, and the crisis of criminal liability in Al-related offenses
[30].

5 Conclusion and Recommendation

The study comesto the conclusion that the complexity of Al-driven cybercrime has not
been adequately anticipated by Indonesia's current criminal law framework, especially
the clauses found in UU ITE and related regulations. Conceptually, autonomous or
semi-autonomous Al systems, cross-border digital architectures, and opaque algorith-
mic decision-making are difficult to integrate under current criminal liability doctrines
based on direct human action, clear intent, and territorially bounded offenses. As a re-
sult, there is a "crisis of criminal responsibility" wherein inventors, providers, deploy-
ers, and users of Al may not be held accountable, and the technology itself is not
acknowledged as a legal subject but has the potentialto cause or facilitate serious ham.
However, there is a disconnect between how Al builds cyberthreatsand howlaw views
control and accountability since the regulatory role of digital architecture and "code" is
not methodically incorporated into criminallaw policy. Overall, the study demonstrates
that in the absence of focused reform, Indonesia runs the risk of expanding doctrinal
and regulatory gapsthat compromise victim protection, legal clarity, and the preventa-
tive role of criminal law in the age of artificial intelligence.

Inresponse, the research suggests a number of specific actions for Indonesian crim-
inal code reform. In order to clearly identify Al-generated and Al-mediated behavior
within cybercrime offence formulations, such as deepfakes, autonomous malware, and
algorithmic manipulation, UU ITE and related criminal provisions should be amended.
This would also provide clear guidelines for assigning liability to corporate and human
actors throughout the Al lifecycle. Second, forhigh-risk Al systems whose failure could
cause significant cyber harms, a risk-based regulatory approach should be implemented
that imposes increased duties of care, transparency, security, and tracking. Violations
of these duties can, when appropriate, establish criminal Lability. Third, in order to
ensure consistency between penalties for Al-related privacy and data abuses and more
general cybercrime standards, criminal law reform should be integrated with data pro-
tection and digital governance tools. Lastly, in order to operationalize these reforms
and guarantee thatthe criminal justice system can effectively and consistently respond
to Al-driven cybercrime, Indonesia should develop technical and institutional capact
ties such asspecialized cybercrime and Al units, forensic standards for Al systems, and
guidelines for prosecutors and judges.
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