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Abstract. This article investigates the interplay between data privacy, Big Data,
and public health within the framework of Indonesian legislation, specifically
focusing on the implications of the Health Law and the Personal Data Protection
Law. This analysis elucidates the paramount importance of managing patient data
in accordance with legal standards while ensuring the safeguarding of personal
information in the era of Big Data analytics. The discussion delineates the rights
of data subjects, emphasizing their capacity to pursue redress through established
dispute resolution mechanisms outlined in the Personal Data Protection Law.
Furthermore, the paper examines the obligations of healthcare providers in
protecting personal data amidst the challenges posed by Big Data utilization and
the potential legal ramifications of non-compliance. Through a comprehensive
review of case studies and contemporary practices, this article aims to elucidate
the challenges and opportunities inherent in the implementation of effective data
privacy measures within the healthcare sector. Ultimately, this analysis advocates
for a balanced approach that fosters innovation in public health through Big Data
while concurrently upholding the fundamental rights of individuals regarding
their personal data.
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Introduction

Health as an Investment of Sustainable National Growth

! Master of Law, Faculty of Law, Gadjah Mada University (Jakarta Campus), Indonesia
2 Master of Law, Faculty of Law, Gadjah Mada University (Jakarta Campus), Indonesia

Health is one of the strategic sectors that determines the quality of human resources and
makes a significant contribution to national development [1]. This is affirmed in Article
1 of Law Number 17 of 2023 on Health (“Health Law”), which defines health as a
condition that reflects an individual's complete physical, mental, and social well-being,
and not merely the absence of disease or infirmity, thereby enabling individuals to live
productively. In this context, health is regarded as a fundamental human need, the
presence of which is crucial in determining one’s quality of life and capacity to actively
participate in social life and development [2].
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Without optimal health conditions, the attainment of higher education or mastery of
advanced technology may not be fully leveraged to enhance individual productivity.
Therefore, a high level of public health is regarded as a strategic investment in the
development of human resources capable of contributing both socially and
economically [3].

A high standard of public health is a critical prerequisite for poverty alleviation,
economic growth, and the realization of sustainable economic development. Historical
evidence demonstrates that many countries’ success in achieving rapid economic
growth has often been preceded by significant advancements in public health, such as
disease control and improved nutritional status. Conversely, countries grappling with
serious public health challenges tend to face greater obstacles in attaining stable and
sustainable economic growth compared to those with more favorable public health
conditions [4].

Considering health's pivotal role in national development, it is imperative to
acknowledge that a central aim of the national health system is to guarantee the
provision of high-quality healthcare services that are accessible to all members of
society on an equitable basis [4].

1.2 Challenges in Health Policy in Indonesia

The formulation of public policy is one of the key instruments used by the government
to address various issues faced by society. Ideally, public policies should be developed
based on robust scientific evidence. However, in practice, evidence-based policy
approaches often do not function optimally, partly due to limited access to relevant and
accurate scientific data [5]. This challenge becomes even more complex in the context
of Indonesia, which is facing demographic changes and a triple health burden: high
rates of infectious diseases, increasing prevalence of non-communicable diseases, and
the resurgence of diseases that were previously under control. This situation presents a
particular obstacle for the government in formulating effective and sustainable health
policies. As a result, the policy-making process tends to be time-consuming, and the
policies produced may not necessarily address the needs and challenges on the ground
effectively. In the long term, without regular evaluation and improvement, this could
lead to negative consequences in terms of social, economic, and public health impacts

[6].
1.3  Big Data in the Health Sector

To achieve the provision of high-quality and equitable healthcare services, continuous
innovation within the healthcare system is essential. Such innovation must be
responsive to the evolving needs of society and capable of adapting to changing times,
thereby fostering the progressive and sustainable advancement of healthcare services
[7].

On the other hand, advancements in information technology in the digital era have
become a significant driver in the transformation of various sectors of life, including
the healthcare sector [8]. One form of utilizing this technology is the use of electronic
health records, which have now been widely implemented in hospital information
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systems and other healthcare facilities in Indonesia. This system serves as a
replacement or complement to conventional paper-based medical records, offering
advantages in terms of speed, accuracy, and the efficiency of managing and storing
patient data [9].

Various digital health services, such as medical consultations, telemedicine, online
pharmacy services, and the dissemination of health information through digital media,
have also become integral to the use of internet-based applications in the healthcare
sector [10]. In addition, digital transformation has been implemented by the
government in managing public health data administration. Examples of this can be
seen in the use of the "PeduliLindungi" app during the Corona Virus Disease 19
pandemic, the "SATUSEHAT" platform for integrating electronic health records, and
the "Mobile JKN" app, which facilitates more efficient access to Social Health Security
Management Agency (Badan Penyelenggara Jaminan Sosial Kesehatan) services.

The use of information technology in the healthcare sector involves the management
of vast and complex datasets, which in technological literature is referred to as Big
Data. This concept not only emphasizes the volume of data but also its diversity, the
speed of acquisition and processing, and the high level of precision required at each
stage [11]. Furthermore, Big Data has the capacity to process, analyze, and utilize large-
scale heterogeneous datasets [12]. Consequently, this technology facilitates the
provision and management of information, supports the integration of critical data into
strategic decision-making processes, and can generate high-speed information outputs.
In short, the application of Big Data transforms data management into a structured,
directed digital resource with high strategic value [13].

In the healthcare sector, Big Data analysis offers significant potential to enhance
various aspects, from improving diagnostic accuracy and tailoring treatment to
individual needs, to streamlining the management of healthcare systems for greater
efficiency. This undoubtedly contributes positively to the quality of decision-making
in health policy [14].

Moreover, Big Data has become a key tool in addressing public health challenges by
integrating and processing data from various sources, such as electronic health records,
laboratory results, and genetic information, thereby providing deep insights at both the
individual and population levels [15]. In the fields of medical research and drug
development, Big Data plays a crucial role in identifying disease trends, predicting
epidemics, and accelerating the discovery of more effective health solutions [16].

The ability of Big Data to uncover hidden patterns and trends across diverse datasets
enables more accurate disease predictions, the design of targeted interventions, and
support for precision medicine tailored to the unique characteristics of each patient [17].
Thus, the application of Big Data clearly offers strategic benefits in the transformation
of the healthcare sector, both for developing more responsive policies and for
advancing more precise and efficient therapies.
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1.4  The Role of the National Health Information System as Big Data in
Indonesia under the Health Law

Health Law was drafted to support the transformation of the healthcare system in
Indonesia, with a focus on strengthening the Big Data system managed by each
healthcare facility, in this case, the Health Information System. One of the key aspects
of this law is the authority of the government to manage and utilize health data through
the integration of various Health Information System into Big Data managed by the
Ministry of Health, referred to as the National Health Information System. Health
Information System is defined as a system that integrates various stages of reporting
processes and the utilization of necessary information to improve the effectiveness and
efficiency of healthcare service delivery. National Health Information System is
defined as the Health Information System managed by the ministry responsible for
government affairs in the health sector, which integrates and standardizes all Health
Information System to support health development.

It can be understood that there are two types of Big Data in health care as outlined
in the Health Law: Health Information System is the Big Data managed by each
healthcare facility, while National Health Information System is the Big Data managed
by the Ministry of Health and represents the integration of all Health Information
System. Health Law also regulates the rights, obligations, and responsibilities of both
the central and regional governments in the implementation of Health Information
System, ensuring that healthcare resources are available equitably, including in remote
areas. The processing of Health Information System begins with data collection, data
processing, evaluation, and the transfer of information necessary for managing and
controlling healthcare services, as well as for research and training purposes [18].

The central and regional governments are responsible for ensuring the availability
of an adequate Health Information System, enabling the public to access healthcare
services more easily. Healthcare facilities are required to report the results of services,
education, research, and development to the central and regional governments through
Health Information System. Hospitals, as part of healthcare facilities, must also
implement an integrated Hospital Health Information System that connects to the
National Health Information System.

Information and communication technology play a critical role in the provision of
healthcare services, including through telehealth and telemedicine integrated with
National Health Information System. Some of the key roles of the National Health
Information System include data integration within network systems to support primary
healthcare services, healthcare referral systems, and organ transplantation management.
Additionally, Health Information System plays a role in medical workforce planning,
the management of health reserves, and the integration of healthcare service records
and medical supplies.

The National Health Information System also integrates data and information in the
operation of biobanks and biorepositories, managed by healthcare facilities and
research institutions. In this context, the principles of confidentiality and privacy are
paramount, ensuring that the identity of individuals providing specimens is protected.
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Therefore, the role of Big Data in Health Information System is crucial for enhancing
the efficiency and effectiveness of healthcare services across Indonesia.

1.5 Risks and Impacts of Health Data Breaches

Like two sides of the same coin, the use of Big Data in the healthcare sector not only
promises extraordinary efficiency and innovation but also carries potential risks that
should not be overlooked. Behind the sophistication of this technology, there are serious
challenges that demand attention, particularly concerning privacy protection, data
security, and the potential for information misuse. Therefore, appropriate mitigation
measures are essential to ensure that the significant benefits of Big Data do not
transform into hidden threats.

Based on Social Health Security Management Agency’s data on 2021, Social Health
Security Management Agency breach case serves as a real example of how
cybersecurity violations can occur and have a significant impact on public trust and the
stability of public services. Over 279 million pieces of personal data from Social Health
Security Management Agency participants, including names, national identification
numbers, addresses, phone numbers, and health data, were reported to have been leaked
and sold on online forums [19].

Personal health data is highly sensitive information and poses a risk to privacy if not
carefully managed. Health data breaches result in far-reaching consequences, including
the potential misuse of personal information, the use of data for illegal activities such
as identity theft and other financial violations, material and immaterial harm to
individuals, and a decline in public trust in health data governance [20].

2 Research Methodology

Legal research can generally be classified into three types: normative legal research,
empirical legal research, and normative-empirical legal research [21]. This study adopts
a normative legal research approach. Normative legal research is a method that focuses
on analyzing legal rules, principles, and doctrines to identify solutions to existing legal
issues [22]. This approach involves examining the law as a system of rules, norms, legal
principles, doctrines, legal maxims, theories, and other scholarly literature in order to
address the legal problems formulated in the research questions [23].

In this study, the legal norm system is positioned as the object of analysis. This
system encompasses all normative elements of law that reflect values guiding how
individuals ought to behave, and it is examined systematically in accordance with the
hierarchical structure of the legal system. The aim is to formulate legal arguments or
opinions that serve as justification for specific legal events [24]. This research is
conducted by presenting a legal event, identifying the legal issues it raises, and
subsequently analyzing those issues to find an appropriate resolution.

Legal research must be supported by comprehensive data sources to allow for an in-
depth analysis in relation to the legal issues under investigation. This study utilizes
secondary data sources as the basis for its analysis. Secondary data refers to information
obtained through literature or library materials that are relevant to the object of study
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[25]. In the context of normative legal research, such data sources are referred to as

legal materials, which are used to conduct analysis of applicable laws. These legal

materials are categorized into primary, secondary, and tertiary legal materials [26],

which will be further elaborated below:

a. Primary Legal Materials
Primary legal materials are authoritative sources of law, meaning they possess
binding legal force [27]. The primary legal materials used in this study include
Law Number 27 0f 2022 on Personal Data Protection and Law Number 17 0£2023
on Health.

b. Secondary Legal Materials
Secondary legal materials refer to all legal publications that are not official legal
documents. These include textbooks, legal journals, and commentaries on court
decisions [28]. The secondary legal materials used in this research consist of
various publications related to health, patient data protection, and personal data
protection.

c. Tertiary Legal Materials
Tertiary legal materials serve as references that provide guidance or clarification
on primary and secondary legal materials [29]. These include legal dictionaries,
encyclopedias, and utilized in this study include health dictionaries, legal
dictionaries (especially those related to personal data protection), the Kamus
Besar Bahasa Indonesia (Indonesian Dictionary), and the English Dictionary.

The data collection methods employed in this research fall under the category of
secondary data collection, specifically through literature review (bibliographic study),
document study, and archival study (file or record study) [30]. Legal materials relevant
to the legal issues examined in this study were collected through a systematic search
conducted in bookstores, libraries, online databases, and other media or repositories
that house such materials.

More concretely, the researcher identified relevant legislation associated with the
legal issue under investigation and gathered supporting sources such as books,
academic journals, legal dictionaries, and other pertinent literature. A snowball
sampling method was applied to expand the search, after which the materials were
classified according to their sources and legal hierarchy. All findings were documented
systematically in research notes to facilitate comprehensive legal analysis [31].

The method of drawing conclusions employed in this study is the deductive
reasoning method. This approach is commonly used in normative legal research, where
conclusions about specific legal issues are derived from general principles or legal
norms [32].

3 Result

3.1 Regulatory Framework and Protection of Health Data Privacy Rights

The management of big data in Indonesia has undeniably become a vital component of
the national health system transformation. Health data and information, including
medical records, disease status, and social security claims, are collected and integrated



Challenges and Opportunities in the Management of Public Health ... 95

through the National Health Information System, which serves as the backbone of
healthcare digitalization, as as outlined in the Health Law [33].

On the other hand, Law No. 27 of 2022 on Personal Data Protection (“Personal
Data Protection Law”) provides a general, cross-sectoral regulatory framework on the
management of personal data [34]. This law establishes fundamental principles for the
management of personal data, including personal health data, although the
implementation of the Personal Data Protection Law has yet to be fully optimized [35].

Article 4 paragraph (1) of the Health Law emphasizes that everyone has the right to
protection of the confidentiality of their personal health data and information. This
provision reflects the state's recognition of the importance of privacy rights as part of
human rights in the healthcare sector. Health information is highly personal and
sensitive as it includes aspects that can describe a person's physical condition, mental
health, medical history, and overall medical records. Therefore, protection of such
information is not only administrative but also serves as an ethical and legal foundation
in the management of health data by healthcare professionals, healthcare institutions,
and digital systems based on information technology.

3.2 Management of Personal Health Data in the Health Information System
based on the Health Law

Regarding the management of patient data within the Health Information System,
Health Law permits the system to be operated by the Central Government, Regional
Governments, healthcare providers, and members of the public—both individuals and
groups—as part of initiatives to enhance the efficiency and effectiveness of healthcare
delivery. Health Information System operators are obligated to integrate their systems
with the National Health Information System. Additionally, the Ministry of Health may
provide support to these administrators through technical assistance, such as training
and software tools. This section discusses how patient data is managed within the
Health Information System, in line with the provisions of the Health Law.

Health Information System encompasses both personal and public health data,
sourced from a variety of entities including healthcare facilities, central and local
government institutions, organizations managing national social security and health
programs, community health activities outside of formal healthcare services, individual
self-reporting, and other relevant sources. To effectively manage this data, Health
Information System administrators hold key responsibilities in the handling and
protection of health information. They must conduct comprehensive data processing,
including collection, acquisition, analysis, storage, correction, updating, display,
dissemination, transfer, disclosure, deletion, or destruction of data.

Moreover, Health Information System administrators are expected to maintain a
reliable health information system and ensure that the data provided is of high quality.
They are also responsible for documenting all stages of data processing. This includes
activities such as planning, data gathering, storage, verification, transmission, use, and
disposal, all in compliance with existing legal frameworks. Should a breach in data
protection occur, it is mandatory for administrators to notify the affected data subject.
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The Health Law outline the full cycle of processing the health data and health
information by Health Information Providers. Health Information System Providers are
obligate to ensure system reliability, data security, and to conduct regular audits of
health information processing.

3.3  Personal Health Data Protection in Health Information Systems based on
Health Law

Article 351 of the Health Law demonstrates a strong regulatory awareness of the
importance of personal data protection. In managing the Health Information System,
administrators are responsible for safeguarding individuals' personal and health data.
Any processing of such data that involves personal health information must either
obtain the explicit consent of the data subject or rely on other lawful bases as outlined
in applicable data protection regulations. This section focuses on the personal data
protection framework established under the Health Law. Individuals, as data subjects,
are granted specific rights concerning the handling of their health data.

These rights include being informed about the purpose of data collection, accessing
and correcting their data via Health Information System operators, and requesting the
transfer of their data to another Health Information System provider. If any stored data
is found to be inaccurate, data subjects have the right to request its deletion with their
consent. Further rights are provided under broader personal data protection legislation,
although some may be limited under legal conditions. The Health Law also emphasizes
the obligation to protect the confidentiality of patient health information.

Individuals have the legal right to keep their health data confidential, except in
certain circumstances specified by law. These exceptions include situations involving
law enforcement requests, responses to public health crises or disasters, and limited
educational or research purposes. Disclosure may also occur to safeguard the safety of
individuals or the public or for the purpose of delivering healthcare services, including
diagnosis, treatment, and patient care. Additionally, information may be disclosed upon
the patient’s request, for administrative purposes, insurance claims, or health financing
needs, as well as under other lawful provisions. In instances where healthcare
professionals suspect or identify criminal activity involving a patient, confidentiality
may also be lifted.

Healthcare providers are legally bound to uphold the confidentiality of patient health
data and may decline to release such information to the public unless allowed by law.
Medical and healthcare professionals are equally required to protect patient information
during their practice. Moreover, healthcare workers, including facility administrators,
must ensure that medical records are stored and maintained securely, preserving their
confidentiality, integrity, and accessibility. These records are the property of the
healthcare facility, which is accountable for their protection.

All medical professionals delivering healthcare services must uphold patient
confidentiality and are only permitted to disclose health information under clearly
defined legal conditions. The term "health confidentiality" encompasses a patient’s
medical history, diagnosis, treatments, mental and physical care, and other personal
data. In the context of human subject research, the rights of participants must be fully
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respected, ensuring that no harm comes to them and that their identity and personal
information remain protected.

This means that through Article 351 of the Health Law, the legislation recognizes
the right to health data privacy for data subjects, including the right to be informed
about the purpose of data collection, the right to access and rectify data, the right to
request data transfer to another provider, and the right to request deletion of inaccurate
data with the data subject’s consent.

34 Protection of Personal Health Data Based on the Personal Data Protection
Law

In the Personal Data Protection Law, individuals whose data is collected and processed
are referred to as “Personal Data Subjects.” This term denotes any person to whom
identifiable data relates, whether the identification is made directly or indirectly,
independently or in combination with other information, and whether processed
through electronic or non-electronic means. Personal data under this law is divided into
two main categories:

a. General personal data, which includes details such as full name, gender,
nationality, religion, marital status, and other attributes that may be used to
identify an individual; and

b. Specific personal data, which encompasses sensitive information such as health
records, biometric and genetic data, criminal history, child-related data, personal
financial details, and other data types as specified by prevailing legislation.

Within this framework, health-related data is explicitly classified as specific personal
data due to its sensitive nature.

This section focuses on the protection of personal data belonging to individuals
classified as Personal Data Subjects. The handling of such data is primarily governed
by the responsibilities of the Personal Data Controller, defined in the Personal Data
Protection Law as any individual, public institution, or international organization—
acting alone or collaboratively—who determines the purposes of and exercises
authority over personal data processing activities.

Within the framework of personal data management by a Personal Data Controller,
this section addresses the legal provisions related to personal data protection as outlined
in the Personal Data Protection Law. Prior to discussing the specific responsibilities of
Personal Data Controllers, it is essential to first consider the rights granted to Personal
Data Subjects, which must be acknowledged and upheld by the controllers.

Personal Data Subjects are granted various rights to safeguard their personal data.
These include the right to clear and transparent information regarding the identity of
the data requester, the legal grounds for data processing, the intended purpose of data
collection and use, and the obligations of the data processor. They are also entitled to
rectify, update, or complete inaccurate data, in alignment with the objectives of the data
processing.

Moreover, Personal Data Subjects have the right to access their personal data and
obtain copies of it, and they may request that data processing be discontinued, or that
their data be deleted or destroyed. They are further entitled to withdraw their previously
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given consent and to object to any decisions derived solely from automated processing
mechanisms.

Under certain conditions, Personal Data Subjects may request a delay or limitation
in the processing of their data, as long as it remains consistent with the processing
purpose. In instances of data breaches or violations, they reserve the right to lodge a
complaint and seek redress. Additionally, Personal Data Subjects may access and make
use of their personal data from one controller and request its transfer to another
controller.

The system for exercising the rights of Personal Data Subjects is implemented
through a formal request, which can be submitted electronically or non-electronically
to the Personal Data Controller. Furthermore, in the management of personal data, the
Personal Data Controller is obligated to process the data in accordance with the
principles of personal data protection. These principles include the collection of
personal data that is limited, specific, legally valid, and transparent.

Data processing must be conducted in alignment with the specified purpose, while
ensuring the rights of the Personal Data Subjects are upheld. Additionally, processing
must be accurate, complete, non-misleading, up-to-date, and accountable. The security
of personal data must be maintained throughout the entire process. The Personal Data
Controller is required to provide information regarding the purpose and activities of
data processing, including in cases of data protection failures. Personal data must be
destroyed or deleted once the retention period has expired or upon request from the
Personal Data Subject. All processing activities must be carried out responsibly and
verifiably.

To ensure comprehensive protection of personal data, the Personal Data Controller
has several key responsibilities. One of these is to ensure that data processing is based
on a clear legal foundation, such as consent from the Personal Data Subject (either in
writing or recorded), contractual obligations, legal duties, protection of vital interests,
public service tasks, or other legitimate interests. Personal Data Controller must also be
able to prove the existence of this consent and ensure that processing is conducted in a
limited, lawful, transparent manner, and in accordance with the intended purpose.
Additionally, they must ensure that the data remains accurate, complete, and consistent,
as well as correct any inaccuracies and inform the Data Subject of these changes.

Personal Data Controller is required to maintain a record of all data processing
activities and provide Personal Data Subjects with access to their data, including a
history of processing during the retention period. However, access may be denied if it
poses a security risk, affects health, or reveals the data of others. The Personal Data
Controller is also tasked with evaluating the impact on data protection, ensuring data
security and confidentiality, monitoring all parties involved, and preventing
unauthorized access or processing. If a Personal Data Subject revokes consent, the
processing must be halted, paused, or limited. Processing should also cease once the
retention period ends, the purpose has been fulfilled, or upon the Personal Data
Subject's request. Any data that is no longer required, has been obtained unlawfully, or
is requested for deletion must be promptly destroyed, and the Personal Data Subject
must be informed.
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The Personal Data Controller must issue a written notice in the event of a data
protection failure, take responsibility for all processing activities, and adhere to data
protection principles. In cases of data transfers resulting from mergers, divisions,
acquisitions, consolidations, or dissolutions, the Personal Data Controller is required to
notify the Personal Data Subject. Ultimately, all activities must comply with the
directives of the relevant authority responsible for personal data protection, as outlined
in the Personal Data Protection Law.

The government plays a crucial role in ensuring the implementation of personal data
protection in line with the Personal Data Protection Law provisions. This is carried out
by an institution appointed by the president and directly accountable to the president,
as per presidential regulations. This institution will be responsible for:

a. Developing and establishing policies and strategies for personal data protection,
serving as guidelines for Data Subjects, Personal Data Controllers, and Personal
Data Processors;

. Overseeing the implementation of personal data protection;

c. Enforcing administrative penalties for violations of the Personal Data Protection
Law; and

d. Facilitating out-of-court dispute resolution.

Substantively, the Personal Data Protection Law provides a comprehensive and
prescriptive framework for personal data management, including personal health data,
which is classified as specific personal data.

4 Discussion

4.1 Health Personal Data Protection under the Health Law and the Personal
Data Protection Law in the Context of Big Data

In relation to Big Data in healthcare setting, the protection of personal data is critically
important. Provisions regarding the management of Big Data in healthcare sector are
specifically regulated under the Health Law. According to the Health Law, there are
two types of Big Data in healthcare sector:

a. Health Information Systems, which are managed by individual healthcare
facilities, such as public health centers, hospitals, and other similar healthcare
service providers; and

b. National Health Information Systems, which are managed by the Ministry of
Health.

In this regard, the Ministry of Health, as the organizer of the National Health
Information System, is obligated to integrate all Health Information Systems managed
by individual healthcare facilities. For this discussion, both Health Information System
and National Health Information System Nasional will collectively be referred to as
"Big Data in Healthcare".

When the Health Law is linked to the Personal Data Protection Law, healthcare
facilities, as the organizers of Health Information Systems, and the Ministry of Health,
as the organizer of the National Health Information System, are considered Personal
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Data Controllers. Additionally, patients, as individuals whose data is part of Big Data
in Healthcare, are considered as the Personal Data Subjects.

In managing and processing patient data, healthcare facilities, such as Personal Data
Controllers, are required to obtain prior consent from patients, as Personal Data
Subjects, and must consider the rights of patients as Personal Data Subjects in data
processing. In this context, healthcare facilities are obligated to maintain the
confidentiality of each patient's health data, comply with all obligations required of
Personal Data Controllers, and adhere to the principles of personal data protection
outlined in the Personal Data Protection Law in managing and processing patient data.

Furthermore, in managing and processing patient data, healthcare facilities are
responsible for providing quality health data and information so that the public can
access it. This management and processing of patient data must be carried out by
healthcare facilities while ensuring compliance with the provisions of the Personal Data
Protection Law. Healthcare facilities are also required to inform patients in the event of
a data protection failure, and these actions must be carried out in accordance with the
provisions of the Personal Data Protection Law.

Referring to the explanation above, the protection of personal data is a critical aspect
that healthcare facilities must implement in the management and processing of patient
data. If a healthcare facility, acting as the Personal Data Controller, violates the
provisions related to personal data protection as stipulated in the Health Law and the
Personal Data Protection Law, it may face criminal penalties, including imprisonment
and/or fines, in accordance with applicable regulations. Violations include actions such
as collecting or obtaining a patient’s personal data with the intent to benefit oneself,
others, or a legal entity in a way that harms the patient, disclosing or using personal
data that does not belong to them, and creating or falsifying a patient’s personal data
for personal gain or the benefit of others, all of which may harm the patient.

Furthermore, if a patient, as a Personal Data Subject, feels harmed due to their
personal data being disclosed, used, falsified, or collected by the healthcare facility, as
the Personal Data Controller, with the intent to benefit the healthcare facility, the patient
may report such a situation and file a lawsuit with the appropriate institution. This could
involve arbitration, a court, or another alternative dispute resolution institution. The
dispute resolution procedure will be carried out in accordance with the provisions
outlined in the Personal Data Protection Law and in compliance with the regulations of
the respective dispute resolution institution chosen by the patient.

4.2  Challenges in Enforcing Personal Health Data Protection under Big Data
in Indonesia’s Healthcare Sector

The finding indicates that Article 351 of the Health Law serves as a normative reference
that explicitly aligns the protection of health data with the Personal Data Protection
Law. The healthcare sector is subject to the general data protection regime, thereby
facilitating cross-sector harmonization. In the context of Big Data in Healthcare, where
the volume, variety, and velocity of data are continuously expanding, this alignment is
crucial due to the data sensitivity and high risk of privacy breaches.

Although no legal conflict exists at the normative level, challenges arise in the
implementation of Personal Data Protection Law principles within the management of
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Big Data in Healthcare. The Personal Data Protection La detailed obligations, including
the rights of data subjects, fairness and transparency principles, and requirements for
Data protection Impact Assessments. However, implementing regulations under the
Health Law, such as Government Regulation Number 28 of 2024 has not yet
incorporated these provisions with sufficient specificity and enforceability.

4.3 Legal Remedies for Violations of Personal Health Data Protection

Given the complexities in implementing personal data protection in managing Big Data
in Healthcare, the risk of non-compliance and data breaches are significantly
heightened. These enforcement challenges not only undermine individual’s trust in
digitalization of health care system but also expose institutional gaps in accountability
and control. The following section examines the sanctions and mechanisms for legal
remedies as established under Personal Data Protection Law.

4.4 Prohibition on the Use of Personal Data and Its Sanctions

Based on the Personal Data Protection Law, there are provisions that prohibit
individuals from disclosing personal data to the public, especially if such actions lead
to harm for the Personal Data Subject. The following outlines the prohibitions and the
corresponding sanctions for violations of these rules. In this case, it is unlawful for
anyone to:

a. Acquire or collect personal data that does not belong to them with the intention of
benefiting themselves or others, which could result in harm to the Personal Data
Subject. If proven guilty, the violator will be subject to a prison sentence of up to
5 (five) years and/or a fine of up to IDR 5,000,000,000 (five billion rupiahs);

b. Disclose personal data that does not belong to them. If proven guilty, the violator
will be subject to a prison sentence of up to 4 (four) years and/or a fine of up to
IDR 4,000,000,000 (four billion rupiahs);

c. Use personal data that does not belong to them. If proven guilty, the violator will
be subject to a prison sentence of up to 5 (five) years and/or a fine of up to IDR
5,000,000,000 (five billion rupiahs);

d. Create or falsify personal data with the intent of benefiting themselves or others,
which could result in harm to others. If proven guilty, the violator will be subject
to a prison sentence of up to 6 (six) years and/or a fine of up to IDR 6,000,000,000
(six billion rupiahs).

4.5 Dispute Resolution

Dispute resolution in personal data protection is one of the mechanisms that individuals
and/or other parties who feel harmed can pursue through a dispute resolution institution.
According to the Personal Data Protection Law, it is stipulated that those who feel
aggrieved may report their loss and seek dispute resolution through arbitration, court,
or other alternative dispute resolution institutions. The dispute resolution procedure to
be followed is determined by the institution chosen by the aggrieved party, with the
applicable procedural law for resolving the dispute and/or the judicial data protection
process being carried out in accordance with the procedural law of the chosen dispute
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resolution institution, as well as the provisions of relevant laws and regulations. Court

hearings may be held in closed sessions when necessary to protect personal data. The

legitimate evidence in the examination of the case under the Personal Data Protection

Law includes:

a. Evidence in accordance with the procedural law of each dispute resolution
institution; and

b. Other evidence is in the form of electronic information and/or electronic
documents in accordance with the applicable laws and regulations.

5 Conclusions

Legal Reflection and Recommendations for Regulatory Advancements

The management of public health data in Indonesia has experienced rapid development
in line with digital transformation and the utilization of Big Data within health
information systems. The Health Law and the Personal Data Protection Law provide a
legal framework to ensure privacy rights and the security of health data, while also
opening opportunities for the strategic use of data in policy formulation and more
holistic and efficient healthcare services.

Big Data in Healthcare administrators (particularly in this case, Health
Information System administrators) must adhere to the provisions for personal data
protection as outlined in the Health Law and the Personal Data Protection Law. It can
be understood that the protection of personal data within Big Data in Healthcare is
already regulated by the Health Law and the Personal Data Protection Law.

However, in terms of implementation, the main challenge lies in the suboptimal
execution of the Personal Data Protection Law, including the absence of implementing
regulations and a functional personal data protection authority, which are mandated by
the Personal Data Protection Law. Upon closer examination, there are several issues
that need to be addressed, as the implementing regulations for the Personal Data
Protection Law have yet to be issued since its enactment. Moreover, the deadline for
issuing these regulations has passed. This has resulted in an uneven understanding and
compliance with personal data protection, especially at the level of healthcare facilities
that control the data. The potential for misuse and health data breaches remains a serious
risk that could undermine public trust in the healthcare service system.

Given the importance of the authority, tasks, and functions of the personal data
protection authority in implementing personal data protection as per the Personal Data
Protection Law, it is essential for the government to take immediate action to:

a. Establish the personal data protection authority to ensure the protection of
personal data in accordance with the Personal Data Protection Law mandate.
b. Develop comprehensive and clear implementing regulations for the Personal Data

Protection Law that are applicable to health data management.

c. Enhance human resource capacity through training and adequate infrastructure
support for managing health information systems in accordance with applicable
regulations.
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Raise awareness of patient data rights through massive educational efforts to the
public regarding their rights as personal data subjects, including the right to know,
access, and control their health data.

Implement data security audit systems and certifications to ensure compliance
with data protection standards and mitigate potential violations or data breaches.
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