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Abstract. Computer Networks contributes to major part of data communication 

between organisation or any individuals in the current Century. Data storage and 

retrieval has become an essential part of any individual or organization from 

anywhere which has led to the advent of storing in single location and accessing 

it on the go, the days are gone where data is carried using external devices, 

through the advent of Cloud storages provided by many providers like google, 

amazon, IBM, Microsoft all data is stored in it for least cost. Also cloud based 

services is also provided by these vendors for organization and developers so that 

work from home or from anywhere can be done. Since the resources are shared 

among organization and individual in the cloud leads to security issues. Cloud 

provides services at three levels to cater to the needs of the customer such as 

“Software as a Service” (SaaS), “Infrastructure as a Service” (IaaS) and 

“Platform as a Service” (PaaS). Threats are common in each level. In a network 

all computers communicate through a unique “Internet Protocol” (IP) address and 

“Medium Access Control” (MAC) address, each computer in a network is 

assigned an IP address so that communication is unique, where as if MAC address 

itself, if spoofed or duplicated by attacker then it ends up affecting at PaaS level 

which in turn effects the upper services also. To prevent this kind of attack on 

PaaS level MAC spoofing must be detected and prevented so that the attacks like 

“Denial-of-Service” (DoS), “Distributed-Denial-of-Service” - DDoS, “Man-In-

The-Middle” (MITM) can be prevented. There are various techniques and 

algorithms to prevent the attack but with pros and cons, A new technique is 

required to prevent this MAC spoofing at edge level instead of router level is 

proposed. 

Keywords: Man In the Middle Attack, Distributed Denial of Services, Address 

Resolution Protocol Spoofing, Cloud Computing, Platform-as-a-Service. 

1 Introduction 

Computer Networks contributes to major part of data communication between organi-

zation or any individuals without which economy of country or any individual cannot 

be visualized. Consequently, the data that we use in daily life need to be stored and 
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retrieved by multiple devices. To cater to these needs, data centres are used by organi-

sations to perform their day-to-day activities, since all the data or services that are 

needed by employees or any end user are required 24/7, 365 days, it has to be ensured 

there is no down time for these systems, where in security becomes biggest concern 

which should be addressed. Here MAC spoofing must be prevented at data centre level 

to prevent DDOS attacks or Man In Middle attacks by intruders to protect the Data or 

services of an organisation or an individual. In the paper, the impact of MAC spoofing 

in Cloud Data Centre services due to various security threats is reviewed. 

 

 

 

 

 

Fig. 1. Representing the Impact of MAC spoofing in Cloud centre 

2 Literature Review 

2.1 Security Threats in Cloud Server 

Ramachandra et al[1] surveyed security concerns in Cloud environments and also 

discussed preventive methods to detect attacks on the cloud-based services. Cyber 

Attacks in cloud environment is increasing due to which expenditure on cloud-based 

security is also increasing at the rate of 10% every year from 2015 onwards, which has 

been highlighted by various research organisations such as Forbes, International Data 

Corporation and others. To prevent the threats in the cloud basically one needs to know 

the various components which build the cloud, so that at which level there is more threat 

need to be figured out and tackled. Why there is threat, in fact in the cloud becomes the 

point of research, the answer for the question is most organisation is shifting their hosting 

services from their traditional way to cloud, because cloud based computing is becoming 

more viable to the organisations growth. Farsi et al[2], has reviewed on “Data Security 
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Threats” in Cloud computing. Moving from traditional data storage to a distributed 

computing services has opened security vulnerability on Data storage and retrieval at 

single and multi-cloud data security, The limitations of security techniques that are taken 

care to prevent data loss are discussed. Islam et al[3], has discussed challenges 

encountered by cloud computing service providers by distinctly classifying the types of 

threats which are based on its characteristics. Privacy of data in cloud environment 

becomes increasingly challenging since it is completely dependent on third party service 

providers and the type of security provided depends solely on them, since there is no 

direct control by the organisation. Security threats in a network always existed from the 

day computers are interconnected at various levels, which increases with respect to cloud 

environment since, cloud environment comprises of various features like, data sharing 

and network sharing by multiple organisations and individuals. Shaikh and Haider[4], 

has discussed various types of services and resources provided by leading organisations 

in the internet like google and Microsoft and also security challenges faced. The ease of 

usage of cloud services provided by various organisation in the internet has increased 

consumers to shift from the traditional way of storing data and retrieval of data over 

internet managed by themselves due to cost of maintenance on their own. Threats are 

common in open systems but that will increase when resources and services are shared 

among the potential users in the network environment since it is maintained by data 

centres. Security involved majorly depends on the provider and due to which a question 

arises, is my data secure in cloud. To answer this question analysis of multiple security 

models are proposed which enhances security in cloud environment. Rao and 

Selvamani[5],  has highlighted challenges faced in providing solutions to secure data in 

an Cloud computing Environment. Cloud  services are provided by various organisations 

such as amazon, IBM, google, Microsoft etc to developers and individuals to access 

services globally via internet from any device has given rise to security concerns also, 

since services are accessed through remote systems.  

 

 

 

 

Fig. 2. Security Threat in Cloud computing leads to MITM, DoS, DDoS, Services down time, 

Data Breach 
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2.2 Impact of ARP spoofing in PaaS 

Christopher and Divya[6],  have reviewed various mechanisms to detect attacks and also 

prevent it due to “Address Resolution Protocol” (ARP) poisoning. ARP allows the 

computer to communicate data, but it is not designed to prevent attacks, at this MAC 

layer due to which attacks like cloning, DoS and MITM are a very common issues. To 

tackle this issue few techniques and its advantages are discussed. Prabadevi et al[7],  has 

reviewed  the effect of ARP spoofing in medical computing implemented in cloud based 

services. Due to the availability of resources in internet at least cost organisation tend to 

move their crucial and sensitive data from their traditional servers to cloud based 

services such as details of their customers which becomes a threat to the customer and 

organisation when an attack at PaaS level is encountered. The authors in this paper have 

taken the medical domain for analysis purpose how to tackle the issue when ARP is 

spoofed by the attacker. They have analysed existing solutions and disadvantages of it 

and proposed three new techniques to detect and prevent ARP spoofing. Isharufe et al[8] 

has done a study on threats that are encountered when Platform-as-a-Service is utilised 

by organisation. Security is the major concern when platform which is supposed to be 

maintained by the organisation is maintained by third party vendors due to low cost of 

maintenance in resources sharing among other organisations. The authors here discuss 

inherent security issues in PaaS and recommended solutions to overcome the threats. 

Merino et al[9], has done a survey on the risks that are encountered in multitenant 

software platforms and proposed the solutions to tackle the attacks at PaaS level. 

Multitenant platforms allow more than one organisation to share the platform as a 

resource which opens up the security threat from other software which might interfere 

and affect the service executed by some other organisation. Jaber et al[10], has reviewed 

security threats triggered by ARP poisoning and highlight the type of threats such as 

DoS, DDoS Attacks, which affects the organisation business when hosted in cloud 

environment.     

 

 

Fig. 3. Impact of ARP spoofing in PaaS, Denial of Service 
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2.3 Detect “Denial-of-Service”  and “Distributed-Denial of-Service” attacks in 

cloud 

Masdari & Jalali[11], has done survey related to DoS attack in Cloud environment, It is 
classified as one of the attacks which is a common security threat in cloud models which 
impacts services over a time period that shuts down services. The authors provide in 
their study, the vulnerability that are available in DoS attacks, they provide the solutions 
to prevent attacks in future. Chonka and Abawajy[12], has discussed about the HX-DoS 
attack on Cloud Web services, here attack on Denial of services is with the combination 
of HTTP with XML messages which are used to overload the server and make the 
communication channel busy, to effect services offered by the provider to disturb 
services for a while, which is done intentionally to bring down economy of the 
organisation. Jeyanthi et al[13] have discussed about the impact of flooding attack on 
cloud services by a spoofed IP in cloud. An algorithm is proposed in detecting DDoS 
attack inside the cloud environment to prevent Denial of Service. Rengaraju  et al[14] 
have proposed the defence mechanism for detecting DoS attack in Software–Defined 
Cloud networks. To minimise the DoS attack, firewall with intrusion prevention system 
is proposed which is going to handle ICMP and SYN flooding attack for various type of 
network. Kushwah and Ali[15], has suggested, extreme learning machine to detect and 
prevent DDoS attack in cloud network. They have proposed the model which will be 
trained for a shorter period that may detect DDoS attack. 

 

 
Fig. 4. DDoS and DoS attack detection and resolve 
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2.4 Algorithms to prevent MAC attack 

Mandal et al[16] have discussed in this paper the best algorithms to prevent MAC 
spoofing using “cloud-based zero trust access control policy”. Mandal proposes to 
restrict the incoming traffic in software defined network, through the use of algorithm 
“multiplicative increase and additive decrease” to identify the MAC attack by assigning 
a “dynamic threshold to the incoming port number”. Mehibs et al[17] have proposed 
Fuzzy C Mean algorithm to prevent attack in cloud environment. The authors  have done 
an experiment to detect  attacker and prevent it using network intrusion detection module 
using “Fuzzy C Mean algorithm” and they have utilised kdd99 dataset to prove the “high 
detection rate with low false positive alarm”. Kumar and Sharma[18], have proposed an 
algorithm which detects intrusion using signature-anomaly for prevent attacks in private 
cloud. They proposed a hybrid intrusion detection algorithm, for private cloud to 
increase the performance and security of the system. Mushtaq et al[19] ,proposed an 
Auditing Algorithm Shell (AAS) to enhance information security in cloud. In their paper 
they introduced “quad layered framework” which ensures data breaches, privacy and 
security. The layered framework works in multiple layers in transmitting the data by 
encrypting it and storing data in database secure shell and external and internal log files. 
Ma et al[20], discuss Bayes-Based algorithm which detect MAC attacks to prevent MITM 
and DoS attacks in Cloud centres. In this paper “bayes based algorithm” is used to 
calculate probability of a host as an attacker and presented the model that detects the 
attack. 

 

 Fig. 5. Algorithms used to prevent MAC attack resolve 
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Comparative Analysis of Intrusion Detection and Prevention Algorithms in 

Cloud Environments 

Table 1. presents a comparative overview of recent research efforts aimed at 

enhancing cloud security through various intrusion detection and prevention algorithms. 

Each study contributes uniquely to the domain, yet distinct research gaps remain. 

Table 1- Comparative Overview 

Authors Algorithm Key Features Research Gap 

Mandal et al [16] Multiplicative In-

crease and Additive 

Decrease (MIAD) 

Dynamic threshold-

ing on incoming port 

traffic; Zero Trust 

access control 
 

Focused solely on 

MAC spoofing; 

lacks integration 

with broader NIDS 

systems 
 

Mehibs et al [17] 
 

Fuzzy C-Means 

Clustering 

High detection rate, 

low false positives; 

integrated with net-

work intrusion mod-

ule 

Limited to cluster-

ing; lacks hybrid or 

layered defense 

mechanisms 

 

Kumar & Sharma 

[18] 

 

Hybrid Signature-

Anomaly Detection 

 

Combines signature 

and anomaly detec-

tion for enhanced 

performance 

 

Designed for private 

cloud; lacks scalabil-

ity to public or hy-

brid cloud setups 

 

Mushtaq et al [19] Auditing Algorithm 

Shell (AAS) with 

Quad Layered 

Framework 

Multi-layer encryp-

tion, secure shell 

storage, internal/ex-

ternal logging 

Emphasis on data in-

tegrity; lacks real-

time intrusion detec-

tion capabilities 

 

Ma et al [20] Bayes-Based Proba-

bilistic Model 

 

Calculates probabil-

ity of host being at-

tacker; targets 

MITM and DoS at-

tacks 

Probabilistic model 

only; lacks integra-

tion with access con-

trol or SDN policies 

 

Source: Authors own work 

2.5 Conflict Resolution Techniques in ARP spoofing 

Adjei et al[21] has proposed a spoofing based “Secure-Socket-Layer” (SSL) Stripping in 

LAN using configuration of host dynamically and ARP inspection technique. This 

approach uses an algorithm and a tool which analysis and captures ARP packets and 

finds out suspicious activity in the LAN, if detected then the attack is prevented by 

DHCP snooping and ARP inspection. 
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Nam et al[22] has proposed a mechanism to counter attack on ARP based MITM 

attacks in subnet which includes wired and wireless LAN. This approach uses a voting 

mechanism with neighbouring nodes based on the condition that number of nodes that 

are good are more than malicious nodes. Hijazi and Obaidat[23], has proposed a new 

mechanism to ascertain and stop ARP attacks using static Entry. The authors claim their 

approach have multiple benefits, that are not found in usual techniques. Rangisetti et 

al[24] have proposed rejection of ARP spoofing to avoid ARP spoofing in “SDN and NFV 

enabled Cloud-Fog-Edge” platforms. The authors claim this method prevents spoofing 

attacks, reducing overhead, towards the open flow switches and centralized controllers. 

Saeed et al[25] are proposing that ARP spoofing  in Virtual Machine (VM) can be 

controlled by the combination of  Targeted Attack Protection (TAP)  mirroring  and 

impersonation. In this paper authors claim a malicious VM can redirect and monitor 

traffic, of the VMs co-located within the  machine. They demonstrated it by using Open 

stack cloud platform. 

 

 

 

Table2. Comparative Analysis of ARP Spoofing Prevention Techniques 

Fig. 6. Technique to resolve ARP attack resolve 

Authors Algorithm Research Gap Key Features 

Adjei et al [21] SSL Stripping +

ARP Inspection +

DHCP Snooping 

Captures

packets; 

 

 

ARP 

detects 

 Limited to LAN;

lacks scalability to
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 suspicious activ-

ity; prevents attack 

via DHCP snoop-

ing 
 

cloud or SDN en-

vironments 
 

Nam et al [22] Voting Mecha-

nism with Neigh-

boring Nodes 

 

Relies on majority 

of good nodes to 

detect and prevent 

ARP-based MITM 

attacks 

 

Vulnerable if mali-

cious nodes out-

number good ones; 

lacks crypto-

graphic validation 

 

Hijazi & Obaidat 

[23] 

 

Static ARP Entry 

Mechanism 

 

Uses static entries 

to block spoofing; 

claims multiple 

benefits over dy-

namic methods 

 

Static entries may 

hinder scalability 

and adaptability in 

dynamic networks 

 

Rangisetti et al 

[24] 

ARP Spoofing Re-

jection in 

SDN/NFV Cloud-

Fog-Edge 

Reduces overhead 

on OpenFlow 

switches and cen-

tralized controllers 

Focused on 

SDN/NFV; lacks 

integration with 

VM-level or host-

level defenses 

Saeed et al [25] TAP Mirroring + 

Impersonation De-

tection in VMs 

Detects malicious 

VM behavior; 

monitors co-lo-

cated traffic; pre-

vents redirection 

Specific to Open-

Stack; lacks gener-

alization to other 

cloud platforms 

Source: Authors own work 

2.6 New Technological Achievements 

This study introduces the Enhanced MAC Authentication (E MACA) framework, 

which advances prior work on MAC spoofing detection by integrating multiple real-

time validation tools into a unified workflow. Unlike earlier approaches that relied 

solely on simulation environments, E MACA combines: 

• Wireshark packet analysis for traffic monitoring and spoofing evidence.  

• Java-based DHCP simulation programs (AssignMeIP.java and GiveMeyour-

MAC.java) for reproducible spoofing detection. 

 

• iPerf3 throughput and latency measurement for quantitative performance val-

idation. 

 

This integration represents a new technological achievement by bridging algorithmic 

enforcement with quantitative performance metrics, ensuring reproducibility and prac-

tical applicability in real-world LAN/Wi-Fi environments. 
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2.7 Algorithm: Enhanced MAC Authentication (E MACA) 

Input: MAC address request from client 

Output: IP assignment or rejection 

1: Receive MAC request from client 

2: Check MAC against existing table of assigned addresses 

3: if MAC is duplicate then 

4:     Reject IP assignment 

5:     Flag spoofing attempt 

6:     Set Authentication Key = NA 

7: else 

8:     Assign IP address 

9:     Generate and send Authentication Key 

10: end if 

2.8 Network Architecture Diagram 

 

Fig 7. Network architecture of the proposed E MACA system. 
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• To Client node (AssignMeIP.java): Sends MAC requests.  

• Server node (GiveMeyourMAC.java): Verifies and assigns IPs.  

• Wireshark: Monitors traffic and detects spoofing anomalies.  

• iPerf3: Measures throughput, latency, and packet loss.  

• E MACA enforcement layer: Rejects spoofed MACs and stabilizes.  

2.9 Performance Improvements  

• Throughput: Stable at ~25 Gbps under enforcement vs. drops to 13–

20 Gbps during spoofing. 

 

• Packet Delivery Ratio (PDR): 100% under enforcement vs. 85–90% during 

spoofing. 

 

• Latency: ~1 ms under enforcement vs. 3–5 ms during spoofing.  

• Energy Efficiency: Improved indirectly through reduced retransmissions 

and stabilized throughput, lowering computational overhead. 

 

2.10 Spoofing Detection Evidence 

 

Fig 8. Java Console Outputs (Spoofing Detection) 

• Client console: “IP Not Assigned – Duplicate MAC” and “MAC Spoofing 

Attempted.” 

 

• Server console: “Duplicate MAC Request Detected” and “Invalid key.” 

These outputs validate spoofing rejection by E MACA. 
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2.11 Wireshark Packet Analysis 

 
 

Fig 9. Wireshark I/O Graph 

• All Packets (black line): Spikes up to ~250 packets/sec during spoofing.  

• Filtered packets (udp.port == 3333): Highlight bursts from Java programs 

during spoofing attempts. 

 

TCP Errors (red bars): Remained low, confirming controlled enforcement. • 

This evidence demonstrates traffic instability during spoofing and stability resto-

ration under E MACA 

2.12 Performance Metrics (iPerf3) 

 

 
 



 

 

 

nificantly. 
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Fig 10. iPerf3 Throughput Metrics 

Throughput degradation during spoofing (13–20 Gbps) and recovery under 

E MACA enforcement (~25 Gbps). Latency and packet delivery ratio also improve sig-

Scenario Through-

put (Gbps) 

Latency 

(ms) 

Packet Delivery Ratio

(%) 

Valid MAC (E MACA) 25.3 ~1 100 

Spoofed MAC Attempt 13–20 3–5 85–90 

Validation was achieved using iPerf3 measurements, ensuring reproducible, tool-

based evidence 

2.13 Conclusion 

The proposed Enhanced MAC Authentication (E MACA) framework demon-

strates a significant advancement in network security and performance validation. 

By integrating Wireshark, iPerf3, and Java DHCP programs, the system provides re-

producible, tool-driven evidence of improvement. 

Key achievements: 

• Throughput improvement: Up to 40%.  

• Latency reduction: ~1 ms.  

• Packet delivery ratio: 100%.  

• Energy efficiency: Improved via reduced retransmissions.  

The architecture ensures clarity, scalability, and applicability across Wi-Fi and LAN 

environments. Future work will extend E MACA to virtualized and cloud-based net-

works, integrating NS-3 or Mininet simulations for large-scale validation and adaptive 

energy optimization. 
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