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Abstract. In today’s global landscape, economic globalisation is gathering pace, 

deepening the interdependence of trade relations between nations and regions. 

Data, as a fundamental economic resource and a crucial element of international 

trade cooperation, has become a key driver of new growth models and a central 

influence on productivity. As a result, three issues have become central in na-

tional and regional regulations: the management of cross-border data flows, the 

protection of personal information, and the safeguarding of data security at a 

macro level. This paper explores the legal risks and response strategies linked to 

cross-border data flows, highlighting the protection of Chinese enterprises’ rights 

and interests. Based on a review of China’s current regulatory framework, it iden-

tifies several ongoing challenges. The legal definition of data-related objects still 

requires clarification, and the implementation of data localisation rules shows 

certain limitations. In addition, the allocation of responsibilities among regula-

tory authorities needs better coordination, while rising de-globalisation trends 

pose potential risks of imbalance in global data governance. Through an analysis 

of China’s existing regulatory mechanisms for cross-border flows of personal 

data, this study argues that China should continue strengthening relevant laws 

and regulations while improving the allocation of institutional responsibilities. 

At the same time, it should closely track developments in international legisla-

tion, engage in cross-border data cooperation and dialogue, and coordinate with 

the international community in managing these flows. 
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ance; Personal data protection; China 

1 Introduction 

The rapid growth of the digital economy has accelerated the datafication of corporate 
and personal information, highlighting data’s dual role as both an economic resource 
and a driver of productivity. In an interconnected world, data underpins global trade by 
supporting the flow of goods, services, and people, and has emerged as a strategic factor 
in international competitiveness. Consequently, the governance of cross-border data 
flows has become a key policy concern for governments and international organisations 
alike. Driven by the dual imperatives of data sovereignty and privacy protection, many 
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jurisdictions have established comprehensive regulatory frameworks to govern data use 
and cross-border transfers. And these regimes aim to protect national security, safe-
guard individual privacy, and provide legal certainty, yet their enforcement can limit 
the flow of data, thus affecting operational efficiency, market integration, and digital 
innovation [1]. Existing studies on data compliance look at several aspects, including 
the classification, collection, and cross-border transfer of both personal and non-per-
sonal data, as well as the responsibilities of different actors, like government agencies, 
businesses, and individuals [2]. In this complex regulatory environment, enterprises 
encounter growing compliance challenges that demand careful legal understanding and 
flexible governance approaches. In this context, the paper examines the legal and oper-
ational issues faced by Chinese enterprises in cross-border data transfers, analyses the 
structural risks present in China’s current regulatory framework, and considers poten-
tial legal reforms to support secure, efficient, and internationally interoperable data 
governance. 

2 Evaluation of Risks in China’s Cross-Border Data Flows 

2.1 Difficulties in Identifying the Relevant Legal Objects 

The classification of legal objects determines how cross-border data compliance is im-
plemented in China. However, the definitional ambiguities surrounding personal infor-
mation and important data create significant uncertainty for enterprises, thereby in-
creasing compliance risks and administrative burdens. For example, China’s Data Se-
curity Law (DSL) broadly defines “data” as any recorded information but provides little 
guidance on distinguishing categories subject to different compliance obligations [3,4]. 
Consequently, enterprises often struggle in practice to determine which data types fall 
under cross-border transfer controls [5]. 

The main challenge lies in defining personal information. The Personal Information 
Protection Law (PIPL) adopts a “relational” model, covering all information linked to 
an identifiable natural person. While this ensures comprehensive legal coverage, it also 
broadens the regulatory scope, potentially encompassing routine operational data such 
as IP addresses, communication logs, or payment records. This maximalist approach 
risks turning the PIPL into a “law of everything,” under which nearly all cross-border 
data activities may require complex compliance reviews, leaving enterprises uncertain 
about which transfers implicate protected rights [6,7]. Under the PIPL, enterprises bear 
specific legal obligations when processing or exporting personal information. These 
include conducting personal information protection impact assessments (PIPIAs) be-
fore export, signing standard contractual clauses (SCCs) with overseas recipients, and 
ensuring third-party supervision in cases involving sensitive data. Non-compliance may 
trigger administrative penalties, suspension of operations, or inclusion on the national 
credit blacklist. The national standard Personal Information Security Specification
seeks to reduce this uncertainty by dividing personal information into thirteen catego-
ries and specifying “sensitive information.” In practice, however, inconsistencies re-
main [5]. Yet, this standard has played a positive harmonising role by providing struc-
tured classification templates and compliance checklists that facilitate automated audits 
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within enterprises (CNIS, GB/T 35273–2020). Many technology firms have already 
implemented these guidelines through data-tagging systems and machine-learning tools 
that automatically flag high-risk personal information, enhancing internal compliance 
efficiency. The identification of important data poses another challenge. The concept 
appears in the Cybersecurity Law and sectoral regulations but remains ill-defined. The 
2017 Draft Measures for Security Assessment of Cross-Border Data Transfers de-
scribed important data as information affecting national security, economic develop-
ment, or public interests. This definition is abstract and hard to operationalise. Later 
instruments, such as the Provisions on Automotive Data Security and the 2022 Draft 
Guide to the Identification of Important Data, added industry-specific examples but did 
not resolve the underlying ambiguity.  

Nevertheless, these efforts reflect gradual progress toward operational clarity. Some 
pilot sectors, such as the automotive and energy industries, have begun developing in-
dustry-level data maps to distinguish “important” from “core” datasets, which has im-
proved predictability for enterprises. Over-classification can lead to unnecessary local-
isation costs, while under-identification risks regulatory penalties. Therefore, rather 
than viewing the system as purely restrictive, China’s emerging multi-tiered framework 
is progressively refining its taxonomy of data obligations, supporting both national se-
curity and cross-border business certainty. The blurred boundary between personal in-
formation and important data continues to pose interpretive challenges, but coordinated 
legislative refinement and technological standardisation have begun to enhance regula-
tory predictability. 

2.2 Limitations and Applicability of Data Localisation 

By strengthening national security, data localisation policies simultaneously create key 
compliance challenges and operational uncertainty for businesses. China’s data locali-
sation policy centres on Article 37 of the Cybersecurity Law, which requires operators 
of critical information infrastructure (CII) to store the personal information and im-
portant data they collect within the country, thereby safeguarding national security
[8,9]. Under this provision, cross-border transfers are permitted only following an offi-
cial security assessment [10]. While this policy inevitably increases compliance de-
mands, it also enhances national capacity for cybersecurity oversight and incident re-
sponse. According to the Cyberspace Administration of China (CAC), localisation
measures have facilitated the establishment of unified national monitoring platforms 
for data export security and improved the traceability of cross-border transfers. 

Localisation imposes practical constraints on business operations. Multinational cor-
porations and digital platforms must build separate domestic data centres, duplicate 
storage systems, and conduct pre-transfer reviews, elevating transaction costs and pro-
longing project schedules. In industries such as finance, transportation, and cloud com-
puting, these requirements disrupt the integration of global workflows and limit the 
efficiency of data-driven services. For small and medium-sized enterprises (SMEs), ex-
cessive compliance obligations may hinder participation in cross-border activities, thus 
leading to fragmented digital markets. Nonetheless, localisation has produced measur-
able gains in risk control. A 2022 report by the China Academy of Information and 
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Communications Technology (CAICT) found that centralised domestic storage re-
duced average incident response times for major cybersecurity breaches by nearly 35% 
compared to pre-localisation levels. Similarly, the Banking and Insurance Data Gov-
ernance Pilot Program has shown that localised storage improves the ability of regula-
tors to trace financial data breaches and prevent cross-border fraud. At the same time, 
the security gains from localisation remain limited beyond critical infrastructure sec-
tors. Data security depends more on effective technical and organisational safeguards, 
such as encryption, anonymisation, and access controls, than on the geographic location 
of data storage. Even when data is stored domestically, leaks and cyberattacks continue 
to occur. Given the ongoing and decentralised nature of global data flows, simply re-
stricting data within national borders cannot fully prevent leakage or misuse. The Eu-
ropean Union (EU) has similarly acknowledged that localisation does not, by itself, 
guarantee data protection or cybersecurity resilience. Finally, the long-term economic 
and systemic costs of localisation cannot be ignored. Overly strict restrictions on out-
bound data flows may impede China’s integration into global value chains and digital 
trade networks. In the absence of interoperable mechanisms, such as mutual recognition 
of adequacy decisions or trusted transfer channels, enterprises face dual compliance 
obligations and heightened administrative risks. According to an OECD simulation 
study, full localisation could reduce cross-border digital service trade by 5 - 7% annu-
ally. In the long term, research and development and high-value-added processing may 
shift overseas, weakening domestic innovation capacity and reducing the competitive-
ness of cross-border digital commerce. 

2.3 Fragmented Governance and Regulatory Uncertainty 

Fragmented responsibilities and unclear regulatory standards characterize China’s
cross-border data governance system. These conditions increase compliance uncer-
tainty for enterprises and affect the country’s ability to coordinate international coop-
eration. Although data laws have become more comprehensive, the absence of a unified 
regulatory framework leads to overlapping departmental responsibilities, repeated pro-
cedures, and inconsistent interpretations across agencies, complicating enterprises’
cross-border data management. 

The dispersion of regulatory authority increases compliance complexity. Under Ar-
ticle 8(2) of the Cybersecurity Law, the Cyberspace Administration of China (CAC) 
coordinates cybersecurity governance, while the Ministry of Industry and Information 
Technology (MIIT), the People’s Bank of China, and other sectoral regulators oversee 
activities within their respective domains [8]. While aimed at ensuring broad coverage, 
this multi-agency model results in fragmented enforcement. For example, the transmis-
sion of financial data is overseen by multiple regulatory authorities, resulting in incon-
sistent review practices and extended approval processes. This dispersion not only 
weakens accountability but also raises the risk of regulatory conflicts. Multiple reports 
from the Organisation for Economic Co-operation and Development (OECD) and the 
United Nations Conference on Trade and Development (UNCTAD) have highlighted 
the issue of fragmented data governance [11,12]. At the same time, China has taken 
steps to improve coordination and reduce administrative overlap. Since 2022, the CAC 
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has launched the National Data Security Coordination Working Mechanism, which in-
tegrates 20 ministries and provincial departments to standardise enforcement proce-
dures and share risk information across agencies. Pilot cooperation frameworks be-
tween the MIIT and the People’s Bank of China in the financial technology sector have 
also demonstrated improved efficiency in cross-departmental supervision, reducing av-
erage data review times by 25%. Unclear and frequently changing regulatory standards 
add to uncertainty [13]. The Data Security Law sets out a national coordination mech-
anism under the Central National Security Commission, yet operational rules lack clar-
ity and show variation across provinces and industries. The guidance documents, such 
as the Measures for Security Assessment of Cross-Border Data Transfers (2022), pro-
vide only general principles, leaving enterprises to determine the boundaries of “im-
portant data” or “sensitive information” on a case-by-case basis. Even so, the rollout of 
provincial data compliance guidelines, notably in Shanghai and Guangdong, has pro-
vided more concrete procedural standards for enterprises, including pre-assessment 
templates and model compliance checklists. The lack of detailed and stable standards 
reduces predictability and, to some extent, limits foreign investment, thus reflecting a 
broader issue of legal uncertainty in China’s digital regulatory environment. In addi-
tion, China’s fragmented regulatory structure influences its ability to coordinate inter-
nationally, with overlapping agency responsibilities complicating the establishment of 
interoperable mechanisms with other jurisdictions. However, emerging cooperative 
mechanisms illustrate gradual improvement. The CAC has initiated formal dialogue 
with the ASEAN Digital Ministers’ Meeting (ADGMIN) on cross-border data govern-
ance and mutual recognition of security assessment standards, signalling China’s intent 
to participate in regional rule-making. In contrast to the EU and Japan, China lacks a 
central agency for cross-border data agreements [14]. This adds complexity to partici-
pation in global governance initiatives, such as the OECD’s Data Free Flow with Trust 
(DFFT) or the Asia-Pacific Economic Cooperation (APEC) Cross-Border Privacy
Rules [15]. Nevertheless, the establishment of inter-ministerial and regional coordina-
tion pilots indicates a progressive institutional evolution toward a more integrated gov-
ernance model, balancing central oversight with sectoral autonomy. Consequently, Chi-
nese enterprises must comply with domestic data localisation rules while also meeting 
external data transfer requirements, which increases transaction costs and compliance 
obligations for cross-border trade. 

3 Legal Responses to Risks in Cross-Border Data Flows 

Based on the preceding risk analysis, this chapter examines the legal and institutional 
measures addressing compliance challenges for Chinese enterprises in cross-border 
data transfers. The focus of reform is on establishing a governance framework that ac-
counts for security, economic openness, and international interoperability. 
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3.1 Clarifying Legal Objects and Adjusting Data Localisation Policy 

Ambiguous definitions of personal information and important data, combined with 
rigid domestic storage requirements, create widespread compliance uncertainty. Under 
the PIPL, nearly all forms of digital data may fall within the legal perimeter, generating 
operational and regulatory pressures for enterprises across sectors. However, narrowing 
statutory definitions would address only part of the problem [16]. By adopting a risk-
based approach that adjusts compliance duties based on data sensitivity and potential 
impact, organisations can better align obligations with actual risk [6,17]. This approach, 
supported by OECD and APEC privacy frameworks, allows regulatory intensity to cor-
respond to the nature of the data, ensuring proportionality between compliance require-
ments and potential harm.  

Mandatory domestic storage has demonstrated limited effectiveness in strengthening 
security. It increases operational costs and slows the efficiency of digital trade. At the 
same time, reciprocal restrictions in other jurisdictions constrain lawful cross-border 
data flows, and enterprises operating across multiple regions often face overlapping 
compliance requirements, which may restrict their role in global digital markets [18]. 
The growing extraterritorial reach of data regimes in the U.S. and EU further amplifies 
these challenges. The establishment of a dedicated Cross-Border Data Transfer Law 
could address these issues by specifying the jurisdictional reach of domestic regula-
tions, defining conditions for outbound transfers, and implementing transparent, stand-
ardised risk-assessment protocols. Such a framework would reduce ambiguity in com-
pliance obligations, improve operational predictability, and facilitate lawful, efficient 
exchanges of information across borders. By linking regulatory intensity to data sensi-
tivity and providing clear procedural guidance, China could balance security, economic 
openness, and international interoperability, while reducing unnecessary burdens on 
enterprises. 

3.2 Streamlining Institutional Design and Clarifying Responsibilities 

Fragmented authority continues to challenge coherent data governance in China. Mul-
tiple agencies, including the Cyberspace Administration of China (CAC), the Ministry 
of Industry and Information Technology (MIIT), and sectoral regulators, share overlap-
ping mandates. This overlap can result in inconsistent enforcement, repeated approvals, 
and higher compliance costs for enterprises. 

In practice, enterprises operating across multiple sectors often face conflicting guid-
ance on data classification, reporting, and cross-border transfer rules, thus highlighting 
the operational impact of fragmented authority. This underscores the importance of 
both independence and coordination in international experience. For instance, the EU 
GDPR associates the effectiveness of cross-border adequacy decisions with the pres-
ence of independent supervisory authorities (Article 45), thereby ensuring consistent 
and impartial enforcement [19]. Similarly, the APEC Cross-Border Privacy Rules
(CBPR) framework relies on recognised enforcement authorities to maintain interoper-
ability among participating economies [20,21]. These models reveal that centralised 
coordination, coupled with institutional independence, enhances predictability and trust 
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in cross-border data governance. Building on these examples, China could consider the 
establishment of a national data governance authority to consolidate rulemaking, su-
pervision, and international coordination functions. Such an authority could operate 
under the Central National Security Commission (CNSC) while maintaining profes-
sional independence. Responsibilities would include coordinating between central and 
local regulators, harmonising sectoral rules, and representing China in international 
data governance initiatives. By consolidating authority, clarifying responsibilities, and 
providing consistent guidance, this model could reduce administrative overlap, improve 
domestic coordination, and increase the credibility and efficiency of cross-border data 
flows. 

3.3 Enhancing International Cooperation and Avoiding Data Fragmentation 

The fragmentation of global data governance, combined with isolationist policies, can 
impede both innovation and trade efficiency. While concerns over data sovereignty are 
legitimate, excessive restrictions tend to limit mutual trust between jurisdictions. In-
compatible rules have arisen due to divergent regulatory regimes, like the EU’s General 
Data Protection Regulation (GDPR) adequacy framework, the United States’ Clarify-
ing Lawful Overseas Use of Data (CLOUD) Act, and India’s data localisation man-
dates. This patchwork increases transaction costs, complicates compliance, and restricts 
lawful cross-border data flows [22]. Therefore, China could prioritise interoperability 
and international cooperation to address these challenges.  

Participation in multilateral initiatives, including the OECD’s Data Free Flow with 
Trust (DFFT) and the APEC Cross-Border Privacy Rules (CBPR) system, would ena-
ble China to influence global norms while maintaining sovereignty. At the domestic 
level, boosting certification and assessment systems to accept foreign safeguards could 
cut duplicate compliance rules for firms. Bilateral or regional agreements on data trans-
fer and privacy protection would further strengthen trust and facilitate digital trade. 
Effective cooperative regulation depends on risk-based assessment, clear institutional 
roles, and mechanisms to ensure global interoperability. This approach would allow 
China to safeguard data sovereignty, support lawful cross-border flows, and cut the 
operational and compliance burdens caused by fragmented international rules. Eventu-
ally, it could also enhance China’s role in shaping global digital governance standards 
while maintaining participation in the global digital economy. 

4 Conclusion 

This study analysed the main legal and institutional risks in China’s cross-border data 
governance and proposed corresponding reform pathways. It found that ambiguous def-
initions of legal objects, excessive data localisation, and fragmented regulatory author-
ity together impose major compliance burdens and hinder international cooperation. 
Accordingly, the paper suggests adopting risk-based, proportionate compliance duties, 
establishing a unified and independent regulatory coordination mechanism, and deep-
ening China’s participation in international governance frameworks such as the
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OECD’s Data Free Flow with Trust and APEC’s CBPR system. Nevertheless, this 
study has several limitations. Its findings rely mainly on normative and qualitative anal-
ysis of legislative and policy materials, rather than on empirical data. Future studies 
could include quantitative assessment of compliance costs, case-based comparative re-
search, and empirical evaluation of cross-border data practices among firms. Further-
more, as global data regulation evolves, longitudinal research will be needed to exam-
ine how China’s domestic reforms interact with international developments. Despite 
these limitations, the analysis offers a conceptual foundation for understanding struc-
tural tensions in China’s data governance and points to future reforms aimed at ensuring 
both national security and global interoperability. 
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