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Abstract. The military-industrial sector’s data sharing faces core challenges such
as data silos, lack of standardized protocols, and absence of trust mechanisms.
Based on the theory of Trusted Data Spaces, this paper analyzes the current status
and pain points of data sharing in the military-industrial sector, explores the suit-
ability of Trusted Data Spaces for the military-industrial domain, and proposes a
data-trustworthy sharing mechanism tailored for closed and confidential scenar-
ios in the military-industrial sector. This mechanism leverages technologies such
as identity authentication, digital contracts, and audit trail to effectively address
data circulation issues between parent companies and their subsidiaries, as well
as in edge computing environments. The research findings indicate that this
mechanism can enhance the efficiency of data sharing and multi-party collabora-
tion, providing a valuable reference for secure data transmission and sharing in
the military-industrial sector.
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1 Introduction

As a critical sector for national security and technological advancement, the defense
industry features highly sensitive and complex data management. Against the backdrop
of accelerating digital transformation, the defense industry is increasingly reliant on
data as a key production factor [1]. From weapon and equipment research, design, and
development to manufacturing, from testing and verification to operation and mainte-
nance support, every stage generates massive volumes of data resources. However, con-
strained by the industry’s unique characteristics, most of these data resources remain
isolated, making it difficult to achieve synergistic effects. As a result, large amounts of
data resources fail to be effectively shared, leading to underutilization of data’s full
potential and severely hampering the industry’s innovation capacity and development
efficiency. The special nature of defense industry data dictates that it must adhere to
stringent security standards during transmission and storage; any potential risk of data
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leakage could lead to immeasurable losses. Therefore, exploring a secure and trustwor-
thy data-sharing mechanism has become a critical issue urgently needing resolution in
the defense industry.

In recent years, both academia and industry have proposed a variety of approaches
and technologies to address the issue of data sharing. Traditional centralized data ex-
change platforms carry a high risk of single-point failure and struggle to meet the mil-
itary-industrial sector’s stringent requirements for high reliability. Federated learning,
due to its algorithmic complexity and high computational resource demands, has been
limited in its adoption in resource-constrained environments. Although blockchain
technology excels in data security, its decentralized nature clashes with the highly cen-
tralized management models prevalent in the military-industrial sector. As a new type
of infrastructure, the Trusted Data Space integrates privacy-preserving computation
and data monitoring technologies, offering a fresh approach to secure and trustworthy
data exchange and providing a novel technological pathway to overcome the challenges
of data sharing in the military-industrial sector. This article, based on the theory of
Trusted Data Spaces, explores solutions suitable for relatively closed and confidential
scenarios in the defense industry.

Data Trustworthy Sharing Mechanism. The research primarily focuses on the fol-
lowing aspects: analyzing the current status and pain points of data sharing in the de-
fense industry; exploring the suitability of trusted data spaces for the defense sector;
designing a data trustworthy sharing mechanism based on trusted data spaces; and, in
light of the specific business characteristics of the defense industry—such as regional-
center, group-subsidiary enterprise, and edge scenarios—demonstrating the effective-
ness of this mechanism in practical application scenarios. This paper places particular
emphasis on the security and efficiency issues associated with data sharing in multi-
party collaboration.

2 Current Status and Pain Points Analysis of Data Sharing in
the Military Industry

2.1  Current Development Status at Home and Abroad

Current Development Status Abroad.

Developed countries in Europe and the U.S. started earlier in the field of military-
industrial data sharing and have already established relatively mature technological sys-
tems. Through the Joint Information Environment (JIE) program, the U.S. Department
of Defense has achieved data interconnectivity across services and departments, adopt-
ing a zero-trust architecture to ensure secure data access [2]. The NATO has established
a coalition data-sharing framework that supports secure data exchange among member
countries; however, coordination challenges remain regarding data sovereignty and ac-
cess control [3]. Europe, via the Gaia-X project, is exploring the development of indus-
trial data spaces, providing a reference paradigm for data sharing in the military-indus-
trial sector. Yet, its openness clashes to some extent with the confidentiality require-
ments of the military-industrial complex [4].
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Current Development Status in China.

In recent years, China’s defense industry has made significant progress in building
data-sharing capabilities. In terms of data platforms, several major defense conglomer-
ates have established unified data-management platforms, enabling centralized man-
agement of certain types of data within their organizations. Regarding communication
and transmission, military communication networks now cover multiple links—includ-
ing fiber optics, satellites, and wireless—yet bandwidth bottlenecks still persist when it
comes to cross-domain data transmission. As for standards and regulations, the state
has successively introduced legal frameworks such as the "Data Security Law" and the
"Cybersecurity Law," providing institutional safeguards for data sharing in the defense
industry. However, the industry -level data-sharing standard system remains incomplete

(5]

2.2 Challenges in Implementing Military Industrial Projects

Challenges in Data Platform Development.

The product data management system (PDM), enterprise resource planning system
(ERP), and manufacturing execution system (MES) in the defense industry enterprise
operate independently, lacking unified data interfaces and standards, which has led to
a prominent phenomenon of data silos among these systems [6]. During the develop-
ment of master data, a certain defense industry enterprise discovered significant differ-
ences in data formats and definitions across various departments, resulting in high costs
for data integration. Moreover, the existing data management platform has limited se-
curity protection capabilities; as a result, when dealing with highly sensitive data, the
enterprise still tends to rely on manual handover methods, thereby hindering data shar-
ing.

Challenges in Communication Transmission.

Military-industrial projects cover a wide geographic area, and some production ba-
ses are located in remote regions with weak network infrastructure, making it difficult
to ensure the stability of data transmission. Edge devices are typically deployed in com-
plex environments where network connections may be unstable, and the volume of data
generated is enormous. Thus, efficiently collecting, storing, and transmitting edge data
has become a significant challenge [7]. In high-concurrency scenarios, the throughput
and latency of existing communication protocols may fail to meet the military indus-
try’s requirements for real-time data processing.

Challenges in Security Management and Control.

Military-industrial data involves national security and commercial secrets, and all
participating parties are highly sensitive to the security and privacy protection of such
data. The existing data-sharing mechanisms lack sufficient security safeguards, causing
enterprises to adopt a cautious attitude toward the risks associated with data sharing.
Moreover, the standards for classifying and grading data are not uniform, and there is
a lack of clear regulations regarding transmission channels and encryption strengths for
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data at different classification levels, thereby increasing the complexity of security
management [8].

2.3  Pain Points in Data Sharing and Circulation

Lack of a Trust Mechanism.

Lack of trust is one of the key factors hindering data sharing. Due to the absence of
a credible third-party oversight mechanism, data providers find it difficult to verify the
true intentions and scope of data usage by data users, worrying that their data might be
misused or leaked [9]. In cross-organizational collaboration scenarios, establishing trust
among participating parties involves high costs and lengthy negotiation periods,
thereby affecting the efficiency of project advancement.

Unclear Definition of Rights and Responsibilities.

In the process of data sharing, unclear definitions of ownership, usage rights, and
benefit rights lead to ambiguity regarding the rights and obligations of all parties in-
volved in data sharing. Once a data breach or misuse occurs, it becomes difficult to
trace responsibility, thereby undermining the willingness of all parties to participate in
data sharing.

Technical Standards are not Unified.

The lack of a unified data catalog and standardized specifications means that data
formats and definitions may vary significantly across different departments and even
within the same department, making it difficult to achieve seamless interconnection and
interoperability across departments and systems. Most existing data space exploration
initiatives are designed and implemented based on the approach of raw data sharing and
circulation, which pose numerous challenges in terms of security risks, mutual trust
foundations, and regulatory standards, making it hard for them to fully meet the unique
needs of the defense industry.

3 Analysis of Industry Adaptability for Trusted Data Spaces

3.1 Concepts and Architecture

A Trusted Data Space is a digital infrastructure that connects multiple entities based on
consensus rules, designed to ensure the secure, lawful, and trustworthy exchange and
circulation of data [10]. Its core concept lies in combining technological solutions with
institutional design to achieve efficient utilization and value realization of data assets,
adhering to the principle of "data remains static while value flows." Through metadata
exchange, it enables data resources to be discoverable, accessible, and controllable [11].
The overall architecture of the Trusted Data Space is depicted in Fig. 1.

The technical architecture of a Trusted Data Space is typically built around the full
lifecycle of data value circulation, comprising three core components: trusted govern-
ance, resource interaction, and co-creation of value [12]. The trusted governance layer
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provides trust management capabilities by leveraging mechanisms such as access au-
thentication, data permission allocation, and evidence-based traceability, thereby estab-
lishing a solid foundation of trust for data interactions[13]. The resource interaction
layer aims to establish a mechanism for data interconnectivity and interoperability.
Through standardized processes—including data ingestion, data publication, data dis-
covery, data transformation, and data delivery—it facilitates the transformation of raw
data resources into standardized, high-quality data resources. The value co-creation
layer focuses on promoting the realization of data value across multiple scenarios. By
matching supply and demand, conducting operational oversight, and supporting appli-
cation development, it ultimately empowers both data providers and users with data
products and services.
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Fig. 1. Overall Architecture of Trusted Data Space.

3.2  The Key Role of Trusted Data Spaces in Data Sharing

Establish a Foundation of Trust.

The Trusted Data Space establishes a trust mechanism among participants through
technological means, thereby reducing the trust costs associated with data sharing. The
identity authentication module ensures the authenticity and reliability of the identities
of participating entities, while smart contract technology automatically enforces data-
sharing rules, minimizing human intervention and disputes [14].

Ensure Data Security.

Privacy-preserving computation technologies enable a data-sharing model where
data is "available but invisible," allowing data to participate while remaining encrypted.
Computing ensures that the raw data remains undisclosed. Data monitoring technology
records and tracks the entire data flow process, thereby enabling controllability and
auditability of data usage [15].
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Promote Co-Creation of Value.

A trusted data space supports data collaboration and value extraction among multiple
entities, generating new business insights through data fusion and analysis. In a trusted
environment, both data providers and data demanders achieve mutual benefits, thereby
maximizing the value of data as an economic factor[16].

3.3  Adaptability Analysis for the Defense Industry

The security and trustworthiness features of trusted data spaces align closely with the
needs of the defense industry. Its distributed architecture can accommodate the hierar-
chical relationship between a group and its subsidiaries, while its edge computing ca-
pabilities enable deployment in edge scenarios. Moreover, its policy engine meets the
requirements for multi-level classification management. Privacy-preserving computa-
tion technologies can unlock and share data value without exposing the original data
itself, making them highly compatible with the defense industry’s core requirement for
data confidentiality.

However, certain features of the Trusted Data Space need to be specifically adapted
for the defense industry. The unique characteristics of the defense sector dictate that it
cannot fully adopt a decentralized architectural design; instead, data storage and circu-
lation must be subject to stringent centralized oversight. The transparency inherent in
blockchain technology conflicts with the defense industry’s confidentiality require-
ments: since transaction records on the blockchain are visible to all nodes, sensitive
information could potentially be leaked. Consequently, it is inappropriate to directly
employ blockchain technology in military industry scenarios.

4 Practical Path for a Credible Data Sharing Mechanism in the
Military Industry

4.1 Mechanism Design Principles

The design of a trustworthy data-sharing mechanism for the defense industry must ad-
here to the following core principles: First, the principle of security first, ensuring the
security of data throughout its entire lifecycle—from collection and transmission to
storage and use. Second, the principle of tiered management and control, implementing
differentiated control strategies based on data classification levels and sensitivity [17].
Third, the principle of least privilege, granting data access permissions only to the min-
imum scope necessary for completing business tasks. Fourth, the principle of full-pro-
cess traceability, ensuring that all data flows are fully traceable. The entire process is
fully traceable, supporting audit trail and accountability identification.

4.2  Technical Architecture Design

The trusted data-sharing mechanism proposed in this paper aims to address the chal-
lenges of trust establishment and secure data sharing in cross-entity data interactions.
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This architecture is divided from bottom to top into an infrastructure layer, a trusted-
mechanism layer, and a data-services layer, and achieves business empowerment
through top-level scenario applications. The overall logic is centered around the “Group
Data Space,” which connects multiple “Enterprise Data Spaces” via standardized inter-
faces, thereby forming a distributed collaborative network of the “1+N” model. The
architecture of the trusted data sharing mechanism is depicted in Fig. 2.

Infrastructure Layer.

The infrastructure layer serves as the physical and logical foundation for the opera-
tion of the data space, comprising four key components: Space Management is respon-
sible for defining the organizational boundaries of the data space, managing member
permissions, and configuring basic settings; Connector Management enables the access
and registration of various enterprise nodes, monitors link statuses, and performs heart-
beat detection by deploying standardized connectors; the Service Discovery mechanism
supports automatic registration of microservices, subscription-based queries, and dy-
namic routing; and the Protocol Adaption component provides multi-protocol conver-
sion and interface standardization capabilities, bridging technological stack differences
among different enterprises and ensuring seamless interoperability between systems.

Trusted Mechanism Layer.

The Trust Mechanism Layer is the core control layer of the architecture, designed to
establish a closed-loop trust system across the entire process, ensuring the compliance,
security, and traceability of data interactions. Digital contracts codify data usage rules,
enabling automated creation, signing, and execution of contracts. Identity authentica-
tion rigorously verifies interacting entities, preventing unauthorized access. Usage con-
trol implements fine-grained access policies, performing real-time validation and inter-
ception of data requests based on pre-defined usage rules. The Trusted Evidence Stor-
age is responsible for recording and auditing the full operation logs, guaranteeing the
authenticity of recorded actions and providing a basis for subsequent accountability.

Data Service Layer.

The data service layer, oriented toward business needs, provides standardized capa-
bilities for data asset operation and delivery. This layer includes a data catalog service
that enables retrieval and presentation of standardized data resulting from governance
efforts. Data product management processes raw data into standardized products to sup-
port upper-layer business applications. The data delivery service offers secure and ef-
ficient data transmission channels, supporting various modes such as API calls and
batch exports. Finally, the data application service encapsulates common data pro-
cessing capabilities, providing direct invocation interfaces for upper-layer business ap-
plications.
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Scenario Application Layer.

The scenario application layer directly serves the group’s business value chain, cov-
ering four major areas: design, production, analysis, and management. Based on the
trusted data service capabilities provided by the underlying layer, this layer supports
specific business scenarios such as collaborative design across enterprises, coordinated
production in the supply chain, operational data analysis, and group-level governance,
thereby fully unlocking the value of data elements.

Scenario Application
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Fig. 2. Trusted Data Sharing Mechanism Architecture.

It is worth noting that the trusted data sharing mechanism proposed in this paper is
based on the trusted data space architecture, rather than blockchain technology. Alt-
hough both aim to address trust issues, our proposed scheme focuses more on endpoint
security and the trustworthiness of transmission channels.

4.3  Comparative Analysis

Performance Evaluation and Analysis.

This paper conducts a performance analysis of the mechanism based on the Trusted
Data Space architecture, with the results presented in Table 1. The evaluation bench-
marks reference the International Data Spaces Benchmark Report published by the In-
ternational Data Spaces Association (IDSA), as well as empirical studies on national
cryptographic algorithms in embedded environments conducted domestically. The test
results indicate that following security reinforcement using the SM2 and SM4 algo-
rithms, the transmission performance of the Connector aligns with the performance
trends of the IDS Connector tested by Fraunhofer ISST, maintaining a throughput of
over 800 Mbps, which satisfies the requirements of high-bandwidth industrial scenar-
i0s.
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Table 1. Quantitative Evaluation Metrics and Results

Evaluation Dimen-

. Metric Test Scenario Results (Reference)
sion
Transmission Encrypted transmission of | 800 - 900 Mbps (in
Throughput L
Performance large files Gigabit LAN)
L Establishing secure | 15 - 30 ms (SM2
Authentication & . . S
Response Latency channels and identity | bidirectional

Handshake Delay . L
authentication authentication)

Parsing and  matching

Computational Policy = Enforcement . <2 ms per policy
Digital Contracts (Usage
Overhead Overhead . match
Control Policies)
Resource Connector service running | < 500 MB (Idle
. CPU / Memory Usage
Consumption on edge nodes Memory)

Regarding transmission efficiency, the system employs the SM4 algorithm for
streaming encryption. This approach maintains throughput close to the physical net-
work card limit while ensuring data security, demonstrating that the mechanism is ca-
pable of handling efficient data circulation in military industry scenarios.

In terms of system latency, although bidirectional identity authentication based on
digital certificates and fine-grained digital contract policy verification have been intro-
duced, the overall additional latency remains within the millisecond range. For non-
hard real-time industrial data transmission, this minimal performance overhead is en-
tirely acceptable and yields a high degree of data sovereignty control.

Tests on resource overhead indicate that the Connector component features light-
weight characteristics and low hardware resource consumption on edge nodes, demon-
strating strong feasibility for engineering implementation.

In conclusion, the quantitative data confirms that the mechanism achieves a favora-
ble balance between security and performance.

Comparative Analysis of Mechanisms.

To further elucidate the superiority of the proposed Trusted Data Space-based shar-
ing mechanism, this paper compares it with traditional centralized data platforms and
Federated Learning schemes, as presented in Table 2.

Compared with traditional centralized platforms, the proposed solution addresses the
ambiguity regarding data sovereignty attribution caused by the "unified construction
systems" in military groups. Through the use of Connectors, subordinate enterprises
retain physical control over their data, thereby avoiding the risks of data abuse or leak-
age by a central node.

In comparison with Federated Learning, while the latter protects privacy, it fails to
meet the core requirement of the military industry for raw data interaction. The pro-
posed mechanism utilizes Usage Control technology to allow the circulation of raw
data within a controlled environment, filling the business gap that Federated Learning
cannot cover.
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Table 2. Comparative Analysis of Different Data Sharing Mechanisms

Comparison  Di- | Centralized Data Plat-
. f Federated Learning Proposed Mechanism
orm

. . Very Strong (Data transmissible,
Data  Sovereignty | Weak (Physical data | Strong (Data stays . .
but usage rights and lifecycle

Control concentration) within domain,) . .
strictly controlled via contracts)
Data Circulation | Physical migration of | no raw data
. Controlled flow of raw data
Form raw data transmission

. Low  (Distributed connector
. . High (Center server . . . . . .
Single Point  of . Medium (Relies on | architecture, single point failure
. . failure  causes total
Failure Risk . parameter server) does not affect the whole
network paralysis)
network)

Scenarios requiring raw data
. . Internal  management . . . .
Applicable Business » Joint modeling, AI | interaction e (Cross-
. systems, non-sensitive . . L .
Scenarios . training scenarios organizational collaborative
data aggregation . . .
design, supply chain production)

. . . Full-process log storage
. Relies on  central | Difficult to trace risks
Audit and . . . (Connectors record logs
. administrator, prone to | of model inversion | |
Traceability . independently, tamper-proof,
tampering attacks

bidirectional audit)

4.4  Application Scenario Analysis

The data trust-sharing mechanism for the defense industry, based on a trusted data
space, can be applied to a variety of typical business scenarios. Below, we describe the
specific application methods of this mechanism from three perspectives: collaboration
between the group and its subsidiaries, edge-side data collection and transmission, and
joint R&D across organizations.

Group - Subsidiary Enterprise Collaboration Scenarios.

Military-industrial groups typically adopt a multi-tiered organizational structure
consisting of "headquarters—second-level units—third-level units." The headquarters
needs to distribute technical documents such as design drawings and process specifica-
tions to its subordinate enterprises, while also collecting feedback information—includ-
ing production schedules and quality data—from these enterprises. Under the tradi-
tional model, such data exchange often relies on manual copying and dedicated-line
transmission, which suffer from low efficiency, difficulty in traceability, and high risks.
The mechanism described in this paper is applied as follows:

Data publication and catalog registration: The group headquarters will classify and
label the data resources that need to be shared, and register them through the data cata-
log service with the Trusted Data Space Management Center. The data catalog includes
metadata information such as data name, security classification, format, and update cy-
cle, but does not include the actual data content itself.
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Access Request and Approval: Subsidiary enterprises retrieve the required data re-
sources through the Trusted Data Space portal and submit data access requests. The
request information includes the purpose of use, scope of use, duration of use, and other
relevant details. The Group’s headquarters strategy control layer conducts automatic or
manual approval based on pre-defined authorization rules.

Data delivery and usage control: After approval, the system generates a data access
token, which subordinate enterprises can use to obtain the data. The data is encrypted
and transmitted using national cryptographic algorithms and stored within the local se-
cure domain of the subordinate enterprises. A digital contract imposes constraints on
data usage behavior, such as limiting the number of copies, prohibiting secondary dis-
tribution, and setting specific expiration date, etc.

Employ monitoring and auditing. Access logs and operation records generated dur-
ing data usage are transmitted in real time to the group’s headquarters audit system,
establishing two-way supervision. Any abnormal behavior triggers a risk alert; the sys-
tem automatically suspends access permissions and notifies the administrator.

This mechanism enables the standardization, automation, and traceability of data
sharing between the group and its subsidiaries, reducing costs associated with manual
intervention, enhancing data flow efficiency, and ensuring the security and controlla-
bility of data throughout its entire lifecycle.

Edge Data Collection and Transmission Scenarios.

The production and testing base for the defense industry is located in a remote area
with relatively weak network infrastructure. Edge devices—such as sensors, testing in-
struments, and production equipment—need to upload real-time data they collect to a
central server for analysis and processing. Such scenarios face challenges including
unstable network connections, large data volumes, and high security requirements. The
mechanism described in this paper is applied as follows:

Edge node deployment: Deploy trusted data space edge nodes at the edge site,
equipped with features such as data caching, local processing, and encrypted transmis-
sion. The edge nodes establish a secure communication channel with the central node,
supporting resumable uploads and data synchronization.

Local data preprocessing. Data collected at the edge is first subjected to preliminary
processing at the edge node, including data cleansing, format standardization, and sen-
sitive information masking. After processing, the data volume is reduced, thereby im-
proving transmission efficiency.

Lightweight encrypted transmission: Data is encrypted using a lightweight encryp-
tion algorithm, and compression techniques are employed to reduce bandwidth usage
during transmission. A two-way authentication mechanism is used throughout the
transmission process to ensure the identity of both communicating parties is trustwor-
thy. The central node and edge nodes periodically synchronize their data states to main-
tain data consistency.

This mechanism can adapt to complex network environments at the edge, enhancing
the stability and efficiency of data transmission, reducing reliance on central nodes, and
ensuring secure collection and transmission of edge data.
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5 Conclusions

Based on the theory of Trusted Data Spaces, this paper proposes a data-trustworthy
sharing mechanism tailored for the defense industry. This mechanism integrates pri-
vacy-preserving computation, data monitoring, and access control policies to enable
efficient collaboration among multiple entities while ensuring data security. The re-
search findings indicate that by employing technical measures such as hierarchical clas-
sification, digital contracts, encrypted transmission, and bidirectional auditing, the
mechanism can effectively address data circulation challenges in scenarios involving
group-subordinate enterprise collaborations, edge-device-to-edge-device interactions,
and cross-organizational coordination. The mechanism demonstrates strong potential
for wide-scale adoption in terms of data transmission efficiency, security, and collabo-
rative effectiveness.
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