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Abstract. The technological evolution has unquestionably created new frontiers, seamlessly
weaving itself into the fabric of our daily lives. The same technology also offers unprecedented
opportunities for criminals while posing significant difficulties for law enforcement. This
dichotomy is glaringly apparent in the emerging landscape of the metaverse, especially in light
of the burgeoning prevalence of sexual harassment. Reports describe incidents in which virtual
groping, sexual assault, and verbal abuse are inflicted on avatars, frequently those that represent
women. Despite the lack of physical contact, the psychological effect on the victims is profound,
with many suffering from trauma similar to actual assaults. The distinction is further blurred by
the use of haptic technology, which produces simulated bodily sensations that heighten the
unpleasant experience. The primary objective of this research is to analyze the efficacy of existing
criminal laws vis-a-vis sexual harassment in the metaverse, identify the specific legal challenges
posed by this emerging digital environment, and explore the diverse approaches adopted by
various countries in response to these modern forms of virtual harm. This shall be done by
employing doctrinal and comparative legal research methods. A comprehensive review of
literature reveals that most jurisdictions are ill-equipped to address the unique manifestations of
virtual sexual harassment. The United States shows fragmented state-level responses, while EU
law lacks harmonized definitions, and Indian law is mostly silent except for broad cybercrime
provisions. Across these systems, courts face significant barriers in extending traditional sexual
harassment law to avatar-based offenses, resulting in impunity for offenders and inadequate
redress for victims. The lack of standardized evidentiary protocols and jurisdictional rules further
inhibits effective legal action. The analysis concludes that the legal systems must adapt existing
statutes, develop metaverse-specific definitions, and establish protocols for digital evidence.
Without these measures, virtual environments risk becoming lawless spaces for sexual
misconduct.
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1 Introduction

Immersive technologies such as augmented reality (AR), virtual reality (VR), and
extended reality (XR) have resulted in the conception and creation of the Metaverse, a
virtual ecosystem designed to simulate social and economic interactions in the real
world. What was initially conceived as a digital extension of human connectivity is
now an educational, commercial, gaming, and socializing platform. However, the very
factors that make the environment appealing, anonymity, realism, and interactivity,
have simultaneously opened doors to unprecedented criminal activities, especially
sexual misconduct [1].

The Metaverse, as immersive as it may seem, comes with a set of new challenges.
With the introduction of haptic devices, which enable immersive interaction with VR
platform users, harassment through voice or text becomes obsolete. This creates a
fusion of virtual and physical experiences, elevating the psychological harm inflicted
on victims. Recent surveys highlight alarming statistics. A study conducted by Norton
LifeLock in 2022 found “th of women using VR platforms reported harassment or
inappropriate behaviour, coupled with the Metaverse Safety Report in 2023, stating
that 35% of all interactions contained unwanted groping or touching of avatars [2].

Table 1. Percentage of platform-wise women’s sexual harassment.

Source - [2]

Countrv/ % of Female Major
Re iorrlll Users Reporting Platform
9 Harassment Implicated
. Meta Horizon
o,
United States 26% Worlds
European o VRChat,
Union 22% AltspaceVR
. Roblox, Meta
o, ]
India 18% Horizon Worlds
Global o Mixed
Average 25% Platforms
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The idea is complex because legal systems, which claim to define violation of sexual
abuse based on abuse of physical contact, virtual spaces lack physical touch contact.
Numerous individuals report that they endure trauma akin to physical attack,
demonstrating that the damage inflicted by psychological violence surpasses that of
physical violence. Haptic feedback systems have occasionally been employed to elicit
these sensations. These technologies provoke ethical and legal dilemmas about the
classification of simulated violent activities with physical feedback as sexual violence
under legal statutes.

The proliferation of the Metaverse in social and economic domains renders these
enquiries imperative. The Metaverse industry, encompassing e-commerce, gaming,
and social networking, is projected to reach USD 936 billion by 2030. The rise in
virtual interactions significantly amplifies the possibility for avatar-based sexual
abuse, necessitating extensive legislative responses [3].

This research focuses on the intersection of technology, law, and gender justice
with the following questions -

e  Why are the existing frameworks of laws and virtual sexual harassment
inadequate?

e The legal frameworks for prosecution and evidence of the offense, and
their absence in jurisdictions.

e The response of the United States, the European Union, and India to such
matters.

This paper employs comparative and doctrinal legal research methodologies along
with an analytical review of relevant legislation, jurisprudence, and academic
writings. The primary aim is to devise a legally sound and practically feasible solution
with appropriate mechanisms of accountability and victim protection, balancing the
competing imperatives of technology and victim protection.

2 Problem Statement

Sexual harassment within the Metaverse serves as a case study capturing the
juxtaposed nature of why some technological advancements are paradoxically
beneficial. Unlike real-life interactions, the Metaverse enables hyper-realistic and
sophisticated social interactions. Harassment in the Metaverse, unlike social media
platforms where assaults are typically vocal, manifests as immersive spatial invasions
or “virtual touches.” Such activities frequently target avatars, particularly those
identified as female or LGBTQ+, thus reinforcing and upholding the prevailing
patriarchal and gendered frameworks of society [4].

2.1 Nature and Forms of Virtual Sexual Harassment

These occurrences range from verbal abuse and unwanted sexual advances to haptic
technology-based virtual sexual assault and sexual harassment simulations. Consider
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the instance of “virtual groping” that was brought to light by a user of Horizon Worlds
in December 2021. Shortly after entering a public space, she reported that a stranger
touched her. A public debate about the misuse of safety precautions on supposedly
“adult” VR platforms was sparked by this case. These incidents demonstrate how
people’s use of hypermedia environments in the current world increases their
vulnerability to exploitation, stemming from the avatar’s ability to make users feel
physically present [5].

2.2 Psychological Impact and Legal Gaps

The application of such logic in virtual contexts appears exceedingly dubious. The
psychological injury seems to manifest distinctly. Victims articulate a diverse array of
emotions, primarily emphasising sensations of violation, worry, and trauma. The 2023
survey by the XR Safety Initiative revealed that 67% of participants who experienced
VR harassment sought therapy for mental health disorders, including PTSD,
following the incident [6].

23 Technological Intensification - The Impact of Haptic Devices

Beyond merely enhancing the user experience, haptic feedback technology challenges
the notion of harm in the virtual realm. By capturing physical feelings, acts of
aggression, and injuries experienced in the virtual realm, one can attain greater
realism. This engenders delicate legal and ethical concerns on: 1) Does haptic-enabled
harassment count as “physical contact” in terms of the law?, and 2) Can virtual
consent be given, assumed, or be required in some cases?

Because of the law's ambiguity, perpetrators can easily escape prosecution, leaving
victims with no real legal protection.

2.4 Challenges of Enforcement and Jurisdiction

Due to the inherently international nature of virtual places, attributing jurisdiction
proves challenging, particularly in cases of transnational crime. Who has the
jurisdiction to prosecute when both the perpetrator and the complainant live in
different countries? The problem arises even when speaking about a single
jurisdiction; if the offender hides behind an avatar and needs to be identified, the case
becomes a complex form of digital forensics that many police departments are not
equipped to solve. In addition, the platforms' operators do not take responsibility and
instead cite terms of service that shift liability to ostracized users [7].

2.5 Why Current Legal Frameworks Fail

The Bharatiya Nyaya Sanhita (2023; replacing the Indian Penal Code, 1860), the IT
Act, 2000, EU directives, and state-level harassment laws in the U.S. were drafted
well before the advent of immersive technologies [8]. As a result, these laws -

e Only recognize sexual harassment as physical contact or as an activity
limited to the workplace.
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e Fail to consider avatars as embodiments of people.

e There are no standards for evidence concerning digital embodiment and

simulation of the senses.

Table 2. Challenges and dimensions of offenses.

Source - [8]

Dimension Challenge
Definition of No metaverse-specific definition of
Offense sexual harassment
Evidence Proving avatar identity and intent
e Cross-border disputes; lack of
Jurisdiction .
harmonized rules
Platform Operators claim immunity under
Accountability “safe harbor” provisions
Victim Redressal No clear mechanism fo.r complaints
or compensation
3 Research Questions

The need to resolve ambiguities and contradictions within the scope of criminal law
and immersive technology motivates the research. The following questions guide the

research:

e  What is the nature of sexual harassment in the Metaverse?

e  What legal classifications can be made of avatar-interfaced abuse, which

includes verbal, gesture, and haptic interactions?
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e  What is the scope of the current laws on sexual crime and cybercrime in
immersive spaces?

e  What legal solutions exist for conflicts involving cross-border perpetrators,
digital personas, and the virtual evidence’s acceptability?

e  What legal approaches have the United States, the EU, and India taken on
these issues?

e  What policies can be designed to create the much-needed accountability in
the Metaverse while encouraging creativity and digital freedom?

4 Purpose Of The Study

This study aims to address gaps in criminal law governing harassment in the
Metaverse and to develop policies that protect users from such actions. More
specifically, the objectives of the study are:

Analyze the absence of international and domestic laws about avatar-based
sexual harassment.

Examine the psychological and sociological effects of immersive
harassment, particularly where the use of haptic technology augments the assault.

Review the United States, the European Union, and India’s respective
approaches to addressing virtual crimes from a comparative perspective.

Develop specific protocols for the metaverse about definitions, jurisdictional
boundaries, cross-referencing standards, and evidence processes.

The study aims to add to debates on digital rights, gender issues, and the
regulation of virtual spaces and cybercrime by bridging these gaps.

5 Research Methods

This research takes a targeted approach by conducting a critical evaluation of laws,
court rulings, and policy papers on sexual harassment, cyber offenses, and safety in
immersive technologies and their digital counterparts. This entails engaging with
specific legislation, including the BNS, 2023, IT Act, 2000, and POSH Act, 2013, as
well as the comparable frameworks of the US and the EU. This study aims to examine
the extent to which the legal frameworks of various jurisdictions can adapt to the
Metaverse through doctrinal research [9].

The study examines how different legal systems respond to virtual sexual
harassment using a comparative method in addition to doctrinal research. Interest is
piqued by the US’s patchwork, state-level legislative approach, the EU’s emerging
digital regulatory framework, and India’s broad strategy centred on cybercrime laws.
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This method enables examination of both the most effective policies and the most
significant gaps.

The examination of primary and secondary materials helps address the research
enquiries related to the notion of virtual injury. The XR Safety Initiative research and
the OECD’s Digital Economy Outlook offer significant insights into the extent and
impact of harassment in immersive environments. These, in conjunction with
scholarship in cyberlaw, feminist legal theory, and criminology, inform the discourse
on the theosophical and pragmatic aspects of virtual harm and the influence of virtual
environments on gendered perceptions of legal accountability [10].

The emphasized works establish the foundation for comprehending the gendered
dynamics and legal ramifications of cyber damage, which are crucial to this research.
Although the methodological gaps, including the lack of empirical data on offenses in
the Metaverse, pose challenges to the validity and reliability of the research, the use of
secondary sources ensures that the findings are well-supported and well-reasoned.

6 Literature Review
6.1 Conceptual and Legal Framework on Cyber Harassment

Bailenson (2018) asserts that virtual reality technologies can create strong senses of
embodiment, enabling users to experience virtual forms of harassment as if they were
real. He underscores the sociopsychological continuity that exists between real and
virtual harassment, thus rendering virtual harassment important legally and morally

[11].

Citron (2014) in Hate Crimes in Cyberspace analyzes the phenomenon of online
and platform-centered gendered harassment as an amplification of harassment as a
civil rights issue. Although the work predated the Metaverse’s omnipresence, some of
Citron’s concepts, such as the disregard for vigorously enforced anonymity and a
legal framework to curb harassment, are indispensable to the discussion of immersive
environments [12].

Doring et al. (2022), in their article Sexual Harassment in Virtual Reality
(published in the Journal of Media Psychology), discuss VR harassment and its
emotional impacts. They are among the first to document how virtual reality-based
harassment triggers emotions akin to real-life harassment. They also argue that the
concept of digital embodiment should be considered when legally defining sexual
harassment [13].

6.2 Jurisdiction and Challenges of Digital Crime

Kerr (2020) in Cybercrime: Law and Procedure tackles the issue of the cross-border
cyber offence’s jurisdictional problem and the immersive environments as an
aggravating factor where acts take place in decentralized servers [14].
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Koops and Goodwin (2017), in their work CyberSpace and the State: Towards a
Regulatory Model for the Internet, examine the challenges posed by jurisdictional
domains of law within the internet. This also underscores the growing necessity for
comprehensive international standards to mitigate offences such as virtual sexual
harassment [15].

6.3 Psychological Impact and Ethical Concerns

Fox and Tang (2017) link harassment in gaming and virtual reality (VR)
environments. Their research corroborates the assertion that more immersive
interaction modalities can lead to greater harm amplification, as evidenced by the
Metaverse case reports [16].

Madary and Metzinger (2016) assert that ethical issues pertaining to safety and
user consent in virtual reality (VR) technology must be confronted. Their ideas
demonstrate a breach of the user consent paradigm, necessitating that developers be
held accountable for violations of safety and consent, hence highlighting the need for
more stringent standards [17].

6.4 Comparative Perspectives on Regulation

Dus (2022) offers a comparison of the UK and EU’s approaches to online harassment.
Mills noticed a lack of attention given to fully immersive environments such as the
metaverse. He further explained that the EU Digital Services Act created certain
responsibilities for the platforms, but there is no mention of offenses that occur
through avatars [18].

Halder and Jaishankar (2016) explored the Indian legal frameworks in relation to
the IPC and IT Act. They highlight that although there is provision for cyberstalking
and obscene representation, there is no provision for immersive acts of harassment
[19].

6.5 Feminist Legal Theory and Digital Gender Based Violence

MacKinnon (1989) in Toward a Feminist Theory of the State argues that the law tends
to reflect and reinforce the existing system of male dominance. This theory can be
applied to the digital realm. Although virtual harassment does not take a physical
form, it does subjugate women and highlights the need for reform based on gender
justice [20].

Franks (2019) in The Cult of the Constitution highlights the impact of
technological contexts on the perpetration of gendered violence by pointing to
insufficient enforcement mechanisms. She argues for constitutional protective clauses
that would guard women from virtual violations and thereby preserve their autonomy
and dignity [21].
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6.6 Cyberlaw and Principles of Jurisdiction

Kuner (2021) in The Internet and Jurisdiction: Adapting Legal Frameworks to a
Borderless Digital Sphere discusses the problem of applying territorial laws to
activities located in decentralized spaces. His comments on the failures of
enforcement in the context of the Metaverse are most relevant to sexual harassment,
where the perpetrator and victim are in different legal jurisdictions [22].

Lessig (1999) in Code and Other Laws of Cyberspace argued, “code is law.” He
was pointing to the fact that a great deal of human behavior is controlled by
technology, often much more effectively than by legal statutes. This contributes to the
debate about whether governance of the Metaverse by the platforms themselves
would be adequate as a replacement for or addition to state regulation [23].

6.7 Cross-Jurisdictional Issues

Edwards and Harbinja (2019) analyze the controversies regarding the European
Union’s Digital Single Market strategy and the shortcomings of the Digital Services
Act in addressing immersive environments. They state that the focus on content
moderation leaves unaddressed conduct-based harms, such as virtual sexual assault
[24].

6.8 Research Gaps
Based on the reviewed literature, four main gaps have been identified :

e  No agreement on the elements that constitute sexual harassment in virtual
settings.

e  Existing legal principles do not provide solutions for spatially boundless
virtual domains.

e  Inadequate standards for the admissibility of virtual evidence session
recordings and haptic logs.

7 Findings & Discussion
7.1 United States

There is no comprehensive federal policy addressing immersive harassment in the
Metaverse, as the US legal system addresses harassment through fragmented state
laws. Workplace sexual harassment is governed by laws like Title VII of the Civil
Rights Act of 1964, which does not extend to social virtual spaces. State-level laws on
cyber harassment do criminalize online abuse, but only under stringent criteria such as
explicit threats or obscene virtual groping, which excludes immersive gestures [25].
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A notable case is U.S. v. Drew (259 F.R.D. 449 (C.D. Cal. 2009)) in which the
court prosecuted cyberbullying that led to a minor’s suicide under the Computer
Fraud and Abuse Act. While this case is far from the Metaverse context, it does show
that the courts are willing to interpret cybercrime laws far beyond their intended use.
That said, the legal system remains untested in court cases involving immersive
sexual harassment.

Contemporary discussions, including those in the American Bar Association
(ABA) Cybersecurity Task Force Reports, 2022, propose updating the definitions of
cyberstalking and harassment to include behaviors conducted in virtual reality
environments. Meta and other virtual reality companies have implemented “Personal
Boundaries” to limit the avatar proximity to one another, but these measures are
voluntary, and hence, not legislated [26].

7.2 European Union

The DSA 2022, as part of the Digital Services Act, places a high emphasis on the
responsibility of the platforms and the self-regulation culture they have adopted.
However, the DSA puts a high emphasis on moderation and risk assessment, as well
as content oversight on large online platforms. DSA does not put emphasis on
avatar-based misconduct and harassment through haptics. Member states choose to
enforce national criminal codes related to sex crimes, which, similar to the US, are
restricted by the requirement of a breach of physical contact or violence, which makes
these laws very difficult to apply in virtual settings [28].

The Council of Europe’s Budapest Convention on Cybercrime, 2001, offers a
skeletal structure for the prosecution of online sexual exploitation, but the limited
material scope of the convention, which encompasses only child exploitation material
and explicit threats, is troubling. It does not account for virtual harassment as long as
there is no material or monetary damage involved [28].

7.3 India

In India, the legal approach to sexual harassment takes into consideration the
following factors -

Bharatiya Nyaya Sanhita, 2023 - Outraging modesty, sexual harassment, and insulting
the modesty of women are offenses under the law.

Information Technology Act, 2000 - Privacy breach by capturing or transmitting
images without consent is prohibited.

POSH Act, 2013 - Tt covers sexual harassment of women at the workplace.

Notably, these frameworks focus on a context and a specific type of violence. For
instance, BNS (2023 mandates that the use of force or assault renders avatar-based
violence irrelevant. Even Section 66E of the IT Act, 2000, which is about privacy
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violations, does not cover psychological virtual groping or immersive harassment
[29].

Halder and Jaishankar (2016) observed that the Indian cyber laws are designed
without the foresight of virtual spaces, creating a void of laws and policies.
Furthermore, the Information Technology (Intermediary Guidelines and Digital Media
Ethics Code) Rules, 2021, create obligations of due diligence for immersive
environments, but do not address immersive spaces.

7.4 Primary Legislative Issues in Combating Virtual Sexual Harassment

Most legal scholars focus on physical contact as a form of sexual harassment. This
does not apply in the Metaverse, where avatars can perform ‘groping’ and other
unwanted movements that are psychologically damaging but are non-physical.
Bailenson (2018) further states that the “v” in VR for virtual reality stands for a form
of reality that still feels real, and that the law is still based on the physical world.

In virtual contexts, identity masking and lack of physical remnants make
determining blame difficult. Within the virtual world, session logs, haptic feedback,
and user VR recordings all contain digital traces of actions but are not admitted as
evidence in court due to the legal requirement for evidence of a different nature. Most
courts use evidence as a form of filing system, as in the Indian Evidence Act in
Section 65B or the US Evidence 901; digital evidence requires physical, conventional,
and mundane filing. The same notion does not apply to evidence from 3 Dimensional
worlds that are layered with time, space, and actions. Because of this limitation,
haptic feedback and VR recordings face evidential hurdles [30].

Virtual worlds go beyond geographic borders. If an individual from one nation
tries to harm another individual from a different nation, it becomes a significant issue
to know which court to approach. Some scholars indicates that traditional principles
like lex loci delicti (law of the place the harm occurred) do not work in a digitally
borderless world.

Most jurisdictions provide platforms with intermediary immunity due to
provisions like Section 230 of the U.S. Communications Decency Act and Section 79
of the IT Act. These provisions in question are narrowed to the liability of
user-generated content, and therefore, there exists a void where platforms are neither
obligated to act to stop harassment nor liable for inaction [31].

Haptic feedback, which is intended to boost user engagement, adds a simulated
physical dimension to virtual harassment. The ability for users to receive physical
feedback during avatar-to-avatar interactions means the mental divide between real
and virtual worlds decreases. Hence, the question becomes, is haptic-enabled
misconduct subject to the same punitive measures as physical attacks?

Legal structures today do not consider the notion of sensory simulation in
determining responsibility, which leaves the abused without means of compensation.
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7.5 Actual Events Illustrating the Issue

A woman claimed she was virtually groped during a public session. Afterward, Meta
added “Personal Boundary” features, but no legal action was taken because of
definitional gaps. XR Safety Initiative documented multiple instances of coordinated
harassment whereby participants used avatars to encircle other users and simulate
sexual activities [32].

A complainant approached the Cyber Crime Cells with a case of VR-based threat
and obscene behavior. However, the police could apply only Section 67 of the IT Act
(obscenity) because there were no other targeted legal frameworks [33].

Table 3. Comparison Table regarding regulations of online platforms between the US, EU, and
India.

Source - [33]

. No . No No virtual
.. immersive | metaverse-s
Definition . . harassmen
-specific pecific o
. . t definition
laws directives
Voluntary | Mandatory | Grievance
Platform measures risk redress
Duty (boundary | assessments | under IT
settings) under DSA Rules
Stat.e . Territorial,
e law-driven | Harmonize .
Jurisdictio limited
, d under EU
n cross-bord
fragmente | framework
d er reach
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8 Conclusion

The Metaverse has the potential to redefine the way we interact with each other
digitally. However, excessive sexual harassment occurring in these spaces threatens to
undermine that potential. Unlike other forms of online abuse, immersive forms of
harassment could be both physically and psychologically damaging due to the
embodiment and haptic feedback associated with such actions.

The case study showcases the lack of legal provisions within these jurisdictions,
the US, the EU, and India, given that all three lack legal frameworks to address the
challenges of immersive environments. If left unchanged, the Metaverse could turn
into a violent digital space where acts of gender violence and harassment are
normalized and go unpunished. Legal systems need to establish specific laws for the
Metaverse, create frameworks for international collaboration, and regulate the digital
evidence systems and liability of the platforms. To protect users’ rights, a risk-free,
inclusive, and perpetual space, we need an integrated solution from the legislators, the
judiciary, and the technology companies. The Metaverse can only be a place of
empowerment if we can protect users from violence and establish systems of inherent
responsibility.

9 A Way Forward

The legal and policy approach to mitigating sexual harassment within the Metaverse
needs to be comprehensive and coherent to protect users and promote innovation
simultaneously. Lastly, statutory modification is of immediate priority. For countries
such as India, the US, and the EU, current legislation does not cater to avatar-based
sexual harassment since the legal frameworks applicable do not accommodate a
virtual form of sexual harassment based on a bodily infliction existing as one of the
core prerequisites. It is the responsibility of the legislature to permit rape and sexual
harassment in the form of virtual carrying out, gestures, and haptic movements using
avatars within virtual spaces.

It is essential to address the gap within existing legislation that leads to the
absence of legal support for victims within the nebulous environment. For example,
India can merge BNS, 2023, by providing the enforcement decree, allowing the
incorporation of digital embodiment, while the IT Act can be modified to include
immersive interactions. The EU can work towards a Metaverse Safety Directive, and
the US needs a Federal Law for the enforcement of unified legal protection.

Another major challenge is the intricacies of jurisdiction. The traditional
principles, such as lex loci delicti, do not work for virtual borderless spaces. A
victim-centric jurisdiction model is best, where the victim can pursue actions for
redress in their country even if the perpetrator resides elsewhere. Globally, the
Budapest Convention on Cybercrime should be modified to include immersive crimes
as well as establish expedited agreements for cross-border collaboration via MLATSs
for coordination to be done seamlessly.

There is an immediate concern with evidentiary matters. Courts have not
developed uniform methods to verify the existence of virtual reality evidence such as
session recordings, avatar logs, and haptic feedback. Evidence law should be
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reformed to allow for the preservation and protection of the data’s authenticity, thus
reinforcing its admissibility. Training judges, coupled with workforce development in
digital forensics for immersive spaces, will help bolster enforcement.

Accountability of the platforms also needs to be addressed. The safe harbor
provisions in Section 230 of the Communications Decency Act and Section 79 of the
IT Act offer protection to the platforms and relieve them from bearing any legal
consequences. These provisions can be modified to include proactive obligations such
as setting up user-controlled interfaces, boundaries, and automated reporting tools on
interactions. It is expected that platforms will also be obligated to conduct audits on
compliance and report on the transparency of the safety measures undertaken.
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