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Abstract. POROUS-SHIELD is an interaction-sensitive multi-layer architecture
for real-time intrusion detection in complex enterprise systems, introduced in this
paper. The detection in the proposed approach is formulated as a context-sensi-
tive risk inference problem on heterogeneous and time-varying security signals,
as opposed to the more traditional intrusion detection systems which depend on
independent and point-wise classification. The model integrates rule-based de-
tection, anomaly detection and behavioural analysis into a single architecture. To
model interdependences between the different security indicators, the framework
proposes a threat scoring system that is interaction conscious. Besides, it intro-
duces a temporal risk propagation method that detects multi-stage and low-inten-
sity attacks that other systems are likely to disregard. The proposed model is
tested on the CICIDS2017 dataset and is found to have a detection rate of 93.2%,
F1-score of 0.925, and a lower false positive rate in comparison with the baseline
methods. It is designed for Security Operations Centre (SOC) environments and
provides scalable, robust and interpretable intrusion detection for imbalanced
data scenarios. Overall, POROUS-SHIELD is capable of bringing intrusion de-
tection to a new stage of interaction-sensitive risk inference, moving beyond
static classification, for current cybersecurity applications.

Keywords: Threat Scoring, Intrusion Detection, Anomaly Detection, Network
Security, Multi-Layer Detection, Cybersecurity, CICIDS2017, Explainable AL

1 Introduction

Increased large-scale computing settings, including cloud-native, edge computing,
and Internet of Things (IoT) systems, have significantly increased the complexity and
scale of cybersecurity threats. The modern network environments create dynamic,
heterogeneous data in high dimensions, and both benign and malicious activities are
often correlated, as well as interdependent, over time. In such contexts, it can no
longer be treated as a classical pattern recognition or classification problem to detect
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intrusion. Instead, it must be characterized as a context-dependent inference problem
on weak, distributed and temporally evolving signals. This transformation highlights
some of the fundamental drawbacks of traditional intrusion detection systems (IDS),
signature-based and anomaly-based. The signature-based systems are not able to
detect zero-day and polymorphic attacks, whereas the anomaly-based systems are
highly sensitive to distributional drift, and have a high false positive rate. Moreover,
most machine learning-based IDS models are point-wise predictions that are
independent of each other, and do not capture cross-signal, time and higher-order
relationships. However, real-life instances of cyber-attacks are usually not isolated.
Instead, they emerge as a pool of many low-intensity signals, e.g., small deviations in
behaviour, small violations of policy, and spread anomalies over the long term.

Although Security Information and Event Management (SIEM) systems provide
centralized monitoring and aggregation, they are typically rule-based in their
correlation and lack principled and interaction-sensitive inference. As a result, they
are prone to generating too many alerts, failing to detect multi-stage attacks, and
exhibiting poor correlation fidelity. To address these concerns, the paper introduces
POROUS-SHIELD, an interaction-aware multi-layer intrusion detection system,
which frames cybersecurity detection as a problem of risk inference, as a context-
dependent and on-going problem. The proposed system is a rule-based detection
system combined with an anomaly modelling system and behavioural analysis in one
architecture, further enhanced with an interaction-sensitive threat scoring system to
determine dependencies among heterogeneous security signals. In addition, the
framework also comprises time risk propagation to support the detection of multi-
stage and stealthy attacks. It contains an explainability module that is intended to
provide actionable information to Security Operations Centre (SOC) analysts. The
system is modularly designed and thus can be scaled and integrated with different
data sources. Overall, the proposed solution transfers the paradigms of traditional,
static and independent detection to a structured, interaction-conscious and time-
consistent model of intrusion detection, that would be relevant in current dynamic and
hostile environments.

2 Related Work

Signature-based, anomaly-based and learning-driven models have been well
investigated as intrusion detection. Classical signature-based intrusion detection
systems (IDS) are founded on predefined attack signatures and rule matching and are
very accurate with known attacks but have very poor generalizability to polymorphic
and zero-day attacks [3][23]. Such systems are by nature static and not adaptive to the
changing adversarial behaviour of dynamic network environments. To address this, it
was suggested to use the approach of anomaly-based methods, which assume the
normal behaviour of a system and detect anomalies as a potential danger [5][15][21].
Even though these methods enhance the detection capabilities for unknown attacks,
they are typified by high false positive rates, distributional drift sensitivity, and failure
to operate in non-stationary environments [21][22]. In addition, anomaly detectors
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cannot be readily semantically interpreted, and hence are not readily applicable to the
actual process of the Security Operations Centre (SOC).

Current trends in machine learning and deep learning-based IDS have attempted to
enhance accuracy in data-driven representation-based detection. Other approaches,
such as decision trees, random forests, support vector machines and deep neural
networks, have performed better on benchmark data [6][7][9][10][11][12][13][16].
They are, however, usually based on independent and point-wise prediction processes,
which presuppose that one classification of all observations can be done. By doing so,
they do not take into consideration dependencies between cross-signals, time-
causality and more intricate interaction structures that are significant to capture multi-
stage and more complicated cyber-attacks. In order to address the shortcomings of
single prediction, other current studies have also examined sequence-based and
temporal modelling systems, such as recurrent neural network and attention-based
models [7][8][9]. Even though these methods introduce time into the picture, they do
not explicitly model higher-order interactions between heterogeneous signals, and are
often very expensive to compute, and hence not feasible to run in real-time.

Simultaneously, centralized log aggregation and event correlation has been very
popular alongside Security Information and Event Management (SIEM) systems [23].
Even though SIEM systems allow more visibility in distributed systems, they do not
have principled, mathematically based inference facilities, other than rule-based
correlation facilities. They are therefore likely to generate needless alerts, miss finer-
grained multi-stage attacks, and necessitate significant human intervention by security
analysts. Throughout all these developments, however, one major weakness of all
current solutions is that it is not possible to represent intrusion detection as a
structured inference problem on interacting, temporally correlated signals. The
majority of the systems are event-classification or heuristic-aggregation based, and do
not reflect the latent dependency structure of adversarial behaviour. The suggested
POROUS-SHIELD model, in turn, presents an interaction-sensitive multi-layered
model of inference that directly represents the higher-order relations and time
dynamics of security signals. The proposed solution will help ease the detection of
low intensity, distributed and multi-stage attacks by integrating rule-based detection,
anomaly modelling and interaction-aware threat scoring in a single architecture. It
renders POROUS-SHIELD another IDS paradigm, which is principled and which can
seal the gaps between statistical learning and structured cybersecurity inference.

3 Proposed Framework

3.1 System Overview

POROUS-SHIELD is developed as a multi-layer intrusion detection system that
works with both network and log traffic, with the main goal being to sift through this
data and surface valuable information related to threats rather than simply issuing
minor alerts. The framework works as a pipeline in which different detection methods
are integrated. Rather than a binary yes/no decision, it simulates risk on a continuous
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basis based on a multiplicity of indicators. The design follows a modular pattern in
which every part of the system can operate independently and can be altered as
necessary. The architecture separates the processes of detection, correlation and
interpretation, which makes the system easier to scale to larger sizes.

Main components built into the system:

1. Input Layer (data ingestion)

2. Detection Layer (rule based + anomaly)

3. Behaviour Analysis

4. Correlation Module

5. Threat Scoring

6. Explanation Module

7. Monitoring Dashboard (Output)
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Figure 1, Architecture of the proposed POROUS-SHIEL

Fig. 1. Architecture of the Proposed POROUS-SHIELD framework.

4 Proposed Architecture

The proposed POROUS-SHIELD model describes intrusion detection as an
interaction-sensitive structured inference challenge on temporally evolving security
indicators. Unlike classical intrusion detection mechanisms, which are based on
independent and point-wise classification, the proposed model treats cybersecurity
risk as a continuous and context-dependent phenomenon constituted by the interplay
of many heterogeneous indicators. The central hypothesis of the framework is that
individual security indicators — anomalies, rule violations, or behavioural deviations
— are weak and insufficient when considered separately. In the real world,
adversarial activity may be observed as the summation of distributed signals of low
intensity, whose significance depends on their interdependence. On that basis, the
framework carries out correlation-sensitive reasoning, which allows the identification
of threat patterns that cannot be observed under independent modelling assumptions.

Among the greatest contributions of the proposed architecture is that it gives
explicit modelling of cross-signal interactions, through which the system is able to
encode latent dependencies and composite behavioural patterns of multi-stage attacks.
Furthermore, a temporal aggregation process enables the accumulation of evidence
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over time, improving sensitivity to stealthy and slowly evolving threats. In addition,
the model adopts a progressive risk estimation approach in which binary decision-
making is replaced with graded threat evaluation. This is more representative of the
ambiguity of cybersecurity in real life and enhances the interpretability of the process
for the Security Operations Centre (SOC). In general, the suggested formulation takes
intrusion detection beyond a static classification task to a dynamic, interaction-
sensitive, and temporally consistent inference model, with a principled basis for
detecting complex adversarial behaviour in contemporary enterprise systems.

5 Detection Modelling

The suggested framework uses a multi-layer network intrusion detection paradigm
that uses network traffic and log data, and formulates detection as a continuous
context-sensitive risk estimation problem instead of a binary classification problem.
This architecture enables the system to capture low intensity, distributed and time-
varying patterns of attacks, which other conventional IDS techniques are unable to
capture. It is an architecture integrating both rule-based and anomaly-based detection
into one pipeline. Although the performance of individual components is constrained
and fragmented when assessed individually, their interaction and correlation allow the
system to recover meaningful patterns of threats depending on heterogeneous and
partially informative signals. The evidence presented by each of the detection layers is
complementary, and is fused with the help of relational and temporal analysis.

The interaction-sensitive threat scoring algorithm is also an important contribution,
modelling higher-order feature-to-feature dependencies instead of applying linear
aggregation. This enables correlated weak signals to be aggregated so that the threat
becomes more significant, making cases of multi-stage and covert attacks more
detectable. Temporal consistency analysis is also part of the model, as the risk
estimation can be dynamically constructed on the basis of event sequences and
continuity of behaviour. To enable usability in operations, a simple explainability
module is added as a post-detection layer, offering interpretable insights without
impacting the detection pipeline. In general, the suggested detection modelling
method allows risk inferences to be made in a structured and interaction-based
manner, with a high degree of robustness and situational awareness that is not
achievable with individual IDS frameworks, while remaining scalable and modular
enough for real-world deployment.

6 Problem Formulation

6.1 Sequential Risk Inference Formulation

In this section the sequential risk inference is developed.
Consider a system that produces a series of events:

E={es,es .., e}, x, ERd
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and x, is the state of network, host and behavioral features, which are high
dimensional. The intrusion detection problem can be formulated as a problem of
probabilistic inference:

S =Py, =1]|x)
vt € {0, 1}, i.e., there will be no attack or there will be an attack at time t. In
contrast to classical pointwise classification, here, detection is an inference problem
which is time-varying and time-dependent.
6.2 Latent Evidence Representation

We map the raw observations to an evidence semantic space rather than mapping
line by line:

z.=¢(x)=[R, A, BJ"

where Ri: rule-based detection; A:: anomaly-based signals; B:: behavioral features.
We assume:

P(y/ | XI.) :P(y/ | Zl:)

Intrusion detection is thus not an investigation conducted over literal inputs, but an
abstracted, multi-source-based investigation.

6.3  Interaction-Aware Modelling
An independence assumption of features is made in classical IDS:
Py |z) =1l PO | z)

Real-life attacks, however, are bound to interact. The interaction is modeled as an
energy functional:

E=wz+zrWz
where w models the individual contributions and W models pairwise interactions.
Threat score: S, = o(E)
The pattern may be determined within the construction of a correlating pattern as
compared to solitary occurrences.
6.4  Higher-Order Interaction Modelling

As an estimate of multi-stage, multi-faceted attacks, we model higher-order
interactions:

E=wz+zi Wz + X Wy 2 2y Zu
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This is done intentionally so that this model can mimic cases where:

¢ Single footprints are weak.
e Signal parties are strongly correlated.

The suggested framework may be a useful add-on to this interaction modelling.

6.5 Temporal Risk Propagation

History informs the accumulation of cyber-attack evidence. In order to model this,
a time-aggregation mechanism is used:

hx:an"_(]_a)hkl

where o € [0, 1] controls the influence of current evidence versus past evidence.
The overall risk is estimated to be:

Syt =
This allows accrual of risk over time, which is more effective against crafty and
gradually evolving attacks.
6.6  Correlation-Aware Structural Modelling
In order to model structural dependence between the signals, we define:
z=Cz
and C is the covariance matrix:
C=E[z-wE—w]
This correlation makes the process structurally conscious between the detection
modules.
6.7  Unified Threat Inference
The final threat index is a composite that accounts for both time and structure:
T = o(Si + B+ )

where: g(-) = interaction functional; B: scaling parameter.
Decision rule:

yo=1,ifT.> 6, 0, otherwise

6.8 Learning Objective

The loss used to train the model is binary cross-entropy loss:
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L=-2 [y log(T) + (1 — y)log(I = T)]
Overfitting can be prevented by regularization:
Loy = Ailwls + A2A W12
Final objective:

min(L + L.,

6.9  Interpretability Constraint
To ensure that explanations remain interpretable, a sparsity constraint is imposed:
lwlo + 1W1o <K
This ensures:

¢ Nothing is retained except meaningful interactions.
o The threat decisions can be comprehended.
e The system remains aligned with SOC operational requirements.

7 Result and Analysis

7.1 Overall Performance

The proposed POROUS-SHIELD framework was evaluated using multiple
performance metrics, including accuracy, precision, recall, F1-score, false positive
rate (FPR), and ROC-AUC. Experimental results demonstrated strong overall
detection performance, achieving an accuracy of 93.2%, precision of 0.93, recall of
0.91, and an F1-score of 0.92. The framework maintained a low false positive rate of
approximately 6.1%, reducing unnecessary alerts while preserving high detection
capability.

The ROC-AUC value of 0.962 indicates that the proposed model can effectively
distinguish between benign and malicious network activities. Performance remained
stable across repeated experimental runs with only minor variations observed.
Furthermore, the average processing latency was approximately 48-50 ms,
demonstrating the framework's suitability for near real-time deployment in enterprise
environments. Overall, the results indicate that POROUS-SHIELD provides a
balanced combination of detection accuracy, operational efficiency, and scalability for
modern cybersecurity applications.

Table 1. Detection Performance Across Attack Categories

Detection Rat
Attack Type Precision Recall F1 Score (o/e )ec fon Rate FPR (%)
(J

SSH Brute-Force 0.94 0.91 0.92 91.0 6.8
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Port Scan 0.96 0.93 0.94 93.0 52
Phishing (Web) 0.92 0.90 0.91 90.0 7.1
Malware/Exfiltration 0.95 0.92 0.93 92.0 6.3
VPN/Proxy Abuse 0.90 0.88 0.89 88.0 8.5
DoS/DDoS 0.97 0.94 0.95 94.0 4.9

Table 1 presents the detection performance of the proposed POROUS-SHIELD
framework across different attack categories. The framework achieved the highest
detection rates for DoS/DDoS (94.0%) and Port Scan (93.0%) attacks due to their
distinctive traffic patterns. Lower performance was observed for VPN/Proxy Abuse
(88.0%) because encrypted and obfuscated traffic is more difficult to distinguish from
legitimate network activity. Overall, the framework maintained strong precision,
recall, and F1-score values across all attack categories, demonstrating consistent and

reliable detection performance.

B Recall

B F1 Score
[ Detection Rate (%)
FPR (%)

91

68

Fig. 2. Detection rate of Attacks Through Porous shield.

7.2  Baseline Performance Analysis

Table 2. Comparative Evaluation with Baseline Models

F1 FPR

Model Accuracy Precision Recall Score (%) AUC  Latency
Signature-Based 5 0.83 0.81 0.82 123 087 08
DS

Anomaly-Only ¢ | 0.86 0.85 0.85 148 089 452
DS

Random Forest  89.8 0.88 0.87 0.87 112 091 21
Isolation Forest 89.6 0.87 0.88 0.88 8.7 0.90 40.5
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POROUS-

SHIELD 93.2 0.93 0.91 0.92 6.1 0.962  48.5ms

The proposed POROUS-SHIELD framework was compared against several
baseline intrusion detection approaches. As shown in Table 2, POROUS-SHIELD
achieved the highest overall performance with an accuracy of 93.2%, an Fl-score of
0.92, and an AUC of 0.962. Compared with the signature-based IDS, the proposed
framework improved detection accuracy by approximately 8%. It also outperformed
machine-learning-based approaches such as Random Forest and Isolation Forest by
3-5% across key evaluation metrics. Furthermore, the framework achieved the lowest
false positive rate (6.1%), demonstrating its effectiveness in reducing unnecessary
security alerts while maintaining strong detection capability.

7.3  Component-wise Performance Evaluation

Table 3. Impact of Individual Framework Components on Detection Performance

Configuration Accuracy (%) FPR (%) AUC
Rule-Based Only 85.2 12.3 0.87
+ Anomaly Detection 89.1 10.4 0.90
+ Correlation Engine 91.8 7.9 0.93
+ Threat Scoring 92.7 6.8 0.95
+ Full Model 93.2 6.1 0.962

To evaluate the contribution of each component, an ablation study was conducted
by progressively adding modules to the proposed framework. As shown in Table 3,
the rule-based detection module alone achieved an accuracy of 85.2% with a false
positive rate of 12.3%. The integration of anomaly detection improved the accuracy to
89.1% while reducing the false positive rate. The addition of the correlation engine
further enhanced detection performance by capturing relationships among
heterogeneous security events. Incorporating the interaction-aware threat scoring
mechanism increased the accuracy to 92.7% and reduced the false positive rate to
6.8%. The complete POROUS-SHIELD framework achieved the best overall
performance with an accuracy of 93.2%, an AUC of 0.962, and the lowest false
positive rate of 6.1%. These results demonstrate that each module contributes
positively to the overall effectiveness of the framework.
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7.4  Performance Comparison of POROUS-SHIELD vs Baseline Models

Performance Comparison of POROUS-SHIELD vs Baseline Models

2z Accuracy (%)
= F1score
- R %)
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Fig. 3. Comparative performance of POROUS-SHIELD and the baseline pipelines. Interaction-
aware threat modelling is effective with the proposed architecture having the highest accuracy
and F1-score with a low false positive rate.

7.5 Interaction-Aware Modelling Analysis

In order to understand the influence of the scoring technique, it was compared with
a simpler linear technique. The linear version produced more false alerts when tested.
The results were stabilized when interaction between signals was involved. It was also
observed that considering more intricate interactions was useful in identifying multi-
stage attacks more effectively.

7.6 Cross-Dataset Validation

To test whether the framework generalizes to more than one dataset, it was also
tested on the UNSW-NB15 dataset. This dataset differs considerably from
CICIDS2017, particularly regarding traffic patterns and the nature of the attacks. The
goal was to determine whether the model would continue to perform well and not
merely fit a single dataset. Based on the outcomes, the model was able to handle the
different data adequately, though some variation was anticipated.
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Comparative Accuracy Evaluation on Benchmark Datasets
(UNSW-NB15 & CICIDS2017)

UNSW-NB15 (Baseline) —+— 87.6%
UNSW-NB15 (+Anomaly) — 88.2
UNSW-NB15 (+Correlation) E 89.5
UNSW-NBIS (+Scoring Model) | ; 91.4

89 91 93 93 95
Accuracy (%)
—— Mean + Std. Dev. (n=5)

Figure X: Comparative Accuracy Evaluation on Benchmark Datasets (UNSW-NB1S & CICIDS2017)

Fig. 4. Comparative Accuracy Evaluation on Benchmark Datasets (UNSW-NB15 &
CICIDS2017).

8 Conclusion and Future Work

The paper introduced an interaction-aware, multi-layer intrusion detection
framework called POROUS-SHIELD and re-conceptualized the problem of
cybersecurity analytics as a situational and correlation-based inference problem rather
than a conventional pointwise classification problem. The proposed architecture
amalgamates rule-based detection, anomaly modelling, and behavioural analysis with
a mathematically based interaction-sensitive threat scoring mechanism, enabling the
system to discover higher-order relationships among heterogeneous security
indicators. The architecture especially addresses one major weakness of existing IDS
architectures, namely that they fail to capture the combined relevance of weak,
temporally distributed evidence that defines multi-stage attacks in the modern world.

The empirical evaluation reveals that the proposed framework achieves a detection
accuracy of 93.2%, Fl-score of 0.925, and a reduced false positive rate of 6.1%
compared with baseline methods across different environments. More importantly, the
results also convey benefits beyond quantitative metrics, including improvements in
the stability of detection and prioritization of alerts, which is vital in real-world SOCs.
The experimental findings support the hypothesis of the present paper: interaction-
aware aggregation of multi-source signals provides a more expressive and reliable
representation of adversarial behaviour than the independent detection paradigm.
Additionally, the explainability component increases operational ease, since it enables
interpretable and context-laden warnings.

Despite these contributions, the proposed framework has certain trade-offs.
Higher-order interaction and correlation structure modelling is more expensive to
compute, and may be a limitation to scalability in high-throughput or latency-bound
deployments. Furthermore, the validation performed on current benchmark datasets,
though generally accepted, may not be fully representative of the variety, encryption
characteristics, and adversarial nature of actual network traffic. These factors indicate
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relevant considerations to be addressed prior to implementation in a production-level
environment.

The next phase of study will be oriented toward elaborating the framework at both
the theoretical and systems level. Graph-based and temporal learning models,
including graph neural networks and sequence-sensitive models, will be considered
for inclusion in the modelling to better capture attack propagation and long-range
relationships. Computational optimization strategies, such as sparse interaction
modelling and approximate inference, will also be explored to improve scalability
without sacrificing detection precision. Furthermore, extensive testing on real-life
enterprise and encrypted traffic data will be conducted to assess generalization and
robustness under real-world conditions. The present study opens a window into future
research on self-evolving intrusion detection systems, potentially founded on online
learning, feedback-based optimization, and human-in-the-loop intelligence. This work
aims to contribute to the creation of next-generation cybersecurity models that are not
merely precise, but also situational, explainable, and operational within the constantly
evolving digital ecosystem, by shifting focus away from the paradigm of solitary
detection toward interaction-conscious threat reasoning.
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