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Abstract. This paper presents a novel SQL-based secure processing
framework for medical images that combines hybrid encoding with a
Learning with Errors (LWE)-inspired encryption scheme. Traditional en-
cryption methods require decryption before any computation, which in-
troduces security risks. The proposed system enables limited homomor-
phic operations (specifically addition) directly on encrypted data stored
in the database, thereby preserving confidentiality while allowing pro-
cessing.
The framework first applies byte-level and Unicode-level encoding to the
image data, followed by LWE-inspired encryption. All operations are
implemented entirely within Microsoft SQL Server using stored proce-
dures. Experimental results on medical images show high randomness in
the encrypted data and excellent reconstruction quality of the decrypted
images, achieving accuracy up to 99% along with satisfactory PSNR and
SSIM values.

Keywords: Medical Image Encryption · Learning with Errors · SQL-
based Processing · Homomorphic Encryption · Medical Data Security ·
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1 Introduction

Traditional encryption techniques (e.g., AES and DES) require full decryption
before any processing can be performed, thereby increasing the risk of data leak-
age. To overcome this limitation, there is a growing need for schemes that support
computations directly on encrypted data [2, 3]. Recent advancements in secure
medical inference frameworks further demonstrate the practical applicability of
homomorphic encryption in healthcare systems [1].

1.1 Contributions

This paper makes the following key contributions:
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– We propose a novel SQL-based framework for secure medical image process-
ing that integrates hybrid encoding with an LWE-inspired encryption
scheme, enabling data protection directly within the database environment.

– The proposed system supports limited homomorphic operations (specifically
addition) on encrypted medical images, fully implemented within Microsoft
SQL Server using stored procedures, without relying on external crypto-
graphic libraries.

– Compared to fully homomorphic encryption (FHE) schemes, the proposed
lightweight approach significantly reduces computational complexity and ex-
ecution time, making it practical for real-world database applications.

– We conduct a comprehensive experimental evaluation on medical image
datasets, validated using PSNR and SSIM metrics. A comparative analy-
sis with CKKS, BFV, and Paillier schemes further highlights the efficiency
and practicality of the proposed method.

2 Related Work

In recent years, homomorphic encryption has emerged as a promising approach
for secure data processing, as it enables mathematical operations to be performed
directly on encrypted data [2, 1, 4, 6, 15–17]. Among these, schemes based on
the Learning With Errors (LWE) problem have gained significant attention due
to their strong post-quantum security guarantees. However, fully homomorphic
encryption (FHE) schemes often incur high computational overhead, making
them challenging to deploy in practical database environments.

Several studies have addressed medical image security using chaos-based
methods, pixel-level transformations, and transform-domain techniques [2, 10,
12–14]. More recent homomorphic encryption-based frameworks further demon-
strate the potential of secure medical inference in privacy-sensitive applications
[1, 7–9, 11]. Nevertheless, most existing solutions operate at the application level
or in offline settings and lack native integration with database systems. Conse-
quently, only limited research has explored SQL-based or database-centric en-
cryption approaches that support computations directly on encrypted data.

3 Proposed Method

We implemented the complete secure medical image processing pipeline entirely
inside Microsoft SQL Server using stored procedures. No external scripts are
required for the core operations. The framework consists of byte-level encoding,
key generation, LWE-inspired encryption, homomorphic addition, decryption,
and decoding.

The main goal is to ensure confidentiality of medical images while allowing
basic operations (such as addition) directly on the encrypted data stored in the
database.
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Fig. 1. Proposed secure medical image processing framework.

3.1 Data Encoding

In the first stage, the medical image is decomposed into its raw byte stream.
Each byte Bi is encoded using a simple additive shift with a secret key byte K:

B′
i = (Bi +K) mod 256 (1)

where K is a secret key byte derived from the master secret key. This en-
coding introduces a basic layer of confusion while ensuring the output remains
within the valid byte range [0, 255]. The encoded bytes B ′

i are stored in the
MediaLibrary_UnicodeChars_Encoded table.

Fig. 2. Structure of the MediaLibrary_UnicodeChars_Encoded table.

3.2 LWE-Inspired Encryption

For each encoded byte B′
i, a random value A is selected. The ciphertext pair

(A,B) is then computed using an LWE-inspired formulation:

B = (A · S +B′
i ·∆+ e) mod q (2)

where A is a randomly chosen value, S denotes the secret key, e represents a
small noise term, ∆ is a scaling factor, and q is the modulus.

Here ∆ = 256 and the noise e stays small — just -1, 0, or 1. All the pairs
land in the LWE_Cipher table.
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3.3 Homomorphic Addition

We added support for adding ciphertexts without decrypting anything. The
stored procedure LWE_Add does it directly:

A′ = (A1 +A2) mod q, B′ = (B1 +B2) mod q (3)

This enables basic operations on encrypted medical data.

3.4 Decryption and Decoding

To get the data back, we calculate the phase value first:

Phase = (B −A · S) mod q (4)

Then round it to recover the encoded byte: B′
i = Round(Phase).

After that we reverse the initial shift:

Bi = (B′
i −K + 256) mod 256 (5)

Careful handling of modular arithmetic ensures correctness.

3.5 Verification

Accuracy is simple to check:

Accuracy =
CorrectRows
TotalRows

× 100 (6)

In all our runs we stayed above 99%. The results confirm the robustness of
the proposed method.

4 System Implementation

The design is modular on purpose. Every critical piece lives in SQL stored proce-
dures. Once decryption finishes, we pull the recovered bytes out and hand them
to a short Python script that rebuilds the image using the original width and
height.

The reconstructed images were validated through both visual inspection and
byte-level comparison.
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Fig. 3. List of tables used.

4.1 Database Schema

We used these main tables:

– LWE_Metadata — holds the secret key S and other parameters.
– LWE_Cipher — stores the (A,B) pairs along with char position info.
– LWE_Decrypted — keeps the recovered bytes and match results.
– MediaLibrary_UnicodeChars_Encoded — temporary home for the

shifted bytes.

A composite index was introduced on (ID, Position) to improve query
performance. This significantly improved query performance for large datasets.

4.2 Key Stored Procedures

A set of core stored procedures was implemented to handle the LWE operations
right inside the SQL environment. These became the backbone for everything
else in the prototype.

The main ones look like this:

– LWE_GenerateKey — this one just creates the random secret key vector and
sets up the basic parameters we needed for the scheme.

– LWE_Encrypt — takes the plaintext value, adds the error term, and produces
the ciphertext. We spent quite some time tuning the error sampling part
because small mistakes here broke decryption later.

– LWE_Decrypt — does the inner product with the secret key, then handles
the phase calculation and final rounding to get back the original message.
This step felt the heaviest in terms of modular arithmetic.

– LWE_Add — simply adds the corresponding components of two ciphertexts
modulo q.This operation exhibits lower computational overhead.

Most computational operations are executed within stored procedures to en-
sure that encrypted data remains within the database environment and is not
exposed in plaintext during query execution. The LWE_Add operation demon-
strates efficient performance even for large datasets, whereas encryption and
decryption incur higher computational overhead due to noise management and
modular arithmetic.



3: Decryption: Compute

then
m ← round(phase)

m (m k + 256) mod 256
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Fig. 4. List of stored procedures used.

During our tests on a standard setup, these procedures helped us run basic
operations without too many external calls, though performance still drops when
the dataset grows.

4.3 The complete process is presented in Algorithm 1

Algorithm 1 LWE-Based E –Decryption Pipelinencoding–Encryption
Require: Input bytes M , enco , secret sding key k, modulus q
Ensure: Recovered bytes M ′

1: Encoding: For each byte m
2: Encryption: Pick random

mod 256, set me ← (m+ k)
a, then

b← mod q(a · s+me ·∆+ e)

mod qphase← (b− a · s)

4: Decoding:
′

d

← −
5: return M ′

d
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5 Performance Analysis

The proposed system was evaluated in terms of execution time, scalability,
and reconstruction accuracy. By executing all cryptographic operations directly
within SQL Server, the system avoids unnecessary data transfer between appli-
cation and database layers, resulting in improved efficiency.

5.1 Image Quality

The quality of reconstructed images was evaluated using standard metrics such
as Peak Signal-to-Noise Ratio (PSNR) and Structural Similarity Index (SSIM).
The results demonstrate that the proposed approach preserves high visual fidelity
after encryption and decryption.

Although minor variations are observed due to encoding and noise compo-
nents, the reconstructed images remain visually indistinguishable from the orig-
inal inputs. The high PSNR and SSIM values confirm that the method achieves
reliable and consistent image recovery (see Table 1).

Table 1. Image quality evaluation of reconstructed images

Metric lue Interpretation
PSNR (dB) .72 High-quality reconstruction
SSIM 82 Strong structural similarity

The obtained results indicate very low reconstruction error, with high PSNR
values and SSIM scores approaching unity. This confirms that the proposed
method preserves visual fidelity while maintaining secure processing within the
encrypted domain.

Fig. 5. Comparison of medical images before encryption and after decryption.

Using fixed parameters (q = 65536, ∆ = 256, and minimal noise), the com-
putational overhead remains stable. Query optimization techniques, including
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indexing and stored procedure tuning, enable the system to scale effectively for
larger datasets without significant performance degradation.

Table 2. Execution time analysis of LWE operations

Operation Average time (ms Remarks)
Key generation 6 Constant across all runs
Encryption ∼1500 Dominant computation step
Homomorphic addition ∼225 Efficient and stable
Decryption ∼290 Fast reconstruction

5.2 Comparison with Fully Homomorphic Encryption

Fully Homomorphic Encryption (FHE) supports both addition and multiplica-
tion over encrypted data. However, it suffers from exponential noise growth,
leading to high computational overhead and increased latency [2, 4, 15–17]. This
makes FHE less practical for real-time database applications.

In contrast, the proposed approach prioritizes efficiency by supporting only
addition operations. This design choice significantly reduces complexity while
maintaining acceptable accuracy levels [2, 6, 9]. Additionally, the method inte-
grates naturally with SQL-based systems, making it more suitable for database-
centric environments [11].

Table 3. Comparison between FHE and the proposed method

Feature FHE Proposed method
Supported operations Addition and multi tion Addition only
Computational complex ty Very highi Low
Execution speed Slow Fast
Implementation Complex SQL-integrated
Database suitability Limited High

Table 4. Performance comparison of encryption schemes

Scheme Performance metrics Observation
SQL LWE 2.017 s, accuracy ∼95–9 % Balanced performance9
CKKS 0.027 s, lower PSNR Fast but less accurate
BFV 0.100 s, lower accuracy Moderate performance
Paillier 259.544 s, exact Very slow but precise
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Table 5. Step-wise execution time of the proposed system

Processing step Time (ms) Description
Key generation 6 Lightweight initialization
Encryption 1493 Major computational cost
Homomorphic add ion 223it Efficient aggregation
Decryption 295 Image reconstruction
Total 2017 End-to-end execution

6 Conclusion and Future Work

This paper presented a secure and efficient framework for medical image process-
ing based on hybrid encoding and an LWE-inspired encryption scheme imple-
mented within a SQL Server environment. Unlike conventional encryption meth-
ods, the proposed framework enables limited homomorphic operations, specif-
ically addition, to be performed directly on encrypted data without requiring
decryption. The proposed framework bridges the gap between cryptographic se-
curity and practical database deployment.

Experimental results demonstrate that the proposed method achieves high
reconstruction accuracy, with PSNR and SSIM values indicating strong visual
fidelity. The integration of cryptographic operations within SQL stored proce-
dures ensures data confidentiality while reducing data transfer overhead between
application and database layers.

Compared to fully homomorphic encryption schemes, the proposed frame-
work offers significantly lower computational complexity and improved execu-
tion efficiency, making it suitable for practical database-centric applications [2,
4, 6, 9, 15–17].

Future work will focus on extending the framework to support additional ho-
momorphic operations, enhancing scalability for large-scale datasets, and inves-
tigating hybrid approaches that integrate LWE-based techniques with advanced
homomorphic encryption models and secure computation paradigms [2, 5, 18].
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