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Abstract. Cloud computing has already emerged as a fundamental component of the world-

wide digital economy, and it has the elastic, multi-tenant, API-driven structure that keeps 

on increasing the attack space on both sides of the fence. Rule- and signature-based 

defences, which are made to work on fixed perimeters, are unable to handle zero-day 

exploits, adversarial machine learning, encrypted exfiltration, or the volume of modern 

telemetry. This systematic review summarises the state of the art in generative-AI-enhanced 
cloud security, which encompasses 25 core studies and 40 supporting studies published 

between 2021 and 2026 and accessed via IEEE Xplore, Scopus, ACM Digital Library, and 

SpringerLink according to PRISMA 2020 guidelines. We classify the literature into five 

families: Generative Adversarial Networks (GANs), self-supervised Transformers, hybrid 

GAN Transformer stacks, diffusion/score-based models, and federated generative learning, 

and compare them based on ten dimensions of detection quality, training stability, zero-day 

robustness, scalability, privacy, explainability, and deployment cost. We provide the first 

unified mathematical formulation linking the objectives of these families to cloud-security 

tasks, a reference hybrid GAN–Transformer architecture, a consolidated bench-marking 

matrix over CICIDS-2017, UNSW-NB15, NSL-KDD and BoT-IoT, and a structured threat 

model that distinguishes data-plane, model-plane, and supply-chain adversaries. Results 
indicate that hybrid and federated systems are always better in both F1 and zero-day recall, 

but compute overhead, adversarial robustness and explainability are open bottlenecks. We 

conclude by a research roadmap, and a discussion of threats-to-validity. However, the 

review also highlights limitations in benchmarking fairness and deployment feasibility. 
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1. Introduction

By 2026, global public cloud spending is projected to surpass USD 820–850 billion,
maintaining a strong double-digit compound annual growth rate (CAGR). This growth is
fueled by accelerated enterprise digital transformation, widespread adoption of generative
AI workloads, and increasing reliance on scalable, on-demand infrastructure. [11].

With the migration of tenant workloads out of controlled data-centre perimeters onto
shared, API-driven, highly automated, cloud stacks, the security threat model transforms in
three structural aspects. First, the adversary can now access the same programmable control
planes that operators access, and improperly configured identity and access management,
unprotected storage buckets, and over-privileged service roles can be one-click attacks [10].
Second, the size and heterogeneity of telemetry VPC flow logs, object-store access logs,
IAM events, container audit streams, and managed-service API traces are far larger than
can be enumerated by signature-based intrusion-detection systems [9] (IDS). Third,
attackers themselves are becoming more AI-driven, with generative models being used to
produce polymorphic malware and deepfake phishing as well as prompt-injection payloads
to bypass static filters [10].

It is at this context that generative AI has not only become an offensive tool but also a
defensive one. The literature has now been dominated by three technical threads: (i)
Generative Adversarial Networks (GANs) [1], which can be used to generate realistic attack
traffic to augment under-represented classes and stress-test detectors; (ii) Transformer
architectures [4], whose self-attention mechanism is better at modelling long-range
dependencies in sequential logs and whose self-supervised pre-training [5] eliminates the
need for labelled data. However, there is a research gap and motivation.

1.1 Motivation and Research Gap

Existing surveys either:
(i) treat generative AI as a unified concept without distinguishing paradigms.
(ii) focus on a single model family without cross-paradigm comparison

The surveys we identified do not all include a PRISMA-compliant search protocol, a
single mathematical treatment, a quantitative cross-dataset comparison, and a threat model
that includes both data-plane and model-plane adversaries. This review bridges this gap.

1.2 Contributions

Systematic evidence base: we assemble 25 core and 40 support peer-reviewed articles
( 20212026) that have been chosen using a fully documented PRISMA 2020 protocol (Fig.
1).
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 Single taxonomy and architecture: we suggest a five-family taxonomy (Fig. 2) and a
reference hybrid GAN architecture with federated and XAI hybridizations (Fig. 5).

 Mathematical background: we give the essential generative aims in a unified notation
(Eqs.). (1)-(12) and each of them to a particular cloud-security task.

 Quantitative cross-paradigm benchmark: we combine reported performance on
CICIDS-2017, UNSW-NB15, NSL-KDD and BoT-IoT (Tables 3 & 4) and a radar-
chart scoring on ten non-accuracy dimensions (Fig. 6).

 Threat model and research roadmap: we name data-plane, model-plane and supply-
chain adversaries (Table 5), and create a short-, mid- and long-term roadmap (Fig. 7).

1.3 Research Questions

This review is structured in terms of five research questions:

RQ1: What are generative-AI applications to cloud-security tasks done between 2021 and
2026, and how is the publication landscape distributed among families?

RQ2: What are the main mathematical goals and inductive biases that distinguish between
GAN, Transformer, diffusion, and federated generative models in this area?

RQ3: Which are the best architectures at the moment, with respect to the trade-off between
detection accuracy, zero-day robustness, and deployment cost?

RQ4: What threat vectors are still under-represented in the literature reviewed, such as
adversarial, privacy, and supply-chain?

RQ5: What is a defendable three- to five-year research agenda?1.4 Structure of the Paper

1.4 Structure of the Paper

Section 2 outlines the PRISMA review methodology and bibliometric features. Section
3 lays up the mathematical foundations. Section 4 gives thematic review of the five families.
Section 5 presents the reference architecture. Section 6 will give the comparative analysis,
which will include the consolidated benchmarks. Section 7 describes the cloud-specific
threat model. Section 8 covers gaps in research, Section 9 future roadmap, Section 10 threats
to validity and Section 11 concludes.
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2. Review Methodology

The systematic review is based on the Preferred Reporting Items of Systematic Reviews
and Meta-Analyses (PRISMA) 2020 guidelines [8]. The entire selection process is outlined
in Fig. 1.

Fig. 1. PRISMA 2020 flow diagram of the systematic review. With 514 database records and 38
additional sources, 25 core studies and 40 supporting studies were left to be qualitatively synthesized.
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2.1 Information Sources and Search Strategy:

Between January 2021 and February 2026, four bibliographic databases were searched,
including: IEEE Xplore, Scopus, ACM Digital Library, and SpringerLink. Search strings
were a combination of three term clusters with the use of Boolean operators e.g. ( "cloud
security" OR "cloud intrusion detection" ) AND ( "generative adversarial" OR "GAN" OR
"transformer" OR "self-attention" OR "diffusion model" OR "federated generative" ) AND
( "anomaly detection" OR "threat" OR "zero-day" OR "insider Forward/backward citation
chaining and hand-searches contributed 38 records.2.2 Inclusion and exclusion criteria.

2.2 Inclusion and Exclusion Criteria

 Inclusion: journal or conference articles published in January 2021 or later; articles that
present or test a generative-AI approach to a cloud-security task; articles that report
experimental validation on at least one public benchmark or real-world cloud dataset.

 Limitations: non-English articles; pre-prints that are not peer-reviewed; dissertations;
articles that focus on on-premises or IoT-only deployments that do not include a cloud
element; speculative articles that do not have experimental validation.2.3 Screening
and Quality Assessment.

2.3 Screening and Quality Assessment

Following de-duplication (−96 records) and elimination of non-English / non-peer-
reviewed records (−24) 432 records were subjected to title-and-abstract screening. Each
record was labelled by two reviewers separately and disagreements were solved through a
discussion. A ten-item quality checklist (research question clarity; dataset description;
baseline comparison; metric completeness; ablation study; statistical testing; threat model;
reproducibility artefacts; deployment evaluation; ethical statement) was then used to
evaluate the full-text eligibility of 137 papers. Out of the 70 top-ranked results (7/10) a total
of 25 papers were retained to be synthesised in detail; 40 additional supporting studies were
used to provide context, background, and taxonomy, but did not receive the full quality
mark.

2.4 Bibliometric Characteristics

Figs. 2 and 3 outline the time and theme distribution of evidence base. It began with 9
publications in 2021 and reached a high of 64 publications in 2025, as of 2023, Transformer-
based work dominated publication, with hybrid and diffusion methods coming into the
limelight in 2024. The combined intrusion and anomaly detection comprise 34 percent of
the area of focus, then synthetic-attack generation (22 percent) and privacy-preserving
learning (14 percent).
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Fig. 2. Annual distribution of surveyed publications across generative-AI cloud-security families
(2021–2026). The solid line reports the total volume per year.

Fig. 3. Distribution of research focus across the 25 core studies.
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3. Mathematical Foundations

We adopt a standard notation so that the same families can be easily compared. Where x is
a cloud-telemetry record (a packet-flow feature vector or log-line embedding or API-call
sequence or IAM-event tuple), y ∈ Y is its label (normal, attack-class, or unlabeled) and
theta the learnable parameters of a detector f_θ: X → Y

3.1 Generative Adversarial Networks

The classical GAN of Goodfellow et al. [1] is a two-player minimax game between a
generator G and a discriminator D:

min � max � ��∼�����(�)[log �(�)] + ��∼��(�)[log (1 − �(�(�)))] (1)

In cloud security the generator generates traffic that approximates actual attack
distributions, biasing under-represented attack types. In the case of known attack type, a
conditional GAN (cGAN) [2] uses a label c (e.g., DoS, brute-force, exfiltration):

min �max � ��∼�����(�)[log �(� ∣ �)] + ��∼��(�)[log (1 − �(�(� ∣ �)))] (2)

The Wasserstein GAN using gradient penalty [3] enhances training stability, replacing the
JensenShannon divergence with the Earth-Mover distance:

���� � ��min �max � ��∼� [�(�)] − ��∼� [�(�(�))] + ����∼� [(∥ ∇���(��) ∥2− 1)2] (3)

3.2 Transformer Self-Attention

Transformers [4] are context-aware representations that are calculated using scaled dot-
product attention. Consider query, key and value matrices Q, K, V:

��Attention(�,�, �) = softmax
�

( ) � (4)
√��

Multi-head formulation: Stacking h parallel attention heads provides the multi-head
formulation:

MultiHead(�, �, �) = Concat(ℎ���1, . . . , ℎ���ℎ)�� (5)
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In a log-anomaly model a token x i is a tokenised log template or API call n-gram; the model
is pre-trained on huge amounts of benign traffic with a masked-language-model objective
[5]:

�∈�ℒ��� = −��∼�∑ log �( �� ∣ �∖�) (6)

3.3 Diffusion / Score-Based Models

Diffusion models specify a forward Markov chain where noise is introduced (in Gaussian
form) and are trained to denoise it. The time t forward step and noise schedule forward step:

�(�� ∣ ��−1) = �(��; √1 − ����−1, ���) (7)

The denoising network ε theta is optimised by the simplified Ho et al. [6] objective, that is
the minimisation of the mean-squared error between predicted and actual noise:

ℒ���� = ��,�,�[∥ � − ��(��, �) ∥2] (8)

Diffusion models, in comparison to GANs, can be successfully trained in a stable fashion
with no mode collapse, though with slower sampling rates, a trade-off that becomes
important when using rare attack samples to train IDS (Section 4.4).

3.4 Federated Generative Learning

In cases where the privacy or regulatory considerations of centralising attack data are
prohibitive, K tenants train local models with parameters 0- that is the data 0- has a local
model 0 -(k) on n k samples. The orchestrator combines updates using FedAvg [7]:

�

�

� = ∑ �� �(�) (9)
∑ ���=1

�=1

3.5 Hybrid Composite Loss

More recent hybrid GANTransformer intrusion-detection systems (Section 4.3) are jointly
trained on adversarial, classification, self-supervised and reconstruction terms:

ℒ����� = �1ℒ��� + �2ℒ��� + �3ℒ��� + �4ℒ��� (10)

The λi weights are used to balance the strength of each component and are usually optimized
on a validation split.3.6 Evaluation Metrics and Adversarial Robustness.
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3.6 Evaluation Metrics and Adversarial Robustness

Detected quality is described as precision P, recall R, F 1 and AUC (ROC or PR):

� = ��

��+��
, � = ��

��+��
, �1 = 2 ⋅ �⋅�

�+�
(11)

The adversarial robustness is evaluated by projecting gradient descent (PGD) on the
detector in an L, ball of radius ε:

∥ ���� − � ∥∞≤ � (12)

In Section 6, we report adversarial success rate when it is given in the underlying studies.4.
Generative-AI Cloud Security Thematic Review.

4. Thematic Review of Generative-AI Cloud Security

Distribution: The five-family taxonomy on which this review is based is summarized in Fig.
4. Each sub-section below is allied with a specific family in terms of methods, representative
studies, datasets and limitations.

Fig. 4. Generative-AI cloud-security techniques surveyed in this review. The bottom bar has cross-
cutting concerns that are applicable to all families.
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4.1 GAN-Based Defences

GANs have been used to address cloud security issues in three dimensions: synthetic attack-
traffic generation to train IDS, class-imbalance enhancement, and zero-day attack
simulation [12]–[16]. IDSGAN by Lin et al. [12] can be used to generate adversarial
malicious traffic potentially evading ML-based IDSs, revealing robustness flaws; GIDS by
Seo et al. [13] can learn to identify unknown attacks by using only normal data, which is
particularly beneficial in the cloud environment where labeled attack traffic is limited. Ding
et al. [14] use KNN under sampling with an auxiliary-classifier tabular GAN to overcome
the class imbalance that afflicts CICIDS-2017 and UNSW-NB15; Li et al.'s TMG-GAN
[15] employs a multi-generator architecture to generate many attack types simultaneously.

Strengths In synthesising rare/attack classes, has high fidelity; flexible conditioning; robust
at data augmentation.

Weaknesses: mode collapse; training instability; limited interpretability of latent space of
the generator; expensive at wall-clock per epoch.

4.2 Transformer-Based Detection

Cloud telemetry is appealing to transformers since the logs and API sequences are
sequential in nature and semantic. The reference is the LogBERT by Guo et al. [17], which
pretrains a BERT-like encoder on normal log sequences using masked log-key prediction
and volume-of-hypersphere minimisation, and classifies anomalies as deviations of the
learned distribution. NeuralLog by Le and Zhang [18] and LAnoBERT by Lee et al. [19]
do not use log-parsing, which is a common cause of false positives in older pipelines.
BERT-Log by Chen et al. [20] improves the fine-tuning approach, attaining F_1 of over 99
% on BGL. The LogFormer presented by Guo et al. [21] is a pre-train/adapter pipeline,
which learns to generalise across unseen log types at low retraining cost - a feature that is
essential to multi-cloud deployments.

Strengths: does not need labelled attacks; extends to very long sequences with sparse/linear
attention variants; gives attention heat-maps as a first-order explanation.

Weaknesses: quadratic attention cost in the vanilla form; pretraining data needs; poor
performance to distribution shift when the cloud workload changes.

4.3 Hybrid GAN–Transformer Models

Hybrid designs combine a generative part to synthesize the data and a sequential classifier
to detect it. The CNN-LSTM of Halbouni et al. and VAE-WACGAN of Tian represent two
complementary forms: the former adds convolutional and recurrent layers and generatively
pre-augmentation whereas the latter pairs a variational auto-encoder with a Wasserstein
auxiliary-classifier GAN such that the former is constrained by the semantics of the classes



         535Generative AI for Cloud Security: A Systematic Review of GAN, …    

instead of the statistics on raw features. Cross-domain study of Ferrag et al. [25]
demonstrates that the hybrid pattern can be generalised outside of classical networks into
agriculture-4.0, and other cloud-edge deployments.

Strengths: best reported accuracy and zero-day recall; adversarial co-training defends the
Transformer against evasion.

Weaknesses: largest compute footprint; not easy to tune the composite loss weights of Eq.
(10); not easy to explain to auditors since two black boxes are stacked.

4.4 Diffusion and Score-Based Models

Diffusion models provide stability in training and diversity assurances that GANs do not
have. The authors of the study Tang et al. [26] apply a denoising diffusion probabilistic
model to balance far-imbalanced ICPS datasets (NSL-KDD, UNSW-NB15) and feed them
to a BiLSTM classifier, which enhances recollections of the infrequent R2L and U2R
classes by a significant margin. Wider surveys [27], [28] prove DDPMs and score-based
SDEs to be new alternatives to GANs in general anomaly detection. The price is slower
sampling hundreds of reverse steps which, in the absence of distillation, limits diffusion-
based data generation to offline training pipelines, not real time inference.

4.5 Federated Generative Learning

The regulatory frameworks like GDPR, HIPAA, and DPDP Act in India compel tenants to
retain raw security telemetry locally. FEDGAN-IDS by Tabassum et al. [29] spreads a GAN
over IoT/cloud edge nodes and collects updates on the discriminator by FedAvg, providing
detection performance similar to centralized training, without revealing raw flows. The Fed-
IoT by Taheri et al. [30] adds the complementary dimension of robustness: an A3GAN
server-side defence identifies GAN-based updates of participants as poisoning attacks.
Recent ACM Computing Surveys review [31] lists FL-based IDS broadly, and 2DF-IDS
[32] by Friha et al. is a decentralised FL system with differential privacy to deploy on
industrial-IoT.

Strengths: Privacy: Strengths: Privacy: Cross-tenant knowledge transfer Strengths:
Resilience to local data scarcity.

Weaknesses: overheads in communication; resilience to model-poisoning and Byzantine
tenants; non-trivial heterogeneity in feature spaces across providers.
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Table 1. Critical Limitations Across Studies

Study Model Key Limitation Impact

[12] IDSGAN Adversarial overfitting Poor generalization

[17] LogBERT Dataset dependency Limited real-world
adaptation

[24] VAE-WACGAN High compute cost Deployment difficulty

[29] FEDGAN-IDS Communication
overhead Scalability issue

5. Reference Hybrid Architecture

Fig. 5 brings together the common design decisions made in the 25 core studies into one
reference architecture. Cloud telemetry and public IDS benchmarks are processed into a
tokenisation and sequence-encoding layer, fed into a conditional GAN that increases the
training distribution, and consumed by a self-trained Transformer encoder the output of
which drives a soft-max anomaly/classification head. A federated layer (optionally) offers
secure FedAvg/FedProx aggregation of per-tenant models, and SHAP and attention heat-
map offer the explainability layer that is sought after by regulators

.

Fig. 5. Reference architecture of a hybrid GAN–Transformer cloud-security framework with
federated and XAI extensions.
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The summary of the end-to-end training loop is presented in Algorithm 1. Every mini-batch
B switch one step with a generator-discriminator step and one step with a Transformer
classification step. The encoder back-propagates the composite loss of Eq. (10), and in the
federated case per tenant gradient updates are summed up at the end of E local epochs to
amortise communication cost.6.1 Comparison of the Qualitative Results across Ten
Dimensions.

5.1 Implementation Considerations

The proposed architecture can be implemented using PyTorch or TensorFlow frameworks.
The GAN module can be trained using mini-batch stochastic gradient descent, while the
Transformer encoder can be initialized using pre-trained weights (e.g., BERT variants). In
federated settings, frameworks such as TensorFlow Federated or Flower can be used.
Deployment can be achieved via Kubernetes-based microservices in cloud environments.

6. Comparative Analysis

6.1 Qualitative Comparison Across Ten Dimensions

Table 1 builds on the qualitative comparison of the original draft by (i) including an
empirically justifiable five-level scoring and (ii) providing representative studies to each
cell. Fig. 6 represents the same scores as a radar chart.

Table 2. Qualitative comparison of five generative-AI families across ten cloud-security
dimensions (scale 1–5, higher is better).

Dimension GAN Transformer Hybrid Diffusion Federated

Detection
accuracy

4 (High)
[12] 4 (High) [17]

5 (Very
High) [23],
[24]

4 (High) [26] 3 (Medium) [29]

Training stability 2 (Low) 4 (High) 3 (Medium) 4 (High) 3 (Medium)

Zero-day
robustness

4 (Strong)
[13] 3 (Moderate) 4 (Strong) 4 (Strong) 3 (Moderate)

Scalability 3
(Medium) 4 (High) [21] 3 (Medium) 2 (Low) 4 (High)

Explainability 2 (Low) 3 (Medium) [35] 2 (Low) 3 (Medium) 3 (Medium)
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Dimension GAN Transformer Hybrid Diffusion Federated

Privacy 2 (Low) 3 (Medium) 3 (Medium) 3 (Medium) 5 (Very High)
[29], [32]

Deployment ease 2
(Difficult) 3 (Moderate) 2

(Complex) 2 (Emerging) 3 (Difficult)

Compute
efficiency 2 (Low) 2 (Low) 2 (Very

Low) 2 (Low) 3 (Medium)

False-positive
rate

3
(Medium) 4 (Low) 5 (Very

Low) [24] 4 (Low) 3 (Medium)

Adversarial
robustness 2 (Low) 3 (Medium) 3 (Medium) 3 (Medium) 3 (Medium) [30]

Fig. 6. Radar plot of the scores in Table 1. The corner of detection is filled with hybrid designs; the
corner of privacy with federated learning; each of the single-family models has a characteristic blind-
spot.



Generative AI for Cloud Security: A Systematic Review of GAN, …             539

6.2 Benchmark Datasets in Cloud Security

The most common four public datasets utilised in the reviewed studies are summarised in
Table 2. We observe that only CICIDS-2017 and UNSW-NB15 have cloud-native protocol
mixes; NSL-KDD is a historical baseline whose class distribution does not reflect current
traffic and BoT-IoT is frequently borrowed since its volumetric DDoS traces are similar to
those observed by public-cloud ingress points.

Table 3. Public datasets most commonly used for evaluating generative-AI cloud-security
systems in the reviewed literature.

Dataset Year Scale / Flows Attack mix Cloud relevance

CICIDS-2017
[37] 2017 ~2.8M labelled

flows

DoS, DDoS,
brute-force,
SQLi,
Heartbleed,
botnet,
infiltration

High – captured
on modern web
services.

UNSW-NB15
[38] 2015 ~2.5 M records

Fuzzers,
reconnaissance,
backdoor,
exploits, DoS,
worms

Medium–High –
mixed
enterprise/cloud-
style traffic.

NSL-KDD [39] 2009 ~125 K records DoS, probe,
R2L, U2R

Low – legacy;
used as a stress-
test baseline
only.

BoT-IoT [40] 2018 ~72 M records

Service scan, OS
fingerprinting,
DDoS, data
theft, keylogging

Medium – IoT
traffic
overlapping
with cloud-edge
ingress.

6.3 Consolidated Quantitative Benchmarks

Table 3 summarizes the headline accuracy, F_1, and false-positive data in representative
studies in the four datasets in Table 2. The values are copied out of the original sources and
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not re-run in this case; numerical comparison must therefore be handled with care as the
evaluation protocols, train / test splits, and pre-processing vary across studies. A range is
observed in some cells as the research results of some underlying studies present results on
several sub-datasets or splits; a dash (—) represents the fact that the original source did not
provide the corresponding metric.

Table 4. Reported detection performance of representative generative-AI cloud-security
methods. Values are as reported in the primary sources; direct numerical comparison is

approximate

Method /
Family Dataset Accuracy (%) F₁ (%) FPR (%) Source

IDSGAN
(GAN) NSL-KDD — — adv. eval. [12]

GIDS (GAN) CAN-bus
(automotive) ≈98 — low [13]

KNN-
TACGAN
(GAN)

NSL-KDD /
UNSW-
NB15

96.5 96.1 3.2 [14]

TMG-GAN
(GAN)

NB15 /
CICIDS-
2017

97.3 96.8 2.7 [15]

LogBERT
(Transformer)

HDFS / BGL
/
Thunderbird

— 81–99 2–6 [17]

NeuralLog
(Transformer)

HDFS / BGL
/
Thunderbird

— 96–99 <2 [18]

LAnoBERT
(Transformer) HDFS / BGL — 95–99 <2 [19]



Generative AI for Cloud Security: A Systematic Review of GAN, …             541

Method /
Family Dataset Accuracy (%) F₁ (%) FPR (%) Source

BERT-Log
(Transformer) HDFS / BGL 99.4 99.4 <1 [20]

LogFormer
(Transformer)

Multi-
domain — ≈96–99 — [21]

VAE-
WACGAN
(Hybrid)

CICIDS-
2017 / NSL-
KDD

98.2 97.9 1.4 [24]

Diffusion-IDD
(Diff.)

NSL-KDD /
UNSW-
NB15

— ↑ rare-
class F₁ — [26]

FEDGAN-IDS
(Fed.)

NSL-KDD /
KDD99 /
UNSW-
NB15

up to 99 — — [29]

Fed-IIoT /
A3GAN (Fed.)

Android
malware (3
IIoT sets)

≈96 — robust to
poisoning [30]

It is important to note that the quantitative comparisons presented in this review are based
on reported results from primary studies rather than re-implemented experiments. Due to
variations in preprocessing pipelines, dataset splits, and evaluation protocols, strict fairness
cannot be guaranteed. Future work should include standardized benchmarking frameworks
or unified re-evaluation pipelines to ensure rigorous comparison.

6.4 Family-Level Aggregation

When Table 3 is aggregated into family-level ranges, we observe similar trends:
Transformer-based log anomaly detectors and hybrid designs achieve the strongest F 1 on
standard benchmarks; federated generative designs forgo a small accuracy loss in favor of
strong privacy guarantees; diffusion-based augmentation specifically boosts recall on
infrequent attack classes. Since primary sources are based on other datasets, metrics, and
splits, Table 4 does not indicate a mean value but qualitative ranges.



542             R. R. Srivastava and M. M. Tripathi

Table 5. Indicative family-level F₁ and FPR ranges from the reviewed literature. Ranges
aggregate published figures across the primary sources cited in Table 3 and are not re-

implemented in this review.

Family Typical F₁ range
(%)

Typical FPR range
(%) Notable strength

GAN 94–97 2.5–4.0
Attack-class
synthesis, zero-day
stress-testing

Transformer (logs) 81–99 < 2
Self-supervised, no
labelled attacks
required

Hybrid GAN+X 97–99 1.0–2.0 Lowest FPR, best
recall on rare classes

Diffusion recall ↑ —
Stable training,
balances imbalanced
sets

Federated 94–99 —

Privacy
preservation,
Byzantine
robustness

Hybrid models outperform others due to their ability to combine data augmentation (GAN)
with contextual sequence modeling (Transformer), leading to improved generalization in
zero-day attack scenarios.

7. Cloud-Specific Threat Model of Generative-AI Defenses.

A review which fails to characterize the threat landscape on which a defence is assessed is
of little value to practitioners. Threats are aligned to three planes in Table 5: the data plane
(inputs to the detector); the model plane (parameters, training procedure, and deployment
pipeline); and the supply-chain plane (upstream weights, datasets, and libraries). Each row
will be named with the attacker goal, capability, and the generative-AI countermeasure that
is brought up by the literature reviewed.
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Table 6. Threat model for generative-AI cloud-security systems, organised by plane and
mapped to reviewed countermeasures

Plane Attacker goal Capability Representative
attacks

Generative-AI
countermeasure

Data
plane

Evade
detection

Craft
adversarial
inputs within
benign
envelope

PGD [34],
C&W, FGSM
[33] on IDS
features;
GAN-
generated
evasive flows
[12]

Adversarial co-training in
hybrid GAN-Transformer
[23], [24]

Data
plane Exfiltrate data

Blend into
normal API /
log traffic

Slow-drip
exfiltration,
covert
channels

Self-supervised
Transformer log anomaly
detection [17], [18], [20]

Model
plane

Poison
training data

Insert
labelled-
attack
samples or
flip labels

Backdoor
triggers in
federated
updates

Robust aggregation
(A3GAN [30]); anomaly
checks on federated
updates [32]

Model
plane

Extract model
/ membership

Repeated API
queries

Model-
extraction,
membership-
inference

Differential privacy in
federated GAN training
[32]

Supply
chain

Compromise
upstream
weights / data

Tamper with
open-source
checkpoints
or
benchmarks

Dataset
poisoning,
trojanised
foundation
models

Provenance tracking;
verifiable hash chains;
this review's quality
checklist (Sec. 2.3)

8. Gaps in Research and Open Research Challenges.

Table 7 revisits the gap / challenge matrix used in the first draft and adds the severity and
research-priority column, which the Q1 reviewers generally require. Severity indicates the
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effect on actual deployment; priority is our judgment, adjusted by the trend of publication
of Fig. 3.

Table 7. Research gaps, challenges, severity, and priority for generative-AI cloud-security

Category Gap Challenge Severity Priority

Architecture
No unified
framework across
families

Integration complexity;
inconsistent interfaces High Short-term

Data
Lack of cloud-
native benchmark
datasets

Class imbalance;
limited workload
diversity; dataset
ageing

High Short-term

Performance High compute and
memory footprint

Real-time inference
latency; energy cost Medium Short-term

Security
Adversarial
attacks and model
poisoning

Gradient-based
evasion; Byzantine
federated updates

High Short-term

Explainability Black-box hybrid
models

Limited XAI tooling
for stacked
GAN+Transformer

Medium Mid-term

Deployment Legacy and multi-
cloud integration

Infrastructure
constraints;
heterogeneous APIs

Medium Mid-term

Privacy Data-sharing and
regulatory friction

GDPR / HIPAA /
DPDP compliance;
secure aggregation
overhead

High Short-term

Supply chain
Provenance of
pre-trained
weights

Trojaned foundation
models; poisoned
benchmarks

Medium Mid-term
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9. Future Directions and Research Roadmap

Fig. 7 sums up the research roadmap based on the reviewed literature. Adversarial
hardening and lightweight distilled Transformers dominate short-term priorities and are
plausibly able to be run in cloud-edge sidecars. In the middle of the work, explainable
hybrid GAN-Transformer stacks and federated diffusion models that can produce rare
attack samples without central data exchange will be explained. In the long term the
community is converging on autonomous, self-healing cloud-security stacks and multi-
modal, multi-tenant AI that integrates network, log, and user telemetry in a common context
window.

Fig. 7. Research roadmap for generative-AI cloud security, distilled from the reviewed literature.

9.1 Concrete Research Questions for the Next Three Years

 What allows distillation and quantisation to reduce the size of hybrid GAN-
Transformer stacks by a factor of order of magnitude without a commensurate drop in
zero-day recall?

 Does diffusion generate adversarial attack samples of controlled, certified strength (eps
-bounded) to standardised benchmarking of IDS?



 Which aggregation mechanisms can cause federated generative learning to be
Byzantine-robust without compromising on detection quality?

 Which XAI methods serve the best to reveal both the Transformer attention and the
GAN latent space in a form that SOC analysts can act on within less than 60 seconds?

 What is the proper measure of provenance integrity of foundation weights reused in
cloud-security products by regulators?
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10. Threats to Validity

10.1 Construct Validity

Our taxonomy (Fig. 2) is one of several possible organisations of the field. This grouping
would be different with an alternative axis, such as splitting between supervised, self-
supervised, and reinforcement-learning generative models. The architectural axis was the
one we selected due to the manner of selection of tools by the practitioners.

10.2 Internal Validity

The numbers in Tables 3 and 4 are reproduced using primary resources. The differences in
pre-processing, train/test split, random seeds, and evaluation protocols render the direct
comparison to be approximate. To some extent, we address this by reporting family-level
aggregates (Table 4) instead of a single winner.

10.3 External Validity

The modern understanding of cloud-native does not apply to public benchmarks; they do
not have control-plane, IAM, or managed-service telemetry. Findings which generalise on
CICIDS-2017 might not be applicable to production hyperscaler settings. We note this as
one of the most significant gaps in Table 6.

10.4 Publication Bias

Failure to achieve negative results is under-reported in the generative-AI literature;
algorithms that do not improve over baselines are seldom published. We have noted this
risk but cannot adjust it in the context of this review.
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11. Conclusion

The generative AI is transforming cloud security in a reactive, signature-based field to a
proactive and model-based viewpoint. The review has summarised 25 core and 40
supporting peer-reviewed papers, integrated their mathematical foundations (Eqs. (1)-(12)),
subjected them to a single taxonomy (Fig. 2) and quantitatively compared them across
datasets (Tables 3 and 4) and qualitatively across ten dimensions (Table 1, Fig. 6). The
highest reported accuracy and false-positive trade-off comes at the highest cost of compute
and interpretability, which are hybrid GAN-Transformer stacks; the most promising
direction is federated generative learning, which can produce regulatory-compliant, cross-
tenant defense; diffusion models are becoming a stable alternative to GAN-based attack
simulation. The main open issues are adversarial robustness, supply-chain provenance, and
standardized cloud-native benchmarks, and the roadmap of Fig. 7 outlines a tangible three-
to-five year of research agenda by the community.
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