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Abstract. Deepfake technology represents a growing threat within digital 

media, not only because of the risks of misinforming the public but also of 

privacy violations and security breaches. This research works on the binary 

classification of facial features to increase deepfake detection. Taking 

advantage of the inherent differences between real and fake faces, we 

presented an effective method using deep learning to identify minute changes 

in texture, lighting, and facial movements. Our technique is centered around the 

extraction of facial regions most likely to be altered (eyes, mouth, skin, etc.) 

through automation of image segmentation. The next step is to use multiple 

CNNs and dense layers to obtain a high-level feature representation and to 

categorize it into real or fake. Besides, our method utilizes data augmentation 

along with ensemble techniques to make it more resistant to changes in quality 

and other environmental factors. The accomplishment of the advanced 

performance model with minimum computing power use has proven the 

effectiveness of the proposed framework on the Kaggle dataset. In conclusion, 

our study points out binary classification of facial features could be a key 

method for identifying deepfakes in a manner that is accurate, reliable, and 

scalable. Thus, we are hopeful that it will lead to the practical application of 

media forensics and digital security. 
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1 Introduction 

In this digital era where pictures and videos dominate communication, the 
truthfulness of visual content has become a major aspect of credibility and trust. 
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Mainly, facial images are a big deal because they influence so many sectors such as 
police, social networks, entertainment, and newspapers. On the other hand, visual 
data integrity is currently compromised by the increase of synthetic media, especially 
deepfake technology. Since these fakes use an advanced AI to generate very realistic 
fake face content, deepfakes have stirred a lot of concerns regarding misinformation, 
scams, and crimes. Hence, safeguarding the authenticity of facial characteristics in 
digital media is fundamental to keeping social order and public trust[27]. 

There are many and varied problems that face image manipulation using deepfake 
technology specifically. The difference from conventional photo and video editing 
methods is that deepfakes rely on neural networks to produce highly persuasive 
synthetic content so that even a human eye would have a hard time finding the signs. 
This has led to the exploitation of this weapon on a large scale, such as the production 
of fake news, identity theft, and other kinds of cybercrimes. Among the various 
methods in this field, one standout technique is studying the facial landmarks and how 
these change over time. Research has shown that visual clues of forgery are often 
found near certain facial features, which is why analyzing landmarks leads to a great 
method for detecting a wide range of forgeries[16][7]. As an example, one of the ways 
to identify face fakes is through the mesoscopic (intermediate-level) facial features, 
which are the target of MesoNet[1]. On the other hand, some approaches use 3D head 
pose estimation to spot discrepancies between facial landmarks and the overall 
orientation of the head [4]. Besides that, the shape ratios of different facial parts like 
the eyes, nose, and mouth can be calculated and monitored over time to detect 
unusual behavior in deepfake videos[5]. 
There has never been a greater need for efficient and scalable detection techniques 
given the seriousness of these issues. Deepfakes have been, if not impossible, very 
difficult to detect by the conventional detection methods such as manual inspection 
or metadata analysis, especially as the deepfake tools have progressed. AI- and 
machine learning-based methods have come to be one of the solutions. They attempt 
to differentiate original vs. manipulated images by detecting very small differences in 
features, motion, or texture [11]. 

The binary categorization of face features as a unique method for reliable deepfake 
identification is the main emphasis of this work. Many different approaches use the 
extensive technique of the analysis operation. This paper approaches detecting 
deepfakes based on a few special facial defects or mismatches that are introduced 
during the deepfake generation process. The purpose of the work is to enhance the 
accuracy and reliability of deepfake detection systems by focusing on fine-grained 
patterns in facial geometry, texture, and emotion[19]. 
It is true that industry has made many great achievements, but there are still 
numerous problems with the models of present time. Many of the detection 
techniques in use today, for example, suffer from inability to deal with all data sets, 
slow rate of processing, and being very easy to be hacked by the attackers. In addition, 
only very few models take into consideration the small facial features, which very 
often become the first clue of the alteration. Changes in physiology and behavior also 
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hold information that helps separate deepfakes from real ones. One well-known case 
of such detection is the analysis of eye-blinking patterns; since generative models in 
the past rarely generated natural blinking, tracking a whole physiological necessity like 
blinking became a way to check the truthfulness of a video[12]. Along the same lines, 
it has been recognized that out-of-sync lip movements and mouth actions are strong 
and widely applicable signs of detecting manipulated materials. Advanced methods 
even go as far as to pick up tiny physiological signs like the heart rate patterns through 
the technique of remote photoplethysmography (rPPG), which reveals the non-
biological nature of artificial faces. 
This research aims to accomplish two things. Firstly, it introduces a dual classifier tool 
for deepfake detection that relies on facial anomalies as the distinguishing feature. 
This technique is leveraging the latest deep learning framework for a more precise 
evaluation of the human face. Secondly, the article illustrates the operation of the 
proposed detection method through different sets of data, thereby providing evidence 
of its efficiency and scalability in the recognition of deepfakes. By addressing critical 
gaps in the domain, this publication makes a great contribution to the creation of 
efficient mechanisms for fighting the menace of deepfakes that is increasing day by 
day. The paper’s objective is to improve the visual content verification sector through 
an in-depth analysis of deepfake detection issues, thereby ensuring the integrity and 
trustworthiness of digital media in the era of widespread fake content. 

2 Literature Review 

The growing use of deepfake technology has led to considerable research into the 
performance of various detection methods, mainly CNNs and advanced machine 
learning techniques. The research on deepfake binary facial image classification 
reveals that, in addition to custom CNN architectures, ResNet-50 and EfficientNet-B7 
transfer learning frameworks are capable of accurately detecting the manipulated 
content. This paper highlights the essential requirement for strong detection 
techniques in order to counteract the increasing digital security threats due to 
deepfakes[10]. 
Ajoy et al. [1]teajoy2021deepfake design a deepfake detection system, based on 
CNNs, for finding pixel distortions and facial inconsistencies as major features of fake 
videos. The system contributes to social media platforms’ efforts to reduce the 
dissemination of harmful fake videos and prevents misinformation and public unrest. 
Another research paper treats deepfake detection as a fine-grained classification task 
rather than the usual binary one. It helps improve cross-dataset and cross-
manipulation robustness by learning subtle, generalizable features and using the 
background noise as a distraction. This essentially addresses the main weaknesses of 
current methods[18]. 

Jolly et al. [1][9] went deep to understand and automate the detection of facial 
expressions in video by working with Deepfake Face2Face, faceSwap, and neural 
texture. They chose a multilayered strategy, which helped them circumvent the issues 
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of data loss and compression. Apart from CNN-based models, one study explored the 
potential of generative adversarial networks (GANs) and data augmentation to create 
datasets. The experiments with pretrained models such as VGG16 and ResNet50 
demonstrated significant increases in accuracy, more so with the ensemble methods 
that integrate these models to reach accuracies of up to 98.79% on standard 
datasets[23]. 

Altaei et al. [1]tealtaei2022detection have implemented CNN for the detection of fake 
images. Their method consists of image preprocessing, gamma correction, and Canny 
filter extraction. The authors apply two detection procedures: CNN combined with 
Principal Component Analysis (PCA) and CNN without PCA, respectively. Although the 
results reveal a good level of accuracy, the CNNonly method yields the highest 
accuracy. Lastly, an original methodology incorporates scalable CNNs, like 
EfficientNet, with hierarchical vision transformers (ViT), particularly the shifted 
window transformer. This combination of CNNs and transformers, exemplified by the 
hybrid architecture, has resulted in an excellent accuracy of 98.04%, which is quite 
promising for deepfake detection[3]. The rapid increase in deepfake technology, 
which has been spurred by the great progress made in Generative Adversarial 
Networks (GANs) and Variational Autoencoders (VAEs), has raised a serious issue, the 
need for strong systems to protect the digital world from being compromised. 
Convolutional Neural Networks (CNNs) have become the go-to means for detecting 
such synthetic changes mainly because they can independently learn and extract 
characteristic spatial features from images[6]. Initially, the researchers were looking 
for identifying mesoscopic properties, features that are at a medium scale and that 
generative models usually fail to replicate accurately. Afchar et al. (2018) developed 
MesoNet, a small CNN layout that used Inception-like blocks to efficiently detect facial 
forgeries; however, its capacity was later shown to be rather weak against advanced, 
high-resolution deepfakes[1]. 
After that, generative models changed, and in response, computer vision experts 
looked for deeper and more complicated CNN structures that would enable them to 
detect smaller and more subtle artifacts. XceptionNet, a neural network architecture 
that applies depthwise separable convolutions, was set as the standard in the domain 
following the study by Rossler et al. (2019) that revealed that it outperformed 
competitors on the FaceForensics++ dataset, reaching almost perfect accuracy under 
lab conditions[21]. That said, there’s still the issue of generalizing to other contexts, 
since the models that were fit to certain datasets don’t often work well when they see 
"in the wild" deepfakes. For this reason, Tan and Le (2019) came up with EfficientNet, 
which uses a compound scaling approach to justify increasing network depth, width, 
and resolution, thus coming up with a more reliable framework for feature extraction 
with fewer parameters[26]. EfficientNet, B4, has been the one that is most commonly 
used due to its effectiveness in detecting minute deviations in facial textures and 
lighting levels[2]. Nowadays new papers are analyzing a combination of transfer 
learning and pretrained models to boost detection accuracy. Say VGGFace and ResNet 
architectures are examples where their face-related features can be helpful in finding 
deepfakes[20]. Shad et al. (2021) compared eight various CNN architectures, including 
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DenseNet and ResNet; by performing their experiments, they have confirmed that, 
although deep networks have great accuracy, they also have vulnerabilities, for 
example, to adversarial attacks or compression artifacts[22]. Therefore, this flaw has 
made these developers come up with even more focused networks such as 
DeepGuardNet (2025), which is planned to be capable of grabbing the 
characteristics/features of images in both the space and depth directions so as to be 
more unbreakable against fake art/content [24]. 

The field is now moving towards hybrid models that exploit the local spatial processing 
power of CNNs but, at the same time, take advantage of other deep learning 
paradigms. RNNs and LSTM units are often used together with CNN backbones, for 
example, in the framework by Masood et al. (2023) [1] to study temporal discrepancies 
among video frames. Besides, Vision Transformers (ViTs) have offered a completely 
new technique of deepfake detection. Wodajo and Atnafu (2021) came up with a 
blend of CNN and Transformer models in which a CNN is used to extract local features 
and a Transformer is used to capture global dependencies, thus effectively dealing 
with the major drawback of CNNs in understanding long-distance relations of an 
image[29]. 
Datasets such as Celeb, DF, and the Deepfake Detection Challenge (DFDC) were 
instrumental in measuring the performance of these models. Li et al. (2020) remarked 
that although many CNN-based detectors still perform quite well on the first-
generation deepfakes, their performance drops significantly when they are tested 
with high-quality datasets like Celeb-DF, which have clearly realistic blending and 
hardly any visual artifacts[13]. This has therefore opened the door to the investigation 
of explainable AI (XAI) for deepfake detection, where the intention is to make it 
possible to see the very parts of the image that a CNN predicts as "fake" and so help 
to a greater extent the transparency as well as the trustworthiness of the detection 
process[17]. 
Nevertheless, some difficulties remain in tackling synthetic media despite these 
technological improvements. Malik et al. (2022) argued that the "cat and mouse" 
chase between generators and detectors would go on since new GAN designs are 
made without fail to circumvent existing CNN-based forensic methods[15]. Besides, 
the situation is quite complex when it comes to the influence of environmental factors 
such as a low level of illumination, motion blur, and high compression, which pose a 
serious challenge for the practical use of such systems[14]. As a result, the research in 
this domain may primarily revolve around selfsupervised learning as well as 
multimodal detection, i.e., integrating visual, audio, and metadata analysis for the 

development of more robust and broadly capable identification methods[25]. 

3 Proposed Deepfake Detection 

In this part, a method is proposed for identifying deepfake images. One of the main 
aids in detecting deepfakes, especially in a two-class problem using Convolutional 
Neural Networks (CNNs), is a dataset comprising approximately 190,000 real and fake 



6 Gaurav Aggarwal et al. 

38             G. Aggarwal et al.

facial images. A summary of all dataset details can be found in Table 1. This collection 
of real and manipulated images of a dataset is not only well-balanced but also diverse, 
showing variations in lighting, facial expressions, and methods of tampering. 
Several characteristics are necessary for training CNNs so that they perform well when 
generalizing to real-world conditions. Since CNNs excel at learning features at various 
levels, they can detect very small inconsistencies caused by deepfake generation, for 
example, in texture, lighting, and facial alignment. Using this dataset as a source for 
training and evaluating deepfake detection methods, researchers can come up with 
strong approaches for confronting deepfake issues. Such inventions not only combat 
misinformation dissemination but also reinforce the digital media authentication 
systems. The dataset’s operationalization is depicted in Figure 1. 

 

Fig.1. Implementation details of the Dataset 

Table 1. DATASET USED IN PROPOSED MODEL 

Dataset Images Resolution  

190K Fake and Real Faces images 190000 256*256  

The design of the proposed architecture is elaborated in Figure 2. Our approach is 
based on CNN architecture, which is targeted specifically for detecting deepfake 
images. First of all, we wanted to create a model that is able to extract 
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Fig.2. Architecture of Proposed Model for Binary classification of Deepfake Image 

spatial features from images and then, based on these features, automatically 
categorize images as real or fake. The model accepts an RGB image as input, and the 
image is of a fixed size of 256x256 pixels. The model’s first layers consist of Conv2D 
layers in a sequence, with 128 filters in each one and 3x3 kernels. In general, these 
layers identify the lowest-level features such as edges, textures, and very simple 
patterns. 
A batch normalization layer is added after every convolutional operation, normalizing 
the activations and allowing the training to be faster. To further reduce computational 
complexity, we have also employed Max Pooling layers. These layers reduce the 
resolution of the feature maps by selecting the most important values from the local 
neighborhoods. The model has four convolutional blocks, each one progressively 
reducing the spatial dimensions of the feature maps. The input size of 256x256 is 
effectively being converted into 14x14 through the feature maps. By performing this 
reduction, the model is able to focus on high-level spatial features while it remains 
computationally efficient. Then, the output of the convolutional blocks is fed into a 
Flatten layer, which changes the 3D feature map into a 1D vector of length 25088. 
This transformation makes the data compatible with fully connected layers, which 
perform the classification. The 1D vector features are processed through several dense 
layers, which have 128 neurons each. Dropout layers are placed between the dense 
layers for the purpose of preventing the model from overfitting and improving its 
generalization capability. In training, these layers deactivate randomly a certain 
fraction of neurons, which ensures that the model doesn’t depend too much on 
certain features. 
The last dense layer only has one neuron, which produces a binary value showing if 
the input image is real or fake. The model has about 3.8 million parameters in total, 
out of which 3.7 million can be trained. This model manages to strike a balance 
between complexity and efficiency and is therefore capable of detecting deepfake 
images with high accuracy while still being computationally reasonable. By effectively 
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integrating convolutional, pooling, and dense layers, the model is able to capture both 
local and global features, thus enhancing its robustness to different deep fake styles. 
As shown in Table 2, the proposed detailed model architecture consists of multiple 
layers along with trainable parameters designed for effective deepfake image 
classification. The parameter settings for the CNN-based classifier included Adam as 
the optimizer, an initial learning rate of 0.001, a loss of binary crossentropy, and a 
batch size of 32 and trained the CNN classifier for 10 epochs. The data set was 
partitioned into training and validation data by an 80:20 split. The training data was 
used for training the model, while the validation data was used for comparison and to 
avoid overfitting. The optimizer parameters were updated according to validation 
accuracy, which was used as the primary evaluation index. 

 

   

Table 2. Summary of the Architecture of Proposed Model for binary classification of 
Deepfake Images 

Layer (Type) Output Shape Param # 

Conv2D (None, 254, 254, 128) 3,584 

BatchNormalization (None, 254, 254, 128) 512 

MaxPooling2D (None, 127, 127, 128) 0 

Conv2D 

BatchNormalization 

MaxPooling2D 

(None, 125, 125, 128) 

(None, 125, 125, 128) 

(None, 62, 62, 128) 

147,584 

512 

0 

Conv2D 

BatchNormalization 

MaxPooling2D 

(None, 60, 60, 128) 

(None, 60, 60, 128) 

(None, 30, 30, 128) 

147,584 

512 

0 

Conv2D (None, 28, 28, 128) 147,584 

Flatten 

Dense 

Dropout 

Dense 

Dropout 

Dense 

Dropout 

BatchNormalization 

MaxPooling2D 

(None, 25088) 

(None, 128) 

(None, 128) 

(None, 128) 

(None, 128) 

(None, 128) 

(None, 128) 

(None, 28, 28, 128) 

(None, 14, 14, 128) 

0 

3,211,392 

0 

16,512 

0 

16,512 

0 

512 

0 

Dense (Output) 

Dense 

Dropout 

(None, 4) 

(None, 128) 

(None, 128) 

129 

16,512 

0 

Total Params 3,709,441   

Trainable Params 3,708,417   

Non-trainable 1,024  



 Deepfake Detection Using Facial Features 9 

         41A Facial Feature-Based Binary Classification Framework for …    

4 Experiments and Results 

The proposed model is highly effective on a sample of 190,000 genuine and fake face 
photos, as evidenced by the results in Tables 3 and 4. It achieved a training accuracy 
of 99.23%, indicating its ability to effectively extract knowledge from the training data. 
Its 94.5% F1 measure guarantees a reliable classification capability by duly 
representing the balance between precision and recall. performance. 
Besides, a precision level of 95%that measures the proportion of true positive 

Table 3. Comparison of the proposed model’s performance with other approaches on the 

dataset. 

Model Name Test Accuracy (%) 

ResNet50[8] 53.43 

FaceNet [11]FaceNet[28] 94.51  

Conv2D CNN[4] 95.85 

Proposed Model 99.23 
Table 4. PERFORMANCE EVALUATION OF THE PROPOSED MODEL 

Model Train Accuracy F1 Score Precision Recall  

Proposed Model 99.23  94.5 95 94 

cases in all positive cases recognized by the model shows that the model is doing a 
great job in recognizing fake faces with a low level of false alarm. 

The 94% recall score of the model further substantiates its trustworthiness in 
distinguishing between real and fake faces, as it measures how well the model is 
identifying the positive cases. These results showcase the efficiency and robustness of 
the model in addressing this challenging categorization problem. From Table 3 and 
Table 4, the following observations have been made: 

• A deepfake detection model that has been proposed outperforms other existing 
ones greatly, both in terms of test accuracy (99.23%) and robustness. %. 

 

• Having a train accuracy of 99.23% implies that the network has successfully 
learned the main features. 

 

• An F1 score of 94.5% indicates that both precision and recall have been well 
balanced. 

 

• High precision of 95% will result in fewer false positives, while recall of 94% will 
help in identifying fake images efficiently. 

 

The binary class, fake and real, classification confusion matrix has been depicted in 
Figure 3. A confusion matrix of size 2x2 (for binary classification) associated 
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Fig.3. Confusion Matrix 

with a classifier displays expected and actual classifications, where 2 is the number of 
unique classes. The confusion matrix for the proposed model on the 190k Real and 
Fake Faces dataset illustrates that the true positives and true negatives are on the 
diagonal elements. 

5 Conclusion 

The new model we offer is a holistic way of detecting deep fakes by utilizing CNNs’ 
capability to recognize very complex patterns and irregularities. The CNN-based model 
we suggest outperforms other models in detecting deepfake images, with a high 
accuracy rate of 99.23%. It shows great progress compared to ResNet50, FaceNet, and 
other Conv2D CNN methods. The model’s outstanding ability to extract and analyze 
features mainly for uncovering deep fake elements highlights the importance of 
designing dedicated architecture in this domain. Incorporating batch normalization, 
dropout, and several dense layers does not merely enhance the model accuracy but 
also adds a layer of overfitting prevention, thereby making it really apt for the re-
worlding scenario of detecting altered media. 
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