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Abstract. Human life has become increasingly influenced by algorithms, automated decision-
making systems, and extensive data analytics, creating a digital environment in which individuals
are continuously monitored, profiled, and evaluated. Although legislatures worldwide have
responded to this pervasive surveillance infrastructure by introducing privacy and data
governance frameworks grounded in ethical principles such as transparency, accountability, and
fairness. However, their approaches remain largely based on Alan Westin’s Notice-and-Consent
model, which is only reactive and is insufficient to address the deeper challenges posed by Al-
based technology, especially to digital autonomy, which is threatened due to the continuous
storage, processing, and utilization of individual data without meaningful consent. Therefore, this
paper argues that the contemporary data governance regimes must move beyond mere procedural
compliance and be ‘re-constructed’ on the philosophical and normative foundations of privacy.
Adopting a Doctrinal, comparative, and Normative methodology, the paper compares Europe’s
GDPR, which was adopted in 2016, with India’s DPDP Act adopted in 2023. The focus on these
laws is based on the time gap between their adoption, during which Al-based technology became
more deeply integrated into society. This allows the paper to examine whether the laws reflect
this technological shift and incorporate more advanced or evolved understandings of privacy.
Drawing on the works of Warren and Brandeis, Alan Westin, Judith Jarvis Thompson, and Helen
Nissenbaum, along with the critical philosophers of privacy, the paper assesses the evolution of
understanding of individual privacy to its contextual and relational understandings. The paper
further uses Kantian and Rawlsian perspectives of justice and fairness to evaluate GDPR &
DPDP. In doing so, the paper argues for a value-centric model of digital governance that embeds
autonomy and human dignity into the design of the regulatory framework thereby enabling an
anticipatory and grounded approach to privacy regulation worldwide.
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1 Introduction

With the rise in digital infrastructure and a technology-dependent society, data has
become a ‘resource’ to analyze and predict human behavior, and a means of
governance, rather than just being a byproduct of human interaction. (Birch et al.,
2021). We are surrounded with technology and automated systems in more ways than
we think; from target marketing that uses behavioral patterns to using automated
systems and algorithms for critical decision-making such as assessing credit scores for
loans, declaring fit for social welfare programs, daily surveillance by private
institutions or government organizations, to assessing a criminal’s ability for
committing a crime again. All of which is possible because of the digital footprints we
leave on the internet, and the data these technologies collect and utilize. It is much like
people have acquiesced to living in a ‘datafied’ society where, every human action is
converted int quantifiable data and instead of an individual, their digital footprints
account for them and their data is the prime asset. (Mayer-Schonberger & Cukier
(2013). As a consequence, we have a ubiquitous surveillance infrastructure that quietly
operates in the background of our digital lives, monitoring our behavior, influencing
our choices, and selecting the data we consume. (Nishnianidze, 2024) “While on the
one hand we often provide our personal information willingly in exchange for receiving
access to these new technologies, on the other hand, the fine print disguised in the
existing laws enables governments and giant technology conglomerates, often without
bothering to ask for our consent, to amass vast amounts of personal information on

large populations” (Moore et al., 2020).
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In response to the risks posed by large-scale data collection and Al-driven decision
making, legislatures, and international organizations have created regulatory
frameworks to protect data privacy and cybersecurity. Privacy guidelines in the form
of international standards and recommendations for legislatures across the globe have
been provided by the OECD and the United Nations while regional and National legal
frameworks in response to Moral and ethical dilemmas on privacy have also emerged.
Among these, the European Union’s General Data Protection regulation (GDPR),
enacted in the year 2018, established the benchmark for comprehensive data protection
legislation and has significantly influenced subsequent privacy laws worldwide
including India’s Data Privacy Regulation namely, The Digital personal Data Privacy
Act (DPDP). However, DPDP act was enacted in the year 2023 nearly after five years,
at the cusp of rapid emergence of generative Al and advanced algorithmic systems,
after Al had fundamentally transformed the collection, processing, and use of personal
data. The temporal gap between these two legislative frameworks provides an
important opportunity to examine whether the evolution of privacy legislation has been
accompanied by a corresponding evolution of normative understanding of privacy

required for regulation of privacy in the Al-driven ecosystem.

Both of these legislations operationalize privacy predominantly using Westin’s Notice
and consent model only, thereby reducing a rich philosophical inheritance of Privacy
to a mere procedural checkbox. While consent remains an important safeguard,
increasing reliance on opaque Al systems, automated decision-making, behavioral
predictions and algorithmic profiling raises important questions regarding whether
consent alone remains sufficient to protect individual ‘autonomy’ and ensure ‘fairness’
in contemporary data governance. Therefore, the central challenge confronting privacy
regulation is no longer merely of the collection/ processing of personal information, but
whether existing legal frameworks adequately respond to the ethical and distributive
challenges created by Al-driven societies.
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To address the gaps in the regulatory frameworks of these nations, this paper traces the
philosophical underpinnings of privacy and cybersecurity through a full arc of classical
and modern legal and ethical theories on privacy starting from Warren & Brandies
foundational right “to be left alone” in 18" century (The Right to Privacy in Nineteenth
Century America, 1981), Alan Westin’s self-determination model(Westin, 1968),
Thomson’s Pluralist View on privacy in the late 19" century(Thomson, 1975), and
Helen Nissenbaum’s theory of “contextual integrity” (Nissenbaum, 2009). These
foundational theories are further complemented by communitarian views of Taylor and
the critical perspective of Foucault and Zuboff on surveillance, power and digital

surveillance.

Building upon this jurisprudential evolution, the paper adopts the Kantian tradition,
which emphasizes human dignity and rational agency (Rohlf, 2022), and the Rawlsian
framework of justice as fairness which stipulates that the monarch (government) has a
responsibility to establish systems in a way that is under the apprehension that people
are unaware of their own social position (Wenar, 2021) to evaluate whether
contemporary privacy laws adequately protect digital autonomy and distributive justice
in the present generation of Artificial Intelligence. Instead of seeing these theories as
competing alternatives, this paper theorizes them as complementary stages in the
evolution of privacy jurisprudence. Seen together, these theories demonstrate that
protecting privacy extends beyond mere procedures of notice and consent and includes
Autonomy, dignity, contextual integrity, distributive fairness, and meaningful
limitations on surveillance infrastructure around us. These normative principles
constitute the evaluative framework through which the GDPR and DPDP act are
analyzed.

1.1 Review of Literature

Privacy has evolved from just a concept to the most asked human right in the present
times. The evolution of privacy from being a part of theories of early jurists to being a
part of legislative debates is largely technologically driven.

Most regulatory frameworks today have adopted Westin’s notice and consent
framework to protect individual privacy; however, as rightly pointed out by (Orru,
2021), these liberal-individualist notions have been proven insufficient in today’s dig-
ital environments, where data is routinely collected and the concept of control is fre-
quently illusory. His review of normative and skeptical methods questions the underly-
ing assumptions that support existing laws.

(Stalder, 2002) critique of “informational self-determination” as a protective
“bubble” contends that individualistic control-over-entry metaphors are out of place in
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a networked environment where data flows, inference, and aggregation go beyond any
one individual's control. These criticisms collectively explain why frameworks that de-
pend on individual control and a rigid distinction between the public and private sectors
fail in modern data ecosystems.

(Helm & Seubert, 2020) contend that “privacy literacy” and “choice” in plat-
form capitalism are riddled with normative contradictions. Even ‘literate’ consumers
are unable to exercise their autonomy when market structures, and architectures are
designed in a way that encourages one to share or disclose their information and reject-
ing such disclosure is made either expensive or limits access. As a result, there is a
predictable gap between actual authority given to the consumers and official capacity
to consent to the disclosure of information.

ByGrave (2014) argues that data privacy constitutes a lucid legal discipline
founded upon the protection of broader values such as autonomy, dignity, and demo-
cratic participation, instead of simply detailing procedural obligations for data control-
lers. Similarly, Kuner (2020) characterizes the GDPR as the ‘contemporary’ global
benchmark for privacy governance whose influence extends beyond Europe and has
shaped subsequent privacy legislation across jurisdictions, including India’s Digital
Personal Data Privacy Act, 2023. This body of scholarship suggests that modern pri-
vacy legislation should be evaluated not only for its regulatory effectiveness but also
for the philosophical conception it embodies.

Despite their significance, these laws are not enough to address the fundamen-
tal power disparities in present day ‘datafied’ society. These literary notice and consent
systems may even result in “normative paradoxes”, which legitimize exploitative prac-
tices by presenting them as options, thereby increasing rather than decreasing individ-
ual vulnerability. (Helm & Seubert ,2020). Similarly, (Knijnenburg et al., 2022) says
that contemporary society’s privacy concerns are social, technical, and collective, af-
fecting healthcare systems, linked devices, and vulnerable communities, but regulatory
frameworks continue to treat privacy as an individual benefit. In general, Allen (2013)
distinguishes between normative theories, which assess laws against ethical criteria,
and positive theories of privacy law, which identify the winners and losers of current
regulations.

More recently, the present privacy law of India i.e. the DPDP Act, 2023, has
also begun to move beyond purely doctrinal analysis towards jurisprudential enquiry
questioning whether the act represents the genuinely right-based conception of privacy
or continues the procedural logic inherited from earlier consent-based conception of
privacy models (Jadhao, 2026)

The available literature is focused on a key contradiction: privacy is theoreti-
cally and normatively connected to autonomy, dignity, and democratic involvement,
but regulatory practice continues to operationalize it in constrained, procedural terms.
This disconnection accounts for the persistence of harm such as profiling, discrimina-
tion, illegal data extraction, and manipulative design (Kathuria et al., 2024; Ding &
Huang, 2024). While existing scholarship has extensively critiques the limitations of
Notice and consent Mechanism (Jordan, 2021), comparatively less attention has been
devoted to examine whether the legislative evolution from GDPR (2016) to DPDP
(2023) across a period of marked by transformative rise of Al has been accompanied
by a corresponding evolution in the normative understanding of privacy. Without reor-
ientation of the current privacy regime, Privacy risks will continue to be reduced to a
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regulatory checkbox rather than being maintained as a fundamental moral and demo-
cratic imperative unless there is such a reorientation.

1.2 Statement of the Problem

In spite of the increase in regulations and principles regarding privacy, especially data
privacy, privacy violations continue to exist and proliferate. Certain activities such as
Profiling, discrimination, unauthorized data extraction, and manipulative digital envi-
ronments as assessed by (Kathuria et al., 2024) continue to undermine human auton-
omy, which suggests a deep chasm between the normative objectives that current reg-
ulatory frameworks seek to safeguard in the present-day “Datafied” society. Presently,
Artificial Tools have become very accessible, which has certainly exacerbated the pri-
vacy risks, making them increasingly structural, automated, and difficult to address us-
ing traditional regulatory mechanisms.

The present compliance-focused strategy of legislatures across the globe lacks a strong
ethical basis. Existing frameworks largely take a procedural, compliance-driven ap-
proach to privacy that is centered around notice and consent, which is insufficient to
address the fundamental power imbalances in modern, data-driven contexts. (Kissel-
burgh & Beever, 2022). This limitation is particularly evident in contemporary privacy
regulation such as the European Union’s General Data Protection Regulation (2016),
and India’s Digital personal Data Protection Act (2023). Although enacted at different
stages in the evolution of digital technologies, both frameworks continue to operation-
alise privacy predominantly using Notice-and consent mechanism and whereas consent
does constitute a major part in protecting privacy, it has failed to account for other
normative principles of privacy that has evolved since the Westin’s self-determination
model in the 19" century. These frameworks failed to view privacy as a normative
commitment related to the fundamental values of a democratic and equitable society,
and rather see it simply as a regulatory checkbox (Ding & Huang, 2024)

The study therefore focuses on the normative inadequacies of DPDP Act, 2023 in par-
allel to the emergence of Artificial tools and the influence of GDPR, 2016 in protecting
individual autonomy, moral agency, and human dignity. Although existing scholarship
has extensively examined either the doctrinal operation of privacy legislation or the
philosophical foundations of privacy, comparatively little attention has been paid in
examining whether the successive generations of privacy legislation reflect a corre-
sponding jurisprudential evolution in response to the Artificial Intelligence. More spe-
cifically, limited research has explored whether the transition from the GDPR, 2016 to
the DPDP Act 2023, enacted after the rapid rise of Al technologies represents a mean-
ingful shift in the philosophical understandings of privacy, autonomy, and justice or
merely reproduced earlier approaches under a new legislative framework.

The paper determines at evaluating GDPR and DPDP from the lens of Kantian Digital
autonomy and Rawlsian justice and fairness, to study whether legislative evolution has
been accompanied by a corresponding evolution in the jurisprudential foundation of
privacy.

As a result, the paper intends to promote a broader academic and political movement
in favor of “anticipatory governance”, a framework that seeks to establish systems that
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are aligned with ethical principles from the outset in order to prevent technological risks
rather than merely reacting to them after they materialize. (Parrilli, 2024)

1.3 Research Methodology

To develop an understanding of the jurisprudential theories of privacy and the philo-
sophical basis of contemporary privacy governance, the study adopts a qualitative doc-
trinal, comparative, and normative research methodology to examine the philosophical
foundations of the contemporary privacy regime. The doctrinal approach analyses the
constitutional principles, international instruments such as UDHR and OECD privacy
guidelines, statutory frameworks, judicial developments, and scholarly literature while
the normative approach evaluates if GDPR and DPDP adequately reflect the ethical
values of autonomy, dignity, fairness and justice, principles that are adopted from other
philosophies relating to privacy. The study employs a comparative legal analysis of
General Data Protection regulation of the European Union, the Digital Personal Data
Protection Act of India, through various privacy philosophies starting from Warren and
Brandies to Zuboff & Foucault. The primal bases of such comparison shall be done
using Kantian Digital Autonomy and Rawlsian Justice as Fairness.

2. Evolution of Privacy Jurisprudence

“Privacy is not simply a matter of what I can physically refuse to reveal about myself,
but a matter of what I can refuse to reveal about myself”. (Garrett, 2005, para. 3)

The origin of privacy as a legal principle closely tracked shifts in societal organization,
from intimate communities to increasingly networked and industrialized societies,
where the public-private divide became increasingly porous. This jurisprudential evo-
lution provides the foundation for evaluating whether contemporary privacy frame-
works have evolved alongside technological transformations, particularly in light of
development of the Artificial Intelligence based technology, and Data-driven govern-
ance.

The philosophical and legal conceptualization of privacy did not happen in a vacuum;
rather, it evolved via a string of normative responses to societal and technological shifts.
In the 19th century, when mass media and other contemporary technologies started to
affect privacy, jurists and ethicists began to defend privacy as a legitimate right.

The very first attempt to define privacy as a ‘right” was made by Warren and Louis
Brandeis in 1890. They argued that the law needed to evolve to protect the “right to be
let alone.” Their argument was prompted by the rise of technologies like mass journal-
ism and instant photography, which threatened to breach the sanctity of private life.
(Warren and Brandeis, 1890, p. 195) noted that “instantaneous photographs and news-
paper enterprise have invaded the sacred precincts of private and domestic life; and
numerous mechanical devices threaten to make good the prediction that ‘what is whis-
pered in the closet shall be proclaimed from the house-tops.” The statement by Warren
and Brandeis was revolutionary in two key ways. “Firstly, identifying the harm, a right
of privacy is predicated on mental anguish and feelings, that in and of themselves, were
an actionable right to protect.” (Bycer, n.d.) Second, it redefined privacy as a vital part
of one’s individuality and freedom. Warren and Brandeis argued that there must be
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recognition of “privacy” as an individual right to provide any legal protection against
actions that interfere with a person’s life. This helped lay the groundwork for subse-
quent privacy safeguards under constitutional and common law. It also helped establish
the Right to Privacy under the UDHR and ICCPR. More significantly, Warren and
Brandies’s work established privacy as a normative legal right that protects individual
liberty and human dignity, thereby setting direction for subsequent jurisprudential de-
velopments on privacy.

Building upon the work of Warren & Brandies, the legal boundaries of privacy contin-
ued to be defined and redefined by scholars of the mid-19th century. A substantial con-
tribution to define privacy in contemporary world was made by Alan Westin in 1967,
through his book “Privacy and Freedom”, wherein he defined privacy as “claim of in-
dividuals to determine for themselves when, how, and to what extent information about
them is communicated to others”, (Westin, 1967 p. 7) thereby emphasizing informa-
tional self-determination as both a moral right and a social policy goal. Furthermore,
Westin also conceptualised different states of privacy i.e. (1) Solitude, (2) Intimacy, (3)
Anonymity, (4) Reserve which according to (Marky, 2023) which collectively illustrate
the different ways in which individuals exercise control over personal information in
both physical and digital environments.

Amongst every privacy model that has sustained, the most influential and rather suc-
cessful one is the notice-and-consent model, which, as per (Hoofnagle & Urban, 2014),
was first proposed by Alan Westin in the form of segmentation of consumers into “pri-
vacy pragmatists,” “privacy fundamentalists,” and “privacy unconcerned”. The seg-
mentation was suggested by Westin to study his peers and gain insights into their pat-
terns as ‘consumer’ and their respective preferences. This notice and consent mecha-
nism is fast adopted by legislatures today and has become a central model for data pro-
tection in privacy regulations across the globe particularly in GDPR, and subsequently,
in the India’s DPDP Act as well. His notion encouraged policymakers and technologists
to view privacy as a fundamental norm of democratic societies (that function on trans-
parency) rather than just a transactional or technological concern. However, the model
has also been criticized for its effectiveness in present day utilization of Al algorithms
by organizations that function automatically and have ‘black box’ tendencies.

The pluralist view followed Westin’s work in the 1970s when Thomson made the case
that privacy could not be defined by a single, comprehensive term (Varden, 2020) and
contends that, “In addition to making many astute observations about how we com-
monsensically distinguish between various ethical and legal concerns with regard to
respecting somebody’s privacy, Thomson argues that this lack of clarity exists, ulti-
mately, because there is no such thing as one distinct right to privacy. Rather, she ar-
gues, what we subsume under the label of a “right to privacy” is a cluster of other rights
central to liberty, most prominently the rights to bodily integrity and private property.”
Her analysis represented a change in perspective from seeing privacy as a singular,
separate right to seeing it as a derivative, relational, and contextual concept. This point
of view serves as a ‘literary’ warning to the techno-Legal issues of licentious surveil-
lance structures conducted by private as well as government organisations themselves
(as seen in China), illustrating that privacy violations often include a broader constel-
lation of rights rather than a single autonomous right to privacy.

The surveillance infrastructure also presents a stark resemblance to Big Brother’s om-
nipresent gaze in his fictional superstate in Oceania, symbolizing a world where even
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one’s thoughts and ideas are not safe. (Orwell, 1984). His work demonstrates the need
of present-day privacy legislations to protect not only personal information but also
individual autonomy, freedom of thought, and democratic participation in increasingly
Al-driven societies.

Subsequently Critical and communitarian perspectives on privacy developed and re-
minded us that privacy is ultimately a social and political concept rather than simply a
personal or an individual right. These perspectives offer an in-depth idea of the func-
tionality of the right to privacy and how it is impacted by communities, institutions, and
unequal power relationships. Given the communitarian perspective, the debate over pri-
vacy has been defined by theorists like Charles Taylor, Michael Sandel, and Alasdair
Maclntyre in terms of what constitutes personal information, which then forms the three
fundamental principles of the critical and communitarian perspective: (1) Character, (2)
Narration, and (3) Tradition (Etzioni, 2000). When seen in silos, these perspectives
challenge individualistic conceptions of privacy by situating personal information
within a web of social, linguistic, and historical relations. (Moore, 2021) Further, the
Charles Taylor’s philosophical exposition, is not directly embedded in the concept of
privacy but it propounds the concept of ‘autonomy’. He views autonomy as inherently
relational, not the atomistic freedom to choose, but the capacity to form one’s identity
through interaction with shared cultural and linguistic meanings. “When privacy and
autonomy are connected, privacy is described as a way of controlling one’s own per-
sonal environment. An invasion of privacy can also be seen as giving control over (or
access to) one’s personal sphere. This notion of privacy is closely related to secrecy”
(Becker, 2019). Such a view of autonomy has direct implications for privacy in the
digital age: when algorithmic systems pre-emptively curate choices, manipulate infor-
mation exposure, or erode the individual’s capacity to reflect and deliberate freely, they
disrupt the very moral conditions that helps in sustaining ‘autonomy’.

Present privacy governance regimes have repeatedly failed to safeguard this moral ecol-
ogy of ‘autonomy’, and have threatened to erode not only individual liberty but also the
very basis of democratic life.

Furthermore, according to the communitarian perspective, safeguarding privacy entails
upholding the trust, transparency, and mutual respect that are essential for healthy
online communities. When individual data disclosures have broader implications, such
as when a user’s shared contact list allows for the profiling of hundreds of other users,
procedural consent-based regulations fail to consider these collective elements.
(Brouwer, 2020).

From a different angle, critical theory, especially that created by Michel Foucault and,
more recently, Shoshana Zuboff, analyzes the structural factors and power disparities
that affect contemporary data environments. In his book “Discipline and Punish”, (Fou-
cault, 1995) concentrated on the idea of “governmentality” and the study of the panop-
ticon. “Panopticon is a form of prison design which enables constant scrutiny of inmates
without the inmates themselves knowing if they are being observed. The very presence
of the panopticon exerts an influence on behavior. It is a low-cost means of surveillance
and control” (Flavin (2023, p.2). The idea of “surveillance capitalism” has given this
viewpoint an additional specs, which sees the commodification of human experience
as the fundamental logic of the modern digital economy. The very collection of data by
tech giants such as Amazon, Google, or Meta for the purpose of predicting and influ-
encing consumer behavior for profit suggests how these companies view individuals as
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a commodity for their data (Zuboff, 2019). By taking advantage of loopholes in privacy
laws and co-opting notice and consent procedures, such organisations can exploit the
imbalances in the system, turning individuals into passive data subjects rather than ac-
tive rights holders.

Both the communitarian and critical viewpoints oppose the present governmental sys-
tems that place formal approval before actual agency. The two perspectives taken to-
gether highlight that data governance is inherently political and value-driven, rather
than being neutral or merely technical. This study therefore applies Kantian Digital
Autonomy and Rawlsian Justice as fairness to assess the GDPR and India’s DPDP Act
especially in context of Al

3. Normative Foundations for Contemporary Data Governance

3.1 Kant’s theory of Digital Autonomy

The Kantian ideas of autonomy and human dignity are among the most influential phil-
osophical contributions to the way people perceive privacy. According to (Mponda,
2021) “For him, the wrongness or rightness of an action depends on whether it respects
duty.” “Kant’s practical philosophy has resources with which we can get a good handle
on the problems of ungrounded modern individuals, the importance of privacy for hu-
man beings, and the structure of (including the differences between) the ethical and
judicial rights and duties regarding privacy.”

According to Immanuel Kant’s moral philosophy, notably his definition of the “Cate-
gorical Imperative” which says that, “a categorical imperative does not depend upon
my desires or wants, these are necessary and always binding and are the ought’s that
determine what our moral duties are.” (Johnson, 2024). The Kantian view has important
implications for the present technology- driven world. When individuals’ personal data/
sensitive information is collected, stored, processed, and commercialized without
meaningful consent or understanding, it reduces people to mere data-fetching centers
for algorithmic processing for organizational or business interests. This instrumentali-
zation of humans goes against the very notion of ‘morality’ as suggested by Kant. More-
over, the concept of ‘autonomy’ as provided by kant is not a mere condition of non-
interference, but a condition of rational self-legislation. It implies that individuals must
have both the capacity and the opportunity to govern their informational boundaries in
a manner consistent with their own rational values and life goals. (Ulgen, 2017) argues
that “Kantian ethics make two distinct contributions to the debate; First, they provide a
human-centric ethical framework whereby human existence and capacity are at the cen-
ter of a norm-creating moral philosophy guiding our understanding of moral conduct;
second, the ultimate aim of Kantian ethics is practical philosophy that is relevant and
applicable to achieving moral conduct.” However, Kant’s idea of morality and auton-
omy are undermined by the current privacy practices, such as pre-ticked boxes, exces-
sively complicated consent forms, and dark patterns, which manipulate user behavior
rather than allowing for an informed/ genuine choice.
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Therefore, in adapting a Kantian approach, it is necessary that privacy frameworks are
developed in a manner that respects the moral agency of individuals and fosters a sys-
tem where people can make informed and deliberate decisions about their data; hence,
prioritizing AUTONOMY and fairness, not because law dictates so, but because it IS a
moral imperative.

3.2 Rawl’s Theory

The fairness and equity of digital governance systems are evaluated using John Rawls’
political philosophy, particularly given in his groundbreaking book “A Theory of Jus-
tice”. Based on Rawls (1999) notion of “justice as fairness”, a fair institution is one that
rational people would select when functioning behind a “veil of ignorance”, meaning
that they are unaware of their own social, economic, or personal situation. He asserts
that fairness can only be attained if one arrives at an “original position”. Within this
study, Rawls provides the normative basis for assessing whether privacy governance
distributes both the benefits and burdens of Al fairly across society, particularly for
individuals and groups most vulnerable to algorithmic decision making.

According to (Douglas, 2015), “The original position is meant to represent the perspec-
tive of the noumenal self, the free and equal rational being whose choices are not influ-
enced by prejudice or circumstance”. Rawl’s theory gives helpful insights into the cre-
ation of cybersecurity and privacy frameworks when applied to the digital realm, nota-
bly in light of the increasing inequalities and power imbalances created by algorithmic
systems and other modern technologies. “Therefore, the Rawlsian difference principle
mandates that the fundamental framework of society be governed in such a manner that
the disparity in the possibility of acquiring the fundamental elements of well-being,
income, and power is reserved for the advantage of the most disadvantaged”. (Nurha-
yati, 2021, p. 32)The present-day widespread use of discriminatory profiling, algorith-
mic bias, and opaque automated decision-making demonstrates a striking failure to in-
corporate Rawlsian logic into current data governance structures.

The three principles Rawls outlined are still essential and applicable to maintaining the
democratic legitimacy of modern digital institutions. (Westerstrand, 2025). The frame-
work stresses that autonomous systems should be created in such a way that people
would feel secure in accepting them from behind the “veil of ignorance”, which means
that these systems should protect fundamental liberties, fairness, equality of oppor-
tunity, and the difference principle by design, even when users are unaware or have
unequal power. This framework emphasizes that the erosion of privacy caused by
opaque decision-making, algorithmic control, or behavioral manipulation is essentially
a violation of Rawlsian justice because these systems restrict the freedom of thought,
association, and self-formation while failing to safeguard the most vulnerable (Ali,
2024).

The question of digital privacy is also addressed by Rawls’s concept of “fair” equality
of opportunity. People’s access to credit, healthcare, education, and even employment
may be subtly restricted by the use of algorithms and Al-based technology, which leads
to algorithmic filtering, dynamic pricing, and predictive analytics that they are unaware
of or unable to recourse. The Rawlsian perspective that people should have a ‘real’
chance to live their lives free of arbitrary restrictions is violated by these subtle kinds
of exclusion, even if they are permitted by law or done for efficiency.
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In Rawls’ perspective, a fair approach to privacy would include transparency, fair au-
dits, and algorithmic accountability mechanisms to maintain a level playing field in the
digital world.

Rawls places an emphasis on reflective equilibrium and public reason in terms of insti-
tutional design, which suggests that government bodies should be democratically legit-
imate and subject to continuous ethical review. They shouldn’t only be driven by mar-
ket convenience or by technologically mandated privacy frameworks. All stakeholders,
particularly individuals most affected by technological systems, should be involved in
their development.

Taken together, Kantian Digital Autonomy and Rawlsian Justice as fairness provide the
principal evaluative framework for this study. While Kant assess whether privacy laws
preserve individual autonomy, dignity, and meaningful consent. Rawls on the other
hand evaluates whether contemporary privacy governance promotes institutional fair-
ness, equality of opportunity, and protection for the least advantaged. These perspec-
tives provide the normative basis for the comparative analysis of the GDPR and India’s
DPDP

4. Jurisprudential Evaluation of Contemporary Privacy
Frameworks

The philosophical discussion on privacy is centered on the concept of individual auton-
omy, which is the ability of individuals to manage their personal sphere, choose what
to, to whom to disclose, and set the terms of such disclosure of their data. The concept
of autonomy has always been the ‘normative’ core of privacy theory as seen in, Warren
and Brandeis’s definition of privacy of “right to be let alone”, Alan Westin’s description
of “informational self-determination” and then Kant’s theory of Autonomy and Rawl’s
theory of justice as fairness; and then zuboff’s panopticon theory grounded in utiliza-
tion of modern technology for surveillance, explains more about the need of modern
privacy governance regime than one could have anticipated. .

4.1 OECD Guidelines and UN principles on privacy

Building upon the jurisprudential evolution of privacy, International organisations such
as OECD and UN gradually translated these philosophical principles into these norma-
tive standards for privacy in their Privacy guidelines. The OECD guidelines on the Pro-
tections of Privacy and Transborder Flows of Personal Data and the United National
Principles on Personal Data Protection (2018) represent important International efforts
to establish common principles for global privacy governance in response to data com-
modification, ubiquitous surveillance and Digital manipulation. Both of these regula-
tory tools have a similar approach to data privacy, consisting of principles such as Fair
and Legitimate processing, purpose specified processing of data, Transparency in col-
lection of data, Accountability, Fairness, setting timeline for retention of data, re-
striction on the amount of data collection, No-resharing of data with other parties, and
lastly maintaining the confidentiality of the data so collected.
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Central to the principles proposed by both OECD and UN, is the notice and consent
mechanism: a model that is repeatedly invoked as the procedural embodiment of au-
tonomy whose roots lied in the philosophical contentions of Westin. In theory, these
principles do empower individuals to exert control over their personal data in the digital
realm, and they also aligns with the Kantian moral imperative of treating individuals as
ends in themselves and not as means to an end, and the imperative of the early philos-
ophers to determine for themselves when, how, and to what extent their data should be
utilized, shared, or collected about them.

However, viewing autonomy as just “informed consent” is insufficient. “It is also often
treated as a truism that these requirements are to be justified by the principle of respect
for autonomy. However, whilst this view is still widely accepted, it has recently been
brought into question, with critics suggesting that informed consent requirements are
neither necessary nor sufficient for safeguarding individual autonomy in critical
spheres”. (Pugh, 2020, Ch.6). It posits a legal fiction that people are able to exercise
agency in technologically complex and commercially opaque systems, that they have a
full understanding of the ramifications of sharing their data, and that they are in a posi-
tion to meaningfully advocate for their digital rights. Whereas the reality is far from it.
The current technologies, along with autonomous systems, leave individuals unin-
formed of when and how their data is processed and collected. Interestingly, not just
individuals, even the creators of these systems fail to know the working of algorithms,
creating the ‘black-box problem’ and a lack of transparency. “The technical language
is often mathematical, precise, and somewhat rigid, whereas the language describing
social norms is flexible and less precise. There are substantive differences in scope, in
what is considered personal information, in what is considered a privacy threat, in the
protection required, and in the data formats the normative and technical conceptions
contemplate. With such divergent foundations, it is difficult to reason about how these
conceptions of privacy interact, or, more critically, whether they are in agreement at
all.” (Nissim & Wood, 2018, p. 2). Viewing this in parallel to Kantian theory of Digital
Autonomy, the ability to make a rational, thoughtful, and dignified choice is ignored
conveniently in present digitalized environment, leaving users ‘alleged’ consent to be
neither informed nor freely given. As procedural protections, notice and choice proce-
dures are no longer sufficient. The essential structure of technological systems must be
redesigned in order to restore the environment in which people are able to make moral
decisions.

Accordingly, both the OECD guidelines and UN privacy principles reflect the contin-
ued dominance of informational self-determination within International privacy gov-
ernance, a model that later influenced legislative frameworks such as Europe’s GDPR
and India’s DPDP Act. The following section of the study therefore examines the
GDPR and DPDP act using the rich normative conception of privacy, grounded in Kant-
ian Digital Autonomy and Rawlsian justice and fairness especially in the present Al
mediated society.

4.2 Data Privacy Regulations: Europe, and India

The General Data Protection Regulation (GDPR) Europe represents the first compre-
hensive data protection law in the world that had setup a standard for privacy regula-
tions around the globe. It was enacted in 2016 by the European Union and came into
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force in May 2018, before the widespread deployment of generative Al and advanced
algorithmic systems.

“The objective of the GDPR was to protects fundamental rights and freedoms of natural
persons and in particular their right to the protection of personal data, in particular the
movement and the processing of their personal data.” (GDPR, 2016, Art. 1). The
GDPR is built on the pledge of regaining individual autonomy, by informing individu-
als prior to the processing and collection “about the processing, such as its purposes,
the types of data collected, the recipients, and their data protection rights.” (Articles 5-
11) of the GDPR provide for the principles for the processing of Data, which are well
aligned with the OECD guidelines. Article 9 of the act categorically provides for the
processing of special categories of personal data. At the core of GDPR lies the promise
of restoring individual autonomy, a right explicitly entrenched in its fundamental prin-
ciples and operationalized via mechanisms such as data portability (Article 20), the
right to access (Article 15), the right to erasure (Article 17), and informed consent (Ar-
ticle 6(1)(a)).

When viewed through the perspective of philosophical dedication to autonomy and
self-determination, GDPR presents a complicated picture. GDPR is based on the as-
sumption that people can make educated and rational decisions about how their data is
used, thereby using the Westin’s “notice-and-consent” model. (Recitals 32, 42, and Art.
7). However, this framework is increasingly becoming inadequate in the present times
of algorithmic transparency, behavioral nudging, and asymmetric information transfer.
It also leads to undermining the Kantian Digital Autonomy principle. The GDPR as-
sumes that the data subject is a rational and ethical actor who is able to engage with
data infrastructures in a meaningful way which is what Kantian ethics argues. Regard-
less of the fact that regulation mandate the consent be voluntary, explicit, informed, and
clear, empirical data indicates that the majority of consumers “agree” even when they
lack a realistic choice or a complete knowledge of what they are agreeing to. (Utz et
al., 2019)

Furthermore, the GDPR’s approach to controlling emerging algorithmic technologies
like artificial intelligence and predictive profiling is not as effective as its capacity to
regulate traditional data processing. The right of individuals not to be subject to judg-
ments made only by automated systems is granted by Article 22, but the article’s effi-
cacy is undermined by wide exceptions, particularly when the processing is permitted
by legislation or is based on specific agreement. Additionally, it is still uncertain under
the law what constitutes “meaningful information about the logic involved”, and it is
seldom used in reality where individuals are often forced to make decisions that they
don’t comprehend or disagree with, bringing up significant issues about transparency
and procedural fairness going against the very practise of Rawls’s Justice as Fairness
theory. While the regulation does introduce important safeguards against automated
decision-making, its reliance on procedural right assumes that individuals possess rel-
atively equal capacities to understand, challenge, and exercise those rights. In reality,
Informational asymmetries , unequal digital literacy, and the concentration of techno-
logical power meant that vulnerable individuals often bear a disproportionate share of
algorithmic harms. Consequently, the GDPR only partially satisfies Rawlsian Justice
as Fairness by protecting Formal Rights without fully addressing structural inequalities
within digital ecosystem.
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The central question therefore, is whether India’s DPDP Act, enacted almost seven
years after the adoption of GDPR and after the transformative rise of Al, reflects a
more evolved normative conception of privacy than the GDPR?

The Digital Personal Data Protection Act, 2023 (DPDP Act) of India is a long-awaited
step towards establishing a comprehensive data protection framework. The law, which
is based on the notion of “consent as a rule”, places a strong emphasis on data minimi-
zation, purpose limitation, notice, and the rights of individuals over their own data fol-
lowing the architecture of GDPR very closely, which shows that even after 7 years,
with such accelerated rate of adoption of Al, privacy is still protected via the self- de-
termination.

Beginning with the section 6 of the act, the legal foundation for handling personal data
must be consent, which must be “free, specific, informed, unconditional, and unambig-
uous with a clear affirmative action”( DPDP, 2023, sec. 6). Westin’s fundamental no-
tion of privacy as individual control is reflected in this, which also reflects Kantian
ethics by assuming that the data principal is a rational moral agent who can provide real
consent. In reality, though, this notion rapidly falls apart.

The Act also establishes a condition of “legitimate use” under Section 7 of the act for
purposes such as medical emergencies, state functions, and employment-related appli-
cations, but the definition of the term is vague and susceptible to abuse. (DPDP, 2023,
Sec. 7). By enabling data to be processed without a clear, informed decision, this com-
promises the independence and Autonomy that it intends to protect. From a Rawlsian
perspective, the act also raises equally significant concerns regarding fairness and in-
stitutional justice, such as exemptions that are given in the legislation relating to state
functions, employment, and legitimate uses. These exemptions disproportionately af-
fect individuals who possess limited bargaining power or digital literacy. Rather than
making an effort to reduce structural inequalities, the act assumes that formal legal
rights are sufficient to ensure fairness. Consequently, the burdens associated with
opaque data processing and algorithmic decision-making are most likely to be borne by
the least advantaged members, i.e. someone who doesn’t possess as much bargaining
power or someone with limited digital literacy or a member of minority, which goes
against the Rawl’s different principle and his conception of justice as fairness.
Additionally, it is noteworthy that the act lacks on account of modern technology and
algorithmic transparency requirements and restrictions. The legislation in itself is silent
on the issues presented through modern technology when employed for algorithmic
profiling and focused behavioral manipulation. However, the extended DPDP rules,
enacted in 2025 entailed an additional responsibility over significant data fiduciary to
act with added due diligence in utilization of automated algorithms (DPDP Rules, 2025,
Sec. 13); the applicability and adherence to these rules are extended to 2027. Further-
more, the Act also does not require data fiduciaries to provide a clear explanation of
how profiling or predictive analytics are used, effectively obscuring the digital pro-
cesses that have the greatest impact on individual dignity. The act also excludes any
data in public sphere. (DPDP, 2023, Sec.3)

This presents moral concerns from a Kantian viewpoint. Systems that rely on unclear
data extraction, manipulation, or nudging, frequently without the knowledge of data
principals , violate the duty to treat people as ends in themselves rather than merely as
means to corporate or governmental objectives. The DPDP Act does allow such treat-
ment under a variety of vague justification, such as “public interest” and “reasonable
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expectations”, but it does not mandate comparable transparency or procedural safe-
guards.

The rights provided under the Act is likewise underdeveloped. Although it introduces
rights to correction, erasure, and grievance redressal (DPDP, 2023, Sec.12-14), it ex-
cludes the right to data portability and, more importantly, the right to object to auto-
mated decision-making. This implies that, in reality, either India lacks the resources to
effectively regulate algorithmic profiling, behavioral targeting, or digital discrimination
or it is used by the system itself in ‘public interest’ thereby affirming with the zuboff’s
theory of surveillance.

From a legislative point of view, the DPDP Act appears to be an effort to balance state
authority, economic innovation, and the protection of personal data, but the balance is
surely off. The act does not prioritize the normative commitments to autonomy nor the
law prioritizes practical flexibility, which leaves people structurally vulnerable to both
corporate surveillance and governmental overreach.

5. Reconstructing Privacy Governance through Jurisprudential
Foundations

The comparative evaluation of the GDPR and DPDP, demonstrates that although both
the GDPR and India’s DPDP Act, as evaluated in the paper, is at best technically com-
pliant (to the present privacy standards), and at its worst, ethically devoid (from the
philosophical point of view), owing to the obvious disconnect between the philosophi-
cal underpinnings of privacy and current privacy governance systems especially in try-
ing to regulate the Al driven ecosystem using the same regulation. Despite recognizing
the right to privacy under International covenants and by various jurisdictions such as
India and EU, the actual exercise of this right often lacks a strong normative foundation.
As previously mentioned in the paper, privacy frameworks have increasingly relied on
administrative methods such as impact assessments, consent forms, and procedural
checklists. These tools, though performing vital operational tasks, hardly represent the
profound philosophical beliefs that have historically backed the notion of privacy as a
moral, democratic, and existential right. The current privacy governance regime neces-
sitates a paradigm change that goes beyond the conventional distinction between ethical
principles and technological design. Autonomy, dignity, and the right to self-determi-
nation are philosophical values that must now be put into practice via real technological
and legal frameworks that govern how data is collected, processed, shared, and safe-
guarded, rather than being just theoretical ethical ideals. (Graef et al., 2023).

The traditional notice-and-consent model is now mostly obsolete due to the develop-
ment of surveillance capitalism, machine learning, and algorithmic systems. (Magrani,
2019). In order to accommodate new philosophical writings that discuss the changing
nature of technological harms, current regulatory systems must be adaptable.

A reconstructed model of Privacy governance must therefore move beyond procedural
compliance and incorporate the normative commitments. From the Rawlsian perspec-
tive, his notion of ‘justice as fairness’ introduces the thought experiment of the “original
position”, in which rules are established behind a “veil of ignorance”, to ensure fairness
to everyone, particularly the least fortunate. When translated to data governance, this
means that legislation should be drafted to protect those who are most at risk from data-
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driven dangers, such as algorithmic discrimination, data exclusion, or surveillance bias.
(Iwan & Sojka, 2024). However, existing regulatory frameworks fail to adopt to this
obligation. Legislative efforts around the globe are often focused on the average, com-
petent user, ignoring the disproportionate impact that predictive analytics or algorith-
mic decision making can have, on racial minorities, low-income groups, and people
who are outside of the major data categories. (Alderman et al., 2024). Therefore, in
adoption of the Rawlsian theory, governments and their delegated authorities are to
carry out impact evaluations not just for compliance purposes, but also for justice, mak-
ing sure that data governance frameworks proactively protect marginalized identities
from structural algorithmic injustices.

From a Kantian perspective, governance frameworks must preserve meaningful digital
autonomy by ensuring that individuals remain genuine moral agents rather than passive
sources of behavioural data. Consent therefore should represent an informed and delib-
erative exercise of self-governance rather than a formal legal prerequisite satisfied
through opaque interfaces or manipulative design practises. “Mandated equity audits,
data justice review boards, or bias-resilient standards in Al procurement and public
sector technologies may be ways to incorporate this into legislation”. (Agbabiaka et al.,
2025)

Furthermore, Regulatory frameworks still underestimate the philosophical pluralism
that has been developed by philosophers such as Judith Jarvis Thomson. Contrary to
any monolithic idea of privacy, Thomson contended that privacy comprises a web of
rights. In order to integrate the pluralistic view of Thomson, Law must establish flexi-
ble, domain-specific protections that account for this intricacy. For example, healthcare
consent standards may have higher requirements than those used in e-commerce be-
cause the inherent nature of the data shared is taken into account in addition to risk
assessments. Therefore, rebuilding governance must adopt context-sensitive safeguards
that recognizes varying level of informational sensitivity and shall exercise changing
incentives to encourage appropriate data collection such as limiting data retention win-
dows, taxing data brokerage profits, or mandating fiduciary duties for platforms that
maintain personal data. (Perucci & Swanson, 2024). It might also entail treating per-
sonal data not as a commodity to be commercialized, but as an extension of one’s iden-
tity that merits unalienable protection.

According to (Nissim & Wood, 2018), “Adopting an understanding of privacy that is
consistent across its technical and normative dimensions will be critical to ensuring
personal data is adequately safeguarded over the long term.” “They are neither purely
legal nor purely technical, but rather a multi-dimensional combination of the two. Un-
derstanding the hybrid nature of these concepts and developing tools for implementing
them is necessary to bridge the gaps between the current legal and technical understand-
ing of privacy.” Therefore, the paper recommends, a hybrid model which will make it
possible to reconcile what should be protected (normatively) with what can be protected
(technically). Additionally, such a model may pave the way for more scientific account-
ability in privacy law and more ethical awareness in technical systems.

Additionally, hybrid models offer a tiered approach to access that is modeled after the
Privacy Tools Project and classifies various kinds of data access, from open differential
privacy tools to secure data enclaves, according to their level of sensitivity and potential
risks. (The Royal Society & Noble, 2023). This is especially important in algorithmic
systems, where the initial scope of consent maybe far surpassed by data sharing and Al
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model rendering retroactive regulation ineffective. At the center of this discussion is
the urgent need to revive ‘contextual integrity’ as a formalizable, hybrid concept. Ac-
cording to Nissenbaum’s concept of Contextual integrity, privacy is protected if data
transfers comply with contextual norms. According to recent studies, these standards
maybe translated into machine-readable forms, allowing automated systems to identify
data transfers that go against contextual expectations. (Hoel et al., 2020). This could
serve as a connection between the technical execution of policy compliance and nor-
mative concepts of legitimate expectation. The future of privacy laws depends on the
integration of legislative reform and technological innovation, not on choosing between
them.

6. Conclusion

In today’s digital age where our lives are dependent on technology and we are sur-
rounded by a pervasive surveillance infrastructure, algorithms are making our decisions
based on our behavior and activities; the fundamental moral of privacy has transformed.
Privacy went from a simple matter of secrecy or information control to a moral battle
for human dignity, freedom, and justice. The present governance frameworks around
privacy have failed to close the ethical gaps created due to massive adoption and inte-
gration of automative technology, and include the normative understandings of privacy
as understood by classical and modern philosophical schools. The core principle of pri-
vacy, as seen in many jurisprudential lenses analyzed throughout this paper, remains
the same: whether it is Rawls’ concept of justice, the Kant’s emphasis on rational
agency or Nissenbaum’s contextual integrity. All the jurisprudential lenses seem to
point to one thing collectively i.e., in a democratic society, privacy is essential for the
individual to flourish.

However, in the contemporary privacy frameworks, privacy is seen as a procedural
safeguard rather than a fundamental one. The frameworks continue to adopt Westin’s
notice and consent mechanism; it is insufficient in the face of behavioral manipulation,
dark patterns, and opaque algorithmic designs. As assessed in the paper, laws like the
DPDP Act and the GDPR use reactive approaches that do not integrate or adhere to
other philosophical underpinnings of privacy, which are evaluated using Kant’s Digital
Autonomy theory and Rawls’s Justice as Fairness. After assessment, the paper proposes
a hybrid governance model that integrates the ethical tenets of legal philosophy with
the practical capabilities of privacy-enhancing technologies. To genuinely prioritize
privacy and autonomy in such a framework, privacy must be integrated at both the ar-
chitectural and institutional levels, not merely be addressed as a regulatory afterthought
or a technical “privacy by design” idea. This would facilitate proactive governance,
which would safeguard autonomy. Real measures to achieve this objective include re-
quiring algorithmic bias and equity audits before deployment, establishing data fiduci-
ary responsibilities that legally compel companies to safeguard users’ interests, imple-
menting context-aware privacy tools modeled after Nissenbaum’s contextual integrity,
and maintaining institutional independence in privacy regulation to prevent regulatory
constraint. These ethical commitments can only be translated into enforceable standards
through interdisciplinary collaboration between law, philosophy, and computer science,
thereby guaranteeing that privacy is maintained in both theory and reality.
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Future study should concentrate on operationalizing this hybrid model by investigating
how ethical considerations can be effectively included in technological design and how
legislation may be modified to promote such integration. To ensure that privacy re-
mains strong in the face of constantly changing digital threats, a more comprehensive,
interdisciplinary examination combining law, philosophy, and computer science is re-
quired.

Disclosure of Interest. The Authors have no competing interest to declare that are relevant to
this paper.
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