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Abstract. Social media has become an important part of how people
communicate and share information. However, the increasing use of it has led to
rise in fake and automated bot accounts. These accounts create
miscommunication and often spread fake news, spam, misleading information.
Since bots are becoming difficult to identify, detecting them has become a
necessary problem. In this study, we have developed a bot detection model -
approach by combining text-based end user behaviour features. TF-IDF is used
to analyse the text, along with features such as account information, engagement
ratio, retweet activity, and mention patterns. 5 machine learning models were
tested: Random Forest, Support Vector Machine (SVM), Logistic Regression,
Naive Bayes, and K-Means clustering. Among these models, Random Forest
gave the best result, with an accuracy of 90%, while K-Means showed lower
performance. The results show that using both text and user behavioural features
can help improve bot detection and can support the development of safer and
more reliable social media platforms which can be used by everyone.
Keywords: Bot Detection, Machine Learning, Supervised Learning,
Unsupervised Learning, Random Forest, Support Vector Machine, Naive Bayes,
Logistic Regression, K-Means, TF-IDF, Confusion Matrix, ROC-Curve, F1-
Score

1 Introduction

Social media platforms have become an important part of everyday life. They allow
people to communicate and share Information quickly with others around the world.
However, the growing use of these platforms has also led to an increase in automated
accounts commonly known as bots. These accounts are often used to spread spam,
misinformation, miscommunication, manipulated content, which can affect the
information which is shared online [2][5][15]. As bots may behave like real users,
identifying them accurately has become more difficult machine learning methods can
help with this problem by finding useful patterns in a large amount s of social media
data. [2][17]. Previous studies have shown good results but many of them focus only
on either text-based features or user behaviour features. Using only one type of feature
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may not provide a complete picture of bot activity. So, to overcome and to address this
issue, the proposed framework combines TF-IDF based text features with behavioural
and numerical features search as follower count, engagement ratio, re-tweet activity,
and mention patterns. The performance of the proposed approach is evaluated using 4
supervised learning algorithms: Random Forest, Support Vector Machine (SVM),
Logistic Regression, Naive Bayes, and along with unsupervised K-Means clustering
approach.

1.1 Key Contributions of Proposed Solution:

1. Developed a hybrid feature- based framework by integrating textual,
behavioral and numerical features to improve the detection of social media
bot accounts.

2. Compared the performance of four supervised machine learning algorithms
with an unsupervised K-means clustering model to evaluate their
effectiveness.

3. Analyze the trends and limits of each model using multiple performance
matrix to identify opportunities for further improvement.

4. Designed an efficient and interpretable workflow that can support reliable
and scalable social media bot detection.

1.2 Problem Formulation

Let D = {xi, Xz,...., Xa} represent a social media dataset with each account containing
textual and behavioral attributes. Textual features are transformed using TF-IDF, while
behavioral features include follower log, engagement ratio, mention ratio. The
objective of the proposed solution is to classify social media accounts into Bot or
Human.

f(xi) = {Bot, Human} (1)
Where, f(x;)represents the predicted class of a social media account, indicating
whether an account belongs to the bot or human class.

2 Related Work

The increasing use of social media has encouraged extensive research on machine
learning techniques for detecting automated bot accounts. Cresci et al. [1] demonstrated
that behavioural and profile-based features are effective for identifying fake followers,
achieving an accuracy of over 90%. Aljabri et al. [2] presented a comprehensive review
of supervised, unsupervised, and deep learning approaches, concluding that supervised
methods generally provide stronger classification performance. Arranz-Escudero et al.
[3] and Lopez-Joya et al. [6] reported that combining textual, behavioural, and profile-
based information improves the effectiveness of bot detection. Tanaka et al. [4]
explored user interaction patterns for behavioural analysis, whereas Kulkarni [5]
incorporated natural language processing with graph-based techniques to identify
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coordinated bot activities. Baig [7] further demonstrated that hybrid machine learning
approaches can achieve high detection accuracy. Based on these findings, integrating
multiple feature types with supervised learning offers a practical and reliable solution

for social media bot detection.

2.1 Comparison of Existing Bot Detection Approaches

Table 1. Comparison of Existing Social Media Bot Detection Methods

STUDY METHOD DATASE FEATUR REPOR KEY
USED T USED E USED TED ADVANTAGES
ACCUR
ACY
Cresci et Behavioral Twitter fake  Behavioral >90% Integrates textual
al. [1] feature-based follower and accuracy and behavioural
bot detection dataset profile- features for more
based effective bot
features detection.
Aljabri et Review of Multiple Textual, 80-95% Provides a
al. [2] supervised, benchmark  behavioral, accuracy comparative analysis
unsupervised,  social media and deep range of supervised and
and deep datasets learning unsupervised
learning features machine learning
approaches models using hybrid
features.
Arranz- Multimodal Social Textual, Improved Integrate multimodal
Escudero machine media behavioral, multimodal features while
etal. [3] learning benchmark and classificati  maintaining a simple
framework datasets profile- on and interpret
based performanc framework.
features e
Tanaka et Web log Web log User-agent ~ Approxima Combines textual,
al. [4] behavioral and user data, tely 85— behavioral, and
analysis activity session 90% engagement features
datasets activity, accuracy to improve the
navigation detection.
behavior
Baig [7] Hybrid Large-scale Hybrid 97% Delivers strong
adaptive social media  supervised accuracy performance without
transfer datasets and relying on complex,
learning unsupervis adaptive
approach ed features architectures.
DeeProBo Hybrid deep Twitter bot Deep High Offers feature level
t[18] learning datasets neural detection inter ability without
model textual and  performanc depending on deep
behavioral e learning models.
representat
ions
BotRGCN Graph neural Twitter Relational Improved Eliminates the need
[19] network- graph graph and robustness for graph-based
based bot datasets network in methods by
detection coordinate integrating textual
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interaction d bot and behavioral
features detection features.

Comparative study highlights the modern bot detection approaches in increasingly adopt hybrid,
deep learning and graph-based methods to enhance detection accuracy. Despite their strong
performance, these approaches required substantial computational resources in large data. The
proposed hybrid framework offers a computationally efficient alternative by integrating textual
and behavioral features for maintaining reliable classification performance

3 Research Methodology

3.1 Dataset Overview

The experiments were performed using the publicly available Twitter Bot Detection
Dataset available on Kaggle. The dataset contains Twitter accounts which are labelled
and divided in two classes — bot and human, along with textual and behavioral features.
The dataset contains 50000 records in which bot accounts are 25018 and human
accounts are 24982. Since datasets are balanced, no oversampling methods were
required.

Dataset: Twitter Bot Detection Dataset

Dataset Link: https://www.kaggle.com/datasets/goyaladi/twitter-bot-detection-dataset

3.2  Data Cleaning and Preprocessing

We used various pre-processing methods on the dataset before training the model. All
the text was converted to lowercase during pre-processing and empty text fields were
replaced with blank strings. Numerical data was converted into an appropriate format
for analysis and standardization. Any invalid numerical data, such as negative numbers
in Mention Count, and missing values were replaced with 0. We used stratified
sampling for even class distribution throughout the model training.

3.3  Feature Engineering

In this process, meaningful features and relations between the data were extracted in
order to build an efficient model.

Table 2. Hybrid Textual and Behavioral Features Used for Bot Detection

FEATURE DESCRIPTION
Follower Log Log-transformed follower count used to reduce skewness in follower
distribution
Retweet Count Number of retweets associated with user activity and engagement
Mention_Count Frequency of mentions observed in user interactions.
Engagement_Ratio Ratio derived from retweet activity and follower count to measure engagement

intensity
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Mention_Ratio Mention activity normalized with respect to follower count
Verified Verification status of the social media account
TF-IDF Features Numerical textual representation generated using TF-IDF vectorization for

tweet content analysis

3.4 Numerical Features

Numerical features were extracted to capture user interaction patterns. Logarithmic
transformation was applied to follower count to reduce skewness, while engagement
ratio and mention ratio were used to measure interaction and communication patterns.
Verification status, retweet count, and mention count were also included as numerical
features. The numerical features used in the proposed framework are mathematically
represented as follows:

1. Follower_Log

Follower_Log = log(1 + Follower. Count) )
2. Retweet_Count
Retweet_Count = Retweet. Count 3)
3. Mention_Count
Mention_Count = Mention. Count 4)
4. Engagement Ratio
Retweet. Count + 1 5)

E t_Ratio =
ngagement_xatlo =g o wer. Count + 1

5. Mention_Ratio
Mention. Count (6)

Follower.Count + 1

Mention_Ratio =

6. Verified
Verified (7
= 1,if the account is verified 0, if the account is not verified

3.5 Textual Features (TF-IDF)

Textual features were determined using the TF-IDF (Term Frequency—Inverse
Document Frequency) for clearly highlighting frequently used terminologies by Twitter
bot accounts [11][12]. During this process, the tweets were tokenized and further
converted to numeric values where each terminology was assigned a specific weight
based on its importance and relevance.

TF-IDF(t,d) = TF (t, d).log (

N
DF(t)

) ®)

3.6  Feature Integration

After determining respective features, they were integrated together for better analysis
as real-world accounts need to be judged on multiple parameters before determining
whether they are bot or human. This led to improvement in the model performance in
real world scenarios and achieve greater accuracy.

[X = x1,x2,x3,...xn] 9)
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3.7 Model Selection

Four supervised machine learning models (Random Forest, Support Vector Machine,
Logistic Regression and Naive Bayes) and one unsupervised model (K-means
clustering) were used. SVM handles high dimensional data effectively and is useful of
binary classification tasks [9][10]. Logistic regression offers a probabilistic method for
classification [10][11]. Similarly, Naive Bayes is highly effective for textual
classification [11][12]. K-means clustering was used as a baseline method to evaluate
performance without any labelled data. The classification task can be mathematically
represented as:
$ = f(X) (10)

3.8  Model Configuration

The dataset was split into 80:20 for training and testing, with random seed=123.
Random Forest was implemented using 300 trees, mtry was set to the square root of
total features and minimum node size = 5. SVM was implemented using an RBF
Kernel. Logistic Regression and Naive Bayes were implemented using the standard
configuration. K-means clustering implemented with K =2 (bot and human classes).

3.9 Evaluation Metrics

Following are the evaluation metrics used to analyze model performance:

. Accuracy: indicates how correct the model works overall
TP + TN (11)
Accuracy =
TP + TN + FP + FN
. Precision: shows that out of these predicted bots how many are actual bots.
Precision = L (12)
- TP+FP
. Recall: tells us out of total bot accounts present how many were actually
caught and identified by a model.
TP
Recall = (13)
TP+FN
. Fl-score: Following are the evaluation metrics used to analyze model
performance.
F1 2. Precision. Recall (14)
~ Precision + Recall
. Specificity: highlights that out of total human accounts how many did the

model correctly label as human.
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TN
Specificity = m (15)

. ROC-AUC: specifies the model’s ability to clearly differentiate between both
the classes across different thresholds
ROC — AUC = [, TPR(FPR)d(FPR) (16)

3.10 Experimental Setup

The experiments were performed in the RStudio Environment using the R
programming language on a system with a 13th Gen Intel(R) Core (TM) i5-1334U (1.30
GHz) processor, 16.0 GB RAM, and Windows 11 operating system. Libraries included
are text2vec, ggplot2, caret, €1071, pROC, ranger and dplyr.

4 Experimental Evaluation

This section presents a detailed comparative analysis of all the five machine learning
models used in the experiments for social media bot detection.

4.1 Comparative Performance Evaluation

After reviewing performance results of all 5 models, key findings included that
supervised machine learning models performed considerably better than the
unsupervised learning model. Random forest was the best performing model with an
accuracy of 90 percent and 0.9685 AUC. The performance of different machine
learning models was evaluated using following metrics summarized in the table below.

Table 3. Performance Comparison of Supervised Learning Models

Model AUC Accurac  Precisio Recall  F1 Score Specificit

Y n

Naive 0872 ¢17 07462 09606 08400  0.6738

Bayes 6
SVM 0'276 0.803 0.7601 0.8859 0.8180 0.7208
Logistic 0876
Regressio '4 0.817 0.7356 0.9894 0.8430 0.6448
n

Random 0.968

0.900 0.8547 0.9642 0.9061 0.8363
Forest 5
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K-Means 0'5100 0.5004 0.7000 0.00028  0.00056 0.99988

Shown below is the visual representation of ROC curves of all models:
Random Forest ROC

Lugiaton Mayrwanion NOC

Watve Dayos R

o Eoec sty

KMeans ROC

Fig.1. ROC curve of the 5 models

4.2  Explainable Al

To gain a better understanding of how the processed model reached its predictions,
feature importance was examined using the Random Forest algorithm. The analysis
showed that the behavioural features such as Mentioned Count, Mentioned Ratio,
Follower Log, Retweet Count, had a greater influence on the classification results than
many of the textual features. These attributes were particularly effective in capturing
unusual interaction patterns and repetitive activities that are commonly associated with
the bot accounts. The results also highlight the complementary role of both feature
types. While behavioural features were more influential in distinguishing bot accounts
from genuine users, TF-IDF based textual features helped capture meaningful patterns
in the content of user posts. Combining these two sources of information not only
improve the overall classification performance but also made the models decision easier
to understand and interpret.

5 Conclusion & Future Scope

The results of this study show that combining text features such as TF-IDF with user
behavioural features is useful for detecting social media bot accounts. The supervised
learning models performed better than the unsupervised approach. Among all the
models, Random Forest achieved the highest accuracy. The study also shows that using
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different types of features together can improve bot detection. In the future this
framework can be tested on larger and bigger datasets from some social media
platforms such as LinkedIn, Instagram, and Facebook. Deep learning models can also
be used to improve the performance of the system. Explainable AI (XAI) techniques
such as SHAP and LIME can be added to help understand how the model makes its
decisions and makes the results easier to explain.

5.1 Ethical And Responsible AI Considerations

Machine learning models used for detecting social media bots should be developed and
used carefully because wrong predictions can affect real world users. Therefore,
fairness, transparency and user privacy are important while building and using such
systems. This proposed model framework uses text and user behavioural features
instead of sensitive personal information, which helps reduce privacy concerns. Human
review should be considered and should also be done before taking any serious action
against an account marked as suspicious. In the future, Explainable Al techniques can
be used to make the model's decision easier to understand. This can help make the bot
detection systems more fair, transparent and reliable.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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