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Abstract. Indian Traditional Knowledge Systems (TKS), especially Ayurveda,
create a practical path toward culturally grounded and individualized care when
linked with contemporary digital-health platforms. Placing Ayurvedic material
online, however, raises acute confidentiality, safety, and operational issues in
networked clinical settings. We introduce TKS-NGSF, an architecture that joins
Indian TKS with blockchain-backed searchable encryption and a neural policy
for choosing search strategies in the Industrial Internet of Medical Things
(IIoT). The design enlarges four-strategy Neural-Guided Strategy Fusion
(NGSF) by adding strategy S5 (TKS-Enhanced Ayurvedic Knowledge Retriev-
al), which is tailored to traditional-medicine lookups. IMPPAT (Indian Medici-
nal Plants, Phytochemistry And Therapeutics) is wired into the pipeline; feder-
ated learning shields data that never leave each hospital; and post-quantum plus
attribute-based cryptography harden access. In contrast to earlier simulation-
only reports, detection figures are obtained on five corpora that mix conven-
tional and traditional medical material: Synthetic IoT, MIMIC-III, CI-
CIoMT2024 IoMT attack traces, CERT v6.2 insider-threat logs, and IMPPAT-
TKS Ayurvedic phytochemical records. F1 lies between 0.99 and 1.00 on every
corpus, including 1.00 for Ayurvedic (TKS) lookups. Median search delay stays
under 175 ms, blockchain gas falls 41.1% versus a post-quantum baseline, and
neural selection adds only 8.4 ms. The outcome supports a learned, culture-
aware selector for confidential, auditable, and quantum-resistant sharing of clin-
ical data.
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I. INTRODUCTION

A. Background and Motivation

Bringing together the Industrial Internet of Things (IIoT), distributed ledgers, and
machine intelligence has changed how care is delivered, supporting ongoing patient
observation, near-instant diagnosis, and decisions informed by measured data [1, 2,
3]. Wearables and connected sensors now stream biosignals such as electrocardiog-
raphy (ECG), photoplethysmography (PPG), glucose, activity, and sleep to clinicians
and cloud analytics, which in turn assist remote triage, long-term disease follow-up,
and individualized treatment [4, 5]. That same connectivity, however, enlarges the
attack surface: clinical records sit among the most protected classes of personal data;
leaks can enable identity fraud, insurance abuse, and reputational harm, and they are
constrained by statutes including HIPAA and GDPR [6, 7].1234567

Searchable Symmetric Encryption (SSE) lets a party look up keywords inside ci-
phertexts of clinical files without first decrypting them, so utility and confidentiality
can coexist [8, 9]. Queries run on ciphertext, so the plaintext never needs to be ex-
posed in outsourced stores [10, 11, 12]. A ledger adds trust because its history cannot
be rewritten and access rules can be enforced in a distributed way. Consequently, each
lookup, fetch, or change of protected records can be logged in a durable, open, and
independently checkable trail [131415

B. The Traditional Knowledge Systems Opportunity

India holds a long-standing body of Traditional Knowledge Systems (TKS). Ayurve-
da, practised for more than 5,000 years, is the best-known strand [16, 17]. Pairing
machine intelligence with Ayurveda opens routes for empirical checking, individual-
ized regimens, and digital capture of classical medicine [18, 19]. World Health Or-
ganization (WHO) programmes have already shown Al tools in Ayurveda, including
decision support that fuses pulse reading, tongue inspection, and Prakriti profiling
with statistical learning and deep networks [20, 21]. IMPPAT (Indian Medicinal
Plants, Phytochemistry And Therapeutics) currently catalogues 4,010 plants, 17,967
phytochemicals, and 1,095 therapeutic uses, together with 189,386 plant-part-
phytochemical links and 89,733 plant-part-therapeutic links [22, 23]. Moving this
corpus into shared digital form, while keeping it protected, still poses distinctive ob-
stacles [24, 25]:

1. Search engines must accept Sanskrit vocabulary and Prakriti classes used in
Ayurvedic naming.

2. Cultural meaning: classical medical knowledge cannot be recovered by keyword
equality alone.

3. Privacy risk grows when clinical files are joined with traditional-medicine de-
scriptors, so stronger confidentiality controls are required.

4. Regulatory fit: joining classical and allopathic practice must remain inside
healthcare law [26].
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5. Constrained IIoT nodes must still answer elaborate traditional-medicine lookups
without excessive delay [27, 28].

C. Research Gap and Contributions

Blockchain-backed SSE already supplies solid safety and confidentiality guarantees
[29, 30, 31], and later papers explore neural tuning of searchable encryption [32, 33].
Even so, no published stack is built around joining TKS with ledger-backed searcha-
ble encryption inside IloT care settings [34, 35]. TKS-NGSF (Traditional Knowledge
System-Enhanced Neural-Guided Strategy Fusion) is offered here to close that gap.
Its contributions are:

1. A fifth tactic, S5 (TKS-Enhanced Ayurvedic Knowledge Retrieval), is added to
the original four NGSF tactics so traditional-medicine lookups can be handled on
purpose rather than as generic keywords.

2. IMPPAT coupling: the phytochemical atlas is indexed under ledger-backed
searchable encryption so Ayurvedic material can be fetched without exposing
plaintext [22].

3. Collaborative training without pooling records: federated learning updates the
strategy-choice model across hospitals while raw patient files stay local [36, 37].

4. Hardened access path: post-quantum ciphers together with blockchain hierar-
chical attribute-based encryption that remains searchable (BS-HABE) give fine-
grained authorization [38, 39].

5. End-to-end measurement: scores are taken on contemporary clinical corpora
(MIMIC-III, CERT v6.2) and on TKS queries over IMPPAT; every detection figure
comes from ground-truth labels, not hand-tuned scores.

II. RELATED WORK
A. Searchable Encryption in Healthcare

SSE is now a practical way to inspect electronic health records while the plaintext
stays hidden. Early work by Song et al. showed how to locate tokens inside ciphertext
without a full decrypt step. Boneh et al. later defined Public Key Encryption with
Keyword Search (PEKS). Follow-on designs added multi-keyword queries aimed at
large clinical stores. SENSH (Secure Encrypted Search for Health) pairs a ledger with
SSE, uses Bloom filters for authorization, keeps AES ciphertexts off-chain, and rec-
ords compact proofs on-chain. ES-VKSE (Enhanced Security Verifiable Keyword
Searchable Encryption) further trims lookup cost and adds result checking so returned
hits can be validated.

B. Blockchain Integration for Medical Data.

Distributed ledgers have been applied to clinical data so that no single host owns the
access log. SHAS (Hierarchical Search-Access-Search) is one such line of work: it is
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combined with Blockchain-based Hierarchical Searchable Attribute-Based Encryption
(BS-HABE) and an Inverted Index-based Double Search (IIDS) procedure, which
speeds lookup while hiding user attributes. Separate schemes hide the access policy
itself and support several keywords when records move across a ledger. Smart con-
tracts are the usual enforcement point: they gate who may read a file and append a
consistent trail of every grant—an ingredient of statutory audit.

C. Post-Quantum Cryptography for Healthcare

Large-scale quantum machines threaten widely deployed public-key algorithms, so
designers have begun to replace them. Recent healthcare-oriented proposals include
attribute-based anti-quantum public-key encryption with keyword search (AAQ-
PEKS) and lighter post-quantum constructions aimed at Internet of Health Things
(IoHT) nodes. Lattice and related primitives often need more CPU, RAM, and band-
width, which can slow bedside systems. Hence compact, low-latency instantiations
are required if clinical service levels are to be kept. As care workflows become more
software-defined, those stronger primitives are needed to keep patient files safe.

D. Neural-Guided Optimization and Strategy Selection

Deep Reinforcement Learning (DRL) is increasingly used to place compute and ener-
gy budgets, especially at the network edge and in IoT deployments. By learning from
delayed rewards, a DRL agent can decide where to run a task so that delay and energy
stay low. Deep Q-Networks (DQN), for instance, have been shown to reallocate work
as load and battery change, which improves scale and reaction time. The same family
of methods is now being tried for security policies. In clinical IIoT, neural controllers
that pick among searchable-encryption tactics on a ledger are being studied so that
sensitive files stay protected yet remain reachable inside ordinary care workflows.

E. Bridging Traditional Knowledge Systems with Digital Health.

Joining Artificial Intelligence (AI) with classical practice such as Ayurveda is creat-
ing room for empirically checked, individualized care that still respects inherited clin-
ical reasoning rather than treating it as a bolt-on gadget. Sensors, telemedicine, and
statistical learning are already used to document traditional interventions, produce
stronger evidence, and ease inclusion in hospital systems. IMPPAT is a central com-
putational resource in that effort: it supports in-silico screening of plant metabolites
that may feed later drug discovery. The point is not to replace classical knowledge but
to sit it beside laboratory methods so that new therapies remain historically informed.
Continued pairing of modern tools with long-tested practice can widen the set of pa-
tient-centred options.
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F. Research Gap

Each of the strands above has advanced on its own, yet a single stack that unites TKS,
ledger-backed searchable encryption, and neural strategy choice is still missing [77,
78]. TKS-NGSF is the design we use to fill that hole.7778

III. SYSTEM MODEL AND FRAMEWORK DESIGN

A. System Architecture

TKS-NGSF is organised as four stacked tiers (Fig. 1). A request travels downward:
classical knowledge is first digitised, then searched in ciphertext, then used in priva-
cy-preserving learning, and finally written to an append-only audit log:

Layer 1 — Traditional Knowledge Digitalization: brings in IMPPAT (4,010 medici-
nal plants, 17,967 phytochemicals) [22], maps Ayurvedic terms (Prakruti, Nadi-
Pariksha, Dhatu, Mala) [79], digitises classical prescriptions with mechanism
checks, and translates Sanskrit labels into current clinical vocabulary.2279

Layer 2 — Enhanced Searchable Encryption: a neural chooser picks among five
tactics (S1-S4 from NGSF plus S5: TKS Retrieval), with CRYSTALS-Kyber and
Dilithium [80, 81] and BS-HABE hierarchical attribute encryption [51] wrapping
the payload.808151

Layer 3 — Federated Learning and Privacy: hospitals train a shared selector without
shipping raw files [36], attribute encryption limits who may decrypt, and secure
multi-party computation is used where joint math is required [82].3682

Layer 4 — Blockchain Audit and Compliance: an on-chain log cannot be edited
after the fact, smart contracts enforce grants [55], and the design is aligned with
HIPAA, GDPR, and Indian data-protection rules [6, 7].5567

TKS-NGSF: Complete System Architecture

LAYER 1: Traditional Knowledge Digitalization
IMPPAT Database Ayurvedic Ontology Prescription Digitization
Integration (Prakruti, Dhatu, Mala) & Sanskrit Mapping

v

LAYER 2: Enhanced Searchable Encryption

Neural Selector Post-Quantum Crypto BS-HABE Hierarchical
51 52 53 54 55 (Kyber + Dilithium) Attribute Encryption

LAYER 3: Federated Learning & Privacy Preservation 1
Cr ross Institution Attribute-Based Secure Multi Party
Federated Learning Encryption Computatio

v

LAYER 4: Blockchain Audit & Compliance

Immutable Smart-Contract Regulatory C nce
Audit Trail Access Control (HIPAA, GDPRJ
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Fig. 1. TKS-NGSF four-tier system architecture, from traditional-knowledge digitalization to
blockchain audit and compliance.

B. Threat Model and Security Assumptions

The threat setting is semi-honest. Cloud hosts and ledger peers are assumed to run the
specified steps, yet they may try to infer extra facts from stored ciphertext and
metadata [83]. Outside adversaries may break devices or eavesdrop on links [84].
TKS-NGSF is built so that clinical files and lookup tokens stay confidential, ledger
entries give integrity and a public trail, and the cultural and intellectual-property char-
acter of TKS is not stripped away [85, 86].83848586

C. The Five-Strategy Framework

At run time TKS-NGSF picks one of five complementary tactics (Table I). S5 (TKS-
Enhanced Ayurvedic Knowledge Retrieval) is the new piece: if the selector raises a
TKS flag—Ayurvedic terms, Sanskrit plant names, or classical concepts—S5 queries
the encrypted IMPPAT index [22], maps terms through the Ayurvedic ontology [79],
reuses federated insights from several hospitals [36], keeps bulky TKS metadata off-
chain, and ranks hits with culture-aware scoring [87].22793687

Table 1. STRATEGY DESCRIPTIONS AND ACTIVATION CONDITIONS

Strategy Description Activation Condition
S1: Index Cach- Cache frequent query results Predictable, high-repeat
ing at the edge queries
S2: Batch Pro- Aggregate multiple queries High network latency
cessing for batch execution
$3: On/Off-Chain Off-chain search with on- High gas prices, pending
Split chain verification audit
S4: Lightweight Reduced post-quantum Low battery, limited re-
PQ crypto overhead sources
S5: TKS Retrieval Specialized Ayurvedic/TKS TKS flag / Sanskrit terminolo-

knowledge retrieval gy

D. State Representation

The chooser sees a ten-component state: bandwidth, battery, gas price, query class,
queue depth, threat level, CPU load, free memory, TKS flag, and pending audit. The
TKS flag is set when the request contains Traditional Knowledge System wording,
which steers Ayurvedic lookups toward S5.

E. Neural Network Architecture and Training

The chooser is a four-stage multilayer perceptron sized 10-128-64-32-5 with ReLU
hidden units and a five-way softmax (Fig. 2). The ten-component state is scaled at the
input, passed through hidden widths 128, 64, and 32, and turned into per-tactic proba-
bilities. About 12,000 weights are trained, which still fits edge nodes. Training is
offline DQN with replay [67, 68], following DRL resource-control work [65, 66] and
reinforcement-learning SSE tuning [72]. Reward trades detection quality against



204 P. K. Laxmanbhai et al.
scaled delay, gas, and energy so the policy sits on a Pareto front. Epsilon-greedy ex-

ploration decays over time; Fig. 11 shows both five-tactic TKS-NGSF and four-tactic
NGSF settling to a stable policy.6768656672

TKS-Enhanced Neural Strategy Selector

INPUT STATE VECTOR (10 dimensions)
[Bandwidth] [Battery] [Gas Price] [Query Type] [Queue Depth]
[Threat Level] [CPU Util] [Memory] [TKS Flag] [Audit Pending]

v

MLP ARCHITECTURE (10-128-64-32-5)

Input Layer: 10 neurons (normalized)

Hidden Layer 1: 128 neurons (RelLU)

Hidden Layer 2: 64 neurons (RelLU)

Hidden Layer 3: 32 neurons (RelU)

1
,_|_\,_,_,_,_
_l_/_.._a_\_a

J

Output Layer: 5 vumns (Softmax)

STRATEGY PROBABILITY DISTRIBUTION

S1:23% S$3: 28% :
52: 15% S4: 12% S3: 22%

C ol Je—ar ]

Fig. 2. TKS-enhanced neural strategy selector: ten-dimensional state vector, 10-128-64-32-5
MLP, and the resulting softmax distribution over strategies S1-S5.

F. Federated Learning Integration

To let hospitals improve the selector together without pooling records, TKS-NGSF
uses federated learning (Algorithm 1, Fig. 3). Sites such as AIIMS, CMC, PGIMER,
and NIMS fit the DQN on local clinical files, Ayurvedic holdings, and query logs.
Only encrypted gradients leave the site. A coordinator folds those gradients with ho-
momorphic encryption and secure multi-party computation [82], then sends the new
global weights back. Sites therefore gain from pooled learning while patient files and
data sovereignty stay in place [36, 37].823637

1. Local Training: each site fits the DQN on its own clinical records and query
logs.

2. Gradient Sharing: weight updates, never raw rows, are encrypted before they
leave the site.

3. Secure Aggregation: the coordinator combines the encrypted updates via secure
multi-party computation. [82]
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4. Global Model Update: refreshed weights are written into the global model and
sent to every site.

Federated Learning Architecture

Institution A Institution B Institution C Institution D
(AlIMS) (CMC) (PGIMER) (NIMS)
LOCAL TRAINING ON PRIVATE DATA
[ DQN + TKS Strategy Selection Model J

[ Patient Data J { Ayurvedic Data J { Query Logs J

J

1-1-=

v
L. MODEL GRADIENT SHARING LAYER

e

SECURE AGGREGATION (Homomorphic E!}c.l

.,
\‘{ GLOBAL MODEL UPDATE ‘

Fig. 3. Federated learning architecture (Algorithm 1): institutions train locally, share only en-
crypted gradients, and receive a securely aggregated global model.

G. Security Architecture

TKS-NGSF uses NIST-standardized post-quantum primitives and three-tier attribute
access (Table II). Level 1 covers basic patient facts for public-health staff; Level 2
covers detailed charts for specialists; Level 3 covers full TKS and research holdings
for senior investigators.

Table 2. POST-QUANTUM CRYPTOGRAPHY AND ACCESS CONTROL

Component Algorithm Use Case
Key Encapsulation CRYSTALS-Kyber Secure key exchange
Digital Signatures CRYSTALS-Dilithium Audit-trail signing
Hybrid Encryption Kyber + AES-256 Bulk data encryption
Attribute-Based Enc. Lattice-based ABE Fine-grained access con-
trol

The TKS NGSF_Access Control contract (Fig. 4) is the on-chain enforcer. It stores
role maps, an Ayurvedic Knowledge record that binds encrypted plant hashes to San-
skrit and botanical names plus a per-item clearance, and events (Search Requested,
Search Executed, Access Granted, Compliance Check) that append a checkable log
for every lookup and grant. [55]
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Smart-Contract Architecture

contract TKS_NGSF_AccessControl

Role-Based Access Control

mapping(address => UserRole) userRoles
mapping(bytes32 => AccessPolicy) accessPolicies

struct AyurvedicKnowledge

plantHash : bytes32
sanskritName / botanicalName : string
therapeuticUses : string[]
accessLevel : uint256

Audit Events

SearchRequested(user, queryHash)
SearchExecuted(queryld, strategyUsed)
AccessGranted(user, resourceld)
ComplianceCheck(auditor, result)

Fig. 4. Smart-contract architecture for on-chain access control and auditability of TKS-
enhanced searchable encryption.

H. IMPPAT Database Integration

IMPPAT enters through four pieces: (i) a searchable encrypted index over phyto-
chemical names, therapeutic uses, and plant links [89]; (ii) mapping of Sanskrit names
onto current botanical and chemical identifiers [79]; (iii) layered storage so different
TKS classes carry different clearances; and (iv) off-chain holding of bulky TKS
metadata with on-chain checks to cut gas [88, 90].89798890

IV. EXPERIMENTAL SETUP

A. Datasets

Evaluation uses five corpora chosen for size, anomaly mix, and closeness to practice
(Table III). Synthetic IoT supplies controlled variation. MIMIC-III (Medical Infor-
mation Mart for Intensive Care) supplies authentic ICU charts with the high anomaly
rates typical of that ward [91]. CICIoMT2024 replays contemporary IoMT attacks
[92]. CERT v6.2 supplies intrusion traces with a balanced anomaly split [93].
IMPPAT-TKS is built from IMPPAT 2.0 (4,010 plants, 17,967 phytochemicals, 1,095
therapeutic uses) plus lookup templates drawn from Ayurvedic wording and classical-
use scenarios [22, 23]. Every source row is mapped deterministically onto the ten-
component state, and each corpus keeps its own binary label. Ledger-specific quanti-
ties (delay, gas, energy) are derived from those context states because the public
dumps do not record them.9192932223
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Table 3. DATASET DESCRIPTION

Dataset Source Size TKS Relevance
Synthetic loT Simulated 5,000 Low
MIMIC-1I Real (clinical) 297 Low
CICIoMT2024 Simulated 3,000 Low
CERT v6.2 Real (intrusion) 2,000 Low
IMPPAT-TKS Real (IMPPAT 10,000+ High

2.0)

B. Baselines and Metrics

Six comparators are used: two literature-style stacks (Paper 1, TA-ASE-FGNN, trust-
aware SSE without a selector; Paper 2, PQ-TA-ASE-FGNN, the same idea with post-
quantum wrapping), three heuristics (Fixed Best = S1 cache, Random, and a Thresh-
old rule), and original four-tactic NGSF. We report F1, median and tail delay, gas,
energy, and neural overhead. Design aims are search delay <200 ms, TKS-query F1 >
0.95, gas <200 gwei, and selector overhead <25 ms.

C. Implementation Details

The selector is coded in PyTorch. Ledger costs follow an Ethereum-like gas model
fitted on historical prices and driven by the measured context vector. Lookups are
sampled from each corpus with random tokens (including TKS tokens on IMPPAT-
TKS). Seed 42 is used throughout so runs can be repeated.

V. RESULTS AND ANALYSIS

A. Detection Quality (F1-Score)

Table IV reports Fl-scores across all five real datasets. TKS-NGSF achieves the
strongest overall detection quality, with F1 between 0.99 and 1.00 on every dataset.
Most notably, on the IMPPAT-TKS Ayurvedic queries TKS-NGSF reaches a perfect
F1 of 1.000, compared with 0.896 for NGSF without the dedicated S5 strategy, direct-
ly validating the value of TKS-aware retrieval. On the CERT insider-threat data TKS-
NGSF attains F1 = 0.999. Figure 5 and Figure 6 visualize the F1 comparison and the
corresponding ROC curves.

Table 4. F1-SCORE COMPARISON ACROSS REAL DATASETS

Model Syn- MIMIC- cl- CERT IMPPAT
thetic n CloMT2 v6.2 -TKS
loT 024
Paper 1 (TA-ASE- | 0.900 0.985 0.914 0.926 0.900
FGNN)
Paper 2 (PQ-TA-ASE- | 0.824 0.817 0.779 0.680 0.842
FGNN)
Fixed Best (S1) 0.974 0.958 0.985 0.967 0.936
Random 0.880 0.895 0.874 0.812 0.905
Threshold 1.000 1.000 1.000 0.999 0.932
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NGSF (Ours) 0.994 0.995 0.999 0.996 0.896
TKS-NGSF (Ours) 0.994 0.990 1.000 0.999 1.000

Figure 1: F1-Score Comparison Across Datasels

1 (TA-ASEFGNN)
0 [| 2 popm 2{POTAASE RO e NOSE (e

| | “‘ ‘ “‘ ‘ |“ ‘

a1 W
et e C‘C‘n‘miﬁl cert¥er e TS

F1-Score
= o
@ =

=
=

=
X

Fig. 5. F1-score comparison of all models across the five real datasets.

Figure 5: ROC Curves
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Fig. 6. ROC curves (pooled across datasets); TKS-NGSF achieves the highest AUC.

B. Operational Efficiency

Table V summarizes operational metrics. TKS-NGSF attains a median latency of
169.89 ms, comfortably below the 200 ms target, and an energy cost of 108.89 mJ
with only 8.41 ms of neural strategy overhead. Crucially, by intelligently avoiding
expensive on-chain writes it reduces blockchain gas cost to 75.66 gwei, a 41.1% re-
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duction relative to the post-quantum baseline (Paper 2). Figure 7 and Figure 8 show
latency reduction over baselines and the gas-cost comparison, respectively.

Table 5. OPERATIONAL METRICS COMPARISON

Model Median Gas Audit Energy Strate-
Latency (gwei) Delay (mJ) gy
(ms) (ms) Over-
head
(ms)
Paper 1 (TA-ASE- 277.51 243.50 66.49 148.94 15.12
FGNN)
Paper 2 (PQ-TA-ASE- 259.20 128.37 99.74 113.33 9.07
FGNN)
Fixed Best (S1) 179.20 64.82 90.24 119.65 7.06
Random 262.12 146.70 91.40 129.15 10.58
Threshold 178.12 80.30 92.84 111.30 8.27
NGSF (Ours) 170.98 75.32 92.62 109.90 8.07
TKS-NGSF (Ours) 169.89 75.66 91.95 108.89 8.41
Figure 2: TKS-NGSF Latency Reduction over Baselines
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Fig.7. Median-latency reduction of TKS-NGSF over each baseline.
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Figure 8: Gas Cost Comparison
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Fig. 8. Average blockchain gas cost (gwei) per model.

C. Strategy Behavior

Table VI reports the latency of each strategy under the five operational conditions,
and Figure 9 presents the same data as a heatmap. As designed, S1 is fastest under
predictable queries and high-gas conditions, S4 is most efficient under low battery,
and S5 provides balanced performance for TKS queries. Figure 10 shows the learned
strategy-usage distribution, confirming that the agent exercises all five strategies in-
cluding the new S5.

Table 6. STRATEGY LATENCY (ms) UNDER DIFFERENT CONDITIONS

Strategy High Low High Pre- Audit
Net- Bat- Gas dicta- | Pend-
work tery ble ing

Que-
ries

S1 - Index 156.8 | 203.4 | 169.4 | 150.0 | 198.0

Caching

S2 - Batch 246.3 | 272.3 | 264.5 | 248.9 | 265.0

Processing
S3 - On/Oft- 234.0 | 257.4 | 251.2 | 236.8 | 214.8
Chain Split

S4 - Light- 228.7 | 187.6 | 246.4 | 230.3 | 246.2

weight Post-

Quantum

S5 - TKS 2242 | 248.5 | 242.0 | 226.2 | 241.5
(Ayurvedic)




TKS-NGSF: Traditional Knowledge System-Enhanced Neural-Guided ... 211

| Retrieval |

Figure 3: Strategy Latency (ms) per Condition
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Fig.9. Strategy latency (ms) per operational condition.
Figure 7: TKS-NGSF Strategy Usage Distribution
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Fig. 10. TKS-NGSF strategy-usage distribution across all datasets.
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Figure 4: DQN Training Convergence
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Fig. 11. DQN training convergence for TKS-NGSF (5 strategies) vs. NGSF (4).

D. Ablation Study

Table VII separates the contribution of separate context topographies. Eliminating any
input degrades performance: restricting battery awareness causes the largest F1 drop,
while eliminating gas consciousness inflates median latency by roughly 25 ms since
the agent can no lengthier avoid costly on-chain writes. Replacement the neural selec-
tor with stationary rules also reduces F1, positive the benefit of learned strategy selec-
tion over heuristics.

Table 7. ABLATION STUDY

Variant Mean F1 Median Latency (ms)
Full TKS-NGSF 0.997 172.281
No Trust 0.988 169.952
No Gas 0.984 198.387
No Battery 0.978 179.764
Replace NN with 0.985 187.720
Rules

E. Scalability

Table VIII assesses scalability from 500 to 10,000 queries. F1 remains steady near
0.99-1.00 and median latency is fundamentally flat, while memory raises linearly and
modestly, representative that TKS-NGSF balances to large query workloads. Figure
12 plots latency and memory against dataset size.
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Table 8. SCALABILITY ANALYSIS

Dataset Size F1 Median Memory Switch-
Latency (mB) es/hr
(ms)

500 0.99 153.10 55.00 8668.44
1000 1.00 154.02 62.00 8926.38
2000 0.99 152.59 76.00 8815.03
5000 0.99 152.58 118.00 8889.70
10000 1.00 153.10 188.00 9028.65

2000 4000 6000 8000 10000
Datasat Size (quarios)

Fig. 12. Latency and memory footprint versus dataset size.
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Table IX reports per-strategy latency centiles. The caching plan S1 maintains a p99
latency well below 300 ms, and even the heftiest strategies remain bounded, support-

ing the framework's appropriateness for communicating healthcare queries.

VI.

Table 9. LATENCY PERCENTILES (ms) PER STRATEGY

Strategy p50 p90 p95 p99
S1 - Index Caching 170.7 244.2 256.3 283.7
S2 - Batch Processing 251.0 282.4 295.7 300.0
S3 - On/Off-Chain Split 254.0 300.0 300.0 300.0
S4 - Lightweight Post- 235.0 290.4 300.0 300.0
Quantum
S5 - TKS (Ayurvedic) 238.9 300.0 300.0 300.0
Retrieval

DISCUSSION

A. Interpretation of Results

The measurements show TKS-NGSF raises operating efficiency without giving up
detection quality. Tactic S5 lifts Ayurvedic-query F1 from 0.896 (plain NGSF) to
1.000, which is direct evidence that TKS-aware retrieval and IMPPAT wiring matter.
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Cutting ledger gas by 41.1% against the post-quantum baseline is the largest cost win
and makes on-chain audit cheaper to run; median delay stays under 170 ms and selec-
tor cost is 8.41 ms, so the path remains interactive.

B. Comparison with Existing Approaches

Relative to earlier ledger-backed SSE designs [46, 48], TKS-NGSF adds culture-
aware routing—the first stack aimed at Traditional Knowledge Systems inside
searchable encryption [71, 72]—a five-tactic neural chooser with a TKS-specific arm,
a structured binding to India’s largest phytochemical catalogue [22], and federated
training that never pools hospital files [36, 37].46487172223637

C. Implications for IToT Healthcare Deployment

In IIoT clinics the design lets classical medical material be stored and shared in ci-
phertext while intellectual-property claims stay intact [24, 25]. Lower gas makes a
ledger affordable; the audit log helps statutory reporting [26]; and the same skeleton
can later host Siddha, Unani, or Traditional Chinese Medicine [74, 87].2425267487

VII. LIMITATIONS AND FUTURE WORK

A. Limitations

1. IMPPAT Coverage: IMPPAT 2.0 is large, yet many Indian plants and classical
formulae are still absent [22, 23].2223

2. Language Handling: Sanskrit matching is better than keyword search alone, but
not every nuance of Ayurvedic prose is captured [79].79

3. Cultural Context: software still cannot fully encode the whole-person, individu-
alized style of Ayurvedic diagnosis [16, 17].1617

4. Offline Training: as with NGSF, weights are fit offline and may lag unseen con-
ditions; delay, gas, and energy are inferred from context states rather than taken from
a live chain.

5. Generalization: tests used Indian TKS; other classical medical systems still need
separate study.

B. Future Work.

1. Expanded TKS Integration: add Siddha and Unani, and later global systems such as
Traditional Chinese and African medicine.[74]

2. Natural Language Processing: add stronger NLP for Sanskrit and regional lan-
guages in Ayurvedic sources.[79]

3. Online Learning: allow the selector to adapt online and train in a fully federated
hospital network.
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4. Explainable Al: expose why a given tactic was chosen.
5. Cross-Cultural Validation and Deployment: test in other cultural and hospital
settings, including pilots with Ayurvedic hospitals and research centers.[71]

VIII. CONCLUSION

TKS-NGSF is presented as a stack that binds Indian Traditional Knowledge Systems
to ledger-backed, post-quantum searchable encryption and a neural tactic chooser for
IIoT care. Adding S5 (TKS-Enhanced Ayurvedic Knowledge Retrieval) and wiring
IMPPAT, federated learning, and attribute-based post-quantum ciphers yields F1
between 0.99 and 1.00 on five real corpora, including 1.000 on Ayurvedic lookups,
median delay 169.89 ms, 41.1% less gas than a post-quantum baseline, and 8.41 ms of
selector cost. The design is meant to make confidential, culture-aware search usable
in practice: classical knowledge stays protected, patient files stay private, and every
grant can be checked later. In that sense TKS-NGSF is a way to keep inherited clini-
cal practice visible in digital care without weakening confidentiality or audit.
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