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ABSTRACT

Artificial Intelligence (AI) techniques support detecting fake regions in high-dimensional datasets
such as images and videos through fake detection methods. The scope of educational credential
forgery is required for authenticating it for admission, and recruitment. In this study, we detected
forged educational credentials using machine learning (ML) algorithms such as Support Vector
Machine (SVM), NaiveBayes, Logistic Regression, K-Nearest Neighbours (KNN), Random Forest,
and Decision Tree. We have collected the primary dataset of degree certificates, and extracted the
features using the histogram features (HF): skewness, mean, kurtosis, standard deviation, and entropy
from preprocessed certificate images, as structured data is essential for ML models. Further, we
conducted a detailed empirical evaluation by fine-tuning the hyperparameters of each model to
improve classification performance. Among the algorithms tested, Random Forest attained a good
accuracy of 99.4%, surpassing the other methods in detecting fraudulent degree certificates.
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1. Introduction

Educational institutions and industries need authentication certificates from students and job seekers
to know the genuineness of the degree. The creation of fake credentials is a social issue around the
globe, and it has existed since the advancement of software technology. The manual authentication
process consumes human resources and time. To report this problem, our research study focuses on
identifying fraudulent degrees using ML algorithms, which have wide applications in healthcare,
spam detection and outlier detection, like machinery fault detection.

Generally, image forgery detection falls under two approaches: Active approach, focused on
digital signature, and digital watermarks; passive approach includes copy-move: moving image region
from one location to another, splicing: combining two or more image regions to create a new image;
and resampling techniques create the template or image as it was previously. Supervised algorithms
trained with labelled datasets. Unsupervised methods group the features using a clustering algorithm
on unlabeled datasets. Our approach falls under the passive and resampling techniques and follows
the supervised algorithms. Histogram features(HF) are highly used in medical image analysis, and ML
algorithms used in disease diagnosis. It was chosen owing to their proven effectiveness in image-based
forgery detection. In this study, we have extracted the features of credentials using HF, and used
supervised ML algorithms to detect counterfeit degree certificates, and they were classified as either
‘genuine’ or ‘fake’, using supervised algorithms. This is a novel study in the detection of forged
credential lIs.
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2. Literature Review

Machine Learning(ML) algorithms are used in classification tasks such as recognition of images,
patterns, diagnosing diseases into normal and abnormal; time series analysis such as weather
prediction, rainfall prediction, and stock market analysis; and fraud detection such as credit card fraud
in banking, and machinery fault detection. We found a few research works on forged credentials
detection. Hence, we focused on fake image detection, fake currency detection, and the extraction of
histogram features. Further, we reviewed the literature emphasizing binary classification in
healthcare and plant domains, time series analysis, and network anomaly detection.

Fraud detection is categorized into two types: anomaly detection and misuse detection. Anomaly
can be detected using supervised, unsupervised, semi-supervised, and data reduction approaches and
algorithms. It widely used in telecommunication fraud, automobile insurance, credit card fraud,
healthcare insurance fraud, and online auction fraud. It can be detected through logistic regression,
Decision Tree, SVM, Artificial Neural Network(ANN), and genetic algorithms[1]. Josephine et. al.
proved that ML algorithms efficiently handled the fraud detection. Random Forest outperformed well
in detecting fraudulent cases [2]. An adaptive segmentation algorithm was applied to detect forged
educational credentials [3].

Deep learning techniques are widely used in recognizing fake currency notes(FCN). The
Convolutional Neural Network(CNN) model acknowledges forged currency of 500 and 2000 [4,5]. A
novel approach to notice forged Indian currency using a deep CNN model, which obtained 96.6%
accuracy. This approach extracted the features, followed by image transformation, edge detection,
and segmentation. It identified the actual and forged ones by using pattern matching method[6]. The
VGG-16 model was used to recognize the fake currency of 500, and 2000 [7]. The AlexNet model
acknowledged the FCN of 500,2000, 200, and 50 [8]. The performance of two pretrained models,
AlexNet and ResNet18, was compared in the recognition of FCN. Further, customized CNN model
was proposed [9].

As Histogram features are commonly used in image retrieval and medical imaging [10-13], we
focused on applications of histogram features. Histogram-based features are trained using a deep
CNN to analyze the grain size [14], anomaly detection [15], analyzing audio from laryngoscope
images [16], and diagnosing kidney diseases [17].

The subsequent works are show the impact of ML algorithms: used in healthcare for diagnosing
COVID-19[18, 19], cirrhosis, fibrosis, and hepatitis [20], and metabolomics [21]; analyzing the
quality of Soybean seed[22]; classifying neutron stars[23], rainy days[24]; network anomaly
detection[25], and traffic attack [26].

This literature review identified that ML algorithms are used in a widespread applications, with
healthcare being one of the most highly used. Histogram features are employed to increase the
efficiency in image processing. Due to limited work in detecting educational credentials, we focused
on fake currency detection. This study fills the gap in the detection of fraudulent degree certificates.
Further, this study will be useful in detection of forged images, currency, and so on.
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Our primary contribution is identifying forged credentials through a comparative study of various
ML algorithms with hyperparameter fine-tuning. The datasets acquired, methodology followed, and
the empirical study’s outcomes are discussed in next Sections.

3. MATERIALS AND METHODS
3.1 Materials

The four hundred scanned copies of the genuine degrees were collected from Bangalore University to
conduct the empirical study. The dataset was scanned using the FUJITSU scanner with 300 dpi (dots
per inch), and stored as image files. Additionally, a hundred fabricated credentials were created using
Adobe Photoshop ID3 for research purposes. Additionally, we have created three hundred samples
from these fabricated credentials using data augmentation techniques such as brightness, and rotation
for research purposes. The dataset contains four hundred genuine and fake samples. We have split
the dataset into 4:1 ratio for training and testing. The genuine and fake samples are exposed in Figure
1, the count of these samples is represented in Figure 2.
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Figure.2 Data samples count: (a) genuine, (b) fake.
3.2 Methodology

The supervised ML algorithms classify degree certificates as either ‘genuine’ or ‘fake’. The
methodology is illustrated in Figure 3. We have used the Jupyter notebook platform to train ML
algorithms. The datasets were preprocessed to extract the histogram features. These features were put
in storage. Further, the ML models were trained to classify the degree certificate. Finally, the
performance of algorithms was evaluated using statistical metrics. The entire methodology of
detecting fraudulent degree certificate is defined in Algorithm-1. In preprocessing both genuine, and
fake credentials are converted to grayscale from RGB, and resized to 256 * 256. The extracted HF
features were moved to a database(DB). Generally, the datasets are split in a ratio of 4:1 to train ML
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models and test them. We have trained using six ML algorithms. When the accuracy of model is not
greater than ninety-nine, which is a good accuracy, we fine-tuned the hyperparameters of the model.
Finally, we evaluated the performance of model using confusion matrix, and AUC score.

. =
image PIOcESE Extraction of
Dataset of images Histogram Features
Tllg-o;'l"l(ghz?‘ «— Training Data ’—b Test Data
Performance
Evaluation

Figure.3. Proposed methodology

Algorithm 1: Fraudulent detection of degree certificates

Dataset: scanned image dataset of degree certificates

Input: [{ei, e, . . ., €m}] /m=800
Initilize j=1
//Preprocessing
1. Repeat read img until img in list
gray « convert_to_gray(img)
img « Resize(gray, (256,256))
End Repeat

. Repeat j until j reaches 6 :

Pred; < Model;. predict(test_data)
It accuracy(Pred; )> 99:
=i+l
8. Else:
Fine-tune the hyperparameters
9. End Repeat j
10. Evaluate the performance

N v s W

DB « extracted histogram features /DB-Database
. Split the data samples into 4:1 ratio to train and test

Model; « train the ML model with alg;

Preprocessing: The image datasets were resized to 256 * 256 from raw size to train ML algorithms,

and converted from RGB to grayscale to reduce the computational time.

Histogram analysis: A Histogram is a graphical view of the data, used to show the frequency
distribution of numerical data, or an image based on pixel intensities. It is generally used with

continuous numerical data. It is widely used in applications to analyze sales data, exam scores, image
analysis, and manufacturing fault detection. The probability score is calculated as mentioned in Eq.1.
The histogram analysis of both genuine and fake samples is illustrated in Figure.4

no.of pixels with gray level x

P, (x) & Problu = x] =

total no.of pixels is the region

where, u be the random variable, and x denotes gray level(L) form 0 to L-1.

M
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Figure.4. Histogram analysis of data sample: (a) genuine, (b) fake
Histogram Features: The five histogram features, such as skewness, mean, kurtosis, standard
deviation, and entropy, were extracted from the preprocessed image dataset using the HF method. In
this, mean u, and standard deviation o are mentioned in Eq.2, and Eq.3. Further, inequality, and peak
of pixel intensity are mentioned in Eq. 4. and Eq. 5. The randomness of the image measured by Eq. 6.
The correlation between the input features and outcome is illustrated in Figure.5

Mean(u) = Y:_, bP(b) )
Stddev(a)= \/zll;:l (b — )2 P(b) 3)
Skewness = ﬁ Yk y (b—w)?P(b) O]
Kurtosis =5 Thoy (b — )* P(b) )
Entropy =-Xj; P(b) log,[P(b)] (6)

where, L represents the number of bins, P(b) is the probability distribution of bin b.
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Correlation between Input Features and Outcome
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Figure 5. Correlation between Input features and outcome

Classifier: The supervised ML classifiers are trained with labelled datasets. Here, we employed six
classification algorithms: Logistic Regression, SVM, Naive Bayes, Random Forest, KNN, and
Decision Tree. SVM constructs the hyperplane to classify the data samples by boundary, and is
efficient in high-dimensional spaces. The optimisation problem to detect outliers is stated in Eq.7.
Here, the performance of SVM was compared by varying the kernel methods such as ‘linear’, ‘rbf’,
‘poly’, ‘sigmoid’, and ‘precomputed’.

opt = minimize - wll2 +C¥™, ¢ )
w,b 2
Subject to constraint:
vi(wTx; +b) =1 —¢; fori=12,...n

Where, y; is the actual class label, x; is the feature vector, n is the number of training samples, ¢;is the
slack variable, and C denotes the regularisation parameter.

Naive Bayes(NB) is commonly used in spam detection or document classification based on the
probability. The naiveBayes theorem mentioned in Eq.8, and predicted value is represented in Eq.9.
This study compared various Naive Bayes algorithms to analyze the efficiency of the model.

POIIE, P(Xi[Y)

P(ylxq, Xz, . Xp) = PGy P(x).P(xy)

®)
§ = argmaxy P(y).[[i-; P(xily)
&)

where y and ¥ are actual and predicted values, x is the feature, and n represents the number of
features.
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Decision Tree forms a tree based on features. It follows ‘entropy’ and ‘gini’ criterion methods as
illustrated in Eq. 10, and Eq.11. Random Forest supports a parallel ensemble classification technique.
As, decision tree, it utilizes metrics such as ‘entropy’ and ‘gini’.

Entropy =- Y7L, p(x) logz p(x;)
(10)

Gini=1-%%, p;?
an

Logistic Regression works based on the sigmoid function that estimates the parameters, as stated
in Eq.12. The efficiency was evaluated using the ‘solver’ parameter, including ‘lbfgs’, ‘liblinear’,
‘newton-cg’, ‘newton-cholesky’, ‘sag’, and ‘saga’. All solver methods executed well except ‘sag’
and ‘saga’.

o(2) = ——

1+e~?
(12)
where, z = Y[, w; x; + b, w is the weights, X is the features, b represents bias value.

KNN is a non-parametric, and supervised classifier algorithm. Here, we have fine-tuned the
number of neighbours i.e., n., and chosen n=3. The difference between each point is calculated using
the Euclidean metric as mentioned in Eq.13.

d= \/((xz %)% + (2 —y1)?)
(13)

3.3 Performance analysis

To evaluate the competence of the classification task, the model’s prediction accuracy is a crucial
metric to examine the generalized prediction of ML models. Further, one can assess the model’s
efficiency using AUC score. The statistical metrics, such as recall, accuracy, F1-score, and precision,
are mentioned in Egs. 14 -17.

.. TP
Precision =———
TP+FP

14

TP

Recall =——
TP+FN

(15)

precisionxRecall

Fl-score =2 X —
Precision+Recall

(16)

TP +TN

Accuracy =—————
TP+TN+FP+FN

amn
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4. Results and Discussion

The comparative study of ML algorithms by fine-tuning hyperparameters is represented in Table 1.
The six classifiers' performance is discussed as follows: (i) Random Forest: it outperforms other
algorithms since it learned the features, and classified by voting criteria. (il) SVM: SVM with a
‘linear’ and ‘rbf* kernel performed better than others. (iii) Naive Bayes: Gaussian NB performed
better than others, and Bernoulli NB works well only with discrete features, which achieves less
accuracy, (iv) Decision Tree: In decision tree both ‘entropy’ and ‘gini’ criterion performed well, (v)
Logistic Regression: it provides the best result all solver except ‘sag’ and ‘saga’, these solvers are
suitable for multinomial logistic regression. Hence, these two solvers provide less accuracy in binary
classification. (vi) KNN: it works well when the number of neighbours is odd; here we used n value as
3. The confusion matrices of all algorithms are illustrated in Figures 6(a) — 6(f). The AUROC curve is
shown in Figures 7(a) and 7(b), and the efficiency of ML algorithms is presented in Figure 8.

Table. 1. Comparative study of ML algorithms

linear 98.8
poly 97.5
1. SVM Kernel rbf 98.8
sigmoid 56.4
Gaussian NB var_smoothing 98.2
) Naive Bayes Multinomial NB :1;09 80.0
: (NB) Complement NB 80.0
Bernoulli NB 50.0
Decision entropy 98.2
3. Criterion

Tree(DT) gini 98.2
saga 79.4
sag 80.0
4. Logistic liblinear 97.0
Regression Solver Ibfgs 97.0
(LR) newton-cholesky 97.0
newton-cg 99.4
5. KNN Number of 3 98.2

nei ghhmlm
6 Random Criterion er.ltllropy 99.4
' Forest(RF) gini 994
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Figure 6: Confusion Matrix of ML algorithms
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Receiver Operating Characteristic(ROC) curve
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5. Conclusion

Histogram features were extracted from the preprocessed image datasets to identify fraudulent degree
certificates. ML algorithms were employed to classify certificates as ‘genuine’ or ‘fake’. Among
them, SVM obtained an accuracy of 98.8%, while NaiveBayes, KNN, and Decision Tree each yielded
an accuracy of 98.2%. Random Forest, and Logistic Regression outperformed the others with an
accuracy of 99.4%.  Although these algorithms demonstrated high classification accuracy, it has
limitations in predicting newly generated fraudulent degree certificates, as they rely on a supervised
approach trained on labelled data. To address this task, future work will explore semi-supervised
approach using deep learning techniques.
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