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Abstract. This paper cryptanalyzes a block cipher proposed by Ahmed Desoky 

et al, which essentially is a variant of the classical Hill Cipher. The researchers 

have modified the cipher wherein, plaintext is taken in the form of rectangular 

matrices of size 3X8 in the illustration of the cipher. The claim of the authors is 

that, since the plaintext is in the form of rectangular matrix, there can be no 

modular arithmetic inverse for the plaintext. Thus, the cipher overcomes the 

weakness of the classical Hill Cipher, the known plaintext attack vulnerability. 

The cipher does show resistance against the known plaintext vulnerability ex-

hibited by the classical Hill Cipher. However, the cryptosystem proposed by the 

researchers’ exhibits weaknesses in the face of the chosen plaintext attack, 

which is employed in this paper. The cipher is broken with the help of 8 chosen 

plaintexts. 

Keywords: Encryption, Decryption, Modular Arithmetic Inverse, Plaintext, Ci-

phertext. 

1 Introduction 

The study of cryptology comprises two streams, cryptography and cryptanalysis. 

The science of cryptography broadly depends on mathematics and number theory, 

concentrates on converting the plaintext into an unintelligible stream of bytes, also 

called the ciphertext. The cryptanalysis is about exploiting the weaknesses in the en-

cryption algorithms and breaks the ciphers. Both these sub-branches of the cryptology 

complement each other and help bring out robust and secure cryptosystems which 

offers stiff resistance to attacks. The cryptographic algorithms are also classified 

based on unit of encryption. Depending on whether each character is encrypted inde-

pendently or a group of characters together are encrypted as a single unit, the former 

class is called stream ciphers, while the latter go by the name block ciphers. The en-

cryption algorithms are also classified into two groups depending on the key used in 

the processes of encryption and decryption. If same key is for encryption and decryp-

tion, such algorithm is called symmetric key cipher/private key cryptographic algo-

rithms. However, if different keys, one for encryption and another for decryption are 

used, they are termed as public key/asymmetric key cryptographic algorithms. Here, it 
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should be noted that it should be computationally infeasible to deduce decryption key 

from encryption key. 

The literature of symmetric key block ciphers started with the first cipher proposed 

by Lester Hill [2, 3]. This is the first polyalphabetic cipher reported in the literature of 

the cryptography. This also is the first cipher that has demonstrated that algebraic 

principles can be used in the design of encryption algorithms. However, this cipher 

suffers from a fatal vulnerability, the known plaintext attack [4]. Several stream ci-

phers [5-8] were proposed during Second World War for secure communication. 

However, all these ciphers were proposed in the pre-computerization period thus are 

trivial according to today’s computational power. The first non-trivial block cipher, in 

the post computerization period, is proposed by IBM Corporation, known as Data 

Encryption Standard (DES) [9]. Developed by IBM Corporation, under the close su-

pervision by the US government, this cipher was always viewed with suspicion. Many 

block ciphers, outside the influence of the US government were proposed by many 

researchers [10-13], originating mainly from European countries. 

Coming back to the literature of the classical Hill Cipher, a number of researchers 

have attempted to strengthen the cipher by adding additional operations or by making 

modifications to the cipher. Some of these researchers have attempted to make modi-

fications to the key matrix, in such a way that each block of the plaintext is encrypted 

with a different key. Thus, cryptanalyst has to obtain each key matrix separately. Jack 

Levine [14-18] used drazin inverses, also known as auto key inverses, to encrypt data. 

Application of RD class of matrices is proposed by Boshra H. Makar [19]. In this, 

infinite invertible matrices can be derived from a single matrix. Each block of 

plaintext is encrypted with a different key. Jack Levine and Richard Chandler [20] 

through their work proposed the concept of involutory matrices, where the key matrix 

itself is its inverse and it satisfies the relation KK ≡ I (modulo n). Bhibudendra 

Acharya et al [21] have given a method of computing the involutory matrix. 

All these works concentrated on making modifications to the key matrix and derive 

a separate key for encrypting each block of plaintext. Sastry et al have taken a differ-

ent approach and made the cipher iterative. They have also added additional opera-

tions in each of such iterations to make the cipher complex and make the relationship 

between the plaintext and the ciphertext complex and non-linear. In their papers, they 

have proposed interlacing [22, 23], interweaving [24-27], permutation [28-30], inter-

twining [31-33]. They have also added Playfair cipher into this encryption scheme 

[34-39] and introduced substitution in addition to the key matrix multiplication. In all 

these ciphers, the emphasis is on making the cipher an iterated one, and adds multiple 

additional operations in each of the iterations. 

This paper concentrates on carrying out a chosen plaintext attack on the cipher 

“Bitwise Hill Cryptosystem” proposed by Ahmed Desoky et al [1], which hereinafter, 

will be referred to as the Target Cipher. 

The paper is organized as follows: Section 2 describes the functioning of the Target 

Cipher, Section 3 demonstrates the cryptanalytic attack devised in this paper. Finally 

Sction 4 draws conclusions. 
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2 Description of the Target Cipher 

Wherever Times is specified, Times Roman or Times New Roman may be used. If 

neither is available on your word processor, please use the font closest in appearance to 

Times. Avoid using bit-mapped fonts. True Type 1 or Open Type fonts are required. 

Please embed all fonts, in particular symbol fonts, as well, for math, etc. 

The Bitwise Hill Cryptosystem proposed by Ahmed Desoky et al [1], is essentially 

a modification of the classical Hill Cipher. The scheme proposed by the researchers is 

described below. 

a The plaintext is taken as a group of n characters. These n characters are then 

converted into their equivalent EBCDIC codes and are further mutated into 

their 8 bit binary equivalent. By transforming n characters into n strings of 8 

bits for each character, 8n elements are formed. These 8n elements are then 

divided into 8 parts in a columnwise manner, each part is called a plane. In 

their paper, the authors have taken 24 characters as a block. Thus, they form 

an 8X24 matrix wherein, the first character’s binary equivalent will form the 

first column of this matrix, second one’s binary equivalent will be placed in 

the second column and so on. Each group of 24 bits, of each row, is then 

converted into a matrix of size 3X8, arranged in a columnar manner. The 

first three bits fill the first column of the 3X8 matrix. Next three bits will be 

placed in the second column and so on. Thus, 8 numbers of 3X8 matrices, 

one for each row, are formed. The authors probably want to keep the number 

of planes and the number of blocks (three in this case) confidential. 

. 

b 8 random matrices of size 8X8 size, with elements from {0, 1} are formed. 

The matrices are formed in such a way that each of them will have a modular 

arithmetic inverse (modulo 2). These are 8 key matrices Ki | i=1 to 8. 

. 

c Each of the 3X8 matrices, formed as described above, are then multiplied 

with Ki | i=1 to 8, modulo 2. The resultant matrix, of size 3X8, is the cipher-

text. 

. 

d. Now, blocks are combined together into planes and merging planes together 

to get the final ciphertext of size of 24 characters. 
 

In the process of decryption, the 24 character ciphertext is converted into their binary 

equivalent binary form, as an 8X24 matrix and then each row of this 8X24 matrix is 

again arranged in the form of a 3X8 binary matrix. Each of these 3X8 matrices are 

then multiplied (modulo 2) with the modular arithmetic inverses of ki, 𝑘𝑖
−1| i= 1 to 8, 

to get the original plaintext. 

3 The Cryptanalytic Attack 

As outlined in the introduction, cryptanalysis is the study of exploiting the weak-

nesses in the encryption algorithms. This is a process that helps researchers in propos-

ing ciphers that are robust and resistant to rigorous cryptanalytic attacks, which is the 

ultimate goal of the study. 

The elementary cryptanalytic techniques that are reported in the literature [40] 

a Ciphertext only / Brute force attack. . 
b Known plaintext attack. . 
c Chosen plaintext/ciphertext attack. . 
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d. Adaptive chosen plaintext/ciphertext attack. 

In the case of the brute force attack, the cryptanalyst has the knowledge of encryp-

tion algorithm and the ciphertext only. The cryptanalyst will then start decrypting the 

ciphertext with every possible key in the key space. Whichever plaintext, after de-

cryption, constitute a coherent one is taken as the plaintext and the corresponding key 

is considered as the decryption key. Here, the cryptanalyst has to check for all possi-

ble combinations in the key space. The size of such a key space is 2n. The brute force 

attack, by its fundamental characteristics, is meant to be difficult. 

In the case of the known plaintext attack, the cryptanalyst has the knowledge of the 

plaintext, ciphertext and the algorithm used in the cipher. Here, the cryptanalyst has to 

exploit the weaknesses in the algorithm, intelligently utilize the knowledge of the 

plaintext and the corresponding ciphertext to ascertain the key and thus break the 

cipher. In these types of attacks, the adversary has the knowledge of all the aspects of 

the algorithm, except the key. If the adversary can still obtain the key, then the cipher 

is considered as a weak cipher and cannot be used for secure communications. 

The chosen plaintext/ciphertext attack is a little more leniency given to the crypt-

analyst in finding the vulnerabilities of the encryption algorithm. The attacker is given 

the freedom to choose the plaintext and seek the corresponding ciphertext. Alterna-

tively, a ciphertext is chosen and its respective plaintext is sought. In this process, the 

attacker will exploit the weaknesses in the cipher to break it. 

The last case is the adaptive chosen plaintext/ciphertext attack, wherein the crypt-

analyst will chooses a plaintext/ciphertext and seeks its corresponding cipher-

text/plaintext. Once the data is received, attacker will study the pair and then make 

some modifications to the previously chosen text and the corresponding text is sought. 

This way, the adversary will seek any number of plaintext/ciphertext pairs. If the 

cryptanalyst is able to reveal the key, from all such texts, the cipher is again consid-

ered as weak and should not be used in confidential communications. In the case of 

Data Encryption Standard (DES), which has a key and plaintext space of 56 bits each, 

247 chosen plaintext-ciphertext pairs were sought to break the cipher in differential 

cryptanalytic attack. 

Other than these four basic attacks, many advanced cryptanalytic attacks were re-

ported in the literature like Linear Cryptanalysis [41], Differential Cryptanalysis [42], 

Slide attacks [43], impossible differentials [44], boomerang attacks [45] … etc. 

The Target Cipher is essentially a variant of the classical Hill Cipher. However, it 

does not suffer from the fatal weakness which the original cipher suffers from, i.e., 

the known plaintext attack. In the case of the known plaintext attack, if the adversary 

can compute the modular arithmetic of the plaintext, it gives away the key matrix. 

However, the Target Cipher’s plaintext size is 3X8 matrix, which is a non-square 

matrix and thus doesn’t have a modular arithmetic inverse. However, it suffers from 

another kind of vulnerability. 

Here, every block of plaintext, comprising 24 binary bits, arranged in the form of a 

matrix of size 3X8, in a columnwise manner. This 3X8 matrix is then multiplied with 

a key matrix of size 8X8, containing 0s and 1s. The matrices are multiplied (modulo 

2). This multiplication of the 8th block of plaintext is multiplied with an 8X8 key ma-

trix K8 is illustrated below: 
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P8 = [
1 0 0 0 1 0 0 1
0 0 0 0 1 0 0 0
1 0 1 1 0 0 1 1

]                                                (1) 

 

K8 = 

[
 
 
 
 
 
 
 
1 1 1 0 0 0 0 1
1 1 0 0 0 1 1 0
0 0 1 0 1 0 0 0
0 1 0 1 1 1 1 1
1 1 1 1 1 1 1 1
0 1 1 0 0 0 1 1
0 1 0 1 0 1 0 0
0 1 1 1 0 1 0 0]

 
 
 
 
 
 
 

                          (2) 

The corresponding ciphertext C8 = K8P8 mod 2, is 

C8 = [
0 1 1 0 1 0 1 0
1 1 1 1 1 1 1 1
1 0 1 1 0 1 1 0

]                          (3) 

A closer examination of this multiplication is needed. If a plaintext is taken in the 

form shown below, 

[
1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

]                            (4) 

The multiplication of this plaintext matrix with the key matrix will completely re-

veal the first row of the key matrix. If the element K11 is 0 (zero) then the first ele-

ment of the resultant product matrix will also be 0. If the first element of the key ma-

trix is a 1, then the first element of the resultant product matrix will be a 1. Same 

principle applies to all the elements of the first row of the key matrix. Similarly, if the 

plaintext of the form 

[
0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

]                            (5) 

When multiplied with the key matrix will give away the second row of the key ma-

trix. 

Thus, the element 1 at each position in the first row of the plaintext will reveal the 

corresponding row of the key matrix. As a result, 8 chosen plaintexts will give away 

all 8 rows of the key matrix.  

The complete attack is now outlined below: Firstly a chosen plaintext containing 

two characters (any two characters) are supplied to the encipherer and its correspond-

ing ciphertext is sought. This step is needed to find out the size of the block. Block 

ciphers have a property, where the size of the plaintext is fixed. The cipher cannot 

operate if the size of the plaintext block is lesser than the designed size. Thus, if a 

smaller sized block is supplied, the cipher will pad the given plaintext to fill up to the 

block size. Thus, when two characters are given, the cipher pads up the two characters 

with additional characters to make the designed block size (22 in this case). Thus, by 

examining the ciphertext, corresponding to the plaintext supplied, the attacker will be 

able to deduce the block size. Along with this, the adversary will also know the num-

ber of key matrices, and size of each of the key matrix. The cryptanalyst also knows 

that the plaintext matrix will be of size 3X8. 
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The second block of plaintext is {255, 0, 0,…, 0}. Here, the first character is 255 

and the remaining characters are 0s (EBCDIC). Those 24 characters are first convert-

ed into their binary equivalent and then arranged in the form of an 8X24 matrix. Here, 

the first column is the first character and the second column is the second character 

and so on. Thus, such a matrix assumes the form 

                                       (6) 

[
 
 
 
 
 
 
 
1 0 0
1 0 0
1 0 0
1 0 0
1 0 0
1 0 0
1 0 0
1 0 0

…24 columns

]
 
 
 
 
 
 
 

 

The first row of this matrix, given in (6) is again converted into another matrix of 

size 3X8, in a columnwise manner. Thus, the first three bits form the first column. 

Next three bits will be placed in the second column and the pattern continues. Thus, 

the first row, converted into 3X8 matrix, is the first plaintext block P1, is then multi-

plied with the first key matrix K1 of size 8X8, for which a modular arithmetic inverse 

exists. Thus,  

C1 = K1P1 mod 2. 

Here, P1 = [
1 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

]                         (7) 

When K1 is multiplied with P1, as explained above, the resulting matrix contains 

the elements of K1 in the first row and the elements in the remaining two rows are 0s. 

The second row of (6), when rearranged into a 3X8 sized matrix form, constitutes P2. 

This P2 is also of the form given in (7). The second block of ciphertext is obtained by 

multiplying K2 and P2. 

C2 = K2P2 mod 2.                                (8) 

Here also, the first row of C2 is same as the first row of K2 and the elements in the 

remaining two rows of C2 will be zeroes. When all the rows of (6), converted into 

plaintext matrices of size 3X8, multiplied with the respective key matrix Ki, give 

away the first rows of the all the key matrices. 

In the next step, the cryptanalyst chooses a plaintext of form {0, 0, 0, 255, 0, 0, 

…}. 

When this plaintext is converted into its binary form in a columnar fashion, will be 

of the form 

[
 
 
 
 
 
 
 
0 0 0 1 0 0
0 0 0 1 0 0
0 0 0 1 0 0
0 0 0 1 0 0
0 0 0 1 0 0
0 0 0 1 0 0
0 0 0 1 0 0
0 0 0 1 0 0

… 24 columns

]
 
 
 
 
 
 
 

                                 (9) 
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Each row of this matrix, when converted into a matrix of size 3X8, in a 

columnwise fashion, each of those matrices will be of the form 

Pi = [
0 1 0 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

] i=1 to 8                   (10) 

Each of these Pi, when multiplied with the corresponding Ki, i=1 to 8, will give the 

ciphertext Ci, i=1 to 8. The first row of each of the Ci will be same as the second row 

of the Ki, i=1 to 8. The elements of second and third rows of Ci will be zeros. Thus, 

the second chosen plaintext reveals the second row of the key matrices Ki. 

Third chosen plaintext of the form{0,0,0,0,0,0,255,0,0,…}, when converted into 

their binary equivalent and arranged in the form of a 3X8 matrix, will appear as 

Pi = [
0 0 1 0 0 0 0 0
0 0 0 0 0 0 0 0
0 0 0 0 0 0 0 0

] i=1 to 8                   (11) 

This will reveal the third row of all the Ki. Thus, with 8 chosen plaintexts, all the ele-

ments of the Ki will be revealed and the cipher is broken. It can be noted that the size 

of the plaintext block, size of the key matrix, number of blocks or any other factor 

will not affect the cryptanalytic attack. The cipher is conclusively broken. 

4 Conclusions 

The major vulnerability of the classical Hill Cipher is the known plaintext. If the 

plaintext [P] is taken in the form of a matrix of size nXn, which is then multiplied 

with the key matrix [K], also of size nXn, the ciphertext C is obtained as 

C = KP mod x, where x is the number of characters in the domain of the alphabet. 

If P is known and if P can be inverted (modulo x), then such P-1, when multiplied by 

C, will give away the key matrix K. 

C = KP mod x. 

CP-1
 mod x = KPP-1 mod x = K. 

In the Target Cipher, authors assumed that P is taken in the form of a rectangular 

matrix, for which no modular arithmetic inverse exists. Thus, the known plaintext 

vulnerability vanishes and the cipher becomes strong. However, there are other ways 

in which a cipher can be broken as illustrated in this paper. 

Any non-trivial cipher has to be an iterated one, with multiple operations applied 

on the plaintext in each of the iteration to make the cipher robust and to be resistant to 

rigorous cryptanalytic attacks. In the Target Cipher, that part is lacking. A single key 

matrix multiplication can never be a good encryption technique. 

Many variants of the classical Hill Cipher have been broken by various researchers, 

which have only a single matrix multiplication. However, multiple operations in each 

iteration as specified in Fiestel Structure offer better performance. All the modern 

block ciphers follow this pattern. 
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