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Abstract—In recently years, privacy-preserving data mining 

has become more import and attractedmore attention from 

data mining community. Among the existing privacy 

preserving models, 𝛆 -differential privacy provides the 

strongest privacy guarantees and has no assumption about 

the adversary’s background information and compute 

ability. However, howto set 𝛆 to satisfy privacy is still an 

open problem. In this paper, we propose a tactic, named 

LPB (Limiting Privacy Breaches), to set the privacy 

parameter intuitively. LPB ensures that, if the prior belief 

about individual is bounded by some threshold, the 

posterior belief, after given the published randomized result, 

is no more than another threshold. 

Keywords-component; differential privacy;privacy 

breaches; privacy-preserving data mining 

I. INTRODUCTION 

Thegreat progress in computer science, 

networking,and storage technologies is resulting in an 

unprecedented amount of digitization of information.In 

concert with this explosive growth of data, data mining is 

gaining more attention from diverse areas such as 

healthcare, social network analysis, online search, and so 

on. However, concerns about privacy of person 

information have emerged globally.The current status in 

data mining research isdevising techniques that 

incorporate security and privacy issues. 

The concept of privacy-preserving data mining has 

been recently been proposed in response to the above 

concerns derived from data mining algorithms.We can 

build many data mining models without disclosing the 

input data
[1, 2]

.Specifically, the implementation of 

privacy-preserving data mining model is mainly 

considering the following two aspects: (1) How to 

preventprivacy leak in the data mining process; (2) How 

to make the data or result more utility.Currently, the field 

of privacy preserving data mining research work has 

focused on how to design privacy principles and 

algorithms to achieve a better balance between these two 

aspects. 

In the last few years,ε-differential privacy[3-6]has 

emerged asa new criterion that provides a more robust 

privacy guarantee, regardless of the adversary’s 

background knowledge.The basic idea ofε-differential 

privacy is to add enough noise to theanalysis results 

performed on a sensitive dataset before the result 

published. Specifically, given any two databases that 

differ on exactly onerecordr, a data mining algorithm 

that satisfiesε-differentialprivacy will output randomized 

results with almost identical probability distributions. 

The randomized results ensure that it ishard for the 

adversary to identify any individualrecord in the dataset, 

even if the adversary knows the informationof all 

remaining records. 

However, there are two problems inε-differential 

privacy. The firstis that ε just limits how much one 

individual can affect the resulting model, not how much 

information is revealed about an individual[7].This issue 

will lead individuals to be easily identified by the 

adversary after he observes the randomized result. The 

second is thatthere is no intuitively policy to set the 

privacy parameter ε . Paper [7] proposed a 

definitionρ-differential identifiability that provides the 

same guarantees as differential privacy, but the parameter 

ρ bounds the probability estimate that an individual 

contributed to the resulting model.Therefore, the policy 

makers can set the ε  based the ρ -differential 

identifiability. But ρ-differential identifiabilityassumes 
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that the prior probability of an individual being in the 

input dataset is must the same for all individual.It means 

that ρ -differential identifiability depend on prior 

distribution. However, it is usual that the prior 

probability for all individual is not equivalent, or even 

ishard to know. 

In this paper, we propose a tactic which is 

independent on prior probability, named LPB (Limiting 

Privacy Breaches), to set the ε privacy parameter 

intuitively. LPBformalize the privacy of an individual 

through ρ1 , ρ2 -privacy proposed in paper[8]. Informally, 

ρ1 , ρ2-privacy, where0 < ρ1 < ρ2 < 1, means that if the 

adversary’s prior belief (beforeseeing the randomized 

result) that an individual is in the input dataset is no more 

than ρ1, his posterior belief(after seeing the randomized 

result) that an individual istruly in the input datasetis no 

more than ρ2. In other words, publishing the randomized 

result changes the belief of the adversary by at 

most ρ2 − ρ1. We will give a good intuitively policy to 

set the ε for satisfying a given  ρ1 , ρ2 -privacy 

requirement. In a word, LPB ensures that, if the prior 

belief about individual is bounded by some thresholdρ1, 

the posterior belief, given the published randomized 

result, is no more than another threshold ρ2. 

 The remainingsections of this paper are organized 

as follows. Related works are presented in Section 2. We 

introduce some basic notation in Section 3. In Section 4, 

we show how to limiting privacy breaches in differential 

privacy. Experiments and conclusion appear in Section 5 

and Section 6. 

II. RELATED WORK 

Many privacy models consider individual identity 

disclosure.The key idea of these modelsis to protect an 

individual to be uniquelyre-identified.Samarati and 

Sweeney[9] proposed k-anonymity model.K-anonymity 

ensures thateach record in the table cannot be 

distinguishedfrom other k-1 records in the same group. 

We call these records which are not distinguished an 

equivalence class. Thoughk-anonymity prevents record 

linkage, no constraints are put on sensitive attribute. 

Therefore, the adversary can use homogeneity attack and 

background knowledge attack to infer the sensitive 

attribute value of the victim.Paper[10] proposes the 

diversity principle, calledl-diversity, to prevent attribute 

linkage.Thel-diversity requires an equivalence classto 

contain at leastldistinct sensitive values. 

K-anonymity and l-diversityare good privacy 

models to prevent the adversary from uniquely 

identifying an individual’s record. However, these 

models are targeted to theparticular attack model,and 

they assume the adversary’s knowledge is limited. Due to 

both their vulnerability to 

adversaries’backgroundinformation and their 

deterministic nature, many types of privacy attack have 

been proposed on these approaches derived using these 

models, leading to privacy compromise. 

In contrast, ε-differential privacy, a new privacy 

model from the field of statistical disclosure control,is 

first proposed by D.Work[3]Differential privacy provides 

strong privacy guarantees that do not depend on an 

adversary’s background knowledge. However, 

therehaveno good policies to set the privacy parameterε. 

Paper [7] proposed adefinition of ρ -differential 

identifiabilityas an alternate formulation, parameterized 

by the probability of individual identification. It is the 

first workthat provides a parameterization based on the 

risk of identifying an individual for differential privacy, 

while letting policy makers set parameters based on the 

concept of differential identifiability. 

Our work isan extension version ofρ-differential 

identifiability.We propose a tactic which is independent 

on prior probability, and formalize the privacy of an 

individual through  ρ1 , ρ2 -privacy. 

III. PRELIMINARIES 

In this paper, we assume that a database D contains 

n tuples, i.e.,  1 2, , , nD x x x  . Each 
ix in D takes a fixed 

value from the universeU . Two databases D  and D  

are neighbor databases if they are differing by at most 

one exactly record. i.e.,  1 2, , , ,i nD x x x x   , and 

 1 2, , , ,i nD x x x x    . 

A. Differential Privacy 

Differential privacy requires that the removal or 

addition of a single database record does not 

significantly affect the outcome of any analysis. Formally, 

differential privacy is defined as follow. 

Definition 1. ( ε -differential privacy)[3]:we say a 

randomized algorithm M providesε-differential privacy, 

if for any output O  of M  and for any two neighbor 

databases D and D , we have 
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   Pr PrM D O e M D O            

The above inequality means that the randomized 

algorithm M  always gives similar results on neighbor 

database. This can prevent the adversary to infer any 

records from the output O  of M .The parameter   is 

called privacy budgetand is set to control the level of 

privacy.The lower values of  is, the stronger privacyit 

gives, because  limitsfurther the influence of a record on 

the outcome of analgorithm. 

Laplace mechanism [3]is astandard method to 

achieve differential privacy. Laplace mechanism is based 

on the global sensitivity of function mapping underlying 

datasets to reals. 

Definition 2. (Global Sensitivity): For any function

: df D  , the sensitivity of f  is  

   
1,

max
D D

f f D f D


    

Where D  and D  are any two neighbor databases. 

Laplace Mechanism. For the analysis whose outputs are 

real, a way to achieve differential privacy is to add 

Laplace noise to the true output of a function.Given the 

sensitivity of a function f the addition of noise 

drawnfrom a calibrated Laplace distribution with the 

probability density function  
1

2

x
p x e







  provides 

 -differential privacy. 

Theorem 1[3].For any function : df D   over an 

arbitrary domain D , the mechanism M  

   
d

f
M D f D Laplace



  
    

  
 

Provides  -differential privacy. 

B. Privacy Model 

In this paper, we assume the adversary is an 

informed adversary. The adversary has complete 

information about the universe U , every value in U  is 

known. The adversary knows all information about every 

tuple in D expect one, i.e., he knowsthe D . 

We want to add enough noisy to the data mining 

outcome to achieve differential privacy to prevent the 

adversary infer the unknown value. This goal is not 

achievable if the value in U is overly popular among the 

universe. Therefore, privacy protection should be relative 

to the “prior” of the value in U. To capture such a 

relative notion of privacy, we adapt the  1 2,  -privacy 

originally proposed by paper[8].Consider two neighbor 

databases D and D . The adversary don’t known the  

value of 
nx .Let’s define X as a random variable for the 

description of the adversary’s prior knowledge about

x U . For the adversary, prior to randomization, each 

possible value x U  has probability  Pr X x .Now, 

suppose that therandomized algorithm M returns the 

randomized result  fR M D . R is a random variable 

for the randomized result. Let’s define  Pr X x R r   

as the posterior probability that, given the randomized 

result r , the true value of X  is x . So, we can call 

 Pr X x R r   is the adversary’s ability to infer the 

value victim. We limit this ability by  1 2,  -privacy. 

Definition3. (  ρ1 , ρ2 -privacy) [8]:We say that 

there is a upward  1 2,  -privacy breach with respect to 

a value x for X , iffor all   fr Range M D ,  

1Pr X x     and   2Pr fX x M D r    
 

 

Here
1 20 1    and  Pr 0fM D r    ,  1 2, 

-privacy holds if upward privacy breach if eliminated. 

Essentially,  1 2,  -privacy means that whenever 

the prior does not exceed
1 , the posterior must not 

exceed 
2 . The value of 

1  and 
2  are set by policy 

maker. 

To illustrate, we give an example where the query 

function mean M satisfyingε-differential privacy enables 

the adversary to guess the missing value with high 

TABLE I. POSSIBLE VALUE 

Possible Value Possible Data Set True Mean NoisyAdded Pr[Mf(Di)]=5.401 Posterior Probability 

1 1,2,3,1 7/4 3.291 0.0238 0.0751 

2 1,2,3,2 8/4 3.401 0.0216 0.0682 

3 1,2,3,3 9/4 2.791 0.0372 0.1174 

5 1,2,3,5 11/4 2.291 0.0580 0.1831 

10 1,2,3,10 16/4 1.041 0.1762 0.5562 
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posterior probability.Given  1,2,3,10D  , the value inD is 

drawn from  1,2,3,5,10U  , the sensitivity of the query 

function mean on D  is 16 4 7 4 9 4  . Assume the 

adversary already knows 1,2,3 D , he wants to infer 

the missing value.Assume that 2   and the response 

result 5.041r  . The missing value may be a value from

U . The adversary computes the posterior probability

 Pr fX x M D r  
 

 as theTable I showed. 

We take the possible value 10 for example to show 

the process of computing the posteriorprobability, 

 

 

 

 

 

10

Pr 10 5.401

Pr 10 Pr 5.401 10

Pr Pr 5.401

Pr 10 Pr 5.401

Pr Pr 5.401

f i

f i

f i

i U

f

f i

i U

X M D

X M D X

X i M D

X M D

X i M D





  
 

        
       

       
       





 

Where  iD D i  .Now, we compute  10Pr 5.401fM D  

firstly.As  10 4mean D  , then   1.041R mean D   is 

the noisy added to the real mean value.
9

1.125
8





  

yields 

 
1.041

1.125
10

1
Pr 5.401 0.1762

2 1.125
fM D e



      
 

Assume that the value in U  has the same prior 

probability
1 1 5  , 

 
 

 

10Pr 5.401
Pr 10 5.401 0.5562

Pr 5.401

f

f i

f i

i U

M D
X M D

M D


      
    

 

If 
1 20.2, 0.5   , then this mean M  is not achieve 

 1 2,  -privacy. 

IV. LIMITING PRIVACY BREACHES IN 

DIFFERENTIAL PRIVACY 

This section we describe how to Limit Privacy 

Breaches (LPB) in differential privacy.The core idea is 

to set the privacy parameter   to provide  1 2, 

-privacy. Laplace mechanism add noisy Y  to every 

function response  R f D Y  , where Y  is an i.i.d. 

random variable drawn from a Laplace distribution.To 

achieve  1 2,  -privacy, paper[8] proposed an approach 

ofamplification. 

Definition 5[8]. A randomization operator M  is at most 

 -amplifying for all result  fr M D  if 

Pr
, :

Pr

i

i j

j

D r
D D

D r


   
  

          (1) 

Where 1  ,  iD D i i U   ,  jD D j j U   . 

If M  return the result r , then any dataset 

 D D i i U    may return this result. Therefore, we 

get the following equation according to Laplace 
mechanism. 

 

 

   

1

2

1

2

i

j

j i

r f D

i

r f D
j

r f D r f D

ep D r

p D r
e

e

















  

   
  





           (2) 

Since    i jf D f D   ,simple application of 

thetriangle inequality yields 

   i jf D f D

i

j

p D r
e e

p D r

 

     
  

 

The next theorem 2, also due to [8], relates the 

-amplifying condition to  1 2,  -privacy. 

Theorem 2[8].  1 2,  -privacy is guaranteed if 

the ε -differential privacysatisfies the  -amplifying 

condition for all response values r  of R , where 

2 1

1 2

1

1

 


 


 


. 

The proof can be found in paper [8]. Let us derive 

the connection between   and  1 2,  -privacy from 

theorem2.Follow the equation(2), we get 

2 1

1 2

1

1

i

j

p D r
e

p D r


 

 

      
  

(3) 

Since 1 20 1    , taking the natural log of both sides 

yields 

2 1

1 2

1
ln

1

 

  

  
  

 

, 

2 1

1 2

1
ln

1


 

 




 
 
 

. 

Therefore, we have an import conclusion, for any 

informed adversary if 2 1

1 2

1
ln

1

 


 

 
   

 
, M  is 

achieving  1 2,  -privacy.Laplace distribution requires

0  ,yields 

2 1

1 2

1
ln 0

1

 

 

 
  
 

, 

2 1

1 2

1
1

1

 

 


 


, 
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2 1  . 

This implies that it is impossible to protect the 

privacy of individuals in the database with the 

probability less than the prior probability
1 . 

Observing that, if we set
1 1 m  , where m = U , 

we can get
  2

2

1
ln

1

m 





 


. It means thatρ-differential 

identifiability is the instance of LPB proposed in this 
paper. 

V. EXPERIMENTS 

This section experimentally evaluates the practical 

applicability of LPB. For comparing withρ-differential 

identifiability, weuse the same aggregate 

queries:meanandthe same database Adult Database from 

the UCI, comprised of 48,842 individuals.There are 14 

attributes in the database which is contains 9 categorical 

and 5 numerical attributes. Only 3numerical attributes 

are used in this experiment.The TableII shows the 

description of the database. 

To determine the noise distribution, we must 

calculate the f . For example, assume the adversary 

knows age of every individual except one. The possible 

value the adversary would guess is 1~99. Therefore, the 

sensitive    90 17

90 17
0.0015

48842
f f D f D


     . An 

adversary’s probability of a correct random guess is 1/|U| 

which is presented in the Table II as RG. 

TABLE II. DESCRIPTION OF ADULT DATABASE     

Attribute Max Min Sensitive RG 

age(AG) 90 17 0.0015 0.0137 

education-num(EN) 16 1 0.0031 0.0101 

hourse-per-week(HW) 99 1 0.0020 0.0625 

 

 

Figure 1. Themagnitude of thenoisy added versus breach level 

pho1with pho2 = 0.5 

In our first set of experiments, we examine how much 

noisy should be added when the prior probability
1  

varying with
2 50%  .LPB shows that the magnitude of 

the noisy added not only depend on the posterior 

probability, but also depend on the prior probability. 

Figure 1 shows how noisy depend on the privacy 

requirement. We require that there are no breaches with 

the prior below 
1  and posterior at 

2 50%  , where 

1 1% 10%   . As we see in the figure 1,the magnitude 

of the noisyadded (  )increases when the prior 

probability
1  increases. That means the smaller the 

value 
2 1   is, the more noisy is needed. Therefore, 

for some prior probability more than the probability of 

random guess
1 1 U  , differential identifiability gives 

less noisy to protect  1 2,  -privacy. 

To show thereliabilityof results fromLPB, the 

results of 1000 queries for mean on attributes of age, 

hours-per-week, and education number as 
1  and 

2  

varied are demonstrated in Figure 2~4.The vertical axis 

gives the noise ratio: 

 
 

Noise ratio NR  
range

R f D

U


  

Where R is a response and max minrangeU    is the 

range of the domain. The legend is presented in the 

Figure 2(b), other figures2 ~ 4are the same. Q1 means 

the 25
th

 percentile, and Q3 is the 75
th

 percentile. 

As the figures show, all the responses are close to 

the true answer.When 
1  is fixed, increasing

2 , more 

noisy is needed to protect  1 2,  -privacy, this is the 

same as differential identifiability. However, differential 

identifiability is dependent on the same prior 

probabilitywhich is set to the random guess 1/|U| while 

our work is not.Setting
2  to 0.2, we can see that (from 

left to right) when 
1  increases, the noisy needed also 

increases because   getting bigger (showed in Figure 

1). 

Figure 5 studies the information for differential 

privacy as the values of   varies.Figure 5 shows that 

LPB can achieve the same effect as the  -differential 

privacy.However, for  -differential privacy, how to set 

the privacy parameter  is a difficult problem.Most 

worksetparameters throughexperiences or experiments, 

while the way of setting privacy parameters by LPB has 

a better semantic interpretation which is that we must set 

  to achieve  1 2,  -privacy. 
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VI. CONCLUSIONS 

In this paper, we propose a tactic to set the privacy 

parameter for  -differential privacyintuitively. 

Compared to differential identifiability which assumes 

that the prior probability of an individual being in the 

input dataset is the same for all individual, our work 

provides a more flexible privacy parameter setting 

methods which do not depend on the prior probability.In 

the future work, we intend to investigate other version 

differential privacy such as probability differential 

privacy [11]support  1 2,  -privacy as well. 
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Figure 2. Noise Ratio for Age 
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Figure 3. Noise Ratio for Hours-per-week 
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Figure 4. Noise Ratio for Education Number 
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Figure 5. Noise Ratio for Differential Privacy 
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