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Abstract

Security protocols have been recently found with
subtle flaws due to incomplete or ambiguous specifi-
cation. Although formal methods have remarkably
assisted in protocol analysis, they ignores the effect
of hostile/uncertain environment, which might lead
to inconsistent belief that can be held by principals
in delivered messages. This discrepant belief may
prevent us from representing the insecurity and un-
certainty in a real trading situation. Unfortunately,
the current approaches lack the ability to handle
the inconsistent belief. This article presents a prob-
abilistic method, which intuitively measures the be-
lief from different principals that can be put on the
goal of the protocol. The experiments demonstrate
our method is useful to enhance the protocol analy-
sis.
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1. Introduction

Security protocols have been widely used to achieve
not only data confidentiality, integrity, and au-
thentication, and various desired security proper-
ties. However, some protocols are recently found
to be subject to subtle flaws due to ambigu-
ous/incomplete design and malicious communica-
tion environment [1]. Belief is referred as a prin-
cipal’s view of secure messages, which can be in-
troduced directly or inferred through perception,
assumption or communication between principals
rather than an individual. Although a variety
of formal methods, representing the belief and/or
knowledge have been successfully used to analyze
the protocol, they are either concerned with mea-
suring the trust that can be put on the goal by the
legitimate communicants using beliefs of the prin-
cipals, or analyzing the security of a protocol by
examining the knowledge gained by an intruder in
the process of the protocol [2].

They ideally assume that the principals and
communication channel are secure and trustwor-
thy. However, in a malicious environment, the be-
lief of principals in secure messages can no longer
be justified. Furthermore, the above formal meth-
ods usually fail to model insecurity. This may lead
to inconsistent beliefs between principals and pre-
vent us from correctly evaluating the performance
of the protocol. Thus, it is important to have the
capability of modeling the imperfect working con-
ditions and verifying the protocol under such cir-
cumstances.

The inconsistency in knowledge base has been
widely studied in the past few years. The stud-
ies focus on either merging inconsistent knowl-
edge [8] or measuring inconsistency between knowl-
edge bases [7], whereas they rarely talk about the
handling of inconsistent beliefs in secure messages.

Fagin and Halpern [6] presented probabilistic
methods to deal with uncertainty and partial be-
lief. They have been successful in handling the un-
certainty and putting emphasis upon the beliefs of
principals. In addition, Campbell et al. [2] pro-
posed a probabilistic semantics for BAN logic [1]
by adding capability of modeling less than perfect
working conditions and drawing conclusions in such
cases. However, the required inexact reasoning is
computationally expensive. Thus, it is critical to
deal with the inconsistent belief and enhance the
formal proof of the protocol.

This paper presents how to deal with the incon-
sistent belief between principals by allowing prob-
abilistic rules. It proposes a probabilistic semantic
for ENDL [3](extension of non-monotonic dynamic
logic), in which the probabilities of sentence and
rule are viewed as observed belief and inferred be-
lief, respectively and can be modeled in various lev-
els of detail. A numeric estimation to the partial
belief is presented by computing the minimum trust
in the authenticated goal of the protocol in terms
of QC logic [7]. The results are applied to SET
protocol [5].

The rest of this paper is organized as follows.



In Section 2, we present the basic concepts of this
article. Section 3 shows how to deal with the incon-
sistent belief in secure messages. The experiments
are showed in Section 4. Section 5 concludes this

paper.
2. Preliminaries

2.1. Formal logic, probability

and belief

Some recent work regarding probabilistic logic can
be found in [2]. We will be concerned here with
the probability assigned to a set of assumptions and
inference rules and relate them to the probability of
conclusions which can be derived from them. These
probabilities are useful to express less than certain
assumptions and rules in the formal proof of the
correctness of protocols.

A formal logic used to verify security proto-
cols includes a set of sentences and inference rules,
such as “knows (Alice, k)”. The sentence is formed
in terms of the syntax of the logic. It generates
meaningful statements according to its semantics.
An inference rule actually indicates the relationship
between a collection of sentences.

Let S be the set of sentences in the formal logic
and S be the closure of S which represents the set
of whole sentences derived from the S by applying
the rules R of the logic. A sentence ¢ can be true
or false. The actual sentence, however, must be in
one of true and false, but we might not know which
one. Thus, we need to model this less than certain
situations by using probability.

Let B =8 U R. Define the probability space
(W, F, P) for B, in which the sample space W
is a nonempty set and is known as outcomes, the
events F denote sets of outcomes, and the proba-
bility measure P is a function that assigns to each
event a probability between 0 and 1. Consequently,
for each w € W, there is a truth assignment a —
w(a) = 0 or 1 defined on B, the probability of a €
B by

p(a) =p ({w: wla) =1}).

Let ¢ be any conclusion that can be inferred
from B. We can extend the truth assignment to
¢ by defining w(c) = 1 only if there is a proof of
¢ from B. In other words, we have w(a) = 1 for
each sentences or inference rule g used in this proof.
The probability of a conclusion ¢ € A can then be
defined by

p(e) =p ({w: w(c) = 1}).

The set W actually represents the state of the
world. In each state, some of the sentences in S
and inference rules are valid. The probability p
describes the degree of belief in the conclusions.
The probability of a conclusion ¢ can be defined as
the probability that the proof of ¢ from B is valid.
It actually depends on the probabilities that the
assumptions and rules are trustworthy. Therefore,
it is necessary to attach probabilities to rules to
model the insecure environments.

2.2. Semantic definition

A principal is a main participant in a protocol. A
set of secure messages M is a finite set of sentences.
We say M supports a sentence « if M implies o and
trusts it (i.e., M Egupport ), and M opposes « if
M implies ma (M Esupport —¢) and distrusts it.

Suppose Py, Pa, -+, P, (n > 1) are the princi-
pals of the protocol and w is a function that assigns
each of the principals a non-negative number rep-
resenting the weight of the principal. The weight
function w is intended to capture the relative de-
gree of importance of the principals. The smallest
number that can be assigned to a principal is zero.

The following constructs defined in [3] present
the basic processes of messages:

e sends(X, Y, m) represents the messages m
was sent from principal X to principal Y.

e knows(X, m) represents principal X knows
the message m.

e sees(X, m) represents principal X receives the
message m.

e fresh(m) represents the message m is fresh.

e believes(X, Y, m) represents principal X be-
lieves the message m is fresh and really from
Y.

e authenticates(X, Y, m) represents principal
X Dbelieves that the message from principal Y
is authentic.

e {m}x represents the message m is encrypted
using the key K.

We also want to express facts that cannot be
conveniently expressed by atomic sentences. The
atomic sentences can be combined by logical oper-
ators, such as =51, S1 A So, S1 V Ss.

As the symbols describe, the checking of a mes-
sage authenticity could be viewed as the combina-
tion of a set of constructs. In [1], they make a real-
istic assumption that each principal can recognize
and ignore his own messages; the originator of each



message is included for this purpose. However, this
cannot exclude the possibility that different princi-
pals may have inconsistent beliefs in the message.

Sentences in the ENDL can generate vari-
ous statements. The first type of sentences is
the atomic sentence described above such as the
sends() and sees(). It shows what knowledge are
available to the principals in a transaction. In
[2], these sentences are assigned a generalised truth
value 1 in all possible states. However, the mes-
sages may not be always consistent in all states but
can be missing or tampered in a hostile environ-
ment. It is unreasonable to continuously assign a
truth value 1 to the sentences since the principals
have inconsistent beliefs in them. In this article, we
use the support of sentences as the truth value by
extending the semantics of ENDL. The details can
be seen in Section 3.

The second type of sentences include the ax-
ioms of ENDL, which represent the basic entail-
ment relation with respect to encryption, decryp-
tion, key allocation, signature and authentication.
For example, the principal P should know its own
private key. The sentences below present the fun-
damental entailment relations of ENDL.

(1) F knows(P, m) — sends(P, @, m). This
means if the principal P knows m, then P can send
m to another principal Q.

(2) F sends(P, @, m) — sees(Q, m). This
means if P sends m to @, then @ will see m.

We will assign the generalised truth value 1 to
similar sentences since they have been proved to be
true. In ENDL logic [3], sends, knows, sees and
fresh are primitive operators. They can be repre-
sented as a compact form, namely rules.

F knows(P, m) X sends(P, Q, m)x
fresh(m) x sees(Q, m) = believes(Q, P,
m)

There are three fundamental rules in ENDL
that are used for the authentication of messages.
They are derived from the authentication axioms
of ENDL and have been proved to be true.

(1) F knows(X, m) x knows(X, S(<IDy, T,
H(m)>, Spv(Y))) X knows(X, Spb(Y)) = au-
thenticates(X, Y, m).

(2) F knows(X, m) x authenticates(X, Y, H(m))
= authenticates(X, Y, m).

(3) F knows(X, Spb(Y)) x knows(X, S(<IDy, T,
Spb(Y)>, Spv(CA))) x knows(X, Spb(CA))
= authenticates(X, Y, Spb(Y)).

where IDy is Y’s identity; T is the timestamp;
H(m) is the hashing of message m; and Spv(Y)

and Spb(Y) represent Y’s private and public sig-
nature key, respectively. The definition and use of
timestamp can be found in [4].

Inference rules of ENDL play an important role
in generating new beliefs according to the existing
beliefs of principals and their available messages
during the transaction. The probability that a rule
holds can be defined as the probability that given
that the beliefs of the conditions of the rule are
true, then the belief of the conclusion of the rule is
also true.

Definition 1 . Let |=support be a supporting re-
lationship. For a set of secure message M, M
Esupport 15 defined as follows, where o is an atom
in A, and each of them virtually denotes a message.

Ms Esupport & Iff “knows(S, a)” A “fresh(a)”

Mpr Esupport & iff “believes(R, S, a)” A “fresh(a)”
Mr Esupport @ iff “believes(T, S, a)” A “fresh(c)”

where Mg, Mr and My denote the set of messages
of sender, receiver and the third party, respectively.
In particular, the use of timestamp guarantees the
message « is not a replay and really from the ex-
pected principal.

Definition 2 . Let |=patch be a matching relation-
ship. For a set of secure messages M, M =, qtch s
defined as follows, where R is a set of rules used to
authenticate messages.

Mg ':match r iff “3 MR, C Mr,dr € R” and
“Mg' matches "

Mr Ematen v iff <G My C My, 37 € R” and
“Mp" matches 17

where the principal intends to find required mes-
sages to match the rule. If there is an inference rule
that can be satisfied by the obtained messages, it is
true; otherwise false. S is the initiator of the mes-
sage. Therefore he/she just verifies the message m
in terms of the supporting relation defined above
but does not need to match the inference rules.

Definition 3 . Let Equin be a belief relationship.
For a set of secure message M, M |Equin, m is de-
fined as follows, where m is a message needed to be
authenticated.

MS’ ':auth m iff “MS ):support m”

MR ':auth m iff “MR ):support m” and
“Jr S Ra MR ':match r’

Mr ':auth m iff “Mp }:support m” and
“EITE Ra MT ':match r’



The above definitions actually represent the
transition of beliefs when authenticating the mes-
sage. They will be operated in order during the
authentication.

3. Handling inconsistent beliefs
in secure messages

3.1. Quality of support using
minimal QC model

This section describes QC minimal model, and
measures the observed belief of principals. QC [7]
logic is motivated by the need to deal with belief.

Definition 4 . Let A be a set of atoms. Let O be
the set of objects defined as follows, where + « is a
positive object, and —a is a negative object.

O={+alac Al U{-a|ac A}

We call any X in p(O) a QC model. So X can
contain both +a and —« for some atom a.

For each atom « € £, and each X in p(0), +«o
€ X means that in X there is a reason for the belief
a. Similarly, —a € X means that in X there is a
reason against the belief —a. To measure inconsis-
tency, the minimal QC model (MQC) is often used.
A minimal QC model of M is a QC model X of M
such that for every subset ¥ C X, ¥ ¢ QC(X).

Example 1 . Suppose My = {«a, BV v} and M,
={aV B, ~aVy}. Wehave MQC(M;) = {{+a,
+8}, {+a, +7}}, MQC(Mz) = {{+a, +7}, {-a,
+6}, {46, +71}

Definition 5 . Let M be a set of secure messages
and let X be a MQC of M. The support function
from A to [0, 1] is defined below when « is not
empty, and supp(M, B) = 0.

|+«
supp(X,a) = Ta U —a] x 100 (1)
where || is the number of occurrence of the set of
a in X. If supp(X, o) = 0, then we can say X has
no opinion upon « and vice versa; if supp(X, a) =
1, it indicates that there is no negative object —«
in X.
Furthermore, the support between o and M is
defined below.

Definition 6 . Suppose Xy, Xo, ---, Xi are all
MQC models of M. The support between M and a
sentence « is defined as the mean of all supp(X;,

a).

k
supp(M, o) = Z supp(X;, a)/k (2)
i=1
where if supp(M, o) = 0, it indicates « is not sup-
ported by M at all.

We must check whether « is fresh or not like
Definition 1. If the o may be identified as a replay,
it will be reported to the user, rather than calculat-
ing the support. The obtained support represents
the observed belief. To decide the trust in the goal,
we need to consider the weight of principals and the
probability of inference rules together.

3.2. Evaluating inconsistent

beliefs

This article aims to know the degree that in X’s
view the message m sent from Y is authentic. The
satisfiable conditions can be seen in Definition 3.

Definition 7 . Let m be an authenticated goal, let
Belp(m) be the belief of the principal P in m, P €
{S. R, T} and let pr(r) be the probability of rules
that can be used by P to authenticate m. The belief
of principals in a statement m can be defined as
follows.

Bels(m) = supp(Mg, m) x wg
BelR(m) = pR(T’) * WR
Belp(m) = pr(r) * @r

where wg, wpr and wr represent the assumed belief
of S, R and T, respectively; the sender only needs
the assumed belief and observed belief (supp(M g,
m)) to authenticate m; the probabilities of pg(r)
and pr(r) rely on the observed belief of R and the
observed belief of T, respectively. The details can
be seen in the followings.

Although a number of methods were used to
identify the weight of principals using specified cri-
teria, it is not our emphasis to discuss the weight
of principals in this article.

Until now, we have not referred closely to how
the probability of the inference rules is specified.
To authenticate a message m, the user has to check
whether the held messages match at least one of
the known rules. Sometimes, there might be more
than one rule that can be satisfied.

Let ry, 7, - -+, 7, be a set of available inference
rules. Suppose Pathp represents a subset of rules
that is used to authenticate the statement m.
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Fig. 1: Authentication path

Example 2 . Consider a process of authentication
shown in Figure 1. R can authenticate statement
m by using two paths including rule; and rules.
Nevertheless, Mp verifies m by using rules only.
More generally, we have Pathr = {rule;, ruley}
and Pathy = {rules}.

If an authentication includes one path only, it
is simple to compute the probability of the rule by
using conditional probability. However, if there are
multiple paths, it is necessary to use the probabilis-
tic model to describe the probability of each way.

Suppose A = {A;1, ..., A,} denotes the condi-
tionsof r: A1 x ... x A, = B. As described above,
the probability of a rule, namely p(r), is a con-
ditional probability based on the conditions. The
conditions are independent with each other since
they represent independent sentences. We have

p(r) = p(B|A1Az -+ Ay)

— p(AB)/p(A) = p(AB)/ [] p(4:)
i=1
where p(A;) > 0 and p(B) can be measured by
using the support defined in Definition 6. Note,
p(r) =0if 3 p(4;) = 0.

Furthermore, we have p(4) + p(B) — 1 <
p(AB)< p(B) according to probability theorem.
Consequently, we can obtain a probability interval
regarding the rule. The minimum is selected as its
probability to calculate the belief, namely

otherwise 0

{ if TIizy p(Ai) # 0, (p(A) +p(B) = 1)/ TT;=; p(Ai)

(3)

Definition 8 . Let r;: A;1 X ... X Ay = ¢ and
ri: Aj1 X ... X Ajp = ¢ be two inference rules, i
# 4. The r; is said to be independent of r; if {41,
v Ain} N{Aj1, ..., Aji} = 0; otherwise they are
said to be dependent. We have

(1) p(r; U rj)= p(ri) + p(r;), if r; is independent
of rj;

(2) p(r; U ry) = p(ri) + p(ry) — p(ri) * p(ry), if
r; and r; are dependent with each other.

Example 3 . Suppose r1: ‘X knows m’ x ‘X
knows Y’s digital signature on m’ x ‘X knows Y’s
public signature key’ = ‘X authenticates Y, m’ and
ro: ‘X knows m’ x ‘X authenticates Y, H(m) = ‘X
authenticates Y, m’ are two rules. r is not inde-
pendent of ro because they have a common condition
‘X knows m’.

Suppose n rules including r, ---, 7, are used

in the authentication. This gives

P( 7’1’,)281752+S3+-..+(71)n+15n

-

=1

where s1 =Y. | P(r;), s2 = Di<icjen P(riry), s3
= Zl§i<j<k§n P(rirjr), -+ 8 = P(rirj---my).

Suppose {rgri, --+, rrx} and {rr1, -+, r71}
are two set of rules used to validate m by R and T,
respectively. Therefore, we have

k
pr(r) =p(|Jrri) (4)
=1

!
pr(r) = p(U TTi) (5)

Refer to the strict weighted majority mentioned
in [8], the combined weight of the support for m
should be over 50% of the total weight. Let n be
the threshold of weight. We have

n= Z wp/2 (6)

Pe{S,R,T}

We can work out the sum of the beliefs of S, R
and T regarding m.

Bel(m) = Belg(m) + Belg(m) + Belr(m) (7)

Then the user is able to determine whether m is
secure or not according to the discriminant below.

if Bel(m) > n, m is believed to be secure
otherwise m 18 insecure

4. Experiments

We now look at an experiment of dealing with in-
consistent belief in secure messages using a simu-
lated data from SET protocol. For simplify, it as-
sumes that all messages are fresh and the principals
are trustworthy.

Ms :{a,ﬂa,ﬁ,¢,¢,9,aAﬁA9—>7,5},
Mg = {~a, a, ¢, p, 7y, ¢ AN =y — =0, =6} and
My ={a, B, ¢, v, 0,7, 0}. Let ¢ = ‘the hashing



of message m’ and gpl = ‘A authenticates ¢’. Let
a = ‘message m’, B = ‘the sender’s private signa-
ture key Spv(S)’, ¢ = ‘the sender’s public signature
key Spb(S)’, 0 = ‘the sender’s identity IDg’, v =
‘the sender’s digital signature S(<IDg, T, H(m)>,
Spv(8)) and & = ‘authenticated m’. Let o' = ‘A
knows o’, qb/ = ‘A knows ¢’, 'y, = ‘A knows v’ be
statements, which are three conditions of the infer-
ence rule 71 o X ¢ X 'y/ = 0. Let wg = wr =
0.4 and wr = 0.9.

Two rules can be used to authenticate « in this
experiment. The user can use not only ry: o x ﬁl
X 4" = ‘A authenticates o’, and another rule ro: o
X ¢ = ‘A authenticates ’. It is noted that there
is an intersection between the conditions {a/, /6',
7'} of r1 and the conditions {a’, ¢’} of 2, namely
{o, 8,7 n{d, ¢} ={a}.

We can first generate MQC(Mg) = {«, —a, ¢,
ﬂv 97 ¢7 Y 5}3 MQC(MT) = {Oé, ﬂa 2 07 ¢7 s 5}
and MQC(MR) = {av -, p, ¢, 20, 7, _‘5}

According to the formula (1), we have
supp(M s, a) = supp(Mg, a) = 0.5, supp(Mr,
a) = 1, supp(Ms, B) = supp(Mr, B) = 1,
supp(M g, B) = 0, supp(Ms, v) = supp(Mr, v) =
1, supp(M R, v) = 0, supp(M s, §) = supp(Mr, J)
=1, supp(M g, 0) = 0, supp(M s, ¢) = supp(Mr,
@) = supp(Mg, ¢) = 1.

Then Belg(m) = supp(Mg, a) x wg = 0.2.
According to the formula (3), (4) and (5), we have
pr(r1) = (supp(M g, a) *supp(Mg, B)* supp(M g,
¥) + supp(M g, 0) — 1)/ supp(M g, ) * supp(M g,
B) * supp(MR, v) = 0; pr(r1) = (supp(Mr, )
ssupp(Mr, B)* supp(Mrp, ~v) + supp(Mp, 6) —
1)/ supp(M7, o) * supp(Mr, B) * supp(Mr, 7)
= 1; pr(r2) = (supp(MR, @) * supp(Mr, ¢) +
supp(M g, 0) — 1)/supp(Mg, a) * supp(Mg, ¢)
= 1; pr(r2) = (supp(Mr, o) * supp(Mr, ) +
supp(Mr, 6) — 1)/supp(Mr, a) * supp(Mr, p) =
1.

Thus, pr(r) = pr(r1) + pr(r2) — pr(r1) *
pr(r2) =0+ 1 —0=1and pr(r) = pr(r1) +
pr(ra) — pr(r1) = pr(ire) =1+ 1 —-1=1. We
have Belgr(m) = pr(r) * wr = 0.4 and Belr(m) =
pr(r) * wr = 0.9. As a result, m is believed to be
secure in this transaction using the protocol due to
Bel(m) = 1.5 > 5 = (0.4 + 0.4 + 0.9)/2 = 0.85.

5. Conclusions

Formal methods have played an central role in
analyzing security protocols. However, they do
not consider the modelling of insecurity, which
may lead to inconsistent beliefs between principals.

With the increasingly varied and complex proto-
cols, it is necessary to handle the inconsistent be-
lief and correctly measure the trust in the goal of
the protocol. This article proposed a probabilis-
tic method to intuitively measure the inconsistent
beliefs between principals, and intended to merge
the inconsistent belief by a weighted majority crite-
rion. In particular, the features of secure messages
are taken into account. The presented experiments
demonstrate that our method is able to comple-
ment and enhance the formal proof of correctness
of the protocol.
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