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Abstract. Heartbleed is a catastrophic bug in the OpenSSL which is a widely used implementation 
of the Transport Layer Security (TLS) protocol on the Internet. The Heartbleed bug which allows 
attackers to get sensitive information such as the secret keys, the user names, passwords and the 
actual content is a serious security threat to E-commerce. We proposed a Snort rule-based approach 
to detect the heartbleed bug. Experiment results show that the presented approach is suit for 
detecting the Heartbleed bug. 

1 Introduction 

A newly discovered bug in widely used Web encryption technology has made data on many of 
the world’s major websites vulnerable to theft by hackers in what experts say is one of the most 
serious security flaws uncovered in recent years. This catastrophic Internet bug is called Heartbleed 
[1]. The Heartbleed bug [2] allows attackers on the Internet to read the memory of the systems 
protected by the vulnerable versions of the OpenSSL software. This compromises the secret keys 
used to identify the service providers and to encrypt the traffic, the names and passwords of the 
users and the actual content. This allows attackers to eavesdrop communications, steal data directly 
from the services and users and to impersonate services and users. So this bug is catastrophic to E-
Commerce applications in which the OpenSSL is widely used [3]. 

The Heartbleed bug is the result of a mundane coding error in OpenSSL, the world's most 
popular code library for implementing HTTPS encryption in websites, e-mail servers, and 
applications [4]. The result of a missing bounds check in the source code, Heartbleed allows 
attackers to recover large chunks of private computer memory that handle OpenSSL processes. The 
leak is the digital equivalent of a grab bag that hackers can blindly reach into over and over simply 
by sending a series of commands to vulnerable servers. The returned contents could include 
something as banal as a time stamp, or it could return far more valuable assets such as 
authentication credentials or even the private key at the heart of a website's entire cryptographic 
certificate. 

After carefully study the source codes of Heartbleed, we proposed a Snort rule-based approach to 
detect the Heartbleed bug by checking the network flows. The experiment results show that the 
proposed method is easy and efficient in Heartbleed bug detection. 

In the remaining sections of the paper, we first describe the Heartbleed bug including the 
OpenSSL hierarchy in section 2. Then we discuss the proposed Snort-based approach to detect the 
Heartbleed bug in section 3. Finally, we state our conclusions in section 4.  

2 Heartbleed Bug 

2.1 OpenSSL 
The OpenSSL Project [5] is a collaborative effort to develop a robust, commercial-grade, full-

featured, and Open Source toolkit implementing the Secure Sockets Layer (SSL v2/v3) and 
Transport Layer Security (TLS v1) protocols as well as a full-strength general purpose 
cryptography library. The project is managed by a worldwide community of volunteers that use the 
Internet to communicate, plan, and develop the OpenSSL toolkit and its related documentation.  

2014 International Conference on Computer Science and Electronic Technology (ICCSET 2014)

© 2015. The authors - Published by Atlantis Press 312



OpenSS
Hudson. T
that you ar
simple lice

OpenSS
to and from
sense of it.

The inte
Figure 2. 

2.2 Heartb
An info

releases of
check in th
allow an a
This mean
Internet B
connected 

The TL
Length, Pa

As show
other side r

In the 
controlled 

SL is based
The OpenSS
re free to g

ense conditi
SL is a popu
m computer
. The hierar

eractive pro

Clie

Fig.
bleed Bug 
ormation dis
f OpenSSL v
he handling

attacker to r
ns, an attack
anking, Em
client or ser
S Heartbea

ayload, and 

Heartbe

wn in Figur
reads and se
code that h
by the attac

d on the ex
SL toolkit i
get and use 
ons [6]. 
ular cryptog
r servers so 
chy of Open

ocess betwe

Client

Serve

Cert

Certifica

ServerH

Cert

Certific

ent

ChangeC

Fin

ChangeC

Fin

. 2 The inter

sclosure bug
versions inc
g of the Tr
retrieve mem
ker can acc
mails, Socia
rver by send
t request m
Padding (F

eat Type

Fig. 3
re 3, the TL
ends a respo
handles TL
cker: 

xcellent SSL
is licensed 

it for comm

graphic libra
that only th
nSSL is sho

Fig. 1 The 
en the serve

tHello

erHello

tificate

te Request

Hello Done

tificate

cate Verify

Se

CipherSpec

nished

CipherSpec

ished

ractive proc

g (CVE-201
cluding 1.0.
ransport La
mory in chu
ess sensitiv

al Networki
ding special

module is com
igure 3). 

TLS He

Heartbea
Payload Len

 The structu
LS heartbea
onse contain

LS heartbea

Leay library
under an A

mmercial and

ary used to 
he service p
own in Figu

hierarchy o
er and the c

Est
cip
Ex

erver

Op
req

Sen
req

Ch
han

cess betwee

14-0160) [7
.1f and 1.0.

ayer Securit
unks of 64 

ve informati
ing sites et

ally-crafted T
mposed of 

eartbeat R

at 
ngth

H

ure of TLS 
at consists o
ning the sam
at requests, 

y develope
Apache-style
d non-comm

digitally sc
rovider and

ure 1. 

of OpenSSL
client that u

tablish protoco
her suite, comp
change random

ptionally send s
quest client cert

nd client certifi
quested

hange ciphersui
ndshake

en the Serve

7] has been d
2-beta1. Th
ty (TLS) he
kilobytes f

ion (read: p
tc. or conte
TLS “heartb
four data st

Request

Heartbeat 
Payload

Heartbeat m
of a reques
me payload 

the payloa

d by Eric A
e licence, w
mercial purp

cramble sen
d the intende

L 
se OpenSSL

ol version , sessi
pression metho
m values

erver certificat
tificate

icate response i

ite and finish 

er and the C

discovered 
his bug is du
eartbeat ext
from a conn
private keys
ents of encr
beat” reque
tructures inc

Hear
Padd

module 
t packet inc
(plus some

ad size is 

A. Young 
which basic
rposes subje

nsitive data 
ed recipient

  

L protocol 

ion id , 
od ; 

te and 

if 

 
Client 

in 1.0.1 and
ue to a miss
tension. Th
nected clien
s, login cre
rypted traff

ests [8]. 
cluding Typ

rtbeat 
ding

  

cluding a p
e other padd
read from 

 

and Tim J.
cally means
ect to some

as it passes
ts can make

is shown in

d 1.0.2-beta
sing bounds
he bug may
nt or server.
dentials for

ffic) from a

pe, Payload

payload; the
ding). 

the packet

. 
s 
e 

s 
e 

n 

a 
s 
y 
. 
r 
a 

d 

e 

t 

313



Here, p 
as a 16-bit 
payload in 

Then th

The pay
source pac

The bug
Therefore, 
sending an

3 Snort-ba

3.1 Snort 
Snort [9

traffic ana
searching/m
overflows,

Snort is
by Sourcef
is the most
400,000 re

Snort c
detection. I
In packet l
program w
program w

One of 
extensive l
needs of yo

A Snort
The rule h
and destina
associate w
extensive l

Here's th
action p
When a

the rules in
the packet.
3.2 Detect

As show
in the hand
thing to do

is a pointer
short integ
the request

he response p

yload length
ket pl to the

g is that the 
the memc

n arbitrary p

ased Detect

9] is an open
alysis and p
matching, a
 stealth port

s an open so
fire. Combi
t widely dep
egistered use
an be conf
In sniffer m
logger mod

will monitor
will then per

the best fea
language th
our own net
t rule can b
eader conta
ation addre

with the rule
library of pl
he general f

proto src_ip 
a packet com
n the rule se
. If all of the
ion Method
wn in Sectio
dling of the

o is to fix the

r to the requ
er: this is th
t packet. 
packet is co

h is stored i
e destination
payload len
py() can re

payload leng

tion  

n source net
packet logg
and can be
t scans, CG
ource netwo
ining the be
ployed IDS/
ers, Snort h
figured in t

mode, the pr
de, the prog
r network t
form a spec

atures of Sn
hat enables y
twork. 

be broken d
ains the acti
sses and po
e, as well as
lug-ins [12]
form of a Sn
src_port di

mes in, its s
et. If any of 
ese compari
d 
on 2.2, we k
e Transport
e bug, and t

uest packet,
he origin of 

onstructed:

nto the dest
n packet bp
ngth is neve
ead arbitrar
gth (up to 64

twork intru
ging on IP
e used to d
GI attacks, S
ork intrusion
enefits of si
/IPS techno
as become t
three main 
rogram will
gram will lo
traffic and 
cific action b

Fig. 4 T
nort is its ru
you to write

own into tw
ion to perfo
orts. The ru
s check a va
. 
nort rule: 
irection dst_
source and d
them are ap
isons return

know that t
t Layer Sec
then to dete

 and payloa
f the 64K lim

tination pac
p. 
er actually c
ry data bey
4K) and an 

usion preven
P networks.
detect a var
SMB probes
n preventio
ignature, pr
ology worldw
the de facto
modes: sn

l read netwo
og packets t
analyze it 
based on wh

The process 
ule engine a
e your own

wo basic pa
orm, the pro
ule options a
ariety of oth

_ip dst_port
destination 
pplicable to
n a match, th

the Heartble
curity (TLS
ect the bug.

ad is the exp
mit per requ

cket, and th

checked aga
yond the sto
undersized 

ntion system
It can per

riety of atta
s, OS fingerp
on and detec
otocol, and
wide. With 

o standard fo
niffer, packe
ork packets 
to the disk.
against a r
hat has been

of Snort 
and languag
n rules, allow

arts, the rule
otocol that t
allow you t
her packet a

t (options)
IP addresse

o the packet,
hen the spec

eed bug com
) heartbeat 

pected lengt
uest). pl is th

en the paylo

ainst the siz
orage locat
payload. 

m, capable o
rform proto
acks and p
printing atte
ction system

anomaly-b
millions of 

or IPS [10].
et logger, a
and display
 In intrusio
ule set defi
n identified

e. Snort's ru
wing you to

e header an
the rule app
o create a d

attributes by

es and ports
, then the op
cified action

mes from a 
extension. 

th of the pa
he pointer t

 
oad is copie

ze of the req
tion of the 

of performin
ocol analys

probes, such
empts, and 

m (IDS/IPS)
based inspec
f downloads
. 
and networ
y them on t
on detection
fined by the
d [11]. 

 

ule engine p
o extend it 

nd options f
plies to, and
descriptive 
y making us

s are then c
ptions are c
n is taken. 

missing bo
So the firs

ayload (read
o the actual

ed from the

quest packet
request by

ng real-time
sis, content
h as buffer
much more
) developed
ction, Snort
s and nearly

rk intrusion
the console.
n mode, the
e user. The

provides an
to meet the

for the rule.
d the source
message to

se of Snort's

ompared to
compared to

ounds check
st important

d 
l 

e 

t. 
y 

e 
t 
r 
e. 
d 
t 
y 

n 
. 
e 
e 

n 
e 

. 
e 
o 
s 

o 
o 

k 
t 

314



To fix th

We can 
the second

To dete
network tra
quite a few

The sec
rate (Figur

3.3 Experi
The exp

version 5.5
the packets
Secondly, 
the results 

We can
experiment

The com
Table 1, bo
rule 1 is be
 

he Heartblee

see from ab
d check chec
ect the Hear
affic with t

w false posit

cond rule ha
re 7). 

iment Resu
periments e
5, and Snor
s with Back
we do the 
of above tw

n get the se
t results are

mparison ex
oth propose
etter than ru

ed bug, we 

Fig
bove codes 
cks to make
rtbleed bug
wo sets of 
tives (Figure

Fig. 6
as a lower 

Fig. 7
ults 
environment
rt version 2.
ktrack5, a fa
same thing

wo experime
ensitive info
e shown in F

xperiment re
ed Snort rul
ule 2. 

 

can do as fo

. 5 The fix c
that do two

e sure that th
g, we propo
Snort signa
e 6). 

6 The rule 1 
false positi

7 The rule 2 

t is with A
.9.5.5. The 
amous bug 
s but with o
ents. 

formation su
Figure 8 and

Fig. 8 Th

Fig. 9 Th
esults betwe
les are high

ollows (Figu

code of the 
o things: the
he actual rec
osed a Snor
atures. The 

 to detect th
ive ratio bu

 to detect th

Apache versi
experiment
scanner, to 
our propose

uch as pho
d Figure 9.

he experime
 

he experime
een rule 1 a
h detection 

ure 5). 

Heartbleed 
e first check
cord length 
rt-based det
first rule ha

he Heartblee
ut might als

he Heartblee

ion 2.4.7, O
ts are carrie
our experim

ed Snort de

ne number,

ent result 

ent result 
and rule 2 ar
rate in dete

bug 
k stops zero-

is sufficien
tection met
as a higher 

ed bug 
o have a sl

ed bug 

OpenSSL ve
ed on as fol
mental 10 w
etection rule

, username,

re shown in
ecting the H

 

-length hear
ntly long.  
thod by ins
detection ra

 

lightly lowe

 

version 1.0.1
llows. Firstl
websites wit
es. At last, 

, applets ve

 

 

n Table 1. A
Heartbleed b

rtbeats, and

pecting the
ate but also

er detection

1f, MySQL
ly, we send
thout Snort.
we analyze

ersion. The

As shown in
bug, though

d 

e 
o 

n 

L 
d 
. 
e 

e 

n 
h 

315



4 Conclusi

The Hea
by the vuln
can work w

Furtherm
languages 
restricted t
formal met
C# and Jav

Acknowle

This wo
61462025)
and Entrep

Reference

[1] Sea
http://blog

[2] The

[3] Wil
https://www
november-

[4] Ope

[5] Hea
http://www

[6] Ope

[7] Ope
cert.gov/nc

[8] Ope
http://www

[9] Sno

[10] Wri

[11] Ope
bug-live-bl

[12] Sid
http://www

Table 1 T

ion 

artbleed bug
nerable ver
well to detec
more, the H
like C with
to writing a
thods. We c
va. 

dge 

ork is supp
); the Natur
preneurship 

es 

an Cass
.existentiali

e Heartbleed

ld at Hea
w.eff.org/de

-2013 (2014

enSSL. http

artbleed 
w.symantec.

enSSL Secu

enSSL 
cas/alerts/TA

enSSL TL
w.kb.cert.org

ort. http://w

ite Your Ow

enSSL ‘hea
log/ (2014) 

ddharth G
w.ijcseonline

The compari

g allows att
rsions of the
ct the Heart
Heartbleed 
hout memor
a small cor
cannot end 

ported by t
ral Science 
Training Pr

sidy. D
ize.com/diag

d Bug. http

rt: Were I
eeplinks/20
4) 

p://www.ope

in 
com/connec

urity Adviso

'Heartblee
A14-098A (

LS heartbe
g/vuls/id/72

www.snort.or

wn Snort Ru

artbleed’ bu

Gujrathi. 
e.org/pub_p

son results 

tackers on t
e OpenSSL
tbleed bug.

is the resu
ry checks a
re system, 
all bugs in 

the Nationa
Foundation
rogram (201

Diagnosis 
gnosis-of-th

://heartbleed

Intelligence
14/04/wild-

enssl.org/ne

Op
ct/blogs/hea

ory. http://w

ed' vuln
(2014) 

at extensio
20951 (2014

rg/ (2014)

ules. http://o

ug live blog

Heartbleed
paper/IJCSE

of detection

the Internet 
L software. 

ult of miss
are unsuitab
preferably 
software, b

al Natural S
n of Hainan 
1211658036

of t
he-openssl-h

d.com/ (201

e Agencies
-heart-were

ews/openssl

penSSL: 
artbleed-op

www.openss

nerability 

on read o
4) 

oreilly.com/

g. http://blo

d Bug: 
E-00277.pdf

n rate betwe

to read the 
Our propos

sing bound 
ble for writi
small enou

but we can w

Science Fo
(613161); 

6). 

the Op
heartbleed-b

14) 

s Using H
-intelligenc

l-1.0.1-note

Take
enssl-take-a

sl.org/news/

(CVE-2

overflow d

/pub/h/1393

og.fox-it.com

AnOpenS
f (2014) 

een Rule 1 a

memory of
sed Snort-ba

check. Som
ing secure c
ugh that it 
write using 

oundation o
the Nationa

penSSL 
bug.html ( 2

Heartbleed 
e-agencies-

s.html (201

e A
action-now 

secadv_201

2014-0160)

discloses s

 (2014) 

m/2014/04/0

SL Hear

and Rule 2 

 

f the system
ased detect

ome popula
code. They 
can be che
managed co

of China (6
al Students' 

Heartbleed
2014) 

in Novem
-using-heart

4) 

Action 
(2104) 

140407.txt (

). https

sensitive in

08/openssl-

rtbeat Vu

ms protected
ion method

r computer
need to be

ecked using
ode such as

61262077，
Innovation

d Bug,

mber 2013?
tbleed-

Now!

(2014) 

s://www.us-

nformation,

-heartbleed-

ulnerability,

d 
d 

r 
e 
g 
s 

n 

, 

? 

 

-

, 

-

, 

316



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.7
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects true
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Required"  settings for PDF Specification 4.01)
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




