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Abstract—Edon80 is a hardware binary additive synchronous
stream cipher submitted to the last phase of the eSTREAM
project. The core of the cipher consists of quasigroup string e-
transformations and it employs four quasigroups of order 4. The
internal structure of Edon80 is highly pipelined, making it
scalable from the speed of processing point of view. The best
attack on Edon80 is the key recovery attack given by Johansson
and Hell. In this paper, we give a modification to the Keystream
Mode of Edon80 to resist the key recovery attack, and the
modification keep the high parallelizability of Edon80.
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I. INTRODUCTION

Edon80 is a hardware stream cipher submitted to the last
phase of the eSTREAM project. It was designed by Gligoroski,
Markovski, Kocarev, and Gusev and its original description is
given in [1]. Kasper et. al shown in [2] that the
implementation of Edon80 requires only 2922 gates and it
offers good scalability.

Hong indicated in [3] that the period of the keystream
sequence could be quite small with some small probability.
This was further studied by the designers of Edon80 in [4, 5]
and Xu in [6]. But this property could not be utilized in any
kind of attack.

Johansson and Hell [7] use the analysis of the periods of
the keystream of Edon80 in [5] to mount an attack that can
recover the key with complexity around 2%. This is the most
advanced attack on Edon80, with a concrete setup that shows
how to recover the secret key [8]. By adding just a few more
e-transformations to the chain of 80 can not to resist the attack,
but doubling the e-transformations to 160 times would be
sufficient to counter the attack. However, such a modification
would double the cost of the hardware and the number of the
required gate[7].

In this paper, we will give a modification to Edon80
without adding any e-transformation to resist the key recover
attack given by Johansson and Hell. The paper is organized as
follows: In Section 2, we give a brief description of the key
stream generation in Edon80, in Section 3, we give a detail
description of the key recovery attack by Johansson and Hell,
in Section 4, we give the modification of Edon80 to resist the
key recovery attack. Finally, in Section 5, we give a
conclusion for this paper.
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Il. DESCRIPTION OF EDON8O

A quasigroup is an ordered pair (Q,*), where Q is a set and
* iS a binary operation on Q, such that the equations

a*x=b and y*a=b

have uniquely solvable for every pair of elements a, b in Q. A
Latin square on a set Q is an |Q|x|Q| array such that every
symbol occurs in every row once, and also in every column
once. It is fairly well known that (e.g., see [9]) the
multiplication table of a quasigroup defines a Latin square;
that is, a Latin square can be viewed as the multiplication table
of a quasigroup with the headline and the sideline removed.

Definition 1 (e-transformation) Let Q be an alphabet (i.e. a
finite set) and Q" be the set of all nonempty words (i.e. finite
strings) formed by the elements of Q. The elements of Q" will
be denoted by a;a,...ar, where a; € Q (i=1, 2, ..., k). Let * be
a quasigroup operation on set Q, i.e. (Q, *) is a quasigroup.
For each a € Q, we define a map e,.. Q" — Q" as follows. V
a18,...8, € Q,
€a,% (alaz. ..ak) = blbz...bk,

b =ax*a,
b =b_,*a, =23k
The map e, . is called an e-transformation of Q" based on the
operation * with leader a.

where

A. 1VSetup Mode of Edon80
Let Q ={0,1,2,3} and (Q,s) (i=0,1,2,3) are four
quasigroups shown in Fig. 1.

Let Key = KoKji...Kgg and IV = VOV1...V_3132100123 =
VoVi...V_39 be two vectors of 80 bits is represented as a
concatenation of 40 2-bit variables. Let

(Qex, ). 0<i<39, O

(Qec, ). 40<i<79.

Then we perform 80 e-transformations on 1V as described in
the Table 1. All of those transformations can be described by
the following recurrence equations:

(Q’*i):



tho = Vae *o Ko,

ti =11 % K;, 1<j<39,

i =11 % Vi 40<j <79,

bio = Vag_i * iy 1<j<39,

ti = Koo % ti—lO’ 40< <79,
ti=taxty 1<i<79,1<j<79.

After all 80 e-transformations are performed, let a; = t;g; (i = 0,

1, ..., 79) be the leaders used in the following Keystream

mode.
|0 1 2 3 |0 1 2 3
ojo0o 2 1 3 0|1 3 0 2
112 1 3 0 110 1 2 3
2|1 3 0 2 212 0 3 1
313 0 2 1 313 2 1 0
| 0O 1 2 3 |0 1 2 3
0/2 1 0 3 03 2 1 0
111 2 3 0 1(11 0 3 2
213 0 2 1 210 3 2 1
3|0 3 1 2 312 1 0 3

Fig. 1: Quasigroups employed in Edon80

TABLE I. E-TRANSFORMATIONS OF EDON80 DURING IVSETUP MODE
*j Ko K1 v K39 Vo Vq e V39
* | Vao | foo Tox ... foge  Toso Toar ... To7o
# | Vag | tio Ta ... tize tiao trar .. Ty

%33 | V1 | fago Tag1 ... fagzo Tasao fagar ... Tagre

*39 | Vo | faoo Taor ... fao30 Tao40 faear ... Tao70

*50 | Kao | taoo taor ... lioze twoso taoar ..o tao7o

#g1 | Kag | tao tar oo taze taao tarar .otz

#78 | Ki | treo trer ... lisae trgao trear ... tigre

#79 | Ko | treo trex ... troze  troao trowr ... tro7g

B. Keystream Mode of Edon80

Leta; = t7g'i (l =0,1
Take a periodic (potentially infinite) string01230123...0

12 3 ... as an initial stream. Let the value in *; at time t be
denoted a;;. Then the values are updated as

890 =8 % 0,

8 ; =8y % (J modd), 1<,

8o =8 % & 4, 1< <79,

&, =a . %a,, 1<i<79,1<].

., 79) from 1VSetup mode be leaders.

Then perform 80 e-transformations as described in Table II.
The output of the last e-transformation is

ZgZyZy -+ Ly e =89 0891879 5 Byg
Chose every second value of z,z,z,---z, --- as the key stream,

i.e. the Keystream can be described as:
Keystream = 2,2,z -+ 2,, ;-
8792k

79 in Table Il are

= Q7g1879 3795 "

The quasigroup operations *;, i =0, 1, ...,
the same that in Table I.

TABLEII. E-TRANSFORMATIONS OF EDON80 DURING THE KEYSTREAM
MoDE
*; o 1 2 3 0 1 2 3 0O
*p | Qo |00 Qo1 Qo2 Aoz Qo4 Aos doe o7 Ao
*1 | @ Q10 Q11 12 A13 A4 A5 A1 A7 Aig
*79 | Arg a79,oa79,2a79,4a79,ea79,8

I11. DESCRIPTION OF THE KEY RECOVERY ATTACK

The key recovery attack given by Johansson and Hell [7]
assume a known plaintext scenario i.e., the adversary had
obtained the keystream sequence z,z.z, ---. The main ideas of

the attack come from the following properties of Edon80,

e The quasigroup (Q, ;) (0 < j < 3) used in the ith e-
transformer, *; (0 < i < 79), is directly determined by
the key as shown in Formula (1). If the adversary
knows which quasigroup is used in the ith e-
transformer, he also knows K;.

e The prime factors of the period of the keystream are
only 2 and 3, and for small i, the period of the string
produced by the ith transformer can be expected with
large probability.

Fig. 2 is a visualization of the key recovery attack by dealing
the matrix (& j)soxuv+r) from Table 2 (0<i<79, t<j<t+u+
v). The jth column corresponds to a specific time instance j,
and the ith row corresponds to #;, the ith e-transformer. A
restriction to the first B rows simply corresponds to an Edon
instance with only the first B e-transformers.

Each value &;; in the matrix M=(a;)soxu+v+1) IS computed
from its neighbours on the left and above. That is, a;; will
depend on all values a5y fors<iand t <j.

To set up the attack, select the first B rows in matrix M as
the upper part, and the remaining rows as the lower part. Let

X = (X1, X, «evy Xy)s

Y = (Y, Y2 ---» Yu)s

and v=|X|, u = |Y| be the lengths of X and Y respectively,
where x;, yj € {0, 1, 2, 3}, i=1, 2, ..., v; j=1, 2, ..., u, with the



values located as shown in Fig. 2. It is easy to see that B=79-u.
As can be seen, the vector X=(Xi, Xz, ..., X,) IS simply v
symbols come from the chain of the first B e-transformers
starting with some predetermined time. The vector Y = (yi,
Y2, ..., Yu) can be characterized as the values needed to
compute the internal state of the lower part of the matrix M.
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Fig. 2: Description of the ideas of the key recovery attack

Each quasigroup transformation will increase the period of
the initial string by a factor of 1, 2, 3 or 4. Thus the period,
denoted P;, of the sequence produced by *; is given by

Pi =2m3™

for some positive integers m; and m,. Then X = (X4, X3, ..., Xy)
is a segment in the Bth sequence with period Pg, and in the ith
sequence produced by = in Table Il, the elements
corresponding to time instance t and time instance t + k Pg, k =
0, 1, 2, ... will have the same values for i < B. Especially,
which will be used in the following, the vector X = (x4, Xy, ...,
Xv) Will have the same value in every considered time instance
t.

Suppose that for a moment the key bits used to determine
the quasigroup operations in the lower part are known.
Consider z;, Zug, ..., Zyrutls --+r Zirurws the (U+V)/2 key-stream
symbols known to the adversary directly below X and Y in
Fig.2, where u and v are odd positive integers. Using these
known key-stream symbols, the number of possible
combinations of X, Y will be reduced from 4(u+v) to
approximately 2(u+v). Choose u and v such that v > u. This
means not all X will be in the set of possible (X, Y) pairs. Then,
the outcome of this part is a set ', such that

[={X: there exists (X,Y) matching

ZH—kPB 'z ] Zt+kPE+u+v }

Combine this with the fact that the vector X=(x1, X, ..., Xy)
at time instances t and t + k Pg will be the same. This implies

that X must occur in I, for k =0, 1, 2, ... and hence in the
intersection of them.

t+kPy +27 .

For each choice of Y = (yy, Yo, ..., Yu) used to define the
key bits in the lower part, the sets I', for k = 0, 1, 2, ... are
determined. Take I' = NI for I', obtained so far, and continue
until T is empty. If eventually ' = @, the chosen value of the
key bits is discarded. On the other hand, if at the end there is
only one vector X in T', then we assume that we have found the
correct key bits: #79_y, *79_y+1, --., *79 Can be determined by

XY, z z

t4kPy 1 St+kPg+21 " Zl+kPB+u+v )'

and Ksg_y, Kag_y+1, .., Kag can be determined by *9_,

*79_4+1y +.+, *¥79 and Formula (1) in Section 2.

The number of key bits that are guessed in this attack is
2u+2 and the complexity is about

24u+d+3 . u+ d
d 1

whered =v —u.
There is a balance between the required length u+1 of the
keystream and computational complexity. Consider a proper u

and ¢ times repeat of the attacks. The complexity of the
computation

. 24u+d+3 X u-+d (2)
d

A
T=ay

where ¢, is the probability that Py | Py | the reader can refer
to [7] for detail.

After recovering 2(u+1) key bits we can either reconstruct
the sequence after B e-transformers and apply the same attack
again, now with much less complexity; or simply do an
exhaustive key search on the remaining key bits.

The trade-off parameters in the attack are u and d. chose u
= 13 and d = 4 gives about 2% for both computational
complexity and total amount of keystream. This concludes the
key recover attack on Edon80.

IV. MODIFICATION OF EDON80 TO RESIST THE KEY RECOVERY
ATTACK

In this section, we described a modification to Edon80 to
resist the above key recovery attack. The first property that the
above key recovery attack based on is that the quasigroup (Q,
*) (0 < j < 3) used in e-transformer % (0 < i < 79) is
completely determined by the key. We will modify the
Keystream Mode of Edon80 to remove this property.

Let Q ={0, 1, 2, 3}, (Q, ) (i=0,1, 2 3), Key =
KoKi...Ksg and IV = V0V1...V_3132100123 = VpV1...V_39. aS
shown in Section 2. (ap, @y, ..., a79) = (tz9.0, t701, .-, t79,79) are
get from Table I, the IVSetup Mode. We change the
quasigroup operations in Table I1, described in Formula (1), as
follows

Q% o, mosa)  0<i <39,
Q.o o), 40<i<79,

i-40 Fa79-i

Q®) ={ ©)

i.e., modify the 80 e-transformations of Edon80 as described
in Table 111



TABLE Il
®; 0 1 2 3 0 1 2 3 O
®qg | Ao

®, | &

MOoDIFIED KEYSTREAM MODE OF EDON80

oo do1 Qo2 do3 QAo4 Qdos Ao do7 Ados

dio di1 Q12 A3 A4 A5 A1 A1y A

Arg,0 [A79.1] 79,2 [@79,3 Q79,4 [A79.5 79,6 [@79.7 A79,8

On other parts of Edon80, the KeySetup Mode, 1VSetup
Mode, etc, keep unchanged.

®79 | Ar9

From the description of the key recovery attack in Section
3 we know that the adversary can use the key recovery attack
to get Ksg_ytay, Kag ys1tay 1, .., Kggtay (mod 4) in Formula (3)
with a computational complexity T in Formula (2). If u > 30
then T > 2%, So, we suppose u < 30 in the key recovery attack.

To compute a piece of key, Kag_y, Kag_ys1y «-y Kag_usks (K=
0), the adversary need to know a,, a,1, ..., auk By using a
similar method as shown in Fig. 2 and the known X = (xy,
X2, ..., Xy), the adversary can get X = (Xo, Xay, ---, Xyy) With a
computational complexity 22 as shown in Fig. 3, where x;,
is in the string produced by ®zq i (i=2,3,...,v) in Table I1I. a;
(i=0,1,...,79) repeat at the end of each period of the string
produced by ®, if

o Xv,v) = (aw Ay1y eeey au—k)

happened, then the adversary got a piece of key: Kggy,
Ksg_y+1y «--» Kagyw This implies that u+v > 79-u+k. The
computational complexity of the key recovery attack, T in
Formula (2), will be 224" = p178-2u2k 5 H118+2k

(Xv—k,Vv Xv—k+1,v: i

| IS o

r T

Fig. 3: Visualization of guessing (Qy, Qy_1, -+, Qy_k)-

The key space of Edon80 is 4*°=2%. An exhaustive key
search need to compute the key and IV which consisting of
160 cycles, and then 80 cycles to get ay, a,, ..., azg in Table II.
Each cycle need to compute 80 quasigroup operations. So an
implementation of the software need 240-80 ~ 2'* quasigroup
operations to test one key. So, the computational complexity

of exhaustive key search of Edon80 (and the modified Edon80)
is about 2%, The exhaustive key search would be much faster
than the key recovery attack if we modify the Keystream
Mode of Edon80 as shown in Formula (3) and Table I1I.

V. CONCLUSION

The key recovery attack can recover part of the key of
Edon80 with computational complexity about 2%°. If we
modify the Keystream Mode of Edon80 as shown in Section 4,
the quasigroups (Q, ;) (0 <j < 3) used in e-transformer ®; (0
< i < 79) will not be completely determined by the key,
KoK;...Kse, and then the computation of the key recovery
attack will be more complex than exhaustive key search. So,
the modification of the Keystream Mode of Edon80 can resist
the key recovery attack given by Johansson and Hell [7].

Edon80 is highly parallelizable, making it scalable from
the speed of processing point of view. The modification of the
Keystream Mode in Section 4 does not cause any change to
the parallelizability of Edon80.
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