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Abstract—Elliptic curve cryptosystems (ECCs) are becoming 

more popular because of the reduced number of key bits 

required in comparison to other cryptosystems such as RSA. 

They are especially suited to smartcards because of the limited 

memory and computational power available on these devices. 

However, the side-channel attacks especially simple side-channel 

analysis (SPA) can obtain information about the cryptosystem by 

measuring power consumption and processing time. To resist this 

attack there appear a number of countermeasures and the most 

widely used methods are Montgomery ladder and double-and-

add-always algorithm. This paper proposes a novel simple power 

analysis attack to these countermeasures. Experimental results 

on smart cards demonstrate that this attack method can retrieve 

secret keys by distinguishing the conditional subtraction of 

Montgomery modular multiplication (MMM). Several 

countermeasures that can resist this kind of SPA attack are also 

demonstrated in this paper. 
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I.  INTRODUCTION  

Elliptic curve cryptosystems become more and more 
popular. With much shorter key lengths they (presumably) 
offer the same level of security than older cryptosystems. This 
advantage is especially attractive for small cryptographic 
devices, like the smart cards. 

However, a new class of attacks was exploited to retrieve 
some secret information embedded in a cryptographic device: 
the so-called side-channel attacks [1, 2]. By monitoring some 
side-channel information (e.g., the power consumption) it is 
possible, in some cases, to deduce the inner workings of an 
(unprotected) crypto-algorithm and thereby to recover the 
secret keys. To counteract these attacks, a variety of 
countermeasures have been proposed [2, 3, 4, 5, 6, 7, 8, 9]. 

This paper only deals with simple side-channel analysis 
(SPA) because it is made easier for elliptic curve algorithms 
because the operations of doubling and addition of points are 
intrinsically different. There are a number of countermeasures 
for ECC against SPA attacks, and the most widely used as so 
far are Montgomery method [10] of the point multiplication 
and double-and-add-always algorithm [11]. They are all regular 
point multiplication algorithm that the operations of point 
doubling and addition are always executed whatever the key bit 
is. However, the above countermeasures can’t ensure the 
absolute security of point multiplication when there is more 

powerful simple power analysis. The main contribution of this 
paper is the development of a novel and more powerful simple 
power analysis attack. 

Here, to make the details concrete and quantifiable, this is 
considered for a specific choice of the algorithms and form of 
side channel leakage, namely point multiplication using the 
standard double-and-add-always algorithm, together with field 
multiplication using a version of Montgomery modular 
multiplication (MMM) [12] which includes a conditional 
subtraction and a cryptographic device in which every such 
subtraction can be observed on some side channel or 
combination of side channels. It is shown that this association 
leaks sufficiently for it to be computationally possible to 
deduce private keys for standard elliptic curves even if they are 
used just once. 

The rest of this paper is organized as follows. Section II 
introduces the background theory regarding the ECC’s point 
multiplication algorithm, Montgomery Modular Multiplication 
algorithm and SPA attack. Section III presents a novel SPA 
attack on ECC with countermeasures. Attack results are given 
in Section IV. Finally, we conclude in Section V. 

II. BACKGROUND 

The following section will briefly cover the background 
theory, required for understanding this work. First, we give an 
overview of ECC algorithm and Montgomery multiplication 
followed by a brief introduction to side channel analysis.  

A. Elliptic curve scalar multiplication  

An elliptic curve is a set of points P which are solutions of 
a bivariate cubic equation over a finite field, such as the prime 
finite field and the binary finite field [13]. 

In ECC, the secret key d is mainly involved in the scalar 
multiplication operations, while scalar multiplication is realized 
by repeated addition of the same point. If d is a positive integer 
and P a point on an elliptic curve, the point multiplication dP is 
the result of adding d copies of P [14, 15]: 

𝑑𝑃 = 𝑃 + 𝑃+. . . +𝑃         
𝑑

 

There is a common implementation of ECC’s scalar 
multiplication, such as the Binary Method shown in Algorithm 
1: 
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Algorithm 1 (Binary algorithm) 

Input: 𝑑, 𝑃 

Output: 𝑑𝑃 

1. 𝑇0 = 𝑃 

2. for 𝑖 = 𝑛 − 2 to 0 

          𝑇0 = 2𝑇0 

    if  𝑑𝑖 = 1 then 𝑇0 = 𝑇0 + 𝑃 
3. output  T0 

The above point multiplication implementations contain 
point addition and point doubling. The key d determines the 
procedure of doubling and addition operation. It consists of a 
point doubling operation if the key bit is 0, and a point 
doubling followed by a point addition operation if the key bit is 
1.  

B. Montgomery  modular multiplication  

Suppose the elliptic curve is defined over the Galois field 
𝐺𝐹(𝑃) and elements of this prime field are represented as long 
integers modulo P written to base r with digits in lowercase.  
Suppose 𝑅(≥ 𝑃) is the upper bound we wish to have on the 
inputs and outputs for MMM. Then we assume the version of 
MMM given in Algorithm 2 [12]. 

Algorithm 2 (MMM algorithm) 

Input:𝐴 and 𝐵 such that 𝐴, 𝐵 < 𝑅 ≤ 𝑟𝑛and 𝑃 prime to 𝑟 

Output: 𝐶 such that 𝐶 = 𝐴𝐵𝑟−𝑛𝑚𝑜𝑑 𝑃 and 𝐶 < 𝑅 

1. 𝐶 ← 0 

2. for 𝑖 = 0 to n-1 

          𝑞𝑖 ← − 𝑐0 + 𝑎𝑖𝑏0 𝑝0
−1𝑚𝑜𝑑 𝑟 

    𝐶 ←  𝐶 + 𝑎𝑖𝐵 + 𝑞𝑖𝑃  𝑑𝑖𝑣 𝑟 

3. if 𝐶 ≥ 𝑅 then 𝐶 ← 𝐶 − 𝑃 
4. output  𝐶 

Note that there is a conditional subtraction at the end of 
MMM algorithm. We can obtain the probability of conditional 
subtraction in modular squaring and multiplying in [18]. 

In the case of squaring 𝑋 , the probability is 𝑝𝑠  = 
𝑝𝑟𝑜𝑏(𝑋2𝑟−𝑛 + 𝑍 > 𝑃) where 𝑍 is uniform on [0, 𝑃]. Hence: 

𝑝𝑠 =  𝑃−1
𝑃

0

𝑓 𝑥 𝑥2𝑟−𝑛𝑑𝑥 =
1

3
𝑃𝑟−𝑛  

In the case of multiplying two independent, random 
residues 𝑋  and  𝑌  , the probability of the conditional 
subtraction is 𝑝𝑀  = 𝑝𝑟𝑜𝑏(𝑋𝑌𝑟−𝑛 + 𝑍 > 𝑃) for equi-distributed 
𝑍, namely: 

𝑝𝑀 =   𝑃−1
𝑃

0

𝑓 𝑥 𝑓 𝑦 𝑥𝑦𝑟−𝑛𝑑𝑥𝑑𝑦 =
1

4
𝑃𝑟−𝑛

𝑃

0

 

In general, 𝑃 ≈  𝑟−𝑛 , so 𝑝𝑠 ≈ 1/3 and 𝑝𝑀 ≈ 1/4. 

C. Power analysis  

Power analysis attacks use the fact that the instantaneous 
power consumption of a hardware device is related to the 
instantaneous computed instructions and the manipulated data. 
There are two types of power analysis, the simple power 
analysis (SPA) and the differential power analysis (DPA), 
which are described in [2, 16]. DPA computes hypotheses of 
the power consumption for each input and key candidate and 

compares them to the recorded power consumption of the 
device. Such a hypothesis can be computed by calculating the 
Hamming weight (HW) of a processed value.  

In this paper, we only take care of the SPA on point 
multiplication. SPA makes use of such an instruction 
performed during a scalar multiplication algorithm that 
depends on the data being processed. Apparently, Algorithm 1 
has a branch instruction conditioned by a secret exponent d, 
and thus it reveals the secret d if power consumptions of point 
addition and point doubling are distinguishable.  

The point doubling and addition can be implemented as the 
traditional procedure in [14]. When a=p-3 and Z=1, point 
doubling needs 8 multiplications, but point addition needs 11 
multiplications. And the operation procedure of point doubling 
is fully different from that of point addition. Therefore their 
power consumptions are highly distinguishable and vulnerable 
to SPA. 

D.  Countermeasures  

In order to be resistant against SPA, any branch instruction 
of exponentiation algorithm should be eliminated. There are 
mainly two types of countermeasures at algorithm level: the 
fixed procedure method and the indistinguishable method. The 
fixed procedure method deletes any branch instruction 
conditioned by a secret exponent like double-and-add-always 
method, Montgomery-ladder method, and window-based 
method [17]. The indistinguishable method conceals all branch 
instructions of exponentiation algorithm by using 
indistinguishable addition and doubling operations, in which 
dummy operations are inserted. 

The most widely used method to resist SPA attack are 
double-and-add-always method and Montgomery-ladder 
method. Double-and-add-always method is described in 
Algorithm 3. In this method, the operations of point doubling 
and addition are always executed whatever the key bit is 
through insertion of false point additions. By measuring the 
power consumption during the ECC operation, the attackers 
can’t retrieve the secret key. 

Algorithm 3 (Double-and-add-always algorithm) 

Input: 𝑑, 𝑃 

Output: 𝑑𝑃 

1. 𝑇0 = 𝑃 

2. for 𝑖 = 𝑛 − 2 to 0 

          𝑇0 = 2𝑇0 

    if  𝑑𝑖 = 1 then 𝑇0 = 𝑇0 + 𝑃 

    else 𝑇1 = 𝑇0 + 𝑃 

3. output  𝑇0 
 

III. A NOVEL SIMPLE POWER ANALYSIS 

In this section, we present a powerful simple power 
analysis attack on point multiplication with double-and-add-
always method. Note that this attack can also be used to defeat 
the Montgomery-ladder method. 

A. Description of the Attack 

For simplicity, we assume the main side channel leakage is 
from an implementation of field multiplication using 
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Montgomery Modular Multiplication (MMM) in which there is 
an observable, final, conditional subtraction. However, it must 
be emphasized that this choice is only for convenience in 
evaluating the probabilities. A similar attack could be mounted 
against any modular multiplier exhibiting data-dependent side-
channel leakage. 

According to algorithm 2, there is a conditional subtraction 
decided by the two multipliers of the modular multiplication. 
This means that the conditional subtraction of a modular 
multiplication in the point multiplication is decided by the 
input point and the bits of private key used before computing 
this modular multiplication, when the point multiplication 
algorithm is fixed. 

The attack of this paper is based on above principle. By 
knowing the input point of the point multiplication and 
guessing the partial private key, the attacker can deduce the 
conditional subtractions of the medial Montgomery modular 
multiplications. If the deduction correspond to actual situation 
by analyzing the power consumption of point multiplication, 
the guessing key is right, otherwise is wrong. Now we give a 
concrete process of this attack when the target is point 
multiplication using the standard double-and-add-always 
algorithm. 

Assuming that the attacker knows the 𝑖 − 1  most 
significant bits, he can guess 𝑑𝑖 = 0 and compute the output of 
𝑖 round that equals the input of  𝑖 + 1 round. In general, the 
coordinate system is Jacobian and coefficient of the elliptic 
curve equation is 𝑎 = −3 , so there are 19 modular 
multiplications  in every round. By knowing the input of  𝑖 + 1 
round, the positions of conditional subtractions of these 19 
modular multiplications can be confirmed. Contrast to the 
power consumption of  𝑖 + 1  round, if the positions of 
conditional subtractions are identical, the guess 𝑑𝑖 = 0 is right, 
otherwise di = 1. We can repeat this attack until the last round 
in which the key bit can be retrieved only by 
exhausting method. 

The preconditions for success of this attack is that the 
positions of conditional subtractions of these 19 modular 
multiplications is different more or less when di = 0 or di = 1. 
According Section II the probability that two squares’ (two 
multiplies’ respectively) the conditional subtraction are the 
same is ps

2 + (1 − ps )2 = 5/9  ( 𝑝𝑀
2 + (1 − 𝑝𝑀)2 = 5/8 

respectively). Then we can deduce that the probability that all 
the conditional subtraction positions of 19 modular 

multiplications are the same is (5/9)7 × (5/8)12 ≈ 2−14 ，
because there are 7 squares and 12 multiplies. This probability 
can be ignored and almost only one input point and 
corresponding power trace need to recover the whole key.  

If the Montgomery-ladder method also uses the 
Montgomery modular multiplications, it can be broken in the 
same way. 

Note that this attack can also be applied to ECDSA. Despite 
only the ephemeral key can be retrieved from the scalar 
multiplication by above attack method, we can recover the sign 
key easily. 

B. Countermeasures 

Because only one power trace of scalar multiplication is 
need in above attack method and the target is only the exponent 
key, the common countermeasures like exponent blinding is 
not useful. 

It is clear that constant time modular multiplication is 
essential for security and the attacker need to know the input 
point in this attack, so the countermeasures such as base point 
blinding, random projective coordinate [11] and eliminating the 
conditional subtraction are all good choices. 

IV. EXPERIMENT RESULT 

To examine the effect of the proposed SPA attack in 
section III, the experiments are conducted on a hardware 
implementation of ECC. The experimental setup consists of a 
PC, a power tracer, a smart card and a LeCroy oscilloscope. 
The smart card has a PAE coprocessor and algorithm library. 
The coprocessor is used to compute modular multiplication 
and addition. The algorithm library is used to provide a high 
level interface to ECC cryptography implemented on the 
coprocessor and includes countermeasures against SPA and 
DPA attacks.  

In practice, the crucial demand of this attack method is that 
the judges of conditional subtraction in power trace are 
accurate. There are many methods to discriminate modular 
multiplications with or without conditional subtraction such as 
measuring the timing of multiplications, pattern matching. The 
latter is chosen because it is more stable. Specific steps are as 
follows: 

First, acquiring a power trace of point multiplication and 
finding a modular multiplication with conditional subtraction 
in it as a pattern. Then the correlation coefficient between this 
pattern and the every successive region of the power trace 
point by point is computed and all regions whose correlation 
coefficients are higher than an appropriate threshold such as 
0.9 are averaged into a new pattern. The new pattern selected 
in this experiment is as shown in Fig.1.  

 

Fig. 1. The new pattern of MMM with conditional subtraction 

Secondly, the correlation coefficient between new pattern 
and the every successive region of the power trace point by 
point is recomputed and the partial result is as shown in Fig.2.  
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Fig. 2. The correlation coefficient between new pattern and the every 

successive region of the power trace point by point 

From Fig.2 it can be seen that the correlation coefficients 
can be divided into two groups. The first group is higher than 
0.9 and the second is between 0.6 and 0.9. It means that the 
first group is matched with the pattern well and they are all 
modular multiplications with conditional subtraction. 
Obviously, the modular multiplications in second group have 
no conditional subtraction. 

After that the above judge and attack methods are made 
into program and applied on a standard scalar multiplication 
using double-and-add-always algorithm. The experimental 
results show that it is easy to recover the whole secret key less 
than several seconds.  

V. CONCLUSION 

A novel simple power analysis attack on elliptic curve 
scalar multiplication such as double-and-add-always algorithm 
is presented in this paper. The method basically uses the 
information about the conditional subtraction of Montgomery 
modular multiplications, and retrieves the secret key by 
measuring the power consumption of point multiplication. The 
method can be considered as an enhancement because it works 
even in cases where the standard simple power attack fails 
because of the countermeasures such as the double-and-add-
always algorithm.  

The experimental results overturn several potential 
misconceptions. First, the regular point multiplications such as 
Montgomery ladder and double-and-add-always algorithm are 
not panaceas against simple power analysis. It protects only 
one aspect of the implementation. Secondly, the standard 
exponent blinding technique can provide no protection at all 
against some attacks. And thirdly, modular multiplication can 
leak sufficient data for a successful attack even when a key is 
used just once, such as in the Digital Signature Algorithm 
(DSA).  

To summarize the results, the method is new and more 
powerful than the standard simple power analysis attack and 
poses a serious threat against certain algorithms. More 
countermeasures should be chosen to prevent this attack. The 
work done in this paper is just a try to breaking the ECC’s 
private key using a simple power analysis, more novel method 
and further researches are expected in the future. 
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